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TUESDAY,  OCTOBER  31,  1995 

U.S.  Senate, 
Permanent  Subcommittee  on  Investigations, 
Committee  on  Governmental  Affairs, 

Washington,  DC. 

The  Permanent  Subcommittee  on  Investigations  met,  pursuant  to 
notice,  at  9:36  a.m.,  in  room  SD-342,  Dirksen  Senate  Office  Build- 
ing, Hon.  Ted  Stevens  presiding. 

Present:  Senators  Stevens,  Nunn,  Cohen,  Glenn,  Dorgan,  and 
Akaka.  Also  present:  Senator  Lugar. 

Staff  present:  Daniel  S.  Gelber,  Chief  Counsel  to  the  Minority; 
John  Sopko,  Deputy  Chief  Counsel  to  the  Minority;  Alan  Edelman, 
Counsel  to  the  Minority;  Mark  Webster,  Investigator  to  the  Minor- 
ity; Mary  Robertson,  Assistant  Chief  Clerk  to  the  Minority;  Richard 
Kennan  (Detailee,  U.S.  Customs);  Renee  Pruneau-Novakoff 
(Detailee,  CIA);  Harold  Damelin,  Chief  Counsel  and  Staff  Director; 
Eric  Thorson,  Chief  Investigator;  Michael  Bopp,  Counsel;  Stephen 
H.  Levin,  Counsel;  Ariadne  Allen,  Investigator;  Jack  Cobb,  Coun- 
sel; Christopher  Greer,  Investigator;  Susanne  Horner,  Librarian; 
Mary  Ailes,  Staff  Assistant;  Carla  J.  Martin,  Chief  Clerk;  Ken 
Myers  (Senator  Lugar);  Dan  Bob  (Senator  Roth);  John  Roots  (Sen- 
ator Stevens);  Jim  Bodner  (Senator  Cohen);  Al  McDermott  (Govern- 
mental Affairs  Committee);  Christine  Ciccione  (Governmental  Af- 
fairs Committee);  Matt  Sikes  (Senator  Nunn);  Rick  Valentine  (Sen- 
ator Smith);  Nina  Bang-Jensen  (Senator  Lieberman);  Debra  Wada 
(Senator  Akaka);  Len  Weiss  (Governmental  Affairs  Committee); 
Randy  Rydell  (Cxovernmental  Affairs  Committee);  and  Tom  Griffith 
(Senate  Legal  Counsel). 

OPENING  STATEMENT  OF  SENATOR  STEVENS 

Senator  Stevens.  My  apologies  for  being  late.  All  the  tour  people 
are  in  from  Alaska,  and  25  people  for  me  is  like  5,000  people  for 
you,  Sam. 

Let  me  thank  all  of  you  for  being  here.  The  Subcommittee  is 
going  to  continue  a  series  of  hearings  on  the  serious  and  growing 
worldwide  threat  that  is  posed  by  the  proliferation  of  weapons  of 
mass  destruction,  which  encompass  chemical,  biological,  and  nu- 
clear weapons,  and  weapons  material.  These  hearings  today  and  to- 
morrow will  focus  specifically  on  the  risks  resulting  from  the  pro- 
liferation of  chemical  and  biological  weapons  by  examining  as  a 
case  study  the  sarin  gas  attack  on  a  Tokyo  subway  station  by  the 
Japanese  cult  known  as  Aum  Shinrikyo. 

(1) 


Senator  Roth  is  unable  to  be  here  today.  He  is  the  Chair  of  the 
Permanent  Subcommittee.  We  will  put  Senator  Roth's  statement  in 
the  record  at  the  beginning  of  this  hearing. 

[The  prepared  statements  of  Senator  Roth  and  Senator  Akaka 
follows:] 

PREPARED  STATEMENT  OF  SENATOR  WILLIAM  V.  ROTH,  JR. 

A  new  era  in  the  use  of  weapons  of  mass  destruction  is  upon  us.  Consider  that 
the  same  substances  used  in  certain  detergents,  ceramics  and  even  pen  ink  are  key 
ingredients  to  lethal  chemical  weapons.  Consider  also  that  deadly  biological  agents 
may  be  extracted  from  seemingly-innocuous  plants,  may  be  produced  in  the  labora- 
tory in  almost  unlimited  quantities,  and  may  be  ordered  from  private  suppliers  for 
ostensible  research  purposes.  With  these  facts  in  mind,  understand  that  madness 
has  recognized  the  deadly  simplicity  and  availability  of  chemical  and  biological 
weapons,  and  is  reaching  to  these  agents  as  its  newest  method. 

This  Subcommittee  has  a  longstanding  history  of  investigating  and  exposing  the 
problem  of  weapons  proliferation.  The  record  we  have  created  chronicles  the  spread 
of  chemical  and  biological  weapons  throughout  the  world,  the  threat  to  domestic  and 
global  security  posed  by  the  conventional  arms  bazaar,  and  the  black  market  for  nu- 
clear materials.  Today  we  turn  reluctant  eyes  to  another  page  from  this  somber 
compendium 

The  chapter  we  now  examine  is  perhaps  the  most  chilling.  It  describes  the  hor- 
rible potential  of  chemical  and  biological  weapons  that  we  first  examined  back  in 
1989.  Today,  after  a  religious  cult  in  Japan  known  as  the  "Aum  Shinrikyo"  cruelly 
and  barbarously  unleashed  this  horrible  potential  on  innocents,  we  must  revisit  this 
subject.  What  was  once  science  fiction  is  now  reality. 

This  hearing  focuses  on  the  Aum  Shinrikyo  as  an  example  of  what  can  happen 
when  madness  finds  a  method.  The  madness,  in  this  case,  began  with  a  man  named 
Shoko  Asahara,  a  disaffected  yoga  instructor  who  formed  a  religious  cult  in  the  mid- 
1980s  and  named  it  Shinrikyo,  or  "supreme  truth"  in  Sanskrit.  The  cult  was  devoted 
to  Siva,  the  Hindu  god  of  destruction  and  reproduction,  and  predicted  Armageddon 
in  1997.  It  attracted  up  to  sixty-five  thousand  members  worldwide,  including  an  es- 
timated ten  thousand  followers  in  Japan,  more  than  thirty  thousand  in  Russia,  and 
numerous  others  around  the  rest  of  the  world,  including  in  the  United  States. 

In  the  late  1980s,  the  Aum  secured  protected  status  as  a  religious  corporation  and 
began  amassing  large  quantities  of  cash,  land  and  other  assets  through  questionable 
means.  Asahara  organized  the  cult  by  establishing  a  ministerial  cabinet  patterned 
after  the  Japanese  government. 

Its  finances  and  structure  in  place,  the  Aum  turned  its  attention  to  finding  a 
method  through  which  it  could  carry  out  Asahara's  mad  ambitions.  The  Aum  is  al- 
leged to  have  engaged  in  a  bewildering  number  of  sinister  activities,  which  can  be 
divided  into  three  categories.  The  first  consists  of  the  Aum's  elaborate,  malicious 
preparations.  These  included  a  uranium-mining  and  chemical-testing  expedition  to 
the  Australian  outback  where  Aum  scientists  experimented  with  sarin  on  sheep;  an 
attempt  by  the  cult's  office  in  New  York  to  purchase  a  highly  sophisticated  laser 
device  capable  of  measuring  plutonium;  the  construction  of  factories  to  manufacture 
chemical,  biological,  and  conventional  weapons;  and  the  development  of  a  microwave 
device  the  size  of  a  refrigerator  to  dispose  of  bodies,  and  a  laser  cannon  for  use 
against  the  Tokyo  police. 

The  second  category  is  comprised  of  attempts  to  murder  innocent  civilians  and 
government  officials.  In  addition  to  other  attempts,  the  Aum  spread  anthrax  bac- 
teria from  the  top  of  a  Tokyo  building;  deployed  briefcases  containing  small  fans  in- 
tended to  spread  chemical  and  biological  agents  in  covert  fashion;  and,  in  a  Tokyo 
subway  restroom,  set  on  fire  two  plastic  bags  of  chemicals,  which,  had  they  not  been 
found  quickly  and  extinguished,  would  have  combined  to  produce  a  cloud  of  deadly 
hydrogen  cyanide  gas. 

The  third  category  is  comprised  of  actual  killings  allegedly  committed  by  the  Aum. 
Among  these  are  the  grisly  tale  of  a  remodeled  two-ton  truck  spraying  sarin  in  a 
residential  area  of  Matsumoto  resulting  in  seven  deaths  and  five  hundred  injured; 
the  March  20,  1995  Tokyo  subway  gassing  resulting  in  twelve  deaths  and  five  thou- 
sand injured;  and  the  murder  of  both  cult  "enemies"  and  disobedient  followers  by 
lethal  injection. 

Perhaps  the  most  obvious  lesson  we  can  learn  from  the  Aum  is  this:  Chemical  and 
biological  weapons  can  be  produced  and  deployed  by  organized,  well-funded  and  sci- 
entifically-knowledgeable groups.  A  related  concern  is  that,  if  a  group  cannot 
produce  chemical  or  biological  weapons  itself,  it  may  find  them  for  sale. 


The  conditions  for  the  creation  of  a  chemical  and  biological  weapons  black  market 
appear  to  exist  already.  The  Department  of  Defense  reports  that  dozens  of  countries 
have  some  biological  and/or  chemical  systems  capabilities.  Russia  alone  has  an  esti- 
mated stockpile  of  forty  thousand  metric  tons  of  chemical  weapons  protected  by  se- 
curity systems  described  as  "rudimentary."  A  recent  article  in  the  Washington  Times 
notes  that  a  former  Soviet  military  office  is  under  investigation  for  aiding  in  the 
shipment  of  nearly  a  ton  of  chemical  substances  to  unidentified  Middle  East  buyers 
in  1993. 

This  summer,  Iraq  admitted  to  having  developed  a  large  biological  weapons  pro- 
gram. More  recently,  Iraqi  officials  have  been  accused  of  withholding  information 
from  a  United  Nations  group  monitoring  the  disposal  of  these  weapons. 

Here  in  the  United  States,  I  think  we  have  been  surprised  to  find  ourselves  more 
than  simply  spectators  to  these  troubling  events.  Earlier  this  year,  two  men  in  Min- 
neapolis were  convicted  of  possessing  ricin,  a  biological  toxin  twice  as  lethal  as  the 
deadliest  cobra  venom.  Also  this  year,  a  Columbus,  Ohio  man  allegedly  obtained 
three  vials  of  bubonic  plague  bacteria  from  a  private  supplier  of  biological  cultures. 
And  with  sadness,  we  remember  the  tragedy  in  Oklahoma  City,  where  agricultural 
fertilizer  was  mixed  with  fuel  oil  to  create  an  explosion  our  nation  will  never  forget. 

We  must  squarely  address  the  face  of  terrorism  by  working  diligently  to  prevent 
the  unlawful  diversion  and  production  of  chemical  and  biological  weapons.  Globally, 
it  may  be  time  to  refine  our  arms  controls  conventions  to  better  counter  the  threats 
posed  by  terrorist  organizations.  Domestically,  the  Senate  has  passed  an  anti-terror- 
ism measure  designed  to  help  law  enforcement  agencies  thwart  terrorist  attempts 
and  to  stiffen  the  penalties  on  such  reprehensible  activities.  The  idea  is  to  bolster 
both  prevention  and  deterrence,  and  it  is  a  good  one.  This  measure  should  become 
law. 

Terrorist  groups  like  the  Aum  Shinrikyo  rely  upon  anonymity  and  surprise  in 
order  to  accomplish  their  objectives.  I  believe  that  through  hearings  such  as  this  we 
help  raise  awareness  of  terrorism,  its  objectives,  and  its  methods.  Our  message  is 
not  just  to  beware,  but  to  be  aware  of  terrorist  methods  in  order  to  halt  these  orga- 
nizations before  they  act. 

I  commend  the  distinguished  ranking  member.  Senator  Nunn,  and  his  staff  for 
their  efforts  to  bring  these  problems  to  the  public's  attention.  For  years,  my  col- 
leagues. Senators  Nunn  and  Lugar,  have  warned  of  weapons  of  mass  destruction 
with  clarion  voice,  and  their  efforts  deserve  our  praise. 

I  also  thank  the  Japanese  and  Tokyo  governments  for  their  cooperation  with  the 
Subcommittee.  They  have  done  our  country  a  great  service  in  helping  to  shed  light 
on  the  Aum  Shinrikyo  and  its  perverse  pursuits. 

Before  closing,  I  want  to  point  out  a  fundamental  challenge  groups  like  the  Aum 
present  to  Japan,  the  United  States  and  the  rest  of  the  democratic  world.  The  chal- 
lenge is  to  strike  a  balance  between  security  and  associational  and  religious  free- 
doms. We  must  pursue  domestic  security  with  care,  so  that  we  do  not  sacrifice  free- 
doms central  to  democracy. 


PREPARED  STATEMENT  OF  SENATOR  DANIEL  K.  AKAKA 

Mr.  Chairman,  today's  hearing  focuses  on  a  profound  threat  to  world  peace — the 
proliferation  of  weapons  of  mass  destruction.  The  use  of  chemical,  biological  and  nu- 
clear weapons  and  the  procurement  of  materials  to  manufacture  these  weapons,  par- 
ticularly by  terrorist  organizations,  pose  a  significant  threat  to  our  national  security, 
as  well  as  to  peace  efforts  around  the  world. 

One  only  has  to  look  at  the  Middle  East  to  see  that  delicate  efforts  to  bring  peace 
to  the  region  are  being  threatened  by  fringe  terrorist  groups.  The  Japanese  cult, 
Aum  Shinrikyo,  is  another  example  of  the  potential  threat  that  the  United  States 
and  our  allies  face.  The  bombing  of  the  World  Trade  Center  and  the  Oklahoma  Fed- 
eral Building  and  the  derailing  of  an  Amtrack  train  in  Arizona  show  only  to  clearly 
the  threats  we  face  here  in  the  United  States.  Today's  hearing  will  show  that  Amer- 
icans are  not  immune  to  the  growing  threat  posed  by  the  proliferation  of  chemical, 
biological  and  nuclear  weapons.  The  time  has  come  for  us  to  confront  this  issue  and 
to  determine  a  course  of  action  to  respond  to  this  rising  specter  of  danger. 

The  ratification  of  the  Chemical  Weapons  Convention  would  be  the  first  step  to 
ensure  that  future  generations  of  Americans  are  safeguarded  from  the  horrors  of 
chemical  weapons.  It  can  also  serve  as  a  model  for  other  arms  control  and  verifica- 
tion treaties. 

Senator  Stevens,  I  am  pleased  to  be  here  today,  and  I  commend  Senator  Nunn 
and  Senator  Roth  for  their  leadership  in  this  area.  I  look  forward  to  learning  more 
about  the  threat  from  weapons  of  mass  destruction  to  our  country  and  the  world. 


Senator  Stevens.  On  March  20  of  this  year,  the  world  was 
stunned  by  the  sarin  gas  attack  in  the  Tokyo  subway  station  that 
killed  12  people  and  injured  over  5,000.  I  think  there  is  no  question 
that  these  weapons  are  menacing  because  countries  or  individuals 
seeking  mass  destruction  capability  find  them  relatively  cheap  to 
produce  and  do  not  demand  the  elaborate  technical  infi'astructure 
needed  to  make  nuclear  weapons. 

These  hearings  raise  very  timely  and  important  questions,  both 
for  the  world  community  and  for  our  Nation.  We  have  seen  all  too 
clearly  that  we  are  not  immune  fi"om  terrorist  acts.  This  investiga- 
tion has  been  conducted  by  the  Subcommittee's  minority  staff,  and 
I  commend  the  Subcommittee's  ranking  minority  member,  Senator 
Nunn,  and  his  staff  for  the  outstanding  work  they  have  done  on 
this  important  investigation. 

Senator  Lugar,  I  am  please  very  much  to  have  you  here.  While 
not  a  Member  of  this  Subcommittee,  we  also  commend  you  for  the 
fine  work  you  have  done  in  this  area.  You  have  a  long-standing 
commitment  to  this  important  issue,  and  I  appreciate  the  attend- 
ance of  the  witnesses  who  have  agreed  to  come  before  the  Sub- 
committee. Let  me  yield  now  to  Senator  Nunn. 

OPENING  STATEMENT  OF  SENATOR  NUNN 

Senator  NuNN.  Thank  you  very  much.  Chairman  Stevens. 

Today  we  begin  a  series  of  hearings  to  examine  the  global  pro- 
liferation of  weapons  of  mass  destruction.  As  we  stand  at  the 
threshold  of  the  21st  century,  there  is  perhaps  no  greater  threat  to 
this  Nation  and,  indeed,  to  the  world's  national  security  than  the 
illicit  spread  of  these  awesome  and  awful  devices. 

The  end  of  the  Cold  War  and  the  collapse  of  Soviet  Communism 
eliminated  what  many  considered  to  be  the  gravest  threat  to  our 
world  stability  and  security,  that  is,  the  threat  of  an  all-out  con- 
frontation and  even  war  between  the  two  superpowers.  We  have 
moved  fi"om  an  era  of  high  risk  but  also  high  stability  to  a  climate 
of  much  lower  risk  but  also  much  less  stability.  In  many  ways,  the 
world  is  a  far  more  unstable  place  today  than  it  was  a  decade  ago. 
Ethnic,  religious,  racial,  and  political  conflicts  have  led  to  an  in- 
creasing level  of  violence  and  terrorism  around  the  globe.  It  seems 
no  place  is  immune  today — not  the  marketplaces  of  Sarajevo,  not 
the  buses  of  Tel  Aviv,  not  the  subways  of  Paris,  not  the  office  build- 
ings of  New  York  or  Oklahoma  City.  Zealotry  in  the  name  of  a 
cause  has  created  individuals  and  groups  who  are  increasingly  will- 
ing to  do  the  unthinkable.  Unfortunately,  the  ability  to  obtain 
weapons  of  mass  destruction  and  carry  out  the  unthinkable  is  in- 
creasingly coming  within  their  grasp. 

While  the  fall  of  the  Soviet  Union  has  certainly  diminished  the 
risk  of  a  major  war  between  the  United  States  and  a  would-be 
challenger,  it  has  also  created  new  risks  which  could  have  a  very 
severe  impact  on  the  United  States.  Never  before  has  an  empire 
collapsed  leaving  some  30,000  nuclear  weapons,  hundreds  of  tons 
of  fissile  material,  at  least  40,000  tons  of  chemical  weapons,  ad- 
vanced biological  weapons,  huge  stores  of  sophisticated  conven- 
tional weapons,  and  literally  thousands  of  scientists  with  the 
knowledge  to  make  all  of  these  very  sophisticated  weapons.  As  the 
remnants  of  that  empire  struggle  to  achieve  democratic  reforms 


and  build  a  free-market  economy,  the  challenge  facing  the  Rus- 
sians, and  the  entire  world,  is  to  ensure  that  the  former  Soviet 
Union  does  not  become  a  vast  supermarket  for  the  most  deadly  in- 
struments known  to  man.  Unfortunately,  there  are  already  many 
prospective  customers. 

At  the  same  time,  the  inexorable  advance  of  science  and  commu- 
nications has  made  the  technology  of  these  instruments  available 
to  an  ever-widening' audience.  The  ingredients  for  sarin  and  other 
chemical  weapons  are  easily  accessible  today  over  the  Internet,  as 
is  information  about  biological  weapons  and  even  instructions  as  to 
how  to  make  a  nuclear  device.  The  scenario  of  a  terrorist  group  ei- 
ther obtaining  or  manufacturing  and  using  a  weapon  of  mass  de- 
struction is  no  longer  the  stuff  of  science  fiction  or  even  adventure 
movies.  It  is  a  reality  which  has  come  to  pass  and  one  which,  if  we 
do  not  take  appropriate  measures,  will  increasingly  threaten  us  in 
the  future. 

Indeed,  it  is  just  that  reality  which  has  led  to  today's  hearing. 
In  an  event  that  was  little  noticed  at  the  time  outside  of  Japan,  7 
people  died  and  over  500  were  treated  at  hospitals  when  a  mysteri- 
ous vapor  seeped  into  the  open  windows  of  an  apartment  complex 
in  the  city  of  Matsumoto  on  June  27,  1994.  While  some  experts  ul- 
timately concluded  that  the  vapor  was  the  deadly  nerve  gas  sarin, 
no  group  ever  claimed  credit  for  the  incident  and  no  arrests  were 
made.  As  a  result,  the  world  paid  little  attention  to  the  Matsumoto 
City  incident. 

The  world  was  forced  to  pay  attention,  however,  on  the  morning 
of  March  20,  1995.  On  that  day,  at  the  height  of  the  morning  rush 
hour,  several  members  of  a  religious  cult  which  preached  Armaged- 
don between  the  United  States  and  Japan  unleashed  a  sarin  gas 
attack  on  the  innocent  civilian  riders  of  the  Tokyo  subway  system. 
The  attack  specifically  targeted  a  central  station  in  the  heart  of  the 
city  which  served  the  major  government  agencies  of  the  Japanese 
Government. 

Twelve  persons  were  killed  and  over  5,000  were  injured.  If  the 
cult  had  crafted  a  more  efficient  delivery  system  prior  to  their  at- 
tack, the  death  toll  could  have  easily  soared  into  the  tens  of  thou- 
sands. Nevertheless,  the  relatively  low  death  toll  fi-om  this  attack 
is  a  credit  to  the  excellent  work  of  the  Japanese  emergency  re- 
sponse and  health  authorities.  As  a  result  of  the  investigation 
which  followed  the  Tokyo  attack,  Japanese  authorities  were  able  to 
develop  evidence  that  this  cult  had  also  carried  out  the  earlier  at- 
tack which  I  alluded  to  in  Matsumoto  City. 

The  cult,  known  as  the  Aum  Shinrikyo,  thus  gained  the  distinc- 
tion of  becoming  the  first  group,  other  than  a  nation  during  war- 
time, to  use  chemical  weapons  on  a  major  scale.  I  believe  this  at- 
tack signals  the  world  has  entered  into  a  new  era.  Because  of  these 
concerns,  I  directed  the  Subcommittee  minority  staff  to  examine 
the  activities  of  the  Aum  and  to  report  back  to  the  Subcommittee 
and  to  the  Senate  on  the  lessons  to  be  learned  from  this  group. 
Their  report  is  deeply  disturbing. 

For  example,  this  was  a  group  which,  in  furtherance  of  its  reli- 
gious and  political  goals,  sought  to  acquire  and  planned  to  use 
some  of  the  deadliest  weapons  known  to  man. 


The  Aum  had  built  its  own  chemical  manufacturing  plant  in 
which  it  produced  such  chemical  agents  as  sarin  and  VX  gas.  They 
had  also  built  a  plant  to  develop  biological  weapons  and  may  have 
developed  such  agents  as  botulin  toxin  and  anthrax. 

With  over  $1  billion  in  assets,  money  was  no  object  for  this 
group.  They  were  willing  to  spend  hundreds  of  thousands  of  dollars 
at  a  time  on  pieces  of  equipment  to  aid  in  their  weaponization  pro- 
gram. They  were  even  willing  to  consider  the  cost  of  buying  a  nu- 
clear weapon. 

The  Aum's  reach  stretched  literally  around  the  world  as  they 
sought  to  fulfill  the  prophecies  of  their  leader.  The  Aum  had  made 
extensive  contacts  in  Russia  in  an  effort  to  obtain  military  training, 
equipment,  and  weapons,  including  laser  weapons  and  even  nu- 
clear weapons.  They  had  traveled  to  Australia  to  mine  uranium 
and  to  carry  out  tests  with  chemical  agents.  They  even  had  mem- 
bers working  here  in  the  United  States  attempting  to  obtain  ad- 
vanced technology  and  equipment  to  help  them  carry  out  weapons 
production. 

As  we  will  hear  today,  the  Aum's  office  in  the  United  States  was 
accessing  and  attempting  to  purchase  sophisticated  computer  pro- 
grams and  equipment  with  potential  military  applications. 

Despite  all  this  activity,  and  despite  the  fact  that  the  group's 
doomsday  philosophy  was  primarily  against  the  United  States,  the 
Aum  was  virtually  unknown  to  U.S.  intelligence  or  law  enforce- 
ment prior  to  the  March  20  subway  attack.  In  an  age  when  we 
have  witnessed  two  major  terrorist  attacks  on  targets  in  the  United 
States,  anything  other  than  constant  vigilance  in  this  area  could 
have  catastrophic  consequences.  Yet  preventing  groups  such  as  the 
Aum  ft^om  arising  in  the  future  and  obtaining  similar  destructive 
capabilities  is  an  extremely  complex  problem.  It  is  not  one  that  will 
be  solved  in  1  or  2  years.  It  is  not  one  that  will  yield  to  simple  solu- 
tions. It  is  a  problem  which  will  have  to  be  fought  on  many  fi'onts: 

We  must  develop  a  real  awareness  of  the  proliferation  threat 
among  the  public  and,  in  particular,  among  the  business  and  sci- 
entific communities  which  are  the  source  of  much  of  the  precursor 
technology  and  materials  which  are  vital  to  these  groups. 

We  must  also  beef  up  our  human  intelligence,  and  that  means 
we  must  develop  better  coordination  between  intelligence  and  law 
enforcement,  not  only  in  this  country  but  also  around  the  world. 

We  must  develop  a  global  strategy,  one  which  includes  the  coun- 
tries of  the  former  Soviet  Union  and,  in  particular,  Russia  to  im- 
prove our  capabilities  worldwide  to  track  and  trace  nuclear,  chemi- 
cal, and  biological  material.  This  means  we  must  concentrate  on  re- 
search and  development  efforts  to  greatly  improve  our  capabilities 
to  detail,  trace,  and  track  weapons  of  mass  destruction. 

We  must  enhance  export  control  regimes  worldwide  and  develop 
better  technologies  for  better  border  control. 

We  must  also  make  maximum  use  of  arms  control  agreements 
such  as  START  II  and  of  international  treaties  and  conventions 
such  as  the  Non-Proliferation  Treaty,  the  Biological  Weapons  Con- 
vention, and  the  Chemical  Weapons  Convention.  And  that  gets 
right  here  at  home  in  the  Senate. 

We  must  have  a  global  coordinated  effort  against  international 
organized  crime  and  terrorism. 


We  must  intensify  our  cooperative  efforts  with  the  countries  of 
the  former  Soviet  Union  to  help  them  destroy  their  excess  weapons 
and  materials,  improve  their  accounting  and  storage  for  those  they 
do  maintain,  and  constructive  economic  alternatives  for  their  sci- 
entists who  will  otherwise  inevitably  be  tempted  to  sell  their 
knowledge  to  Libya,  North  Korea,  or  groups  around  the  world  such 
as  the  Aum. 

On  this  last  point,  we  will  hear  tomorrow  from  a  number  of  ex- 
perts who  will  discuss  the  controls  on  chemical  and  biological  weap- 
ons in  the  former  Soviet  Union,  including  a  former  Soviet  chemical 
weapons  scientist  who  will  express  his  concerns  on  this  issue. 

It  is  my  hope  that  the  Subcommittee's  hearings  today  and  tomor- 
row, Mr.  Chairman,  will  help  to  focus  attention  on  these  issues. 
The  activities  of  the  Aum  should  serve  as  a  warning  to  us  all.  This 
is  a  lesson  we  will  ignore  at  our  own  peril. 

Before  I  conclude,  I  would  like  to  thank  the  Government  of 
Japan  for  the  assistance  they  have  provided  to  the  Subcommittee 
in  connection  with  this  investigation.  On  relatively  short  notice 
they  arranged  for  the  Subcommittee  staff  to  travel  to  Tokyo  and 
provided  them  with  a  series  of  highly  informative  briefings  from  a 
number  of  key  agencies  and  ministries.  They  have  been  candid  and 
forthcoming  in  their  discussions  with  our  Subcommittee,  and  they 
have  been  very  gracious  in  responding  to  the  Subcommittee's  re- 
quests. The  United  States  and  Japan  have  forged  a  valuable  part- 
nership over  the  years,  and  the  cooperation  the  Japanese  Govern- 
ment has  exhibited  in  this  matter  proves  the  worth  of  that  partner- 
ship again. 

I  would  like  to  note  the  assistance  of  the  Australian  Government 
in  this  matter  as  well.  They,  too,  have  been  gracious  in  providing 
the  Subcommittee  with  important  information  and  documents 
which  were  an  invaluable  aid  to  this  investigation.  I  would  also  ac- 
knowledge the  assistance  of  Russian  authorities  in  this  matter. 

I  would  also,  Mr.  Chairman,  thank  you  and  thank  Senator  Roth 
and  the  entire  majority  staff  for  their  cooperation  and  support  in 
connection  with  this  hearing.  Last,  but  certainly  not  least,  I  would 
like  to  join  you,  Mr.  Chairman,  in  welcoming  our  good  friend.  Sen- 
ator Dick  Lugar,  who  has  worked  diligently  on  these  issues  with 
me  and  with  others  over  the  years,  and  certainly  he  is  an  expert 
in  this  area  and  has  taken  the  lead  on  many  of  these  areas  legisla- 
tively. Senator  Lugar,  we  are  delighted  to  have  you. 

Senator  Cohen,  it  is  good  to  be  with  you,  as  usual,  in  your  dili- 
gent work  on  this  Subcommittee,  so  I  look  forward,  Mr.  Chairman, 
to  hearing  from  the  staff  and  from  our  witnesses  this  morning. 

Senator  Stevens.  Senator  Cohen,  do  you  have  an  opening  state- 
ment? 

OPENING  STATEMENT  OF  SENATOR  COHEN 

Senator  Cohen.  I  do,  Mr.  Chairman.  I  will  try  and  make  it  as 
brief  as  possible. 

For  years,  the  threat  of  terrorists  acquiring  and  using  nuclear, 
biological,  chemical  or  other  weapons  of  mass  destruction  has  been 
the  realm  of  fiction,  speculated  upon  by  authors  ranging  from 
Larry  Collins  to  Stephen  King  (as  well  as  a  less  well-known  author 
from  Bangor,  Maine). 
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In  March,  however,  the  world  was  shocked  by  the  news  that  a 
hitherto  unknown  rehgious  cult  in  Japan  had  unleashed  a  nerve 
gas  attack  in  the  Tokyo  subway  system.  As  one  of  our  witnesses 
will  tell  us  this  morning,  we  would  not  have  been  shocked  had  we 
been  paying  attention,  for  this  same  cult  had  staged  an  even  more 
sophisticated — although,  fortunately,  less  deadly — nerve  gas  attack 
last  year  in  Japan. 

What  really  is  shocking  is  that  this  cult  had  established  a  global 
network  of  individuals  engaged  in  the  acquisition  of  advanced  tech- 
nology, the  acquisition  of  weapons,  the  testing  of  weapons,  the  rais- 
ing of  funds,  and  possibly  the  planning  of  attacks  outside  Japan — 
this  and  the  fact  that  this  network  operated  beneath  the  gaze  of 
the  U.S.  intelligence  and  under  the  nose  of  Japanese  law  enforce- 
ment. 

With  the  leader  of  the  Aum  now  in  the  dock  in  Tokyo,  some 
might  be  inclined  to  view  the  case  as  a  bizarre  bit  of  history  or  at 
most,  as  one  Japanese  publication  put  it:  Japan's  answer  to  the 
O.J.  trial.  But  the  past  is  prelude,  and  having  ignored  the  implica- 
tions of  the  1994  gas  attack  in  Japan,  we  will  have  only  ourselves 
to  blame  if  we  are  caught  off  guard  next  time. 

Countries  that  we  know  to  be  sponsors  of  international  terrorism, 
such  as  Iraq,  Iran,  Libya,  and  Syria,  have  devoted  considerable  re- 
sources to  developing  and  producing  biological  and  chemical  weap- 
ons. It  does  not  require  much  imagination  to  envision  that  those 
who  hire  terrorists  to  blow  up  jumbo  jets  might  also  enlist  them 
to  poison  our  population. 

And,  as  the  Aum  case  demonstrates,  even  small  but  dedicated 
groups  can  develop  the  means  to  unleash  death  on  an  unsuspecting 
society.  As  the  witnesses  today  will  testify,  the  Aum  not  only  devel- 
oped the  ability  to  produce  and  deliver  chemical  weapons,  it  also 
had  begun  taking  steps  to  develop  biological  weapons  and  had  nu- 
clear ambitions,  as  well. 

Our  witnesses  will  also  testify  to  the  fact  that  there  are  no  easy 
solutions.  The  very  nature  of  our  free  and  open  society  makes  us 
America,  the  vulnerable. 

To  cite  one  example,  the  Senate's  consideration  of  the  Anti-Ter- 
rorism Bill  last  spring  highlighted  the  delicate  balance  that  must 
be  struck  in  a  free  society  between  protecting  our  civil  liberties  and 
protecting  our  citizens  lives.  While  some  point  to  the  Branch 
Davidian  case  as  an  example  of  excessive  use  of  force  by  the  state, 
our  witnesses  today  will  testify  that  the  Aum  case  demonstrates 
excessiveness  at  the  other  end  of  the  spectrum.  The  unfettered 
freedom  given  religious  groups  by  the  Japanese  Government  appar- 
ently contributed  directly  to  thousamds  of  innocent  casualties  that 
resulted  from  the  Aum's  nerve  gas  attacks  last  year  and  this 
spring. 

While  the  Japanese  and  American  legal  and  social  contexts  are 
very  different,  the  Aum  case  holds  lessons  for  us  as  we  continue 
the  always  ongoing  quest  for  how  best  to  "insure  the  domestic  tran- 
quillity" and  "secure  the  blessings  of  liberty." 

One  lesson  is  that  if  prevention  fails,  then  proper  preparation 
can  minimize  the  consequences  of  an  attack.  I  believe  that  during 
the  coming  2  days  of  hearings,  one  message  we  will  hear  repeatedly 
is  that  the  United  States  can  be  much  better  prepared  than  we  cur- 


rently  are  and  that  much  of  what  needs  to  be  done  involves  not  bil- 
Hons  for  new  technology  but  better  coordination  among  Federal 
agencies  and  between  Federal  and  local  officials. 

During  consideration  of  the  Anti-Terrorism  Bill,  the  Senate 
adopted  an  amendment  drafted  by  Senator  Nunn  and  others  re- 
garding use  of  the  Armed  Forces  to  respond  to  chemical  weapons 
and  biological  weapons  attacks. 

Attached  to  it  was  an  amendment  I  drafted  requiring  the  Execu- 
tive Branch  to  improve  the  coordination  among  the  many  Federal 
agencies  that  have  a  role  in  countering  the  chemical  weapons  and 
biological  weapons  threat.  It  also  required  improvements  in  civilian 
agencies'  capabilities  so  that  they  do  not  become  totally  and  perma- 
nently reliant  on  the  military. 

The  military  has  a  contribution  to  make  in  addressing  these 
threats,  but  it  should  play  a  supporting  role  and  not  the  leading 
role  in  domestic  law  enforcement  activities. 

I  hope  the  coming  2  days  will  give  us  an  opportunity  to  explore 
these  and  other  issues  related  to  this  critical  issue. 

Senator  Nunn,  I  commend  you  for  launching,  back  when  you 
were  chairman,  these  investigations  into  the  threat  posed  by  weap- 
ons of  mass  destruction.  I  look  forward  to  working  with  you  and 
other  Members  of  the  Senate  to  define  measures  to  better  protect 
the  American  people  from  this  threat,  based  in  part  on  the  testi- 
mony we  will  receive  today  and  tomorrow. 

Senator  Stevens.  Senator  Glenn? 

OPENmG  STATEMENT  OF  SENATOR  GLENN 

Senator  Glenn.  Thank  you.  Just  briefly,  Mr.  Chairman,  I,  too, 
want  to  compliment  you  and  all  those  who  have  been  involved  with 
having  this  hearing.  Over  6  years  ago,  the  Senate  Committee  on 
Governmental  Affairs  and  the  Permanent  Subcommittee  on  Inves- 
tigations (PSI),  jointly  held  a  series  of  hearings  that  were  called 
"Global  Spread  of  Chemical  and  Biological  Weapons."  Out  of  that 
came  a  746-page  print  that  I  believe  still  remains  one  of  the  best 
available  references  for  those  who  are  interested  in  doing  back- 
ground work  in  this  area,  one  of  the  best  reference  works  that  we 
have  in  leading  up  to  the  current  consideration  of  these  areas. 

I  think  this  is  much  more  likely  to  be  a  problem  for  us  and  other 
nations  around  the  world  by  far  than  ICBM  concerns,  because  this 
is  so  much  easier  to  do. 

In  those  hearings,  just  to  demonstrate  this  very  briefly,  back  in 
those  days  when  we  had  the  other  hearings  we  had  the  testimony 
of  David  Goldberg  who  was  a  chemical  weapons  analyst,  Depart- 
ment of  the  Army,  and  I  asked  him  at  that  hearing  about  how  com- 
mon the  knowledge  was  about  how  to  produce  these  things.  And  he 
said  you  can  go  to  any  first-year  organic  chemistry  book  and  at 
least  get  the  basic  chemistry  for  the  production  of  some  of  these 
agents.  It  is  very  easy.  And  Judge  Webster,  who  was  the  head  of 
CIA  at  that  time,  I  asked  him  about  what  size  area  would  be  need- 
ed to  set  up  a  plant  to  produce  this,  and  I  asked  him  compared 
with  this  room  or  a  factory  or  a  warehouse  and  whatever,  and 
Judge  Webster's  testimony  was,  when  he  referred  to  this  room,  he 
said  this  is  large  enough  to  produce  a  small  factory,  and  that  is 
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probably  about  as  far  as  I  should  go  in  being  specific  about  it.  But 
the  process  is  not  that  involved.  That  was  Judge  Webster. 

So  you  could  set  up  a  factory,  a  small  factory,  in  a  place  the  size 
of  this  room.  So  it  is  no  wonder  we  have  trouble  keeping  up  with 
where  these  things  are  all  over  the  world,  so  I  think  it  is  one  of 
our  toughest  problems.  I  am  glad  to  see  us  following  through  on 
this,  and  I  think  we  need  a  lot  more  attention  on  this  thing. 

I  don't  know  that  we  can  solve  this  problem.  It  is  so  easy  to 
transport  this  stuff.  It  is  not  like  ICBMs.  You  can  take  this  stuff 
and  go  through  detectors  at  airports  and  all  sorts  of  things.  And 
yet  biological  weapons  are  as  vulnerable — I  mean,  they  are  as  de- 
structive as  nuclear  weapons  except  they  just  take  a  little  bit  more 
time  as  they  produce  their  toxins  and  so  on.  It  takes  a  little  more 
time,  but  with  a  small  cache  of  these  things,  you  can  kill  as  many 
people  as  a  nuclear  weapon  would  kill  in  just  a  few  seconds.  So  it 
is  one  of  our  biggest  problems. 

I  think  our  first  thing  to  do  is  to  get  the  chemical  weapons  con- 
vention taken  care  of.  I  would  like  to  see  that  get  approved.  At 
least  that  puts  the  stamp  of  disapproval  of  most  of  the  industri- 
alized world  on  these  things  so  we  then  can  work  forward  fi*om 
that.  Thank  you,  Mr.  Chairman. 

Senator  Stevens.  Senator  Lugar,  do  you  have  a  comment  this 
morning? 

OPENING  STATEMENT  OF  SENATOR  LUGAR 

Senator  LUGAR.  Yes,  I  do,  Mr.  Chairman.  I  thank  you  for  your 
welcome,  and  Senator  Roth  and  Senator  Nunn  for  their  invitation 
to  join  the  Committee  and  to  work  jointly  with  the  European  Af- 
fairs Subcommittee  of  the  Foreign  Relations  Committee  on  these 
problems. 

Conventional  wisdom  holds  that,  of  many  extraordinary  changes 
in  the  world  since  the  fall  of  the  Berlin  Wall,  the  one  that  is  likely 
to  have  the  most  profound  consequences  for  American  national  se- 
curity involves  the  expiration  of  Communism,  and,  with  it,  the  ex- 
pansion of  the  Soviet  adversary.  However,  assessed  in  terms  of  di- 
rect consequences  for  American  security,  the  disappearance  of  So- 
viet Communism  is  rivaled  and  perhaps  exceeded,  in  my  view,  by 
the  collapse  of  the  totalitarian  command  and  control  society,  espe- 
cially the  command  and  control  of  the  superpower  arsenal  of  weap- 
ons of  mass  destruction  and  weapons-usable  materials. 

As  a  consequence  of  the  collapse  of  this  command  and  control  so- 
ciety, the  vast  potential  supermarket  of  nuclear,  chemical,  and  bio- 
logical weapons  and  weapons-usable  materials  is  becoming  increas- 
ingly accessible.  Absent  a  determined  program  of  action  that  is  as 
focused,  serious,  and  vigorous  as  America's  Cold  War  strategy,  it 
is  my  view  that  Americans  have  every  reason  to  anticipate  acts  of 
nuclear,  chemical,  or  biological  terrorism  against  American  targets 
before  this  decade  is  out. 

The  single  most  important  truth  about  the  security  environment 
in  which  we  now  live  is  that  Russia  is  convulsed  by  a  genuine  on- 
going revolutionary  transformation  of  the  state,  the  economy,  the 
military,  and  the  society.  But  unlike  prior  revolutions,  history  has 
chosen  to  store  in  the  midst  of  this  current  Russian  revolution  a 
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superpower  arsenal  of  nuclear,  chemical,  and  biological  weapons 
and  materials. 

For  seven  decades,  the  bad  news  was  that  a  totalitarian  Com- 
munist government  imprisoned  its  entire  society.  But  one  of  the 
few  benign  results  of  that  totalitarian  system  was  unquestioned 
control  of  dangerous  weapons-usable  materials,  including  weapons 
of  mass  destruction.  With  the  disappearance  of  the  Soviet  Union 
and  the  death  of  Communism,  powerful  forces  are  now  tearing 
apart  the  fabric  of  command  and  control  in  that  economy,  govern- 
ment, and  state.  Among  these  forces,  the  most  powerful  is  the 
deepest  yearning  for  individual  freedom  which,  under  conditions  of 
disintegrating  authority,  is  often  indistinguishable  from  license  and 
anarchy  which  help  to  breed  conditions  of  lawlessness  in  which 
nothing  can  be  secure  from  loss,  theft,  or  sale. 

The  human  beings  and  systems  designed  by  a  totalitarian  state 
to  manage  the  Soviet  Union's  arsenal  of  weapons  of  mass  destruc- 
tion are  not  unaffected  by  these  developments.  Over  the  past  3  or 
4  years,  trickles  of  weapons-usable  materials  have  begun  showing 
up  in  the  West.  The  current  trickle  forewarns  of  an  impending  flow 
of  nuclear,  chemical,  and  biological  weapons  materials  and  perhaps 
even  of  weapons  themselves. 

With  the  loosening  of  controls  over  the  safety  and  security  of 
weapons-grade  material  that  has  accompanied  this  disintegration 
of  the  Soviet  Union,  the  question  arises:  Has  the  likelihood  of  a 
weapon  of  mass  destruction  exploding  in  U.S.  territory  gone  up  or 
down?  It  is  my  view  the  risk  has  increased. 

While  the  probability  of  large-scale  nuclear,  chemical,  or  biologi- 
cal exchange  has  mercifully  decreased,  the  probability  that  one, 
two,  or  a  dozen  weapons  of  mass  destruction  detonating  in  Russia, 
or  Europe,  or  the  Middle  East,  or  even  the  United  States,  has  in- 
creased. Because  this  threat  comes  in  a  form  so  unfamiliar,  indeed 
so  radically  different  from  prior  experience,  and  because  the  instru- 
ments and  policy  to  address  it  are  so  unlike  the  "business"  that  the 
White  House  and  the  national  security  establishment  have  pursued 
for  decades,  the  American  political  leadership,  the  Congress,  and 
the  American  people  have  great  difficulty  awakening  to  this  fact. 

These  are  precisely  the  kinds  of  challenges  that  my  colleague, 
Sam  Nunn,  has  been  willing  to  address  during  his  tenure  in  the 
Senate,  and  I  have  been  pleased  to  join  with  him  in  tackling  such 
issues  during  the  past  few  years. 

On  August  22  and  23,  Senator  Nunn  and  I  initiated  this  series 
of  hearings.  Those  initial  hearings  were  held  under  the  auspices  of 
the  European  Subcommittee  of  the  Foreign  Relations  Committee. 
We  called  the  hearings  to  sound  a  wake-up  call  about  this  most  di- 
rect threat  to  U.S.  national  security  interests  to  date  and  for  the 
foreseeable  future.  The  defining  danger  of  proliferation  of  weapons 
of  mass  destruction  is  not  so  much  Iran's  purchase  of  civilian  nu- 
clear reactors  fi'om  Russia  that  may  assist  Iranian  nuclear  ambi- 
tions a  decade  hence.  Rather,  it  is  the  threat  today  and  tomorrow 
that  Iran  and  other  aspiring  proliferants  will  purchase  weapons  of 
mass  destruction  or  weapons-usable  material  from  some  fragment 
of  the  Russian  custodial  system. 

The  second  purpose  of  those  hearings  was  to  begin  to  define  in 
some  detail  the  shape  of  this  new  and  barely  recognizable  threat. 
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American  policy  has  long  recognized  the  risk  posed  by  additional 
states  acquiring  weapons  of  mass  destruction,  but  traditional  non- 
proliferation  is  not  the  leading  edge  of  the  problem.  Nor  is  the 
main  problem  one  of  accelerating  "denuclearization"  and  reduction 
of  chemical  and  biological  weapons  by  the  dismantling  of  ready 
weapons,  although  this  is  vitually  important.  Rather,  today  the  de- 
fining danger  is  that  of  the  loss  of  control  of  tens  or  hundreds  of 
pounds  of  weapons-usable  materials,  such  as  uranium,  plutonium, 
and  sarin,  or,  indeed,  of  numbers  of  actual  weapons  themselves. 

Although  we  were  treated  during  the  August  hearings  to  some 
graphic  descriptions  of  lax  security  at  Russian  nuclear  facilities, 
the  security  at  Russian  nuclear  facilities  is  considered  generally 
better  than  the  security  at  Russian  chemical  weapons  storage  sites. 
Indeed,  many  Russian  scientists  believe  that  Russia's  chemical  ar- 
senal presents  a  far  more  exposed  and  appealing  target  for  poten- 
tial thieves  and  terrorists  than  the  nuclear  sites. 

The  third  purpose  of  the  initial  hearings  was  to  begin  to  outline 
a  strategy  and  an  agenda  for  action  that  would  galvanize  the  Presi- 
dent and  the  American  people  to  adopt  policy  priorities  and  the 
requisite  resources  commensurate  with  the  vital  national  interests 
the  U.S.  has  in  the  fate  of  the  former  Soviet  arsenal.  To  date,  the 
United  States  response  to  this  threat  has  not  even  begun  to  ap- 
proximate the  U.S.  stakes  in  the  matter. 

Although  there  are  a  vast  number  of  small  U.S.  programs  which 
Senator  Nunn  and  I  have  sponsored,  and  which  the  Senators  here 
today  have  supported,  that  are  designed  to  deal  with  many  dif- 
ferent weapons  issues  in  the  former  Soviet  Union,  these  programs 
cumulatively  address  only  at  the  margins  the  need  to  reduce  the 
near- term  leakage  threat  of  materials  and  weapons.  A  new  level  of 
commitment,  effort,  and  resources  is  required  if  the  United  States 
is  to  guard  itself  against  this  new  threat. 

Difficult  as  it  is,  identifying  a  new  challenge  is  the  easier  part 
of  the  problem.  Summoning  the  political  leadership,  the  political 
will  and  resources,  and  the  support  of  the  American  people  is  hard- 
er still.  Despite  the  threat  of  loose  weapons  of  mass  destruction 
and  weapons-usable  materials,  will  the  political  leadership  of  the 
country,  including  the  Congress,  step  up  to  the  plate?  Do  any  new 
initiatives,  however  vital  to  the  national  interests  of  the  United 
States,  have  much  prospect  of  getting  a  serious  hearing  in  the  cli- 
mate of  massive  deficits,  deep  budget  cuts,  and  shrinking  leader- 
ship and  imagination? 

Why  is  the  Senate  not  debating  the  chemical  weapons  convention 
now,  negotiated  by  the  Bush  administration,  submitted  by  the  Clin- 
ton administration,  to  determine  how  this  multilateral  vehicle  can 
assist  the  United  States  in  meeting  the  kind  of  threat  and  terror 
visited  on  Tokyo's  subway  system? 

Or  will  this  new  threat  be  given  the  priority  it  deserves  only  on 
the  morning  after  the  first  act  of  nuclear,  chemical,  or  biological 
terrorism  takes  place  on  American  soil?  What  will  we  wish  we  had 
done?  What  will  the  administration  do  then?  What  will  the  Con- 
gress and  the  American  people  demand  then? 

These  hearings  today  and  tomorrow  are  designed  to  force  us  to 
pause,  reflect,  prioritize,  and  summon  political  leadership  and  the 
support  of  the  American  people  to  address  this  new  security  threat 
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to  our  country.  I  am  pleased  to  have  an  opportunity  once  again  to 
work  with  my  colleague,  Sam  Nunn,  and  his  colleagues  on  this 
Subcommittee,  and  I  commend  them  and  the  Permanent  Investiga- 
tions Subcommittee  for  continuing  this  probe  into  a  new  and 
present  danger  to  the  United  States. 

I  thank  you,  Mr.  Chairman. 

[The  media  release  from  Senator  Lugar  follows:] 

PREPARED  STATEMENT  OF  SENATOR  LUGAR 

LUGAR  WARNS  OF  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION 

Senator  Calls  Weapons  Proliferation  "Greatest  Threat  to  Our  National 

Security" 

WASHINGTON — U.S.  Sen.  Richard  Lugar  today  issued  the  following  statement 
at  hearings  of  the  Senate  Permanent  Subcommittee  on  Investigations  on  "Global 
Proliferation  of  Weapons  of  Mass  Destruction:" 

"Conventional  wisdom  holds  that  of  the  many  extraordinary  changes  in  the  world 
since  the  fall  of  the  Berlin  Wall,  the  one  that  is  likely  to  have  the  most  profound 
consequences  for  American  national  security  involves  the  expiration  of  Communism 
and,  with  it,  the  expansionist  Soviet  adversary  that  served  as  the  fixed  point  for 
U.S.  security  policy. 

"However,  assessed  in  terms  of  direct  consequences  for  American  national  security, 
the  disappearance  of  Soviet  communism  is  rivaled  and  perhaps  exceeded,  in  my  view, 
by  the  collapse  of  the  Soviet  totalitarian  command  and  control  society,  especially  the 
command  and  control  of  the  superpower  arsenal  of  weapons  of  mass  destruction  and 
weapons-usable  materials.  As  a  consequence  of  the  collapse  of  this  command  and 
control  society,  a  vast  potential  supermarket  of  nuclear,  chemical,  and  biological 
weapons  and  weapons-usable  materials  is  becoming  increasingly  accessible. 

"Absent  a  determined  program  of  action  that  is  as  focused,  serious,  and  vigorous 
as  America's  Cold  War  strategy,  it  is  my  view  that  Americans  have  every  reason  to 
anticipate  acts  of  nuclear,  chemical,  or  biological  terrorism  against  American  targets 
before  this  decade  is  out. 

"The  single  most  important  truth  about  the  security  environment  in  which  we 
now  live  is  that  Russia  is  convulsed  by  a  genuine,  ongoing  revolutionary  trans- 
formation of  the  state,  the  economy,  the  military  and  the  society.  But  unlike  prior 
revolutions,  history  has  chosen  to  store  in  the  midst  of  this  current  Russian  revolu- 
tion a  superpower  arsenal  of  nuclear,  chemical,  and  biological  weapons  and  mate- 
rials. 

"For  seven  decades,  the  bad  news  was  that  a  totalitarian  Communist  government 
imprisoned  its  entire  society.  But  one  of  the  few  benign  results  of  that  totalitarian 
system  was  unquestioned  control  of  dangerous  weapons-usable  materials,  including 
weapons  of  mass  destruction.  With  the  disappearance  of  the  Soviet  Union  and  the 
death  of  communism,  powerful  forces  are  now  tearing  apart  the  fabric  of  command 
and  control  in  the  economy,  the  government,  and  the  state.  Among  these  forces,  the 
most  powerful  is  the  deepest  yearning  for  individual  freedom  which,  under  condi- 
tions of  disintegrating  authority,  is  often  indistinguishable  from  license  and  anarchy 
which  helps  to  breed  conditions  of  lawlessness  in  which  nothing  can  be  secure  from 
loss,  theft,  or  sale. 

"The  human  beings  and  systems  designed  by  a  totalitarian  state  to  manage  the 
Soviet  Union's  arsenals  of  weapons  of  mass  destruction  are  not  unaffected  by  these 
developments.  Over  the  past  three  or  four  years,  trickles  of  weapons- usable  materials 
have  begun  showing  up  in  the  West.  The  current  trickle  forewarns  of  an  impending 
flow  of  nuclear,  chemical,  and  biological-weapons  materials  and  perhaps  even  of 
weapons  themselves. 

"With  the  loosening  of  controls  over  the  safety  and  security  of  weapons-grade  ma- 
terials that  has  accompanied  the  disintegration  of  the  Soviet  Union,  the  question 
arises:  Has  the  likelihood  of  a  weapon  of  mass  destruction  exploding  on  U.S.  territory 
gone  up  or  down?  It  is  my  view  that  such  a  risk  has  increased.  While  the  probability 
of  a  large-scale  nuclear,  chemical,  or  biological  exchange  has  mercifully  decreased, 
the  probability  that  one,  or  two,  or  a  dozen  weapons  of  mass  destruction  detonating 
in  Russia,  or  Europe,  or  the  Middle  East,  or  even  the  United  States  has  increased. 

"However,  because  this  new  threat  comes  in  a  form  so  unfamiliar,  indeed  so  radi- 
cally different  from  prior  experience,  and  because  the  instruments  and  policies  to 
address  it  are  so  unlike  the  'business'  that  our  White  House  and  national  security 
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establishments  have  pursued  for  decades,  the  American  political  leadership,  the 
Congress  and  the  American  people  have  great  difficulty  in  awakening  to  this  fact. 
But  these  are  precisely  the  kinds  of  challenges  that  my  colleague,  Sam  Nunn,  has 
been  willing  to  address  during  his  tenure  in  the  Senate,  and  I  have  been  pleased 
to  join  with  him  in  tackling  such  issues  over  the  past  few  years. 

"On  August  22  and  23,  Senator  Nunn  and  I  initiated  this  series  of  hearings.  Those 
initial  hearings  were  held  under  the  auspices  of  the  European  Subcommittee  of  the 
Foreign  Relations  Committee.  We  called  those  hearings  to  sound  a  wake-up  call 
about  this  most  direct  threat  to  U.S.  interests  today  and  for  the  foreseeable  future. 
The  defining  danger  of  proliferation  of  weapons  of  mass  destruction  is  not  so  much 
Iran's  purchase  of  civilian  nuclear  reactors  from  Russia  that  may  assist  Iranian  nu- 
clear ambitions  a  decade  hence.  Rather,  it  is  the  threat  today  and  tomorrow  that 
Iran  and  other  aspiring  proliferants  will  purchase  weapons  of  mass  destruction  or 
weapons-usable  materials  from  some  fragment  of  the  Russian  custodial  system. 

"The  second  purpose  of  those  hearings  was  to  begin  to  define  in  some  detail  the 
shape  of  this  new  and  barely  recognizable  threat.  American  policy  has  long  recog- 
nized the  risks  posed  by  additional  states  acquiring  weapons  of  mass  destruction, 
but  traditional  non-proliferation  is  not  the  leading  edge  of  this  problem.  Nor  is  the 
main  problem  one  of  accelerating  'denuclearization'  and  reducing  the  threat  of  chem- 
ical and  biological  weapons  by  dismantling  thousands  of  ready  weapons,  although 
this  is  vitally  important.  Rather  today,  the  defining  danger  of  weapons  of  mass  de- 
struction is  that  of  the  loss  of  control  of  tens,  or  hundreds  of  pounds  of  weapons- 
usable  materials  such  as  uranium,  plutonium,  and  sarin,  or  indeed,  of  numbers  of 
actual  weapons  themselves.  Although  we  were  treated  during  the  August  hearings 
to  some  graphic  descriptions  of  lax  security  at  Russian  nuclear  facilities,  security 
at  nuclear  facilities  is  considered  generally  better  than  the  security  at  Russian 
chemical  weapons  storage  sites.  Indeed,  many  Russian  scientists  believe  that  Rus- 
sia's chemical  arsenal  presents  a  far  more  exposed  and  appealing  target  for  poten- 
tial thieves  or  attackers  than  the  nuclear  sites. 

"The  third  purpose  of  those  initial  hearings  was  to  begin  to  outline  a  strategy  and 
agenda  for  action  that  will  galvanize  the  President  and  the  American  people  to 
adopt  the  policy  priorities  and  the  requisite  resources  commensurate  with  the  vital 
national  interests  the  U.S.  has  in  the  fate  of  the  former  Soviet  arsenal.  To  date,  the 
U.S.'s  response  to  this  new  threat  of  nuclear,  chemical  and  biological  leakage  has  not 
even  begun  to  approximate  U.S.  stakes  in  the  matter.  Although  there  are  a  vast  num- 
ber of  small  U.S.  programs  that  Senator  Nunn  and  I  have  sponsored  that  are  de- 
signed to  deal  with  many  different  weapons  issues  in  the  former  Soviet  Union,  these 
programs  cumulatively  address  only  at  the  margins  the  need  to  reduce  the  near- 
term  leakage  threat  of  materials  and  weapons  of  mass  destruction  to  the  United 
States.  A  new  level  of  commitment,  effort,  and  resources  is  required  if  the  United 
States  is  to  guard  itself  against  this  new  threat. 

"Difficult  as  it  is,  identifying  a  new  challenge  is  the  easier  part  of  the  problem. 
Summoning  the  political  leadership,  the  political  will  and  resources,  and  the  support 
of  the  American  people  to  act  is  harder  still.  Despite  the  threat  of  loose  weapons  of 
mass  destruction  and  weapons-usable  materials,  will  the  political  leadership  of  this 
country,  including  this  Congress,  step  up  to  the  plate?  Do  any  new  initiatives,  how- 
ever vital  to  the  national  interests  of  the  United  States,  have  much  prospect  of  get- 
ting a  serious  hearing  in  the  climate  of  massive  deficits,  deep  budget  cuts,  and 
shrinking  leadership  and  imagination?  Why  is  the  Senate  not  debating  the  Chemical 
Weapons  Convention — negotiated  by  the  Bush  Administration  and  submitted  by  the 
Clinton  Administration — to  determine  how  this  multilateral  vehicle  can  assist  the 
U.S.  in  meeting  the  kind  of  threat  and  terror  visited  on  Tokyo's  subway  system? 

"Or  will  this  new  threat  be  given  the  priority  it  deserves  only  on  the  morning  after 
the  first  act  of  nuclear,  chemical,  or  biological  terrorism  takes  place  on  American 
soil?  What  will  we  wish  we  had  done?  What  will  the  Administration  do  then?  What 
will  the  Congress  and  the  American  people  demand  then? 

"These  hearings  today  and  tomorrow  are  designed  to  force  us  to  pause,  reflect, 
prioritize,  and  to  summon  political  leadership  and  the  support  of  the  American  peo- 
ple now  to  address  this  new  security  threat  to  our  country. 

"I  am  so  pleased  to  have  the  opportunity  once  again  to  work  with  my  friend  and 
partner,  Sam  Nunn,  and  to  commend  him  and  the  Permanent  Investigations  Sub- 
committee for  continuing  to  probe  into  this  new  and  present  danger  to  the  United 
States." 

Senator  STEVENS.  I  am  the  new  Chairman  here,  and  under  the 
circumstances  that  this  investigation  has  been  conducted  primarily 
by  the  minority  staff  under  the  direction  of  Senator  Nunn,  I  beheve 
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it  is  only  proper  that  he  should  Chair  these  hearings.  So  I  turn  the 
Chair  over  to  him. 

Senator  NUNN  [presiding].  Mr.  Chairman,  thank  you  very  much. 
We,  as  you  know,  swear  in  all  the  witnesses  before  our  Subcommit- 
tee, so  I  will  ask  both  of  our  witnesses,  John  Sopko,  who  is  the 
Deputy  Chief  Counsel,  and  staff  counsel,  Alan  Edelman — and  I  be- 
lieve Rick  Kennan  is  not  going  to  testify,  but  our  two  witnesses, 
John  and  Alan,  will  testify,  so  I  would  ask  both  of  you  to  hold  up 
your  right  hand  and  take  the  oath.  Do  you  swear  the  testimony  you 
will  give  before  the  Subcommittee  will  be  the  truth,  the  whole 
truth,  and  nothing  but  the  truth,  so  help  you  God? 

Mr.  Sopko.  I  do.  . 

Mr.  Edelman.  I  do. 

Senator  NUNN.  Thank  you.  I  would  ask  you  to  go  ahead  and  pro- 
ceed with  your  statements,  and  I  understand.  Rick,  you  are  not 
going  to  be  testifjdng  this  morning.  Right? 

Mr.  Kennan.  That  is  correct. 

Senator  NuNN.  We  thank  you  for  your  help.  John? 

TESTIMONY  OF  JOHN  F.  SOPKO,  DEPUTY  CHIEF  COUNSEL  TO 
THE  MINORITY,  ACCOMPANIED  BY  ALAN  EDELMAN,  COUN- 
SEL  TO  THE  MINORITY,  PERMANENT  SUBCOMMITTEE  ON  IN- 
VESTIGATIONS 

Mr.  Sopko.  Thank  you.  Mr.  Chairman  and  Members  of  the  Sub- 
committee, as  you  noted,  this  week  the  Subcommittee  begins  the 
first  in  a  series  of  hearings  concerning  the  global  proliferation  of 
weapons  of  mass  destruction  by  looking  at  the  case  study  of  the 
Aum  Shinrikyo's  activities  in  Japan  and  elsewhere. 

As  noted  by  Senator  Glenn,  6  years  ago  in  1989,  this  Subcommit- 
tee, in  conjunction  with  the  Committee  on  Governmental  Affairs, 
held  4  days  of  hearings  on  the  spread  of  chemical  and  biological 
weapons.  At  those  hearings,  the  specter  of  terrorist  groups  using 
chemical  or  biological  weapons  was  only  hypothetical.  As  we  all 
know  from  recent  events  in  the  United  States,  the  destructive  in- 
tentions of  fanatical  groups  and  individuals  has  become  an  actual- 
ity in  Oklahoma,  New  York  City,  and  in  Arizona.  And,  just  7 
months  ago,  on  March  20,  we  witnessed  the  first  major  use  of 
chemical  weapons  by  terrorists  with  the  sarin  gas  attack  in  the 
Tokyo  subway  system. 

Commentators  throughout  the  world  now  agree  that  these  events 
are  of  major  international  significance.  The  proverbial  genie  has 
been  released  from  its  bottle.  In  a  quantum  leap,  terrorists  respon- 
sible for  the  American  and  Japanese  events  have  planted  ideas  and 
provided  roadmaps  for  others  to  attack  American  domestic  targets 
as  well  as  to  use  such  weapons  against  innocent  civilian  popu- 
lations worldwide. 

In  the  course  of  the  last  5  months,  the  minority  staff  conducted 
hundreds  of  interviews  of  both  government  and  private  individuals. 
The  staff  received  both  classified  and  unclassified  briefings  from  al- 
most every  major  U.S.  law  enforcement  and  intelligence  agency  as 
well  as  many  elements  of  our  military  and  civilian  agencies.  The 
staff  was  also  briefed  by  numerous  foreign  agencies,  including  offi- 
cials of  the  Japanese,  German,  Russian,  Ukrainian,  and  Australian 
governments.  In  addition,  2  months  ago  the  staff  traveled  to  Japan, 
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Russia,  Ukraine,  and  Germany  to  obtain  firsthand  information  con- 
cerning the  activities  of  the  Aum  cult. 

The  staffs  investigation  of  the  activities  of  the  Aum  Shinrikyo 
found  evidence  to  suggest  that  the  Aum  cult  was  a  clear  danger  to 
not  only  the  Japanese  Government  but  also  to  the  security  inter- 
ests of  the  United  States  and  that  this  danger,  although  lessened 
significantly  by  recent  actions  of  the  Japanese  authorities,  is  still 
present. 

Although  the  findings  may  initially  sound  farfetched  and  almost 
science  fictional,  the  actions  of  the  Aum  and  the  facts  corroborated 
from  multiple  sources  by  the  staff  create  a  terrifying  picture  of  a 
deadly  mixture  of  the  religious  zealotry  of  groups  such  as  the 
Branch  Davidians,  the  anti-government  agenda  of  the  U.S.  militia 
movements,  and  the  technical  know-how  of  a  Dr.  Strangelove. 

The  staff  found,  for  instance,  that:  The  cult  was  extremely  large 
with  approximately  40,000  to  60,000  members;  the  cult  was  ex- 
tremely wealthy  with  more  than  $1  billion  in  assets;  the  cult  was 
actively  recruiting  scientists  and  technical  experts  in  Japan,  Rus- 
sia, and  elsewhere;  that  the  cult  was  planning  and  apparently  had 
the  means  to  directly  assault  the  leadership  of  the  Government  of 
Japan;  that  the  cult  had  produced  chemical  weapons,  including 
toxic  agents  such  as  sarin,  VX,  phosgene  and  sodium  cyanide;  that 
the  cult  was  also  in  the  process  of  developing  biological  weapons, 
including  anthrax,  botulism  and  "Q"  fever;  that  the  cult  attempted 
to  assassinate  the  chief  law  enforcement  officer  for  Japan  as  well 
as  the  Governor  of  Tokyo;  that  the  cult  had  successfully  infiltrated 
various  levels  of  Japanese  Government  and  industry,  including  ele- 
ments of  Japan's  law  enforcement  and  military  community;  that 
the  cult  regularly  used  murder  and  kidnapping  to  silence  its  en- 
emies in  Japan;  and  that  the  cult  acquired  conventional  arma- 
ments and  attempted  to  acquire  weapons  of  mass  destruction  and 
their  technologies  from  the  former  Soviet  Union. 

The  cult  leadership  was  ruthless,  cunning,  and  fully  willing  to 
utilize  any  and  all  means,  including  the  killing  of  hundreds  of 
thousands  of  innocent  citizens,  to  carry  out  its  avowed  purpose  of 
plunging  both  the  United  States  and  Japan  into  a  war  of  Armaged- 
don. As  noted  in  the  opening  statements  of  various  Senators,  the 
cult,  its  activities,  and  intentions  were  not  fully  appreciated  by  U.S. 
law  enforcement  and  intelligence  services  until  after  the  Tokyo  gas- 
sing incident  on  March  20,  1995. 

In  a  large  sense,  the  Aum  incident  is  a  remarkable  yet  frighten- 
ing case  study  of  the  threat  modern  terrorism  poses  to  all  indus- 
trial nations.  It  serves  as  a  harsh  wake-up  call  for  the  United 
States  which  until  recently  was  rather  complacent  about  the  threat 
of  terrorism. 

Much  is  still  not  known  about  all  of  their  interests  and  activities, 
especially  here  in  the  United  States  and  Russia.  Most  of  the  trials 
in  Japan  have  just  started.  To  the  staffs  knowledge,  none  of  the 
defendants  have  been  debriefed  by  U.S.  officials.  Despite  this, 
much  can  be  learned  from  what  the  staff  was  able  to  uncover  in 
its  short  5-month  inquiry. 

The  following  will  be  a  brief  summary  of  what  we  know  about 
the  Aum  and  its  activities  around  the  world. 
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In  August  of  1989,  the  Tokyo  Metropolitan  Government  granted 
the  Aum  official  religious  corporation  status,  which  was  just  taken 
away,  we  believe,  yesterday  by  the  Japanese  authorities.  This  law 
provided  the  Aum  various  privileges  including  massive  tax  breaks 
and  de  facto  immunity  from  official  oversight  and  prosecution  The 
staff  was  repeatedly  told,  especially  on  its  Japanese  trip,  that  this 
was  a  significant  event  in  the  development  of  the  Aum's  deadly  ac- 
tivities. Although  the  police  could  investigate  a  religious  group  for 
criminal  acts,  the  staff  was  told  by  Japanese  cult  experts  and  gov- 
ernment officials  that  in  practice  this  would  be  difficult  if  not  im- 
possible to  do  because  of  the  law  and  the  government's  reluctance 
to  do  such  investigations. 

With  its  registration  as  a  legally  recognized  rehgion,  the  Aum's 
activities  and  character  dramatically  changed.  Its  net  worth  grew 
from  less  than  430  million  yen,  approximately  $4.3  million  when 
recognized  in  1989  to  more  than  100  billion  yen,  or  approximately 
U  bilhon,  by  the  time  of  this  year's  Tokyo  incident.  Likewise  the 
membership  rose  dramatically  after  legahzation.  From  merely  a 
score  of  members  in  1984,  it  grew  by  its  own  account  to  10  000 
members  in  1992  and  over  50,000  worldwide  in  1995.  From  one  of- 
fice in  Japan  in  1984,  it  expanded  to  over  30  branches  in  over  6 
countries.  We  have  prepared  a  chart,  which  shows  some  of  the 
worldwide  activities  and  locations  of  the  Aum  sect.i 

The  staff  learned  that  starting  in  1989  the  cult  also  became  more 
aggressive  and  dangerous.  With  its  dramatic  growth,  the  staff 
tound  evidence  of  increased  complaints  from  parents  and  family 
members  of  Aum  recruits  alleging  kidnappings  and  other  physical 
assaults. 

Another  event  that  the  staff  learned  was  important  in  the  chang- 
ing character  of  the  Aum  cult  concerned  their  brief  foray  into  poli- 
tics. The  year  after  they  became  a  registered  religion,  Asahara  an- 
nounced to  his  members  that  the  Aum  was  to  run  a  slate  of  can- 
didates in  the  Japanese  Diet  in  February  of  1990.  Asahara  and  24 

"^^T    .on^/*^^  ^^^^^  ^^^^^®  ^^^  ^^^  *he  parhament  and  all  lost 

1  he  1990  election  defeat  was  the  final  turning  point  for  the  direc- 
tion the  Aum  would  eventually  take.  After  their  defeat,  the  Aum 
gave  up  all  legal  pretensions  and  turned  away  from  normal  inter- 
action with  the  larger  Japanese  society.  From  then  on,  the  rhetoric 
01  Armageddon  and  paranoia  became  incessant.  Cult  experts  in 
Japan  told  the  staff  that  in  hindsight  it  appears  that  from  1990  on- 
ward, the  die  apparently  was  cast  for  a  violent  confi-ontation  with 
the  people  of  Japan. 

It  was  a  core  element  of  the  Aum  religion  that  salvation  would 
^i^f-v.^^T^!^  ^A  *^^®^^,  of  Armageddon  to  those  who  adopted  the  Aum 
taith.  The  Aum  foretold  salvation  for  those  Aum  members  who  at- 
tained a  higher  state  through  the  teachings  of  Asahara,  the  Su- 
preme Master.  Asahara  also  preached  salvation  even  to  those  mem- 
bers who  perished  in  the  predicted  Armageddon  since  they  were  as- 
sured a  special  status  in  their  reincarnated  state 
cr.L  ^^^\  Asaliara  published  a  major  religious  treatise  on  Arma- 
geddon called  "The  Destruction  of  the  World."  In  it,  Asahara  appar- 

1  See  Appendix  F  of  Staff  Statement. 
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ently  described  a  worldwide  calamity  based  upon  a  war  between 
Japan  and  the  United  States  that  would  start  sometime  in  1997. 

In  1993,  Asahara  again  publicly  reiterated  his  predictions  of  Ar- 
mageddon. In  a  book  entitled  "Shivering  Predictions  by  Shoko 
Asahara,"  he  stated  that,  "From  now  until  the  year  2000,  a  series 
of  violent  phenomena  filled  with  fear  that  are  too  difficult  to  de- 
scribe will  occur.  Japan  will  turn  into  waste  land  as  a  result  of  a 
nuclear  weapons'  attack.  This  will  occur  from  1996  through  Janu- 
ary 1998.  An  alliance  centering  on  the  United  States  will  attack 
Japan.  In  large  cities  in  Japan,  only  one-tenth  of  the  population 
will  be  able  to  survive." 

He  later  wrote  that,  "A  Third  World  War  will  break  out.  I  stake 
my  religious  future  on  this  prediction.  I  am  sure  it  will  occur." 

Although  most  of  Asahara's  prophecies  predicted  this  Armaged- 
don in  1997  or  1998,  documents  recently  seized  by  Japanese  au- 
thorities from  Aum  facilities  indicate  that  sometime  starting  in 
1994  the  date  for  this  cataclysmic  event  was  moved  up  specifically 
to  November  of  1995.  The  staff  was  told  by  Japanese  Government 
sources  that  they  were  concerned  from  their  analysis  of  the  cult 
teachings  that  the  Aum  may  have  "decided  to  speed  things  up"  by 
instigating  the  predicted  war  between  Japan  and  the  United  States 
in  November  of  1995. 

This  November  prediction  is  especially  troubling  as  it  coincides 
with  the  planned  visit  of  President  Clinton  and  17  other  world 
leaders  who  are  scheduled  to  gather  in  Osaka,  Japan,  for  the  an- 
nual Asia-Pacific  Economic  Cooperation  meeting.  It  is  scheduled 
now  for  November  16-19.  The  staff  has  not  discovered  any  credible 
link  between  these  two  events.  We  have  no  credible  evidence  that 
the  Aum  planned  an  attack  directly  at  the  APEC  gathering.  How- 
ever, the  timing  of  the  two  events  raises  some  concern. 

It  is  a  vexing  task  to  quantify  the  level  of  threat  a  group  such 
as  the  Aum  presents  to  United  States  security.  As  this  report  indi- 
cates, the  Aum  was  highly  dangerous  and  extensively  erratic  and 
unpredictable,  obtaining  much  of  their  direction  from  the  "proph- 
ecies" and  ramblings  of  a  charismatic  madman.  However,  it  is  clear 
that  a  core  belief  of  the  Aum  was  that  the  United  States  was  their 
enemy  and  that  a  war  with  the  United  States  was  a  central  compo- 
nent of  their  prediction  of  Armageddon.  Although  no  specific  threat 
against  President  Clinton  has  been  documented,  the  staff  has 
learned  that  both  the  United  States  Secret  Service  and  the  Japa- 
nese Government  take  such  a  threat  seriously  and  have  taken  se- 
curity precautions. 

In  the  course  of  our  inquiry,  it  also  became  clear  that  the  Aum 
included  among  the  followers  many  highly  trained  graduates  in  the 
sciences  and  technological  fields  from  some  of  Japan's  leading  uni- 
versities. They  included  members  with  degrees  in  fields  such  as 
medicine,  biochemistry,  architecture,  biology,  and  genetic  engineer- 
ing. A  distinctive  feature  of  this  cult  was  that  many  were  young  in- 
tellectuals in  their  20's  and  30's  who  had  dropped  out  of  Japanese 
society. 

Among  some  of  Japan's  best  and  brightest  who  joined  the  cult  in- 
cluded a  former  researcher  of  the  Japanese  National  Space  Devel- 
opment Agency,  an  expert  on  chemical  weapons  who  majored  in  or- 
ganic physics  at  Tsukuba  University,  a  researcher  who  studied  ele- 
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mentary  particles,  a  reporter  with  a  major  Japanese  newspaper,  a 
physicist  from  Osaka  University,  a  cardiac  speciahst,  and  an  or- 
ganic chemist,  to  name  a  few.  In  the  longer  version  of  the  staff 
statement,  which  is  over  100  pages,  we  detail  some  of  the  members 
and  the  actual  description  of  their  backgrounds. 

Senator  Nunn.  Without  objection,  your  entire  statement  will  be 
put  in  the  record,  and  I  understand  it  has  been  given  out.  Is  that 
correct,  the  complete  statement? 

Mr.  SOPKO.  That  is  my  understanding.  Senator. 

The  staff  also  confirmed  that  they  recruited  from  the  military, 
the  police,  and  certain  key  technological  industries  and  faculties  to 
further  their  mihtarization  and  intelligence  functions. 

For  example,  the  staff  learned  that  the  Aum  had  a  strategy  to 
recruit  officers  of  the  Japanese  Self  Defense  Force  and  to  use  them 
as  "combat  troops"  for  the  cult  as  well  as  to  assist  them  in  training 
other  Aum  members  and  in  providing  intelligence  on  Japanese 
Government  activities. 

The  Aum  obtained  the  list  of  hundreds  of  Japanese  Defense 
Force  members  and  tried  to  recruit  them.  The  list  was  recovered 
during  the  arrest  of  an  Aum  follower.  This  strategy  placed  a  high 
priority  on  recruiting  members  of  the  First  Airborne  Brigade  and 
other  highly  trained  divisions  of  the  Japanese  military.  The  staff 
discovered  evidence  that  to  carry  out  this  recruitment  drive  the 
Aum  even  wiretapped  the  house  of  the  First  Airborne  Brigade's 
commander  to  spy  on  his  private  life. 

Some  of  these  Japanese  Defense  Force  recruits  individually  or  in 
cooperation  with  other  Aum  members:  Assisted  in  the  burglary  of 
the  Metropolitan  Pohce  Department  office  to  steal  driver's  license 
data;  assisted  in  the  break-in  of  the  Hiroshima  factory  of 
Mitsubishi  Heavy  Industries  in  an  attempt  to  steal  technical  docu- 
ments on  weapons  such  as  tanks  and  artillery;  assisted  in  a 
hrebombing  attack  on  the  Aum  headquarters  in  Tokyo  in  an  at- 
tempt to  inspire  pubHc  sympathy  for  the  Aum;  and  provided  mili- 
tary training  to  other  Aum  members. 

These  Japanese  Defense  Force  members  also  passed  secret  infor- 
mation to  the  Aum  concerning  the  Metropolitan  Police's  planned 
raid  on  the  Aum  facilities.  This  raid  was  supposed  to  occur  on 
March  20,  1995,  but  was  postponed  because  of  the  Tokyo  subway 
gassing  that  occurred  on  that  date.  The  staff  learned  that  these  of- 
ficers alerted  the  Aum  of  the  anticipated  raid,  and  as  a  result  the 
Aum  initiated  their  deadly  subway  assault  to  try  to  thwart  that 
raid. 

Unlike  other  religions,  the  Aum  was  organized  into  ministries 
and  departments  that  attempted  to  mirror  the  Japanese  Govern- 
I?u^r  1  -^j  ^^^  prepared  a  chart,  which  will  be  made  an  ex- 
hibit, that  identifies  all  of  the  most  important  ministries.  Some  of 
the  members  of  the  inner  circle  who  were  heads  of  these  ministries 
included  Hideo  Murai,  the  former  Minister  of  Science  and  Tech- 
nolo^.  His  was  a  key  ministry  which  reportedly  had  over  300 
members  including  a  number  of  skilled  scientists.  Murai  himself 
was  assassinated  after  the  Tokyo  event,  apparently  by  Japanese  or- 
ganized crime  figures. 

We  have  also  Hsted  Kiyohide  Hayakawa,  age  45,  who  was  the 
Minister  of  Construction.  He  was  one  of  Asahara's  chief  advisors 
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and  considered  the  mastermind  of  the  sect's  growth  and  miUtariza- 
tion.  He  supervised  the  operations  in  the  United  States,  Russia, 
and  Austraha,  among  other  things. 

Yoshihiro  Inoue,  age  25,  the  IntelUgence  Minister,  was  respon- 
sible for  gathering  intelhgence  on  government  counter  measures. 
He  was  imphcated  in  the  major  burglaries  of  the  defense  contrac- 
tors as  well  as  the  infiltration  of  the  Japanese  Defense  Forces.  He 
has  also  been  implicated  in  the  letter  bomb  attack  on  Tokyo  Gov- 
ernor Aoshima. 

We  have  also  listed  Tomomitsu  Niimi,  31,  who  is  the  Minister  of 
Home  Affairs  for  the  Aum.  This  ministry  was  responsible  for  main- 
taining control  and  discipline  over  the  membership.  It  was  involved 
in  most  of  the  kidnappings  and  torture  of  dissident  and  runaway 
members. 

Also  listed  is  Ikuo  Hayashi,  48,  the  Treatment  Minister.  He  was 
a  key  player  in  developing  the  sarin  for  the  Tokyo  attacks. 

Also  listed  is  Seiichi  Endo,  age  34,  the  Health  and  Welfare  Min- 
ister. Mr.  Endo  and  his  ministry  were  responsible  for  the  chemical 
and  biological  weapons  research  and  development.  Endo  has  appar- 
ently confessed  to  his  involvement  in  the  sarin  attacks  and  that 
Asahara  had  closely  directed  his  research  and  development. 

As  I  previously  mentioned,  the  Aum  was  very  wealthy.  Japanese 
Government  estimates  place  its  assets  at  over  100  billion  yen,  or 
approximately  $1  billion.  They  also  list  16  separate  pieces  of  prop- 
erty in  11  different  prefectures  belonging  to  the  Aum.  They  also 
note  that  the  cult  possessed  a  large  amount  of  liquid  assets  includ- 
ing a  large  helicopter,  boats,  gold  bars,  and  cash. 

The  Aum  amassed  this  fortune  in  a  number  of  ways.  Not  only 
did  they  require  their  followers  to  turn  over  all  of  their  earthly  pos- 
sessions, they  also  came  up  with  a  number  of  ingenious  and  out- 
landish money-making  schemes  from  running  noodle  shops,  operat- 
ing a  publishing  house,  and  other  legitimate  businesses,  all  the 
way  to  extortion  and  selling  their  spiritual  leader's  blood  and  bath 
water. 

We  have  before  you,  Senator,  some  of  the  various  books  that  they 
published,  actually  very  high  quality  publishing.  They  also  pub- 
lished comic  books,  as  well  as  other  documents.  Here  are  some 
Asahara  tee  shirts  that  they  sold  even  after  the  Tokyo  gas  attack. 
It  turned  out  that  the  successor  to  Asahara,  who  has  been  subse- 
quently arrested,  name  Joyu,  had  become  a  teen  idol  to  many 
youngsters  in  Japan,  even  after  the  Tokyo  event.  So  you  could  go 
to  their  stores  and  buy  this  stuff,  as  well  as  cookies  and  other  food 
products. 

We  have  also  prepared  a  chart  here  (appendix  B)  which  we  have 
sourced  to  the  Japan  Times,  which  is  purportedly  based  upon  docu- 
ments that  they  had  obtained  listing  some  of  the  items  that  the 
Aum  would  sell.  They  ranged  from  headgear  designed  to  syn- 
chronize one's  brain  waves  to  that  of  Asahara  that  would  cost  you 
approximately  $10,000  a  month,  to  a  200-cc  bottle  of  water  fi-om 
Asahara's  bath  for  $20.  A  significant  amount  was  probably  raised 
from  these  activities,  although  the  exact  total  is  not  known. 

As  we  mentioned,  the  Aum  was  also  actively  engaged  in  the 
preparation  for  both  a  conventional  and  unconventional  attack 
upon  the  Japanese  Government  and  its  people.  Much  evidence  of 
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the  Aum's  militarization  comes  from  former  Aum  members  who 
have  confessed  to  Japanese  authorities.  These  confessions  have 
been  corroborated  by  weapons  parts,  equipment,  and  records  seized 
by  Japanese  pohce,  including  the  notebooks  of  Construction  Min- 
ister Hayakawa  and  the  computer  files  found  at  the  sect's  offices. 

The  Aum  apparently  had  planned  to  illegally  manufacture  as 
many  as  1,000  AK-47's  and  cartridges  before  the  police  raids.  The 
staff  learned  that  the  Aum  had  been  manufacturing  parts  for  these 
guns  with  the  aid  of  computer-controlled  machine  tools  at  the 
Aum's  complex.        ' 

It  also  appears  that  the  Aum  was  interested  in  developing  laser 
weapons.  The  staff"  has  learned  from  Japanese  Grovernment  sources 
that  notations  found  in  Hayakawa's  handwritten  notebook  indicate 
the  cult  was  actively  seeking  information  on  the  development  of 
such  weapons. 

The  cult  also  attempted  to  steal  technology  from  NEC's  laser 
beam  laboratory  in  November  of  1994.  At  the  end  of  December 
1994,  Aum  followers  were  arrested  for  burglarizing  Mitsubishi 
Heavy  Industries  Research  Center  in  Hiroshima.  They  apparently 
broke  into  that  facility  on  a  number  of  occasions  in  an  effort  to 
steal  documents  and  data  on  laser  beam  technology. 

The  Aum's  cult  was  also  aggressively  involved  in  chemical  and 
biological  weapons  production.  Although  the  extent  of  their  success 
is  not  fully  known  to  this  date,  the  staff  found  evidence  that  they 
successfully  produced  nerve  agents  such  as  sarin,  tabun,  soman, 
and  VX,  and  biological  agents  such  as  botulism  and  anthrax,  and 
controlled  substances  such  as  LSD. 

Just  last  week,  on  October  20,  Japanese  prosecutors  revealed  the 
full  extent  of  Asahara's  plot  to  use  deadly  sarin  gas.  At  the  initial 
arraignment  against  four  cult  members,  the  prosecutor  publicly 
charged  that  the  four,  under  the  direction  of  Asahara,  planned  to 
produce  70  tons  of  sarin  within  40  days  of  completion  of  the  sarin 
production  facility  at  Satyam  No.  7.  The  prosecutors  added  that  20 
kilograms  of  one  batch  was  used  in  the  June  1994  Matsumoto  at- 
tack which  killed  7  people. 

It  appears  that  starting  in  the  spring  of  1993,  the  Aum  utilized 
its  own  chemical  company  to  start  acquiring  the  chemical  agents 
and  other  materials  necessary  for  full-scale  production.  Sarin  re- 
search and  production  was  conducted  under  the  direction  of 
Masami  Tsuchiya,  head  of  the  cult's  chemical  team,  and  Seiichi 
Endo,  the  cult's  Health  and  Welfare  Minister.  Production  occurred 
at  a  facility  in  the  Aum  compound  site  in  Kamikuishiki  called 
Satyam  No.  7.  We  have  blown  up  photographs,  aerial  photographs 
taken  of  Satyam  No.  7  and  some  of  those  buildings  which  we  are 
showing  right  now.i 

Reports  from  Japanese  officials  indicate  that  the  sarin  production 
facility  was  extremely  sophisticated.  It  was  almost  all  fabricated  by 
the  Aum  members  themselves  who  utilized  their  other  companies 
as  sources  for  material  and  technical  expertise.  According  to  pros- 
ecution sources,  the  cult  produced  30  kilograms  of  sarin  from  their 
computerized  chemical  plant  sometime  in  1994  before  an  accident 
caused  them  to  shut  down  operations.  It  is  believed  that  the  sarin 
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for  the  June  27,  1994,  Matsumoto  incident  was  made  at  this  facil- 
ity before  the  accident. 

We  also  have  a  chart  showing  the  interior  design  of  Satyam  No. 
7.  We  were  told  by  almost  every  official  we  spoke  to  that  it  was 
a  highly  sophisticated  chemical  plant.  (See  appendix  G.) 

These  are  photographs.  Senator,  purportedly  taken  by  a  news  re- 
porter who  snuck  into  the  Satyam  plant  prior  to  the  police  closing 
it  down,  and  he  took  a  number  of  these  photographs  showing  the 
interior  of  the  building.  We  were  denied  access  to  the  facility,  so 
we  could  not  corroborate  whether  these  photographs  accurately  de- 
pict that  facility.  1 

As  previously  noted,  the  Aum  also  tried  to  develop  other  chemi- 
cal weapons  such  as  soman,  tabun,  and  VX.  The  staff  confirmed 
from  official  documents  that  the  Aum  produced  VX  on  at  least  four 
separate  occasions,  although  full-scale  production  never  occurred. 

The  staff  confirmed  from  official  documents  that  Mr.  Niimi  and 
others  were  involved  in  at  least  two  VX  attacks.  They  include  the 
attack  on  a  Mr.  Hamaguchi  with  VX  on  December  12,  1994,  while 
he  was  walking  on  an  Osaka  street.  Hamaguchi  died  10  days  later 
on  December  22.  And  if  I  can  emphasize  that  although  sarin  is  ex- 
tremely deadly,  as  the  witnesses  in  the  next  panel  will  discuss,  VX 
is  an  even  more  deadly  gas.  And  the  fact  that  they  were  at  least 
developing  small  quantities  of  VX  is  very  significant  for  an  under- 
standing about  how  technically  skilled  and  capable  this  group  was. 

The  police  detected  a  by-product  of  VX  in  Mr.  Hamaguchi's  blood 
serum  confirming  the  presence  of  VX  after  his  death.  In  another  in- 
cident, Niimi  attacked  a  Mr.  Nagaoka,  the  head  of  the  "Association 
of  the  Victims  of  Aum  Shinrikyo"  with  VX  gas  in  January  of  1995. 
He  fortunately  survived  but  was  in  a  coma  for  several  weeks  per 
a  staff  conversation  we  had  with  his  son. 

Ominously,  there  have  been  police  reports  cited  in  the  Japanese 
press  that  sodium  cyanide,  linked  to  cult  members,  was  found  in 
late  September  1995  in  Japan.  Police  claim  to  have  found  as  much 
as  8.5  kilograms  of  sodium  cyanide  in  the  apparent  hideout  of  an 
Aum  fugitive.  The  sources  have  said  that  this  amount  of  sodium  cy- 
anide could  kill  approximately  70,000  people. 

Materials  seized  at  the  Aum  facilities  and  other  evidence  con- 
firms that  the  Aum  had  embarked  upon  an  intense  research  and 
development  program  for  the  production  of  biological  weapons. 
Judging  from  this  evidence,  Japanese  authorities  believe  the  Aum 
succeeded  in  producing  botulism  toxin.  The  same  Japanese  authori- 
ties are  less  certain  but  have  serious  concern  that  the  Aum  had 
also  produced  anthrax  bacillus.  I  will  not  describe  both  of  those  two 
agents,  but  the  next  panel  will  go  into  great  detail  about  the 
lethality  and  medical  consequences  of  both  of  those  agents.  Again, 
it  goes  to  the  importance  of  this  cult  as  a  case  study  because  of 
their  technical  capabilities. 

The  staff  has  confirmed  that  Seiichi  Endo,  Health  and  Welfare 
Minister  for  the  cult,  confessed  that  he  had  been  working  on  devel- 
oping biological  weapons  and  was  close  to  finalizing  this  effort  be- 
fore the  Tokyo  incident.  He  claims  to  have  embarked  upon  this 
work  at  the  specific  instructions  of  Asahara,  the  leader.  Other  Aum 
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followers  have  also  confessed  to  their  involvement  in  the  biological 
program. 

Probably  the  most  chilling  of  all  the  reports  coming  out  of  Japan, 
Senators,  were  those  that  the  Aum  had  actually  attempted  to  use 
bacteria  warfare. 

The  staff  has  learned  that  a  number  of  devices  were  found  by  the 
police  in  Tokyo  that  authorities  believe  may  have  been  intended  to 
disperse  anthrax.  Three  attache  cases  were  discovered  on  March 
15,  1995,  5  days  before  the  Tokyo  gas  attack.  We  do  not  have  a 
blown-up  depiction  of  this  chart,  but  this  does  appear  as  an  appen- 
dix to  the  staff  statement,  and  it  shows  the  device  as  well  as  the 
containers.  There  were  batteries  in  there  and  fans. 

When  the  devices  were  found,  none  of  the  liquid  was  found.  This 
later  becomes  important,  as  Mr.  Edelman  will  tell  you,  because  the 
Aum  specifically  was  here  in  the  United  States  purchasing  large 
quantities  of  camcorder  batteries,  large  quantities  of  serum  bottles, 
and  large  quantities  of  small  fans.  We  don't  know  specifically  if 
this  was  used  for  bacterial  dispersal  or  for  chemical  dispersal.  We 
have  had  experts  tell  us  it  could  have  been  utilized  for  either. 
Again,  the  witnesses  in  the  next  panel  will  discuss  in  some  detail 
the  significance  of  dispersal  of  either  anthrax  or  chemical  agents. 

Mr.  Chairman,  in  light  of  the  length  of  this  statement,  I  won't 
go  into  more  detail  about  many  of  the  other  crimes  and  criminal 
activities  committed  by  the  cult.  But,  in  the  days  following  the  sub- 
way attack,  I  think  public  scrutiny  was  on  just  the  sarin  attack  by 
this  cult.  But,  the  staff  has  found  upon  closer  scrutiny  of  the  Aum's 
activities  that  there  is  a  common  character — excuse  me,  a  common 
thread  of  criminality  leading  back  to  almost  the  date  it  was  legally 
chartered.  It  includes  murder,  attempted  murder,  kidnapping,  and 
burglaries.  We  have  prepared  a  chart  that  shows  their  various 
criminal  activities  in  Japan  that  we  were  able  to  corroborate.  A 
more  detailed  description  is  found  in  the  staff  statement. 

Senators,  late  in  the  evening  of  June  27,  1994,  a  substance  later 
identified  as  sarin  seeped  through  the  open  windows  of  apartments 
and  houses  in  the  Kaichi  Heights  neighborhood  near  the  old  heart 
of  the  city  of  Matsumoto.  Seven  people  eventually  died  and  over 
500  were  injured  and  taken  to  hospitals.  It  was  not  until  the  police 
arrests  subsequent  to  the  next  year's  Tokyo  incident  that 
uncontrovertible  evidence  was  developed  linking  the  Aum  to 
Matsumoto.  The  staff  has  confirmed  that  Japanese  police  have  con- 
fessions from  a  number  of  Aum  followers  implicating  the  Aum  in 
this  gas  attack.  The  Science  and  Technology  Minister  for  the  Aum, 
Hideo  Murai,  as  well  as  his  successor,  Masami  Tsuchiya,  have  been 
implicated. 

Tsuchiya,  in  a  confession,  has  provided  the  police  a  motive  for 
this  sarin  gas  attack.  The  sarin  was  released  within  30  feet  of  the 
dormitory  where  three  judges  were  staying.  These  were  three 
judges  who  were  hearing  a  court  case  involving  the  Aum.  Tsuchiya 
has  told  the  police  that  he  and  his  cohort  proceeded  to  the  parking 
lot  next  to  the  judges'  dormitory  and  sprayed  sarin  out  of  a  nozzle 
device  attached  to  a  truck  specifically  outfitted  for  that  purpose.  An 
electric  heater  was  used  to  heat  the  liquid  into  a  gaseous  state  for 
dispersal  by  an  electrically  powered  fan.  The  gassing  lasted  for  ap- 
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proximately  10  minutes,  releasing  a  gas  that  was  carried  on  a 
southeasterly  wind  into  the  targeted  residence. 

Matsumoto  proved  to  them,  the  cult,  that  they  could  effectively 
deliver  sarin.  The  police  have  recovered  portions  of  the  truck  and 
the  special  fittings  used  in  the  Matsumoto  attack. 

Apparently  the  truck  and  its  device  were  taken  apart  soon  after 
the  Matsumoto  incident  so  it  was  not  available  to  be  used  the  fol- 
lowing year  in  Tokyo.  This  would  later  have  ramifications  for  the 
citizens  of  Tokyo.  When  it  came  time  for  the  Aum  to  strike  again, 
it  has  been  surmised  that  they  lacked  their  only  tested  delivery 
system.  Its  absence  may  have  played  a  major  role  in  the  Aum's 
choice  of  the  target  and  method  of  delivery,  and  that  is  the  sub- 
ways of  Tokyo. 

On  the  morning  of  March  20,  1995,  the  Aum  attempted  to  mur- 
der tens  of  thousands  of  innocent  people  in  order  to  create  unimagi- 
nable disorder  and  chaos.  Unlike  the  earlier  Matsumoto  incident  in 
which  the  Aum  targeted  a  specific  group  of  people,  the  Tokyo  sub- 
way attack  involved  the  indiscriminate  use  of  the  chemical  nerve 
agent  sarin  on  an  enormous  civilian  population.  Had  the  chemical 
mixture  and  delivery  system  been  slightly  different,  the  resulting 
tragedy  would  have  been  unprecedented,  if  not  beyond  comprehen- 
sion. 

The  Aum's  plan  was  to  place  approximately  11  small  containers 
of  sarin  on  5  trains  running  on  3  different  lines  of  the  Tokyo  sub- 
way system.  That  subway  system  has  over  5  million  riders  daily. 
The  selected  trains  were  scheduled  to  arrive  at  the  central 
Kasumigaseki  station  within  4  minutes  of  each  other  at  the  height 
of  morning  rush  hour,  between  8:00  and  8:10  a.m.  The  containers, 
which  were  made  out  of  nylon  polyethylene  and  wrapped  in  news- 
paper, were  placed  on  baggage  racks  or  left  on  the  floor  and  punc- 
tured by  Aum  members  to  release  their  deadly  cargoes  of  sarin. 

As  planned,  most  of  the  stricken  trains  converged  at  the  height 
of  rush  hour  and  disgorged  their  sick  and  frightened  passengers. 

We  would  like  to  show  a  still  photo  of  some  of  the  events  on  that 
tragic  day,  but  we  also  have  prepared  a  brief  45-second  clip  from 
a  tape  provided  to  us  by  the  Australian  federal  police.  This  longer 
version  of  the  tape  describes  the  activities  of  the  Australian  police 
in  Australia  in  investigating  the  Aum,  and  we  ask  that  it  may  be 
made  an  exhibit.  But  we  have  a  smaller  portion  of  that  tape  which 
was  used  by  the  Australian  police  as  a  training  tape. 

The  Chairman.  Without  objection,  it  will  be  made  a  part  of  the 
record  and  appropriately  numbered. ^ 

Mr.  SOPKO.  Just  to  give  a  brief  feel  for  what  occurred  that  morn- 
ing and  after  the  incident,  if  we  could  play  that  please. 

[Videotape  played.] 

Mr.  SoPKO.  This  event,  Senator,  succeeded  in  killing  12  and  in- 
juring 5,000.  Some  have  argued,  Senator,  that  this  shows  it  was 
not  a  successful  event  since  it  only  killed  that  number,  although 
Aum's  plan  was  also  to  create  massive  terror  on  the  streets  of 
Tokyo.  Not  only  did  it  succeed  in  killing  these  people  and  injuring 
these  people,  it  succeeded,  even  to  this  day,  in  affecting  the  psyche 


1  See  Exhibit  No.  16b. 
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of  Japanese  citizens  as  well  as  the  psychology  of  people  around  the 
world. 

It  succeeded  in  causing  panic  and  chaos  in  the  station  and 
throughout  Tokyo  as  commuters  and  subway  workers  alike  col- 
lapsed in  severe  fits  of  coughing,  choking,  and  vomiting.  It  was 
only  a  fortunate  mistake  by  the  Aum  in  the  preparation  of  the  spe- 
cial batch  of  sarin  used  that  day  and  the  inferior  dissemination  sys- 
tem used  to  deploy  it  that  limited  the  number  of  casualties. 

Senator,  we  have  reviewed  a  number  of  reports  describing  men, 
women,  and  children  in  panic,  coughing  uncontrollably,  collapsing 
in  heaps.  On  one  platform,  over  30  passengers  collapsed  after  being 
overcome  with  fumes  that  were  strong  enough  to  be  smelled  one 
floor  above.  Subway  workers  and  other  emergency  workers  who 
first  arrived  on  the  scene  quickly  became  victims  themselves. 

The  Tokyo  attack  was  first  viewed  as  the  long-prophesied  attack 
on  the  Government  of  Japan  by  the  Aum.  However,  the  Japanese 
Government  now  believes  that  the  gas  attack  was  meant  merely  as 
a  diversionary  feint  in  anticipation  of  a  planned  government  raid. 
The  staff  has  learned  that  the  police  have  evidence  that  the  Aum 
leadership  planned  the  Tokyo  attack  after  they  discovered  that  the 
police  were  going  to  raid  their  facilities  in  search  for  a  kidnaped 
notary  public. 

From  March  23  through  September  4,  19957'tHe  police  have  con- 
ducted over  500  raids  on  approximately  300  locations,  arresting  al- 
most 400  Aum  members  and  charging  them  in  240  separate  cases. 
Many  of  those  charged  have  started  to  appear  for  trials,  including 
Asahara  who  was  scheduled  to  start  trial  on  Thursday,  October  26. 
He  fired  his  attorney  the  day  before  the  trial  started. 

Despite  this  aggressive  response  from  the  Japanese  authorities, 
criminal  activities  of  the  Aum  did  not  come  to  an  end  with  the 
Tokyo  incident  or  the  arrests. 

For  example,  on  March  30,  1995,  only  10  days  after  the  sarin 
subway  attack,  the  Commissioner  General  of  the  National  Police 
Agency  was  shot  and  seriously  wounded  by  an  unknown  assailant 
who  has  now  been  linked  to  the  Aum. 

On  April  19,  1995,  in  what  appears  to  have  been  a  copycat  at- 
tack, more  than  500  people  were  sickened  and  taken  to  hospitals 
complaining  of  stinging  eyes,  sore  throats,  nausea,  and  dizziness 
after  inhaling  a  mysterious  gas  released  at  different  places  around 
the  Yokohama  station. 

On  April  23,  1995,  1  month  after  the  subway  incident,  Murai,  the 
Aum's  Science  and  Technology  Minister,  was  stabbed  to  death. 

On  May  5,  1995,  the  Aum  struck  again  by  attacking  Shinjuku 
station,  one  of  the  busiest  in  Tokyo,  with  another  chemical  weapon. 
In  this  case,  the  Aum  used  sodium  cyanide  placed  in  public  rest- 
rooms.  This  did  not  succeed,  but  chemical  experts  have  estimated 
the  amount  of  gas  that  would  have  been  released  would  have  been 
sufficient  to  kill  between  10,000  to  20,000  people. 

On  May  16,  the  data  that  Asahara  was  arrested,  the  Aum  sent 
a  letter  bomb  to  the  Governor  of  Metropolitan  Tokyo  which  ex- 
ploded in  the  hands  of  his  secretary,  blowing  off  the  fingers  of  his 
left  hand. 

And  as  late  as  July  4,  1995,  another  gas  attack  was  attempted 
in  Tokyo  by  the  Aum,  again  involving  hydrogen  cyanide. 
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The  threat  still  remains  that  other  devices  may  be  employed  in 
the  future,  especially  during  some  of  the  more  important  trials.  The 
staff  has  been  advised  that  not  all  of  the  chemicals  produced  by  the 
Aum  have  been  accounted  for,  nor  have  all  the  more  fanatical 
members  been  arrested.  As  an  example,  as  late  as  September  dur- 
ing the  staffs  fact-finding  trip,  the  entire  city  of  Tokyo  was  fes- 
tooned with  wanted  posters  for  some  of  the  Aum  members. 

Until  all  of  the  fanatical  members,  their  weapons  of  mass  de- 
struction, and  their  assets  are  accounted  for,  there  is  still  some  jus- 
tification for  the  Japanese  and  the  Americans  to  be  concerned. 

Mr.  Edelman  will  now  proceed  and  describe  in  detail  the  over- 
seas operations  of  the  Aum,  including  their  activities  here  in  the 
United  States. 

Mr.  Edelman.  One  reason  why  we  in  the  United  States  should 
be  concerned  about  the  Aum  is  because  of  the  truly  global  nature 
of  this  cult.  In  this  section  we  will  examine  the  Aum's  activities  in 
7  different  countries  on  4  different  continents,  including  Russia  and 
the  United  States. 

Through  a  number  of  private  and  governmental  sources,  includ- 
ing Aum  documents,  the  staff  has  confirmed  that  the  Aum  began 
its  activities  in  Russia  in  1991,  and  the  organization  there  quickly 
grew  to  become  the  Aum's  largest  organization  in  the  world.  The 
first  followers  registered  in  Moscow  in  1991,  and  in  June  1992,  the 
Russian  Ministry  of  Justice  registered  the  cult  as  an  official  reli- 
gious organization. 

There  have  been  many  allegations  in  the  Japanese  and  Russian 
press  about  Aum  activities  in  Russia.  The  staff  attempted,  but  was 
unable,  to  confirm  many  of  these  allegations  while  in  Moscow  in- 
vestigating this  issue.  Moreover,  the  staff  has  learned  that  U.S. 
Government  officials  themselves  have  been  unable  to  confirm  or 
deny  many  of  the  allegations.  We  will  therefore  attempt  to  differen- 
tiate between  what  we  know  and  what  the  press  reports. 

Following  the  sarin  gas  attack  on  the  Tokyo  subway,  two  Russian 
Duma  committees  began  investigations  on  their  own  of  the  Aum — 
the  Committee  on  Religious  Matters  and  the  Committee  on  Secu- 
rity Matters. 

The  Russian  Duma  has  reported  that  the  Aum  had  11  branches 
outside  of  Moscow  and  at  least  7  inside  Moscow.  Some  of  the  other 
Aum  headquarters  in  Russia  were  located  in  St.  Petersburg, 
Kazan,  Perm,  Vorkuta,  Tyumen,  Samara,  Vladivostok,  Elista,  and 
Vladikavkaz. 

On  the  chart,  1  which  is  up  right  now,  you  can  see  the  location 
of  many  of  the  Aum's  centers.  Those  are  the  cities  marked  in  red. 
We  have  also  put  on  this  map  the  location  of  many  of  Russian's 
strategic  facilities,  particularly  missile  assembly  plants,  chemical 
and  biological  production  facilities.  You  will  notice  that  many  of  the 
Aum's  centers  were  located  near  these  important  strategic  facilities 
of  Russia — we  believe  that  that  was  no  accident. 

According  to  Russian  press  reports,  the  Aum  was  very  specific  in 
targeting  its  recruiting  in  Russia.  The  sect  asked  prospective  mem- 
bers to  choose  the  subjects  among  24  fields  they  wanted  to  pursue 
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in  the  future.  Physics,  chemistry,  and  biology  were  reportedly  the 
top  three  areas  listed. 

Based  upon  official  Japanese  documents  and  numerous  press  re- 
ports and  staff  interviews,  the  staff  has  confirmed  that  in  1992  the 
Aum  bought  radio  time  from  one  of  the  largest  radio  stations  in 
Russia,  the  state-run  Mayak  Radio.  They  obtained  a  3-year  con- 
tract at  a  cost  of  $800,000  per  year,  according  to  a  Russian  press 
report.  The  staff  has  confirmed  that  the  Aum  broadcast  an  hour- 
long  program  on  a  daily  basis  over  this  station.  These  broadcasts 
were  also  relayed  via  an  Aum  radio  tower  located  in  Vladivostok 
which  broadcast  those  reports  to  Japan  every  evening.  Aum  pro- 
grams were  also  televised  on  Russia's  2x2  television  station. 

Even  before  the  Tokyo  sarin  gas  attack,  the  Aum  had  become 
controversial  in  Russia.  According  to  Russian  press  reports,  at  the 
end  of  1992  parents  of  cult  members,  led  by  a  Russian  Orthodox 
priest  who  claims  to  have  deprogrammed  up  to  50  Aum  members, 
initiated  a  civil  lawsuit  against  the  sect.  On  July  15,  1994,  Russia's 
Ministry  of  Justice  annulled  the  registration  of  the  Russian  branch 
of  the  Aum  on  technicalities  having  to  do  with  their  registration 
procedure.  A  few  weeks  later,  however,  the  organization  was  re- 
registered by  the  Moscow  Department  of  Justice  as  "Moscow's  Aum 
Religious  Association." 

Following  the  subway  attack,  the  activities  against  the  Aum  in 
Russia  intensified.  By  mid-April  of  1995,  President  Boris  Yeltsin 
publicly  ordered  Russia's  Prosecutor  General,  the  Federal  Security 
Service,  and  the  Commission  for  Religious  Organizations  in  the 
Russian  Government  to  thoroughly  investigate  the  Aum.  In  re- 
sponse to  this  edict,  Russian  press  reports  indicate  that  the  Rus- 
sian court  that  had  been  hearing  the  parents'  lawsuit  banned  all 
of  the  Aum's  activities  in  Russia.  The  court  charged  that  the  Aum 
was  harming  Russia's  young  people  and  criticized  Mayak  Radio 
and  the  Russian  television  station  for  allowing  Aum  propaganda  on 
its  airwaves.  The  Aum  was  ordered  to  pay  20  billion  rubles,  the 
equivalent  of  $4  million,  to  the  defendants,  and  it  lost  its  registra- 
tion in  Russia  as  an  official  religion.  The  group  was  also  banned 
from  further  television  and  radio  broadcasting.  Despite  these  ac- 
tions, an  Aum  official  in  Moscow  said,  "Aum  will  not  cease  to  exist 
in  Russia.  We  shall  continue  to  exist  in  other  forms,  but  we  shall 
prevail  by  all  means." 

The  Russian  press  stated  that  July  1995,  Russian  authorities 
began  arresting  Aum  members.  In  early  July,  Russian  authorities 
detained  the  leader  of  the  Tatarstan  branch  of  the  Aum.  On  July 
21,  1995,  Russian  law  enforcement  officials  arrested  one  of  the 
leaders  of  the  Moscow  branch  of  the  sect,  Outi  Toshiyatsu,  who  is 
a  Japanese  citizen.  Russian  authorities  charged  Toshiyatsu  with 
organizing  groups  that  infringe  on  citizens'  rights  and  with  causing 
material  damage  by  cheating  or  breaching  confidence.  There  has 
been  no  trial  yet  of  this  individual  in  Russia. 

It  is  clear  that  the  Aum  was  interested  in  the  technology  and 
weapons  that  are  available  in  Russia.  The  major  proponent  of  the 
sect's  expansion  into  Russia  was  the  Aum's  Construction  Minister 
Kiyohide  Hayakawa.  He  was  also  the  mastermind  of  the  Aum's  at- 
tempts to  arm  itself,  according  to  Japanese  officials  and  cult  docu- 
ments. 
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In  total,  Hayakawa  visited  Russia  21  times  from  1992  to  1995, 
spending  a  total  of  180  days  there.  The  staff  believes  that  Haya- 
kawa played  a  key  role  in  obtaining  technology  and  weapons  from 
Russia.  Hayakawa  helped  to  purchase  a  Soviet-made  MI-17  heli- 
copter and  invited  Russian  engineers  to  Japan  to  help  train  sect 
members  to  maintain  the  helicopter,  this  according  to  official  Japa- 
nese documents. 

The  staff  has  confirmed  that  the  helicopter  passed  through  Japa- 
nese customs  in  1994  via  Azerbaijan  Air  and  that  the  Aum  subse- 
quently inquired  about  certification  for  a  larger  MI-26  helicopter 
and  the  requirements  to  fly  such  a  helicopter  to  Japan  from  Russia. 

Japanese  police  sources  also  allege  that  Hayakawa  brought  pistol 
models  to  Japan  from  Russia  in  the  spring  of  1994  in  order  to  at- 
tempt to  produce  those  pistols  in  Japan.  These  sources  also  claim 
that  documents  seized  from  Hayakawa  upon  his  arrest  included 
blueprints  for  the  Soviet  Kalashnikov  assault  rifle. 

There  have  been  many  allegations  that  Aum  members  may  have 
received  military  training  in  Russia. 

Official  Japanese  documents  and  press  reports  state  that  a  tour- 
ist brochure  printed  by  a  company  known  as  Devenir  Millionaire, 
an  Aum-affiliated  travel  company  located  in  Tokyo,  described  a 
tour  of  Russia  that  included  shooting  exercises  at  Russian  military 
facilities.  The  brochure  claimed  that  the  exercises  would  be  per- 
formed under  the  supervision  of  former  Spetznaz  members  of  the 
Russian  armed  forces. 

Press  reports  claim  also  that  Aum  Defense  Ministry  leader  Kibe 
and  Secret  Unit  member  Furukawa  underwent  comprehensive  pilot 
training  in  Russia.  The  Aum  paid  Russian  instructors  at  Moscow's 
"Airfield  Number  3"  $15,000  each  for  a  rigorous  training  course. 
Furukawa  was  in  charge  of  planning  military  training  in  Russia 
under  a  special  Russian  unit.  As  indicated  elsewhere  in  this  state- 
ment, the  staff  has  also  confirmed  that  Kibe  received  helicopter 
training  in  the  United  States,  in  South  Florida  in  late  1993. 

Russian  Defense  Ministry  officials  have  denied  that  any  training 
took  place  at  their  official  facilities.  In  contrast,  though,  the  staff 
found  Russian  and  Japanese  press  reports  which  provided  the  fol- 
lowing information: 

Russian  military  sources  told  Japanese  reporters  that  Asahara 
had  inspected  a  military  base  near  Moscow  in  the  summer  of  1993, 
although  they  again  denied  that  training  took  place  at  that  time. 
Together  with  a  number  of  followers,  Asahara  met  military  officials 
there  for  talks,  and  inspected  the  grounds. 

The  chief  of  staff  of  the  Far  Eastern  Military  District  of  Russia 
has  publicly  denied  rumors  that  Aum  members  were  trained  as  pi- 
lots at  his  base  but  admitted  that  there  are  many  private  firms  and 
air  companies  with  helicopters  at  their  disposal. 

In  addition  to  obtaining  conventional  arms  and  training  in  Rus- 
sia, the  Aum  apparently  saw  the  country  as  a  source  for  more  ex- 
otic weapons.  At  the  time  of  his  arrest,  Hayakawa  had  information 
on  him  about  a  gas  laser  weapon.  His  documents  referred  to  the 
name  of  a  Russian  city  where  "there  is  a  weapons  market"  and 
noted  the  distance  of  that  city  from  Moscow. 

Hayakawa's  documents  also  indicated  that  the  sect  was  inter- 
ested in  obtaining  a  space-launch  rocket,  this  again  according  to 
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Japanese  press.  According  to  these  accounts,  Japanese  officials  said 
that  the  documents  include  a  reference  to  a  Russian  proton  rocket 
and  reference  its  prices  and  the  need  to  build  a  base  in  Japan. 

The  Aum's  interests  apparently  extended  to  even  the  most  dev- 
astating of  weapons.  There  are  references  in  the  documents  seized 
from  Hayakawa  as  to  the  purchase  of  nuclear  weapons.  The  docu- 
ments contain  the  question:  "How  much  is  a  nuclear  warhead?" 
The  documents  then  go  on  to  list  several  prices.  It  is  unclear  to  the 
staff  whether  thd  references  in  these  notebooks  are  reflections  of 
actual  discussions  or  negotiations  or  merely  the  musings  of  Min- 
ister Hayakawa. 

Much  has  been  written  in  the  press  about  the  relationship  be- 
tween the  Aum  and  officials  of  the  Russian  Government.  Most  of 
these  allegations  have  been  denied  in  whole  or  in  part  by  the  offi- 
cials in  question,  and  little  has  actually  been  confirmed  by  either 
U.S.  or  Japanese  Government  officials. 

The  following,  however,  has  been  reported  by  both  Russian  and 
Japanese  press  sources:  That  Asahara  led  a  delegation  of  300  Aum 
members  to  Russia  in  March  1992.  During  that  trip,  Asahara  pur- 
portedly met  with  Parliament  Vice  President  Aleksandr  Rutskoy 
and  former  Russian  Parliament  Speaker  Ruslan  Khasbulatov. 

It  has  also  been  reported  that  Russian  Parliamentarian  Vitally 
Savitsky,  the  chairman  of  the  Duma's  Religious  Affairs  Committee, 
told  his  fellow  parliamentarians,  "his  committee  seriously  sus- 
pected that  the  Aum  Shinrikyo  had  been  assisted  in  its  penetration 
into  Russia  by  Russian  intelligence  services." 

It  has  been  reported  that  the  premier  nuclear  research  facility  in 
Russia,  the  Kurchatov  Institute,  had  Aum  followers  among  the  em- 
ployees. 

During  1992  to  1993,  Aum  leaders  reportedly  visited  Russia  and 
approached  Russian  science  officials  seeking  laser  and  nuclear 
technologies,  and  Shoko  Asmara  reportedly  met  with  Nikolay 
Basov  while  in  Moscow  in  1992.  Mr.  Basov  is  the  1964  Nobel  Prize 
winner  for  his  research  on  the  principle  of  laser  technology. 

It  has  also  been  reported  that  the  Secretary  of  the  Russian  Secu- 
rity Council,  Oleg  Lobov,  met  with  the  Aum  and  may  have  received 
large  sums  of  money  from  the  Aum. 

A  Russian  known  to  be  a  secretary  of  Lobov's  sent  facsimiles  to 
Hayakawa  in  Japan,  and  Hayakawa  reportedly  visited  Lobov  dur- 
ing his  visits  to  Russia  throughout  the  1992-95  time  period. 

Lobov  reportedly  met  with  Aum  officials  on  his  own  without  in- 
forming the  Russian  embassy  or  asking  its  advice.  Sources  say  that 
this  February  1992  meeting  was  agreed  to  without  the  participa- 
tion of  the  Russian  Foreign  Ministry  or  intelligence  services  prior 
to  Lobov's  trip  to  Japan.  No  leading  embassy  staffers  were  present 
at  that  meeting. 

All  of  the  officials  have  denied  the  allegations  that  they  helped 
the  Aum.  The  staff,  however,  has  discovered  photographs  that  ap- 
peared in  Aum  publications  purporting  to  show  Rutskoy, 
Khasbulatov,  Basov,  and  Lobov  meeting  with  Aum  leader  Asahara. 

The  staff  has  also  reviewed  official  Japanese  documents  which  do 
corroborate  limited  aspects  of  the  above  reports.  These  documents 
state  that  in  December  1991  a  Russian  business  person  visited 
Russia  with  Hayakawa,  then  the  cult's  administration  director,  and 
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met  with  Lobov,  the  President  of  the  Russian-Japan  College,  the 
present  Russian  Secretary  of  the  Security  Council,  Mr.  Muravjbv, 
the  Secretary  General,  and  Mr.  Khushchov,  the  chairman  of  the 
Board  of  Trustees. 

In  February  1992,  Mr.  Lobov  was  invited  to  Japan  by  Nissho- 
Iwai  Company,  Ltd.,  and  met  with  Asahara. 

In  March  1992,  after  chartering  an  Aeroflot  aircraft,  a  delegation 
of  300  cult  members  headed  by  Asahara  visited  Russia  and  met 
with  Rutskoy,  Khasbulatov,  and  Lobov. 

Again,  these  last  few  items  are  items  which  have  been  confirmed 
through  official  Japanese  documents. 

In  addition,  the  staff  has  been  able  to  confirm,  through  its  own 
visit  to  Russia  and  a  visit  to  the  Kurchatov  Institute,  that  an  em- 
ployee of  the  institution  was  and  still  is  a  member  of  the  Aum. 

The  Aum's  most  intriguing  presence  may  have  been  in  Australia. 
The  staff  has  confirmed  that  the  Aum  was  in  Australia  fi-om  April 
1993  to  October  1994.  From  documents  provided  to  the  staff  by  the 
Australian  Federal  Police,  the  staff  determined  that  the  cult  pur- 
chased a  500,000-acre  sheep  ranch  in  Banjawarn,  Australia,  lo- 
cated approximately  375  miles  northeast  of  Perth,  Western  Aus- 
tralia's state  capital.  In  order  to  purchase  this  farm,  the  cult 
formed  a  front  company  named  Clarity  Investments,  and  another 
company,  Maha  Posya  AustraUa,  Ltd.,  in  1993. 

The  Australian  Federal  Pohce  gave  the  staif  documents  confirm- 
ing that  in  April  1993  three  members  of  Aum  Shinrikyo  arrived  in 
Perth  fi-om  Tokyo.  The  three  included  Construction  Minister  Haya- 
kawa,  who  was  also  the  person  instrumental  in  setting  up  the 
Aum's  operations  in  Russia,  and  Intelligence  Minister  Yoshihiro 
Inoue.  The  two  hired  an  Australian  citizen  of  Japanese  heritage 
who  was  a  real  estate  agent  based  in  Perth,  and  with  her  viewed 
remote  farming  properties  in  Western  Australia. 

Ultimately,  the  group  decided  on  the  property  in  Banjawarn  Sta- 
tion, an  area  where  there  is  a  known  uranium  deposit.  In  April 
1993,  Hayakawa  allegedly  offered  to  purchase  this  property  for 
cash;  however,  the  offer  was  refused  by  the  owner.  Following  this 
refusal,  the  Aum  formed  its  two  fi-ont  companies,  and  through 
these  companies  managed  to  purchase  the  property  for  approxi- 
mately $400,000.  The  Aum  subsequently  purchased  eight  mining 
leases  in  September  1993  for  approximately  $4,700  each. 

Shortly  after  purchasing  the  property,  Hayakawa  met  with  a 
consulting  geologist.  During  that  meeting  he  told  the  geologist  that 
the  Aum  wished  to  obtain  a  ship  and  inquired  what  price  they 
could  expect  to  pay.  Hayakawa  also  mentioned  at  the  meeting  that 
the  Aum  wanted  to  export  uranium  ore  from  Banjawarn  Station  in 
44-gallon  drums. 

Shortly  thereafter,  Hayakawa  and  another  Aum  member  by  the 
name  of  Maki  engaged  an  Australian  travel  agent  to  make  arrange- 
ments for  six  4-wheel-drive  vehicles  and  a  chartered  aircraft.  The 
staff  has  confirmed  that  shortly  thereafter  cult  leader  Shoko 
Asahara  arrived  in  Perth  with  24  followers  from  Japan.  The  Aum 
traveled  with  chemicals  and  mining  equipment  on  which  they  paid 
over  $20,000  in  excess  baggage  fees.  According  to  the  Australian 
police  report,  among  the  baggage  was  a  mechanical  ditch  digger. 
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picks,  petrol  generators,  gas  masks,  respirators,  and  shovels.  A  cus- 
toms duty  of  over  $15,000  was  paid  to  import  these  items. 

Because  of  the  large  amount  of  excess  baggage  being  brought  in 
by  the  group,  Australian  Customs  searched  the  entire  group.  This 
search  revealed  4  liters  of  concentrated  hydrochloric  acid,  including 
some  in  containers  marked  as  hand  soap.  Among  the  other  chemi- 
cals that  Australian  Customs  officials  found  were  ammonium  chlo- 
ride, sodium  sulphate,  perchloric  acid,  and  ammonium  water.  All  of 
these  chemicals  and  some  of  the  laboratory  equipment  were  seized 
by  the  Australian  authorities. 

Having  lost  their  chemicals  to  the  authorities,  the  Aum  members 
used  their  real  estate  agent  and  their  geologist — both  of  whom 
were  Australian  citizens — to  obtain  new  chemicals  from  chemical 
wholesalers.  These  chemicals  were  obtained  either  in  the  name  of 
Maha  Posya  or  in  the  name  of  the  real  estate  agent's  company. 

The  Aum  also  tried  to  hire  earth-moving  equipment  from  a  min- 
ing operation  at  an  adjoining  station.  The  mine  operators  refused 
to  lend  their  equipment  without  a  mine  worker  to  operate  it,  a  de- 
mand which  the  Aum  refused.  A  backhoe  ultimately  was  hired  by 
the  Aum  without  an  operator  from  a  rental  company  for  3  days, 
from  September  16-18,  1993.  Digging  and  evidence  of  earth-moving 
equipment  has  been  found  on  the  property. 

The  Aum  also  established  a  laboratory  on  the  Banjawarn  Station 
property  which  was  stocked  with  computers  and  various  digital  and 
laboratory  equipment.  Witnesses  told  Australian  Federal  Police 
that  the  laboratory  contained  laptop  computers,  digital  equipment, 
glass  tubing,  glass  evaporators,  beakers,  bunsen  burners,  and  ce- 
ramic grinding  and  mixing  bowls. 

Shortly  after  the  sarin  gas  attack  in  Matsumoto  in  June  1994, 
the  Banjawarn  Station  property  was  offered  for  sale.  Mr.  Maki 
handled  the  details  of  the  sale  and  seemed  very  anxious  that  the 
sale  proceed  quickly.  The  property  was  sold  in  late  July  1994  for 
$237,000,  almost  $165,000  less  than  what  the  Aum  had  paid  for  it 
only  a  year  earlier. 

The  Aum's  activity  on  the  property  is  partially  known  and,  to 
some  degree,  still  a  mystery.  Various  police  sources  indicate  that 
Hayakawa  was  interested  in  extracting  uranium  from  Australia  for 
the  development  of  weapons.  Documents  seized  from  Hayakawa  in- 
clude some  10  pages  written  during  a  1993  visit  to  Australia  which 
refer  to  the  whereabouts  of  properties  of  uranium  in  Australia,  in- 
cluding one  reference  praising  the  quality  of  the  uranium  in  the 
state  of  South  Australia. 

It  appears,  however,  that  the  Aum  was  interested  in  more  than 
just  mining  on  the  Banjawarn  property.  The  chairwoman  of  the  ab- 
original community  living  near  the  Banjawarn  Station  said  that 
she  and  other  aborigines  saw  about  5  people  wearing  full-length 
suits  and  helmets  on  the  remote  site  in  late  August  of  1993.  The 
suited  sect  members  were  standing  by  a  twin-engine  airplane  and 
others  were  in  the  plane. 

In  March  1995,  shortly  after  the  Tokyo  subway  attack,  the  Aus- 
tralian police  were  invited  to  the  sheep  station  by  its  new  owners 
who  had  found  papers  with  Japanese  writing  and  various  chemi- 
cals on  the  property.  The  chemicals  that  the  police  found  could 
have  been  used  for  mineral  processing  or  to  make  an  irritant  gas. 
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The  current  owners  of  the  property  have  stated  that  the  Japa- 
nese occupants  had  a  number  of  gas  masks  in  their  possession  but 
that  they  took  them  when  they  left.  One  gas  mask  was  left  behind 
and  seized  by  Australian  police.  Paper  dusk  masks  were  also  lo- 
cated in  a  plastic  bag  bearing  Japanese  writing. 

The  staff  has  confirmed  that  the  Aum  conducted  experiments 
with  sarin  on  sheep  at  its  Banjawarn  Station  property.  The  Aus- 
tralian Justice  Minister  said  that  members  of  the  Aum  tested  sarin 
in  Australia  before  the  Tokyo  attack.  He  said  that  tests  on  wool 
and  soil  samples  taken  from  the  Banjawarn  Station  had  confirmed 
traces  of  the  chemical.  The  Justice  Minister  stated  that  sarin  resi- 
due had  also  been  found  in  and  near  a  group  of  about  29  dead 
sheep  that  were  located  on  the  property.  Specifically,  traces  of  the 
acid  that  results  when  sarin  breaks  down  was  found  in  the  soil  and 
in  the  wool  of  the  sheep. 

In  addition,  authorities  found  a  document  written  in  Japanese 
and  titled  "Banjawarn  Station."  This  document  suggested  the  sect 
may  have  been  experimenting  on  the  sheep.  The  document  con- 
tained notations  for  classifying  dead  or  injured  sheep  by  using 
unique  Japanese  markings. 

In  addition  to  its  activities  in  Russia  and  in  Australia,  the  Aum 
also  had  a  presence  here  in  the  United  States.  The  Aum  officially 
came  to  the  United  States  in  late  1987  when  it  incorporated  an  of- 
fice in  New  York  City  under  the  name  Aum  USA  Ltd.,  a  not-for- 
profit  corporation.  Although  the  office  purported  to  promote  the 
cult's  book  sales  and  recruitment  of  followers,  the  staffs  review  of 
documents  and  records  and  interviews  of  the  manager  of  the  office 
establish  that  the  office  was  also  acting  as  a  purchasing  agent  for 
the  cult  as  it  attempted  to  obtain  high  technology  equipment,  com- 
puter software  and  hardware,  and  other  items  from  the  IJnited 
States. 

According  to  corporate  records,  the  New  York  City  office  was  ini- 
tially organized  by  Fumihiro  Joyu,  an  individual  who  took  over  for 
Mr.  Asahara  after  he  was  arrested.  Mr.  Joyu  is  himself  now  under 
arrest  in  Japan. 

The  articles  of  incorporation  were  amended  in  1988,  and  at  that 
time  Mr.  Asahara  himself  appeared  as  a  director  of  the  corporation. 
The  company  was  a  tax-exempt  organization  and  registered  as  a 
charity  in  New  York. 

In  the  early  1990's,  according  to  corporate  documents,  Yumiko 
Hiraoka  became  the  primary  manager  of  the  Aum's  office  and  all 
office-related  documents  thereafter  were  in  her  name.  Later  this 
morning,  Ms.  Hiraoka  will  testify  before  the  Subcommittee. 

Despite  a  claim  of  aggressive  recruitment  by  Hiraoka,  the  cult 
maintained  an  active  membership  of  less  than  a  few  dozen  devotees 
in  the  New  York  area. 

The  staffs  investigation,  though,  reflects  that  the  cult's  New 
York  office  was  actively  involved  in  the  procurement  and  attempted 
procurement  of  high  technology  items  with  possible  military  use. 
Though  most  of  the  documents  at  the  Aum's  headquarters  were 
taken  by  the  cult  after  the  Tokyo  incident,  entries  in  the  Aum's 
ledgers  reflect  various  payments  to  technology  and  laser  compa- 
nies. The  cult  utilized  various  corporate  entities  to  facilitate  these 
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transactions,  including  its  primary  alter  ego,  Aum  USA  Company, 
and  the  company  Maha  Posya. 

In  August  1993,  the  cult  attempted  to  obtain  a  Mark  IVxp  inter- 
ferometer from  the  Zygo  Corporation  in  Middlefield,  CT.  This  de- 
vice is  a  laser  measuring  system  primarily  used  for  measuring  lens 
systems,  optical  components,  and  flat  and  spherical  surfaces.  It  is 
a  dual  commercial/military  use  item  and  has  numerous  applica- 
tions, including  the  possible  measuring  of  plutonium  spheres.  The 
U.S.  Commerce  Department  prohibits  the  export  of  this  machine  to 
certain  countries,  including  Libya,  Iran,  North  Korea,  and  Cuba. 
The  machine,  though,  is  not  prohibited  for  export  to  Japan. 

In  August  of  1993,  representatives  of  Zygo  received  contacts  from 
the  Aum,  including  telefaxes  from  Hiraoka.  On  August  23,  Zygo  is- 
sued a  price  quotation  for  the  system  of  over  $102,000.  Addition- 
ally, the  Aum  requested  a  vibration  isolation  table  from  Zygo 
which,  with  modest  reconfiguration,  could  also  be  used  to  measure 
spherical  surfaces  such  as  plutonium.  Neither  of  these  purchases, 
however,  was  ever  consummated. 

In  1994,  the  Aum  did  complete  two  sales  transactions  with 
Lydall  Technical  Paper  of  Rochester,  NH.  These  transactions, 
which  totaled  approximately  $32,000,  were  for  HEPA  media,  which 
is  an  air  filtration  media.  The  staff  would  note  that  this  media  is 
used  in  so-called  clean  rooms  and  that  the  Aum  itself  constructed 
clean  rooms  at  their  compounds  in  Tokyo  to  facilitate  their  han- 
dling and  production  of  sarin  and  other  chemical  and  biological 
weapons. 

In  January  1995,  the  Aum  purchased  molecular  modeling  soft- 
ware from  a  company  known  as  Cache  Scientific  of  Beaverton,  OR. 
This  shipment  cost  approximately  $2,900  and  consisted  of  basic 
software,  including  a  manual  and  computer  diskettes. 

In  a  similar  effort,  the  Aum  contacted  Biosym  Technologies,  In- 
corporated, a  molecular  design  software  company  located  in  San 
Diego.  During  February  and  March  of  1995,  Aum  members  nego- 
tiated with  Biosym  for  the  purchase  of  a  sophisticated  computer 
hardware  system  and  over  20  different  software  programs.  This 
hardware  was  purchased  for  $47,000. 

Following  the  Tokyo  attack,  the  computer  hardware  was  re- 
turned to  Biosym,  but  the  disk  drive  containing  the  software  was 
missing.  Allegedly,  this  disk  drive  was  taken  to  Japan.  The  drive 
ultimately  was  returned  to  Biosym  by  the  Aum,  but  it  is  unknown 
at  this  time  whether  the  sect  was  able  to  download  the  information 
that  the  drive  contained. 

In  March  1995,  Mr.  Hiramatsu  contacted  sales  and  technical  rep- 
resentatives of  Hobart  Laser  Products.  This  company  manufactures 
extremely  sophisticated  lasers  for  industrial  and  scientific  applica- 
tions including  cutting  and  welding.  According  to  the  company,  for 
approximately  2  weeks  leading  up  to  March  18,  1995,  the  Aum  ne- 
gotiated for  the  purchase  of  a  3-Ialowatt  laser  welder  with  installa- 
tion support.  This  system  costs  approximately  $450,000. 

From  discussions  with  Hiramatsu  and  Murai,  the  operating  pa- 
rameter set  forth  by  Murai  allowed  Hobart  to  draw  the  following 
technical  conclusions: 

One,  that  the  Aum  wanted  the  laser  to  be  operable  from  within 
a  glove  box,  a  sealed-room  environment  outside  of  which  the  opera- 
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tor  could  manipulate  the  equipment  through  the  usage  of  thick 
gloves.  Experts  have  advised  the  staff  that  this  is  particularly  use- 
ful if  biological  toxins,  aerobic  or  contact  poisons,  or  nuclear  emis- 
sions are  of  concern. 

Also,  Murai  indicated  the  laser  would  be  used  to  weld  aluminum 
oxide.  The  welding  was  to  be  of  canisters,  and  perhaps  canisters 
within  canisters. 

Of  primary  concern  to  Hiramatsu  and  Murai  was  the  rapid  deliv- 
ery of  this  expensive  laser.  Hobart  representatives  were  told  that 
it  was  required  immediately  and  that  cash  was  available. 

When  the  company  informed  the  Aum  members,  however,  that 
this  was  custom-made  equipment  and  that  it  would  take  some 
months  to  provide  to  the  Aum,  the  cult  quickly  cut  off  discussions 
on  March  18,  1995,  which  was  just  2  days  prior  to  the  Tokyo  at- 
tack. 

Also  in  March  of  1995,  Mr.  Hiramatsu  contacted  Tripos,  Incor- 
porated of  St.  Louis,  Missouri.  This  company  specializes  in  molecu- 
lar design  software  that  is  used  by  highly  trained  physicists  and 
chemists  to  develop  new  therapeutic  drugs  in  the  pre-clinical  de- 
sign phase.  It  can  also  be  used  to  research  and  develop  biological 
toxins. 

Beginning  in  June  of  1994,  the  Aum  established  a  relationship 
with  a  purchasing  agent  on  the  West  Coast  to  assist  it  in  obtaining 
military  technology  and  hardware.  The  company.  International 
Computers  and  Peripherals,  was  a  U.S.  business  in  California 
formed  to  export  computer  parts  to  Japan.  The  partners  in  the  ven- 
ture, Phillip  Rupani,  Cameron  Hader,  and  Kevin  Singh,  sought 
Japanese  companies  as  potential  clients. 

Through  telefax,  telephone,  and  personal  contacts,  ICP  developed 
a  business  relationship  with  Hiramatsu  and  Tsuyoshi  Maki  and 
began  to  obtain  computer  parts  presumably  for  the  Aum's  computer 
stores  in  Japan.  However,  near  the  end  of  1994,  Hiramatsu  began 
to  make  requests  for  other  items  from  ICP.  Initially,  he  wanted  to 
obtain  thousands  of  serum  bottles,  hundreds  of  mechanical  fans, 
and  equal  amounts  of  camcorder  batteries.  As  Mr.  Sopko  indicated 
earlier,  these  are  precisely  the  types  of  items  which  were  utilized 
to  make  the  deployment  devices  used  in  the  attache  cases  which 
were  found  in  the  Tokyo  subway  system. 

Later,  Hiramatsu  began  to  inquire  about  obtaining  laser  equip- 
ment, survival  equipment,  and  similar  items.  At  one  point, 
Hiramatsu  asked  whether  ICP  knew  how  to  obtain  arms,  a  plane, 
and  container  ships.  Hiramatsu  told  Rupani  that  the  arms  were  for 
a  customer  in  the  Middle  East.  The  staff  has  deposed  Mr.  Rupani, 
one  of  the  partners  in  this  company,  and  with  your  permission,  we 
would  like  to  play  a  very  short  2-  or  3-minute  excerpt  from  that 
deposition  in  which  he  discusses  his  contacts  with  the  Aum. 
[Videotape  played.] 

Mr.  Edelman.  That  was  just  a  brief  excerpt  of  a  longer  deposi- 
tion of  Mr.  Rupani,  and  we  would  request  that  the  complete  video 
deposition  be  made  an  exhibit  to  the  record.  ^ 

Senator  NUNN.  Without  objection,  it  will  be  made  part  of  the 
record  and  appropriately  numbered. 


iSee  Exhibit  No.  33. 
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Mr.  Edelman.  In  January  of  1995,  the  staff  has  learned  that  Mr. 
Maki  and  Mr.  Hiramatsu  began  to  seek  mihtary  equipment  from 
sources  in  the  United  States.  During  that  month,  Mr.  Maki  at- 
tended a  Winter  Market  Show  at  the  Reno  Convention  Center  in 
Nevada  at  which  time  he  made  contact  with  a  representative  of 
Rothco  Company,  a  firm  in  Smithtown,  NY.  Mr.  Maki  inquired 
about  obtaining  survival  equipment  through  Rothco  and  expressed 
an  interest  in  obtaining  gas  masks. 

A  week  after  this  meeting,  Rothco  received  a  request  wherein 
Mr.  Maki  requested  various  items,  including  200  military-style 
knives  and  various  types  of  gas  masks.  Rothco  ultimately  shipped 
two  gas  masks  to  the  Aum  in  Japan  as  samples,  a  Russian  mask 
and  an  Israeli  mask.  Following  that  shipment,  Rothco  received  a 
request  for  400  of  the  Israeli  gas  masks  with  filters,  and  the  com- 
pany's account  was  credited  with  over  $3,000  in  pa5Tnent  for  those 
gas  masks.  It  was  requested,  however,  that  Rothco  send  the  gas 
masks  not  directly  to  Japan,  but  to  ICP,  Mr.  Rupani's  company  in 
California,  '  and  that  that  company  would  act  as  a  freight 
consolidator. 

Two  days  after  the  Tokyo  attack,  sources  from  Japan  contacted 
ICP  and  told  the  company  representative  that  they  should  stop 
selling  to  Maha  Posya  because  they  were  involved  with  the  Aum 
and  were  killing  people  in  Japan.  At  that  time,  Mr.  Rupani  recalled 
the  Maha  Posya  shipment  from  the  freight  forwarder  and  returned 
it  to  ICP  in  California.  Mr.  Rupani  opened  the  shipment  and  dis- 
covered that  it  did  include  the  gas  masks  in  it. 

As  we  saw  on  the  large  chart  of  the  Aum's  world  activities,  the 
Aum  was  in  numerous  countries  aside  from  Russia  and  the  United 
States.  They  had  an  oftice  in  Germany.  They  had  businesses  in  Tai- 
wan. They  even  had  a  tea  plantation  which  they  ran  in  Sri  Lanka. 
So  this  was  truly  an  organization  whose  tentacles  reached  around 
the  globe. 

The  threat  posed  by  the  Aum  today  is  unknown.  It  still  has  sub- 
stantial assets,  thousands  of  devotees,  and  authorities  are  unsure 
whether  its  weapons  and  weapons  potential  has  been  completely 
neutralized.  Furthermore,  the  anti-Western  rhetoric  and  the  Arma- 
geddon prophecies  that  fueled  the  tragic  and  near-cataclysmic  inci- 
dents in  Tokyo  and  elsewhere  are  still  evident. 

The  cult's  rise  and  its  efforts  to  obtain  and  deploy  weapons  of 
mass  destruction  raise  numerous  policy  issues,  however,  that  ex- 
tend well  beyond  the  specific  threat  posed  by  Shoko  Asahara  and 
his  disciples  of  the  Aum  Shinrikyo.  The  Aum  was  merely  one  exam- 
ple, a  case  study,  of  what  may  be  the  most  dominate  and  emerging 
threat  to  our  national  security  today. 

That  concludes  our  formal  statement,  Mr.  Chairman.  We  do  have 
a  number  of  exhibits  in  a  bulky  form  which  we  would  request  be 
made  part  of  the  record. ^ 

Senator  NuNN.  Without  objection,  they  will  be  part  of  the  record. 

I  would  like  to  thank  you,  Mr.  Edelman,  Mr.  Sopko,  and  also 
Rick  Kennan,  Mark  Webster,  Scott  Newton,  Renee  Pruneau- 
Novakoff,  and  on  the  majority  side,  Harry  Damelin,  Mike  Bopp, 
and  Steve  Levin  for  a  very,  very  thorough  job.  I  don't  have  a  lot 


'  The  exhibits  appear  in  the  Appendix  beginning  on  page  368. 
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of  questions.  We  have  other  panels,  and  we  have  a  third  witness 
today  that  you  have  alluded  to.  But  if  you  could  summarize,  distin- 
guishing between  what  t5T)e  of  weapons  they  actually  had  and  had 
developed  and  those  weapons  that  they  were  working  on,  could  you 
summarize  that  for  us,  the  weapons  they  actually  possessed  that 
we  know  about  and  the  weapons  that  they  were  working  on  that 
they  never  did  actually  deploy? 

Mr.  SOPKO.  Well,  from  the  chemical  and  biological  point  of  view. 
Senator,  we  know  they  had  and  deployed  sarin  and  VX.  Those  are 
the  primary  ones.  They  were  working  on  botulism  and  anthrax. 
There  is  some  debate — and  we  haven't  confirmed  it — that  they 
could  have  had  both  of  those,  but  I  don't  believe  they  intentionally 
deployed  it.  There  may  have  been  accidental  deployment. 

They  also  had  a  Russian  helicopter  that  they  were  attempting  to 
put  a  dispersal  device  on.  They  had  drone  aircraft  that  they  were 

going  to  put  a  dispersal  device  on.  They  had 

Senator  NUNN.  Drone  aircraft,  unpiloted  small  aircraft  that  could 

carry  chemical  or  biological 

Mr.  SoPKO.  That  is  correct,  Senator.  It  has  a  tank  in  it,  and  then 
it  is  used  to  spray.  They  also  had  AK-47's  and  were  building  more 
AK-47's.  We  know  they  had  some  Russian-made  pistols  that  they 
obtained. 

Now,  they  were  trjdng  to  obtain  laser  weapon  technology.  They 
were  also  trying  to  obtain  some  other  military  technology  like 
tanks  and  other  hardware,  but  they  weren't  able  to  do  it. 

Senator  Nunn.  We  have  no  evidence  they  actually  had  laser 
weapons  at  this  stage? 
Mr.  SoPKO.  No,  Senator. 

Senator  NuNN.  No  evidence  that  they  had  gained  access  to  any 
nuclear  device  at  this  stage? 

Mr.  SoPKO.  No,  Senator,  although  they  were  looking  for  nuclear 
material  and  nuclear  scientists  to  help  them. 

Senator  NUNN.  Do  we  have  evidence  of  how  much  uranium  min- 
ing they  did  in  Australia,  if  any? 

Mr.  Edelman.  There  is  evidence  that  they  did  some  excavation 
in  Australia.  It  has  not  been  confirmed  whether  they  actually  took 
any  uranium  ore  out  of  Australia,  and  it  is  not  clear  the  total 
amount  of  ore,  if  any,  which  they  may  have  been  able  to  extract 
fi*om  the  ground. 

Senator  NuNN.  So  we  don't  know  that. 

Mr.  Edelman.  We  don't  know  what,  if  anything,  they  took  from 
Australia. 

Senator  NuNN.  In  summarizing,  what  weapons  do  we  know  that 
they  actually  got  or  weapons  material  or  sophisticated  equipment 
actually  had  delivered  to  Japan  fi-om  the  United  States  as  opposed 
to  what  they  were  trying  to  get?  What  do  we  know  about  in  terms 
of  what  actually  got  through  to  Japan? 

Mr.  Edelman.  In  terms  of  actual  weapons,  I  don't  believe  we 
have  any  evidence  that  there  were  actual  weapons  that  they  ob- 
tained from  the  U.S.  and  sent  to  Japan.  They  did  obtain  some  tech- 
nology which  they  could  have  utilized  in  making  their  weapons,  in 
particular  in  making  chemical  or  biological  agents. 
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Senator  NuNN.  But  most  of  what  they  were  trying  to  get  in  this 
country,  though,  was  intercepted  after  they  became  known  follow- 
ing the  March  attack,  was  it  not? 

Mr.  Edelman.  There  was  at  least  one  instance  where  material 
was  intercepted  by  law  enforcement  authorities.  In  other  instances, 
the  deals  which  the  Aum  was  trying  to  arrange  with  various  com- 
panies fell  through,  either  because  of  price  or  for  other  reasons. 
The  companies  may  have  started  to  become  suspicious  of  why  these 
people  wanted  the  items. 

Senator  NUNN.  But  most  of  the  records  were  taken  out  of  their 
offices  before  we  had  a  chance  to  examine  them,  were  they  not? 

Mr.  Edelman.  That  is  correct.  From  our  interviews  with  the 
manager  of  the  New  York  office,  we  were  told  that  within  a  month 
after  the  subway  attack,  the  key  cult  members  from  Tokyo  came 
to  New  York,  went  through  all  of  the  files  there,  and  took  a  box 
full  of  documents,  which  primarily  contained  all  of  the  records  of 
their  business  transactions  here  in  the  U.S. 

Senator  NUNN.  How  did  you  discover  the  companies  you  have 
listed  here?  You  listed  a  number  of  American  companies  that  they 
had  tried  to  procure  various  materials  and  technology  from.  How 
did  you  find  those  companies? 

Mr.  Edelman.  There  were  still  some  records  left  in  the  New  York 
office,  including  some  accounting  records  which  made  references  to 
various  companies.  Our  staff  then  followed  through  on  those 
names,  contacted  the  companies,  interviewed  principals  from  those 
companies,  and  through  that  method  obtained  somewhat  of  a  pic- 
ture of  what  the  Aum's  activities  were. 

Senator  NuNN.  But  there  could  be  a  lot  of  other  companies  that 
were  in  the  records  that  you  did  not  see.  Is  that  right? 

Mr.  Edelman.  It  is  very  possible  that  there  were  many  more 
companies  that  we  do  not  know  about  that  the  Aum  may  have  been 
dealing  with  here  in  the  U.S. 

Senator  NuNN.  So  we  really  don't  know  how  much  may  have 
been  delivered  to  Japan  from  the  United  States? 

Mr.  Edelman.  No.  We  don't  know  how  many  companies  they 
may  have  contacted,  how  many  different  devices  they  may  have  ob- 
tained, and  how  much  they  may  have  been  able  to  get  to  Japan. 

Senator  Nunn.  Do  we  know  whether  any  of  the  companies  that 
we  do  know  about  violated  any  of  our  export  laws? 

Mr.  Edelman.  There  was  the  one  shipment  when  the  sample  of 
two  gas  masks  were  sent  to  the  Aum  in  Japan.  That  shipment 
would  appear  to  have  violated  export  restrictions.  We  will  have 
representatives  fi-om  the  U.S.  Customs  Service  testifying  tomorrow. 
They  could  better  address  that.  But  from  what  we  have  been  told, 
shipment  of  gas  masks  would  require  some  sort  of  license  or  au- 
thorization, and  that  apparently  was  not  obtained  in  this  instance. 

Some  of  the  other  items  which  the  Aum  was  seeking  to  acquire 
were  in  one  sense  or  another  restricted,  but  the  group  never 
reached  the  stage  of  actually  trying  to  get  them  out  of  the  country 
for  those  restrictions  to 

Senator  NuNN.  Are  there  any  indications  that  the  Aum  actually 
used  biological  weapons? 

Mr.  Edelman.  There  are  a  couple  of  reports.  I  think  Mr.  Sopko 
alluded  to  one  report  of  perhaps  an  accidental  release  of  biological 
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toxins  at  the  Tokyo  headquarters.  There  has  been  another  report 
in  the  Japanese  press  which  recites  facts  concerning  a  device  which 
was  used  by  members  of  the  Aum,  a  truck  or  a  car  with  which  they 
purportedly  drove  around  the  Imperial  Palace  in  Japan  with  a  de- 
vice that  sprayed  botulinum  toxin.  According  to  these  press  reports, 
Mr.  Asahara,  Mr.  Hayakawa,  and  Mr.  Joyn  were  all  present  in  that 
vehicle  as  it  circled  the  Imperial  Palace,  and  this  took  place  in  the 
summer  of  1993 

Senator  NuNN.  But  no  damage  was  done? 

Mr.  Edelman.  According  to  the  reports,  there  was  no  damage 
done  because  the  toxin  itself  loses  its  toxicity  once  it  hits  the  air 
and  sunlight  and  daylight,  so  that  there  was  never  any  damage. 

We  have  not  been  able  to  independently  confirm  the  veracity  of 
these  allegations,  however. 

Senator  NUNN.  In  the  course  of  your  investigation,  you  have 
talked  to  a  lot  of  our  own  law  enforcement  agencies,  intelligence 
agencies,  emergency  preparedness  agencies.  Secret  Service  and  so 
forth.  What  is  your  judgment  about  how  prepared  the  United 
States  is  in  terms  of  our  law  enforcement  agencies  in  particular  to 
handle  a  similar  type  threat  in  this  country? 

Mr.  SOPKO.  Senator,  the  verdict  is  out  on  that,  unfortunately.  We 
do  know  that  there  are  contingency  plans  to  handle  that  type  of 
threat  and  to  handle  that  type  of  incident.  Those  will  be  discussed 
tomorrow  by  the  government  witnesses. 

We  have  some  concerns  about  the  ability  of  the  U.S.  Government 
and  its  many  agencies  to  respond  to  such  an  incident.  We  have 
some  concerns  about  the  intelligence  and  law  enforcement  coordi- 
nation to  respond  to  that  incident.  It  is  good,  but  it  could  be  better. 

We  have  some  concerns  about  our  medical  capabilities  to  respond 
to  that  incident. 

Senator  Nunn.  The  Japanese  were  pretty  well  prepared  medi- 
cally. Is  that  right? 

Mr.  SoPKO.  They  were  pretty  well  prepared,  and  I  don't  believe 
we  would  have  been  as  good  as  they  were  if  an  incident  like  that 
had  happened.  Now,  that  isn't  to  condemn  our  response,  but  the 
Japanese,  you  have  to  realize,  had  an  inkling  something  was  going 
to  happen.  They  also  have  a  different  society  and  a  different  struc- 
ture in  responding  to  these  type  events.  They  also  have  a  long  his- 
tory of  disasters  there  like  the  earthquakes  in  which  they  have  a 
response  team  prepared. 

Now,  sometimes  they  don't  work  as  well  as  they  would  want  to, 
but  they  seem  to  have  had  their  medical  response,  their  health  care 
and  public  service  response  to  the  incident  put  together  quite  well. 
That  probably  causes  more  concern  than  even  the  law  enforcement 
and  intelligence  capabilities  as  when  you  look  at  our  response  from 
the  medical  point  of  view  here  in  the  United  States. 

Senator  NuNN.  Wouldn't  you  have  to  have  certain  treatment 
available  for  a  chemical  attack  near  the  scene  in  order  to  be  able 
to  cope  with  it? 

Mr.  SoPKO.  That  is  correct,  Senator,  and  you  have  to  educate  the 
health  care  providers  to  be  on  the  lookout  for  these  type  of  inci- 
dents, especially  a  biological  attack.  Again,  our  next  panel  will  dis- 
cuss that  in  more  detail,  and  Dr.  Young  from  the  Public  Health 
Service  will  also  discuss  our  medical  response  capabilities. 
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Senator  NuNN.  After  looking  at  what  happened  in  Japan,  what 
is  your  judgment  about  whether  such  an  event  could  happen  in  the 
United  States  and  the  likelihood  of  it  in  the  next  few  years? 

Mr.  SOPKO.  Senator,  all  of  the  experts  we  talked  to  said  it  is  real- 
ly not  a  question  of  if  but  just  rather  when  an  event  will  occur  here 
in  the  United  States. 

Senator  NuNN.  Most  likely  chemical,  biological,  nuclear?  What  is 
most  likely? 

Mr.  SoPKO.  Senator,  probably  most  likely  either  chemical  or  bio- 
logical, not  nuclear,  just  because  of  the  difficulty  of  putting  to- 
gether a  nuclear  device  versus  a  chemical  and  biological  device, 
which  you  can  put  together.  I  mean,  Senator,  we  even  found  mate- 
rial on  the  Internet  which,  in  a  matter  of  seconds,  one  of  our  staff- 
ers just  pulled  this  off  the  Internet.  It  is  called  the  "Killer  Cults: 
Wake  Up  and  Smell  the  Poison."  It  describes  how  to  make  a  sarin 
weapon,  describes  how  to  make  biological  weapons.  And  that  was 
only  in  a  matter  of  minutes  we  pulled  this  up.  That  is  the  unfortu- 
nate thing.  There  is  so  much  material  out  there  already  in  the  pub- 
lic domain. 

Senator  NUNN.  If  you  listed  three  or  four  things  that  we  need 
most  to  make  priorities  in  terms  of  being  prepared  to  prevent  this 
kind  of  occurrence  but  to  deal  with  it  if  it  ever  occurred,  what 
would  they  be? 

Mr.  SoPKO.  Well,  intelligence  is  the  key.  Senator,  and  devoting 
more  resources  to  our  intelligence  efforts  and  then  also  cooperation 
between  our  intelligence  community  and  the  worldwide  intelligence 
community  because  a  terrorist  event  of  the  future  is  going  to  be 
international  in  scope.  So,  international  cooperation  of  intelligence 
and  law  enforcement  agencies  is  a  second  key  priority. 

The  third  would  be  to  devote  more  resources  and  training  to  the 
response  to  an  incident.  That  is  where  I  think  the  staff — and  I 
think  Mr.  Edelman  will  agree  with  me — feel  the  most  concern.  Are 
we  able  to  get  highly  trained  fire  crews  and  emergency  crews  out 
there  to  an  incident  like  this  and  not  have  them  become  the  victims 
themselves?  I  think  those  three  areas  would  be  probably  the  three 
areas  I  would  recommend. 

Senator  NuNN.  At  this  point  in  time  do  we  have  law  enforcement 
that  is  equipped  with  chemical  capabilities  in  dealing  with  this,  gas 
masks,  etc.? 

Mr.  SoPKO.  Senator,  we  do  have  those  capabilities.  Whether  they 
are  adequate  or  not  can  best  be  answered  probably  by  the  upcom- 
ing witnesses. 

Senator  NuNN.  Mainly  in  our  military,  though,  isn't  it? 

Mr.  SOPKO.  Yes,  Senator.  Our  military  is  very  well  prepared  for 
that.  They  are  up  to  speed  on  that.  It  is  the  question — and  they  can 
support  a  civilian  response  to  that.  But  the  question  is.  Will  the 
military  be  there  if  an  incident  happens  in  some  subway?  It  is 
going  to  be  some  local  fire  department  or  local  EMS  crew  that  is 
going  to  show  up  first.  It  is  going  to  be  a  doctor  or  a  series  of  doc- 
tors in  emergency  rooms  who  are  going  to  notice  people  coming  in 
with  some  type  of  illness  first.  And  those  are  the  people  who  have 
to  be  educated  and  trained  and  equipped  for  this  type  of  incident. 

Senator  Nunn.  Thank  you.  Senator  Cohen? 

Senator  COHEN.  Thank  you,  Mr.  Chairman. 
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You  mentioned  that  there  were  Aum  devotees  in  Russia.  Are 
there  any,  to  our  knowledge,  in  the  United  States? 

Mr.  Edelman.  From  our  interviews  with  the  manager  of  the 
Aum's  New  York  office,  the  number  appears  to  be  Hmited.  Al- 
though some  of  the  authorities  that  we  spoke  with  claimed  that 
there  could  be  as  many  as  200  Aum  members  here  in  the  U.S.,  we 
have  not  found  evidence  to  support  that,  and  we  believe  that  the 
figures  that  we  were  given  by  the  Aum's  New  York  manager  her- 
self of  perhaps  a  few  dozen  is  probably  closer  to  accurate. 

Senator  COHEN.  Well,  you  mentioned  that  the  timetable  for  this 
conflict  that  has  been  preached  by  Hayakawa  was  accelerated  to 
November  1995.  We  also  may  recall  that  following  the  bombing  in 
Oklahoma,  word  was  spread  by  some  of  the  groups  in  this  country 
that  the  U.S.  Government  was,  in  fact,  responsible  for  the  gas  at- 
tack in  Tokyo. 

Now,  was  that  due  to  Aum  members  spreading  that?  Was  that 
due  to  local  militia  groups  contributing  to  that  particular  view  of 
the  U.S.  Government's  activities?  How  do  you  attribute  that  story? 

Mr.  Edelman.  The  Aum  has  continuously  accused  the  United 
States  of  carrying  out  or  seeking  to  carry  out  chemical  and  biologi- 
cal warfare  against  it.  There  were  times  prior  to  the  Tokyo  attack 
when  foul  odors  were  detected  around  their  compound, 
Kamikuishiki  near  Mt.  Fuji,  where  people  were  found  gagging  and 
coughing.  The  Aum  in  response  to  that  claimed  that  their  facilities 
had  been  attacked  by  the  U.S.  military  and  that  they  themselves 
had  been  sprayed  by  the  U.S.  military  with  chemical  agents. 

Senator  COHEN.  The  question  I  am  asking  is  whether  or  not  the 
Aum  followers,  to  the  extent  they  exist  in  the  United  States,  were 
responsible  for  planting  that  notion  with  some  of  the  militia  groups 
in  the  United  States  who  in  turn  started  to  circulate  literature  that 
the  United  States  was  responsible  for  that. 

Mr.  Edelman.  I  don't  think  we  have  evidence  of  direct  contacts 
between  the  Aum  in  the  U.S.  and  U.S.  militia  groups.  We  were  told 
by  the  New  York  manager  that  after  the  Tokyo  attack,  she  received 
a  call  from  the  hierarchy  in  Japan  and  was  given  instructions  as 
to  how  to  deal  with  the  media  in  the  U.S.  if  they  should  call  and 
ask  about  this  attack  on  the  Tokyo  subway  system.  And  as  well, 
the  Aum  representatives  in  other  countries  were  given  a  statement 
by  Asahara  to  give  to  the  media  disclaiming  the  Aum's  responsibil- 
ity for  this. 

Mr.  SOPKO.  Senator,  if  I  can  add,  we  do  know  that  the  Aum  went 
out  and  tried  to  hire  U.S.  experts  after  the  Tokyo  incident  to  go 
back  to  Japan  and  appear  on  TV  and  to  give  news  reports  saying 
that  this  could  not  have  been  an  Aum-related  incident  but  was, 
rather,  a  military  incident  by  either  the  Japanese  or  U.S.  military. 
So  we  know  they  attempted — we  actually  have  the  toll  records  of 
some  of  the  calls  made  to  U.S.  officials — not  officials,  but  U.S.  aca- 
demics. Now,  no  one  took  that  offer,  but  they  were  attempting  to 
do  that  to  manipulate  them,  at  least  the  Japanese  media. 

Senator  COHEN.  You  indicated  that  we  will  hear  during  the 
course  of  these  hearings  some  testimony  perhaps  that  there  may 
have  been  some  kind  of  intelligence  failure  on  our  part.  The  ques- 
tion I  had  is:  Between  June  1994  when  the  Matsumoto  incident  oc- 
curred and  December  1994,  was  the  U.S.  Government  told  by  the 
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Japanese  Government  that  sarin  was  involved,  or  was  it  told  that 
it  was  simply  an  industrial  accident? 

Mr.  SOPKO.  Senator,  in  an  open  setting,  I  am  not  going  to  be  able 
to  answer  that  question. 

Senator  CoHEN.  All  right.  We  will  wait  for  a  closed  setting. 

Mr.  SoPKO.  Yes.  I  would  like  to  answer,  and  we  can  give  you  a 
briefing,  and  I  think  our  intelligence  authorities  can— but  I  believe 
I  am  in  an  area  which  I  don't  think  I  can  answer. 

Senator  CoHEN.  Will  you  also  be  prepared  to  brief  the  Committee 
on  what  cable  traffic,  if  any,  came  from  our  Embassy  in  Japan  con- 
cerning this?  Even  though  this  is  an  issue  that  was  not  followed 
closely  in  the  United  States,  it  was  followed  very  closely  by  the 
Japanese  press.  And  I  would  be  interested  in  having  the  staff  re- 
veal, to  the  extent  you  have  any  knowledge  about  what  kind  of 
cable  traffic  came  back  from  our  Embassy  and  what  the  assessment 
was  by  our  Embassy  in  Tokyo. 

^xT^l^  ^^^^^-  We  would  be  more  than  happy  to  do  that,  Senator 
We  do  have  some  unclassified  cables  that  we  can  also  provide    so 
we  do  know  there  was  some  reporting  on  the  incident. 

Senator,  one  thing  I  can  say  is  that  fi-om  our  discussions  with 
every  major  U.S.  law  enforcement  and  inteUigence  agency,  they  all 
to  a  man,  and  woman,  said  the  Aum  was  not  on  their  radar  screens 
until  Tokyo.  Then  all  of  a  sudden  it  was  on  our  radar.  We  got  that 
from  everyone  we  talked  to. 

Senator  Cohen.  I  am  not  drawing  a  parallel,  necessarily,  but  you 
may  recall  when  they  had  the  anthrax  disaster  in  Sverdlovsk,  the 
boviet  Government  at  that  time  claimed  it  was  simply  an  accident 
a  case  of  tainted  meat.  We  learned  years  later  that  it  was  quite  to 
the  contrary.  So  I  would  be  interested  in  finding  out  whether  or  not 
there  was  any  initial  reaction  this  may  have  simply  been  an  indus- 
trial accident  as  opposed  to  an  identification  of  sarin  being  in- 
volved. ^ 

Senator  NUNN.  Are  you  speaking  of  the  first  attack,  the 
Matsumoto  attack? 

Senator  Cohen.  Yes,  Matsumoto,  the  first  attack. 

Another  question  Senator  Nunn  has  raised  concerns  how  do  we 
detect.  Our  biggest  problem,  it  seems  to  me,  is  not  necessarily  de- 
tection, but  It  still  presents  a  problem.  If,  as  Senator  Glenn  in  his 
opening  remarks  pointed  out,  you  could  have  a  facility  the  size  of 
this  room  producing  these  toxins,  then  it  is  going  to  be  very  hard 

•1® T^u  ^^^^  worldwide.  We  ran  into  this  problem  some  years  ago 
with  Libya,  in  Rabat.  You  may  recall  that  the  Libyans  at  that  time 
Claimed  it  was  simply  a  pharmaceutical  facility,  which  raised  seri- 
ous questions  in  our  minds  since  you  would  be  hard  pressed  to  ius- 
tity  why  you  have  surface-to-air  missile  sites  all  around  a  pharma- 
ceutical production  facility.  But,  nonetheless,  we  were  well  aware 
ot  what  was  being  produced  at  that  plant.  There  may  be  more  in 
production  today,  even. 

We  can  point  to  all  of  the  other  countries  who  are  high  on  our 
list  ot  terronst-sponsoring  nations,  so  we  know  that  there  may  be 
a  large  number  of  countries  developing  both  chemical  weapons  and 
biological  weapons,  and  I  would  point  out  that  even  though  we 
have  agreements  with  Russia  and  others,  they  seem  to  be  in  viola- 
tion ot  those  agreements  even  as  we  speak.  So  assuming  we  get 
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treaties  that  are  ratified,  we  still  have  the  problem — I  am  sure 
Senator  Lugar  will  confirm — of  monitoring  compliance  with  those 
treaties,  which  is  going  to  be  no  easy  task,  particulariy  since  we 
are  dealing  with  something  that  you  can  manufacture  easily.  In 
fact  you  could  even  buy  by  mail  order  for  about  $35  in  this  country, 
some  of  the  toxins  we  are  talking  about. 

So  it  is  a  question  of  how  do  we  detect  worldwide  what  is  going 
on,  and  then  how  do  we  detect  at  home  what  is  going  on.  And  as- 
suming you  can  detect  it,  then  you  have  the  question  in  dealing 
with  it  here  at  home  of  how  do  you  resolve  the  conflicts  between 
our  civil  liberties  and  the  need  for  order. 

Mr.  Chairman,  I  recall  back  in  the  late  1970's  attending  a  con- 
ference in  Germany  that  addressed  the  threat  of  international  ter- 
rorism. An  industrialist  by  the  name  of  Schleyer  had  just  been  as- 
sassinated and  found  in  the  trunk  of  his  Mercedes.  And  at  this  con- 
ference in  Germany,  which  was  my  first  trip,  I  was  rather  sur- 
prised with  the  level  of  security.  Helmut  Schmidt  and  Henry  Kis- 
singer were  in  attendance,  among  many  other  people.  And  the 
hotel  was  surrounded  by  armored  personnel  carriers,  and  every  po- 
lice officer  was  armed  with  a  submachine  gun.  And  I  wondered  at 
that  time  would  that  level  of  security  ever  have  to  be  necessary  in 
the  United  States,  and  would  it  be  tolerated  in  the  United  States. 
And  that  is  something  that  has  troubled  me  over  the  years  in 
terms  of  what  level  of  security  we  will  insist  upon  as  we  try  to 
wrestle  with  the  threat,  the  ever  increasing  and  looming  threat  of 
international  terrorism. 

I  don't  know  how  we  resolve  that.  We  talk  about  law  and  order. 
My  own  intuition  tells  me  at  some  point  in  time  we  will  reverse 
it  and  talk  about  order  and  law,  because  I  think  people  will  de- 
mand that  we  protect  them,  that  we  preserve  their  lives,  and  have 
to  reconcile  the  balance  in  favor  of  the  preservation  of  life  over  that 
of  civil  liberties.  But  that  is  precisely  the  threat  that  international 
terrorism  or  domestic  terrorism  poses  for  all  of  us,  and  it  is  not  one 
with  which  we  have  yet  come  to  grips,  Mr.  Chairman. 

So  we  need  more  intelligence,  and  we  will  get  more  intelligence. 
We  need  more  cooperation  between  ourselves  and  other  nations 
such  as  Russia  and  otlier  countries  that  they  may  be  supporting, 
directly  or  indirectly.  We  need  to  have  better  protective  devices,  but 
as  we  look  back  now  at  the  threat  of  nuclear  war  back  in  the  late 
1940's  and  early  1950's  when  we  were  taught  to  duck  under  our 
tables,  to  hide  from  the  blast  and  not  look  out  the  windows  at  the 
light,  and  we  look  back  now  with  some  astonishment  that  we  could 
have  been  so  naive  that  that  was  going  to  protect  us.  Similarly,  we 
now  face  the  prospect  that  we  may  in  each  house  have  to  have  a 
gas  mask,  that  we  may  have  to  have  protective  devices  in  our  base- 
ment in  order  to  respond  adequately  to  the  kinds  of  attacks  which 
I  believe  are  more  probable  than  not.  They  are  more  probable  be- 
cause of  our  lack  of  agent  detection  systems.  They  are  more  prob- 
able because  of  our  lack  of  vaccines  and  protective  equipment,  and 
the  ease  with  which  these  toxins  can,  in  fact,  be  dispersed  in  our 
society. 

So  we  are  going  to  face  a  different  type  of  threat  and  the  notion 
that  somehow  we  all  have  to  have  protective  devices  or  the  govern- 
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ment  will  have  to  have  an  adequate  supply  of  these  kinds  of  de- 
vices raises  the  specter  of  another  dimension. 
Thank  you  very  much,  Mr.  Chairman. 

Mr.  Edelman.  If  I  could,  Senator  Cohen,  your  point  about  detec- 
tion IS  particularly  difficult  in  a  case  of  a  group  like  the  Aum  be- 
cause as  you  pointed  out,  with  the  Libya  case  you  could  have  'sur- 
veillance satellites  that  find  those  missile  sites  around  the  facility 
But  in  the  case  of  the  Aum,  how  does  one  know  that  a  building 
that  a  religious  group  says  is  a  Buddhist  temple  is  not,  in  fact  a 
chemical  weapons  plant?  ' 

Senator  COHEN.  For  a  very  small  amount  of  money,  about  $35 
you  can  actually  purchase  botulinum  toxin  by  mail  order  Of 
course,  it  can  be  extremely  lethal.  If  you  take  10  pounds  of  tula- 
remia, you  can  destroy  human  life  within  100  square  kilometers 
compared  to  50,000  pounds  of  chemical  weapons  to  achieve  the 
same  effect.  You  can— well,  I  won't  go  into  it  in  open  session  how 
many  ways  there  are  in  which  to  disperse  this,  but  I  think  that 
this  is  an  extremely  important  subject  matter,  Mr.  Chairman  You 
have  been  working  at  it  a  long  time,  and  I  think  it  is  long  overdue 
that  we  raise  the  nature  of  the  threat,  the  degree  of  cooperation  we 
are  going  to  have  to  have.  And  notwithstanding  treaties,  I  guess 
my  major  point  is  this:  We  have  treaties  and  we  have  agreements 
with  some  of  our  major  partners  in  peace.  They  are  still  violating 
to  this  day— they  are  violating  their  word  and  their  commitment 
both  in  chemical  weapons  and  especially  in  biological  weapons  So 
we  have  to  call  attention  to  that,  in  open  session  if  possible  in 
closed  session  if  necessary.  ' 

Senator  NUNN.  Senator  Cohen,  you  make  very,  very  good  points 
here.  Senator  Lugar  asked  the  question  in  his  opening  remarks 
about  what  will  we  ask  ourselves  about  what  we  should  have  done 
alter  we  have  the  first  one  of  these  chemical  attacks.  And  I  think 
that  is  the  question  we  need  to  pose  now. 

I  think  it  is  imperative  that  we  draw  a  balance  between  civil  lib- 
erties and  protecting  the  lives  of  our  people  before  something  like 
this  happens,  not  wait  until  after  it  happens.  And  then  you  always 
have  overreaction.  I  think  it  is  indicative  during  the  Cold  War 
when  most  of  us  in  the  national  security  field  reahzed  that  the 
President  of  the  United  States  might  have  to  respond  to  a  nuclear 
attack  immediately  without  time  for  Congress  to  even  consider  or 
debate  the  matter  of  declaration  of  war,  that  in  effect,  de  facto,  the 
President  of  the  United  States  was  ceded  authority  to  respond  with 
massive  retaliation  to  a  nuclear  attack  against  the  United  States 
with  no  meeting  of  Congress,  no  debate,  nothing. 

When  we  get  to  lesser  contingencies,  we  have  the  big  debate,  as 
we  will  appropriately  do  in  the  case  of  Bosnia,  and  as  we  appro- 
priately did  in  the  case  of  the  Persian  Gulf.  So  the  authority  that 
will  be  ceded  to  the  executive  branch  and  in  turn  to  law  enforce- 
ment and  intelhgence  will  depend  on  whether  we  get  in  ft-ont  of 
tms  question  and  prevent  it  or  whether  we  wait  until  it  happens 
m  which  case  the  demand  for  a  whole  lot  more  authority,  notwith- 
standing cml  liberties  concerns,  will  be  there.  If  you  ever  have  a 

£  u"i'''!l^"^u^/''  *^^  U^^*^^  S^^t^s  where  thousands  of  people  are 
killed,  the  whole  nature  of  the  civil  liberties  debate  will  change 
overnight,  as  we  all  know.  ^ 
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It  is  indicative  also  that  we  have  an  anti-terrorism  bill  that 
passed  the  Senate.  We  worked  out  our  concerns  very  carefully  and, 
I  think,  drew  a  pretty  careful  balance  about  what  the  military 
could  do  and  when  it  could  operate  after  the  Attorney  General, 
after  the  Secretary  of  Defense.  That  bill  is  stuck  in  the  House.  But 
if  we  had  one  chemical  attack,  what  the  militia  is  now  saying- 
some  of  the  mihtia— about  ceding  of  authority  to  the  mihtary  would 
disappear  overnight.  Within  2  days  that  bill  giving  authority  to  the 
U.S.  military  to  come  in  in  emergency  situations  would  pass.  Now, 
we  don't  want  to  give  too  much  authority  to  the  United  States  mili- 
tary, but  we  are  woefully  ill  prepared  now  in  our  law  enforcement 
community  to  deal  with  these  kinds  of  attacks. 

So  under  very  careful  circumstances,  we  have  to  have  the  ability 
of  our  military  to  go  in  when  there  is  this  kind  of  attack  with  their 
equipment,  their  special  technologies,  and  assist  law  enforcement, 
not  take  over  but  assist. 

But  I  think  the  question  of  what  we  do  in  terms  of  this  balance 
will  determine  an  awful  lot,  but  I  think  it  is  imperative  we  get  out 
in  front  of  the  situation  and  strike  the  right  balance  rather  than 
waiting  for  it  to  happen  and  then  greatly  overreact  at  the  expense 
of  our  constitutional  protections.  So  that  is  what  this  hearing  is  all 
about. 

I  might  also  say,  Senator  Cohen,  I  share  your  view  that  we  have 
major  challenges  in  verification  and  implementation  of  either 
chemical  and  certainly  the  biological  which  has  been  on  the  books 
now  since  1972.  Those  are  going  to  be  continuing.  We  will  have  tes- 
timony, I  think,  as  we  go  through  this  hearing  today  and  tomorrow 
that  will  indicate  that  all  of  those  implementation  and  verification 
problems  will  be  easier  with  the  treaties  than  without  them,  and 
that  those  are  major  challenges,  as  Senator  Lugar  well  knows,  that 
exist  now.  And  the  absence  of  the  treaties  doesn't  in  any  way  facih- 
tate  either  verification  or  implementation  whereby  the  actual  ratifi- 
cation of  those  will  make  what  is,  by  definition,  an  almost  impos- 
sible job  more  achievable  than  is  the  present  case. 

In  my  view,  this  set  of  hearings  and  those  that  Senator  Lugar 
has  conducted  already  and  those  that  he  will  conduct  and  those 
that  you  and  I  have  worked  together  on  in  the  past,  Senator 
Cohen,  indicate  the  national  security  area  and  arena  that  we  are 
going  to  be  dealing  with  for  the  next  10  to  20  years.  This  is  the 
number  one  challenge.  It  is  not  Russia  invading  Poland  or  Czecho- 
slovakia. It  is  the  question  of  what  comes  out  of  the  former  Soviet 
Union  in  terms  of  military  threat  that  could  be  spread  all  over  the 
world.  That  is  the  challenge  that  we  face  at  this  point. 

Senator  COHEN.  Could  I  add  just  one  footnote  to  all  of  this?  We 
keep  reading  in  our  press  about  whether  or  not  we  have  enough 
of  a  mission  for  the  Central  Intelligence  Agency  and  whether  or  not 
it  ought  to  engage  in  economic  espionage.  There  is  plenty  for  our 
intelligence  agencies  to  do.  With  regard  to  the  notion  that  we  are 
now  living  in  a  more  peaceful  world,  I  think  Senator  Nunn  has 
clearly  pointed  out  that  while  there  is  less  of  a  nuclear  threat  to 
the  United  States,  but  the  nature  of  the  threat  has  changed  dra- 
matically, and  it  is  even  more  dangerous  in  many  other  respects. 
We  have  quite  a  mission  for  the  CIA  and  all  of  our  intelligence 
community  to  perform. 
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Senator  NuNN.  Senator  Lugar? 

T  fK^^^lT.t'^?'^-  ^  ^^^  J""^*  ""^^  question.  You  have  testified— and 
1  thought  that  It  was  a  very  important  point— that  the  Aum  group 
was  really  not  on  the  radar  screens  of  our  intelligence  and  defense 
officials,  until  the  Tokyo  attack,  despite  the  loss  of  life  and  other 
activities  earlier  on. 

tinn^Jf "!?  "^ 9  n'^^'^ii*'  Japanese  authorities,  what  was  their  percep- 
l]Z  .T •  ^'iu^^y  appreciate  that  the  intent  of  the  organiza- 

tion was  the  overthrow  of  the  Japanese  Government? 

thPr""  Th^C^'t  ■  ^^^^*«^'  I.  don't  believe  they  fully  appreciated  it  ei- 
ther. They  knew  about  it.  They  had  concerns  about  this  group  as 

ofhpr  w-r  '^'''^^'lu  ^""^  ^'  y^^  "^^  probably  hear  from  some  of  the 
other  witnesses,  they  were  reluctant  to  move  for  the  same  reason 

tt\\rprXt'e7bfs^rte'«  "^^^^  ^^^^^^^  ^  ^^''^^^^  -^-^-^^- 

It  dfd'n't'^Tl.*^^^  '^/''^  hoping  it  would  just  go  away,  we  were  told. 
It  didn  t.  They  had  an  indication  that  the  Aum  was  starting  to  de- 
velop some  type  of  chemical  capability.  I  don't  believe  from  our 
interviews  that  they  knew  how  far  it  had  gone  until  the  sarin  was 
released  in  Matsumoto  and  then  in  Tokyo  They  probably  had  no 
mdication  at  all  or  very  little  inkling  about  the  biologicaf  capabU^ 
ity,  and  only  once  they  went  into  the  site  and  actually  opened  the 
rn^  I?.  «Al°^*^^  buildings  and  then  quickly  shut  it  diTthey  dfs^ 
cover  that  there  was  a  major  bio  lab  and  major  bio  research  fadhty 

I  think  that  probably  summarizes  it.  They  knew  something  was 
going  on,  but  they  c^dn't  fuUy  appreciate  it.  And  iTon't  blli^ve 
they  fully  appreciated  the  international  scope  of  this  organization 

Senator  LuGAR.  Poor  to  the  Matsumoto  incident  or  the  Tokyo  at^ 
tack,  was  there  evidence  of  cooperation  between  intelligence  au- 
.?r.''V^  ^7  of  the  other  countries  you  have  referencfd  for  !n- 
0  Sr  wo^r  ^T^l^'  T^"""  Australia,  from  the  United  States?  In 
mpnt  H™  '  the  Japanese,  m  trying  to  evaluate  their  predica- 

ment, have  any  assistance  from  other  nations'? 

forth  ■  I  t'hlnk   hff  ^*'''"'  .*K  ^""^  "^^^  ''^^  ^^^^^  discussion  back  and 
torth,  1  think,  between  the  various  countries  on  this  group   Japan 

Now^r  "^^^  ^  P?^*"^  *^"^^'  ^^^^d  it  wholly  as  dStic  ^ 

wasTpeakin^^  FZ  A  ^l^?""  "^l^  ^^""^  ^^^^^  ^^^^  Mr.  Edelman 
was  speaking,  the  Austrahans  became  concerned  about  who  this 

fellow  Asahara  was  and  why  was  he  in  Australia  with  all  this  S 

cess  baggage  They  did  contact  the  Japanese-now,^is  would  have 

thorif^'r.^H*'TK^"'i.P""-'^">^«-  ^^^y^^^  ^«^t^^t  the  Japanese  au! 
other  pe^^^^^^  ^     background  on  who  Asahara  was  and  some  of  the 

•.Z""  i^^f  ^''^^''*'  ^^^^  "^^^  ^"  «f  the  international  cooperation  we 

sia^s^or  tL^p'^^*^^^'  r*^^J  *^^  J^P^^^««  contacted  the  R^s 
sians  nor  the  Russians  contacted  the  Japanese  or  anv— the  U  S   or 

M  %'^' P''^"  *^*^"  ^^^y«  i'^^id^^t  about  this^oup.  ''' 

and  th^  T^n^^-  ^"'*  *^  ^^^'  *^^  ^«^tact  betwein  the  Australians 
and  the  Japanese  was  more  on  the  lines  of  pohce-to-police  or  police- 

iSrg&^tuTe'"^^^^  ^^^^^^^^  ^"^^  ^^^  -*  appear  To  W?n 

«.^lT*°'"^^^^'^-  ^^^^^  United  States  were  facing  a  similar  predic- 
ament and  we  were  receiving  similar  amounts  of  information  from 
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Australian  police  and  export  control  authorities,  to  what  extent 
would  this  register  on  our  radar  screen?  In  other  words,  when 
would  it  finally  reach  a  point  where  the  President  of  the  United 
States,  the  CIA  or  the  Secretary  of  Defense  would  recognize  that 
there  was  a  threat  out  there?  If  it  didn't  reach  our  radar  screens 
until  Tokyo,  obviously  either  the  Japanese  didn't  tell  us  or  we 
didn't  get  the  message  in  an  appropriate  form. 

Mr.  SOPKO.  In  this  type  of  setting,  Senator,  that  would  probably 
be  a  useful  question  to  ask,  and  that  is  the  appearance  we  have. 
One  of  the  things  that  is  crucial  is  basically  the  analysis,  getting 
the  information  to  some  group  or  organization  that  can  analyze  it, 
and  it  has  got  to  be  an  all-sources  center.  Somewhere  in  our  gov- 
ernment or  internationally  somebody  should  be  collecting,  whether 
it  is  law  enforcement,  whether  it  is  intelligence,  whether  it  is  pub- 
lic record  information— which,  surprisingly,  in  the  course  of  our  in- 
vestigation we  have  been  getting  better  information,  better  sources 
in  many  areas  fi-om  just  public  sources,  you  know,  the  academics 
or  the  institutions  out  there. 

But  only  when  all  of  that  information  comes  in  somewhere  and 
somebody  can  then  see  a  connection  between  an  organized  crime 
case  in  Tokyo  and  a  murder  in  Russia  or  the  movement  of— or  cus- 
toms documents  that  showed  a  movement  of  some  sarin  by-product 
will  they  understand  what  the  significance  of  it  is.  And  that  is  why 
when  we  are  talking  about  greater  cooperation,  it  has  got  to  be  not 
just  among  law  enforcement  but  law  enforcement  with  the  intel- 
Ugence  community  and  it  has  got  to  be  international  in  scope. 

Senator  LUGAR.  One  of  the  points  of  this  hearing  is  to  serve  as 
a  data  base  for  all  we  have  collected  to  date  on  the  subject,  as  well 
as  to  try  to  think  through  some  institutional  means  of  translating 
the  work  of  the  hearing  into  policy.  The  witnesses  we  have  heard 
have  done  this  collection  fi-om  all  sources,  and  by  their  analysis  we 
finally  begin  to  see  a  pattern.  But  I  don't  believe  this  has  been  oc- 
curring regularly,  and  this  reinforces  the  utility  of  these  hearings. 

Senator  NuNN.  Thank  you.  Senator  Lugar. 

I  believe  we  have  about  a  2-minute  wind-up  here  with  the  Aus- 
traUan  video  relating  to  both  the  uranium  mining  and  the  sheep 
gassing.  It  will  take  about  2  minutes,  if  you  all  could  play  that,  and 
then  we  will  call  our  next  panel. 

Alan,  if  you  could  tell  us  what  is  going  on,  I  beheve  there  is  no 
sound,  it  is  just  video.  ,,•   •  . 

Mr.  Edelman.  This  is  Mr.  Hayakawa,  the  Construction  Minister. 
He  was  one  of  the  first  to  come  to  Australia  with  Mr.  Inoue,  who 
is  their  intelligence  and  action  squad  director.  This  is  the  actual 
Banjawarn  Station  property.  You  can  see  it  is  in  a  very  remote 

area.  ,.     j  u 

This  is  the  AustraUan  real  estate  agent  they  utilized  to  purchase 

the  property,  which  is  in  Western  AustraHa  in  the  Outback. 

Subsequently,  Mr.  Hayakawa  came  back  with  Mr.  Maki,  who  is 

pictured  here,  and  they  stayed  on  the  property. 

These  are  some  of  the  buildings  on  the  property.  You  can  see  one 

was  labeled  as  a  laboratory.  This  is  the  inside  of  that  laboratory. 

You  can  see  there  how  remote  the  area  of  Austraha  was  where 

they  were  present.  They  had  to  use  4-wheel-drive  vehicles  to  get 

around.  No  neighbors  around  basically  for  miles  and  miles. 
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This  is  some  of  the  excavation  that  the  Aum  members  were  doing 
on  that  property,  and  many  beheve  it  was  a  search  for  uranium  de- 
posits. These  are  some  of  the  other  buildings  on  the  property. 

After  the  Tokyo  attack,  the  AustraUan  authorities  were  alerted 
by  the  new  owners  of  the  property.  They  sent  a  team  out  to 
Banjawarn  Station  where  they  inspected  the  property,  took  sam- 
ples of  the  soil.  They  also  found  on  the  property  the  pile  of  sheep 
carcasses.  They  as  well  found  chemicals,  equipment,  evidence  of 
digging.  That  is  the  pile  of  the  sheep  carcasses.  Not  a  very  pleasant 
sight.  But  they  took  samples  from  that  which  were  then  analyzed 
at  Australian  Federal  laboratories,  and  the  result  of  that  analysis 
was  they  determined  that  there  was  a  presence  of  sarin  there 

Senator  NUNN.  OK.  Thank  you  both,  and  all  the  staff  from  both 
the  majority  and  minority  who  were  working  on  this.  You  have 
done  an  excellent  job. 

[The  prepared  statement  of  the  staff  follows:! 

STAFF  STATEMENT 

GLOBAL  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION  A  CASE 

STUDY  ON  THE  AUM  SHINRIKYO 

I.  Introduction 

Mr.  Chairman  and  Members  of  the  Subcommittee,  this  week  the  Subcommittee 
begms  the  first  m  a  series  of  hearings  concerning  the  global  proliferation  of  weapons 
of  mass  destruction:  Chemical,  biological  and  nuclear.  These  weapons  may  be  the 
most  serious  threat  to  our  Nation's  national  security  in  hght  of  growing  evidence 
that  some  terrorist  groups  and  rogue  states  have  already  acquired  and  others  are 
actively  seeking  such  weapons  for  their  arsenals. 

Six  years  ago  in  1989  this  Subcommittee,  in  conjunction  with  the  Committee  on 
Government  Affairs,  held  four  days  of  hearings  on  the  spread  of  chemical  and  bio- 

Ih^'h.fH^  r^°i^^"  Tl  ^ff^^P^^""^'  ^  ^  ^^^*  ^^^°t'  sP^^'-ed  by  revelations  from 
the  battle  fields  of  the  Middle  East  where  both  the  Iranians  and  Iraqis  used  chemi- 
cal weapons.  At  those  hearings  we  learned  not  only  of  the  devastating  effects  of 
these  weapons,  but  also  of  the  rapid  rate  at  which  these  weapons  have  begun  to 
proliterate  throughout  the  world. 

At  those  hearings,  the  specter  of  terrorist  groups  using  chemical  or  biological 
weapons  was  only  hypothetical.  Although  there  had  been  sporadic  reporting  of  fuch 
f^3  ■T''^  some  mterest  in  these  devices,  up  to  that  time  there  had  been  no 
S  th.  til''  r^  1Q«^T°"^*  group  actually  deploying  such  weapons.  Additionally, 
fhp  ?Tn,>Tcf .°"'"  1989  hearmgs  the  idea  of  a  major  terrorist  attack  occurring  in 
fintv     I  11  was  also  more  hypothetical  than  real.  Combined  efforts  of  our  Na- 

oft"^'?  ^^t"?  and  law  enforcement  communities  had  thwarted  such  groups  from 
attempting  what  was  then  viewed  as  the  "unthinkable  " 

inVhP  f?n!Jp?fc  ^"'^Jv!'^^  "'i^^^^  'j°^  ^^^^-  ^  ^^  ^"  '^^^  fr°m  recent  events 
in  the  United  States   the  destructive  intentions  of  fanatical  individuals  and  groups 

rnn.  Z""^  an  actuality  m  Oklahoma  and  New  York  City.  Reports  from  Eastern  Eu- 
rope document  police  seizures  of  kilogram  quantities  of  weapons  grade  uranium 
And  JUS    seven  months  ago,  on  March  20th,  we  witnessed  the  first  major  use^f 
whi^hT  Ii'^hT ""^^^  terrorists  with  the  gassing  attack  of  the  Tokyo  subw'ay  system 
which  killed  12  and  injured  over  5,000  innocent  passengers 

int:^!!lT"^f  "'■^  throughout  the  world  now  agree  that  these  events  are  of  major 
international  significance.  The  proverbial  genie  has  been  released  from  its  bottle  In 
nl^ntoH  T  'e^P-  terrorists  responsible  for  the  American  and  Japanese  events  have 
tZ^U  T  ^""^  ^"T^^^  roadmaps  for  others  to  attack  American  domestic  targets 
Rr,^!  Vt  «•  "se  such  weapons  against  innocent  civilian  populations  worldwide  As 
Bruce  Hoffman  of  the  Center  for  the  Study  of  Terrorism  and  Political  Violence  at 
St.  Andrews  University  in  Scotland  recently  stated:  violence  at 

"We've  definitely  crossed  a  threshold.  This  is  the  cutting  edge  of  high-tech 

neonTil"^  ^°'  ^heyeVOOO  and  beyond.  It's  the  nightmare%cenario  E 
people  have  quietly  talked  about  for  years  coming  true." 
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It  is  in  this  context  that  Senator  Nunn  last  year  directed  the  Minority  Staff  of 
the  Permanent  Subcommittee  on  Investigations  to  initiate  an  investigation  into  the 
prohferation  of  weapons  of  mass  destruction  including  chemical,  biological,  and  nu- 
clear. His  request  was  a  natural  progression  from  the  work  done  by  the  Staff  in 
1994  relating  to  the  meteoric  growth  of  organized  criminal  activity  in  the  former  So- 
viet Union.  That  inquiry  raised  the  specter  of  criminal  involvement  in  the  thefl  and 
distribution  of  fissile  material  from  the  Former  Soviet  Union.  It  culminated  in  the 
first  congressional  hearing  that  brought  together  the  heads  of  law  enforcement 
agencies  combating  organized  crime  in  Russia,  Germany,  and  the  United  States  to 
testify  about  their  common  problems  and  concerns.  (See:  International  Organized 
Crime  And  Its  Impact  On  the  United  States,  May  25,  1994,  S.  Hrg.  103-899). 

The  Staff  initially  began  its  investigation  by  focusing  on  the  possibility  of  diver- 
sion of  nuclear  materials  from  the  Former  Soviet  Union.  A  hearing  on  issues  related 
to  this  problem  is  planned  for  later  in  the  year.  However,  recent  events  from  Japan 
overtook  the  investigation  and,  last  June,  Senator  Nunn  redirected  the  Staff  to  focus 
upon  the  ongoing  activities  of  the  Aum  Shinrikyo  as  a  case  study  of  what  can  hap- 
pen when  a  fanatical  group  with  financial  resources  obtains  sophisticated  technical 
abilities  and  decides  to  utilize  weapons  of  mass  destruction  in  furthering  its  goals. 

In  the  course  of  the  last  five  months,  the  Minority  Staff  conducted  hundreds  of 
interviews  of  both  government  and  private  individuals.  The  Staff  received  both  clas- 
sified and  unclassified  briefings  from  almost  every  major  United  States  law  enforce- 
ment and  intelligence  agency  as  well  as  many  elements  of  our  military  and  civiliaii 
agencies.  The  Staff"  was  also  briefed  by  numerous  foreign  agencies  including  officials 
of  the  Japanese,  German,  Russian,  Ukrainian  and  Australian  governments.  In  addi- 
tion, two  months  ago,  the  Staff  traveled  to  Japan,  Russia,  Ukraine  and  Germany 
to  obtain  first  hand  information  concerning  the  activities  of  the  Aum  cult.  In  the 
United  States,  the  Staff  conducted  numerous  interviews  in  New  York  and  other  re- 
gions, reviewed  subpoenaed  records  from  the  cult's  New  York  office,  and  examined 
documents  from  corporations  which  had  business  relations  with  the  cult  or  its  cor- 
porate entities.  ,  ,      „       ^      n  ^u       jo*. 

The  Minority  Staff"  investigation  was  greatly  assisted  by  Senator  Koth  and  Ste- 
phen Levin,  Michael  Bopp  and  Ian  Brzezinski  of  his  staff".  In  addition,  the  Sub- 
committee Staff"  appreciates  the  cooperation  and  assistance  provided  by  the  various 
agencies  of  the  United  States  and  foreign  governments  contacted  in  the  course  ol 
this  inquiry.  The  Staff"  would  like  to  especially  acknowledge  the  assistance  of  the 
United  States  Customs  Service  and  Central  Intelligence  Agency  for  providing 
detailees  to  the  Subcommittee  to  assist  in  this  complicated  investigation. 

II:  Preliminary  Findings  and  Questions 

The  Staffs  investigation  of  the  activities  of  the  Aum  Shinrikyo  found  evidence  to 
suggest  that  the  Aum  cult  was  a  clear  danger  to  not  only  the  Japanese  government 
but  also  to  the  security  interests  of  the  United  States  and  that  this  danger,  although 
lessened  significantly  by  the  actions  of  Japanese  authorities,  is  still  present. 

Although  the  findings  may  initially  sound  farfetched  and  nearly  science  fictional, 
the  actions  of  the  Aum  and  the  facts  corroborated  from  multiple  sources  by  the  Staff 
create  a  terrifying  picture  of  a  deadly  mixture  of  the  religious  zealotry  of  groups 
such  as  the  Branch  Davidians,  the  anti-government  agenda  of  the  U.S.  militia  move- 
ments and  the  technical  know-how  of  a  Doctor  Strangelove.  The  Staff  found  that: 

•  The  cult  was  extremely  large  with  approximately  40,000  to  60,000  members 
worldwide  including  a  membership  estimated  to  be  three  times  larger  in  Russia 
than  in  Japan. 

•  The  cult  was  extremely  wealthy  with  more  than  $1  billion  in  assets. 

•  The  cult  actively  recruited  scientists  and  technical  experts  in  Japan,  Russia  and 
elsewhere  in  order  to  develop  weapons  of  mass  destruction. 

•  The  cult  was  planning  and  apparently  had  the  means  to  directly  assault  the 
leadership  of  the  government  of  Japan. 

•  The  cult  had  produced  chemical  weapons,  including  toxic  chemical  agents  such 
as  Sarin,  VX,  phosgene  and  sodium  cyanide  and  had  successfully  deployed  sarin 
on  at  least  two  occasions  against  large  groups  of  innocent  civilians. 

•  The  cult  was  also  in  the  process  of  developing  biological  weapons,  including  an- 
thrax, botulism  and  "Q"  fever  and  may  have  actually  attempted  at  least  one  un- 
successful deployment  of  a  biological  weapon  on  the  innocent  populace  of  Tokyo. 

•  The  cult  attempted  to  assassinate  the  chief  law  enforcement  officer  for  Japan 
as  well  as  the  Governor  for  the  prefecture  of  Tokyo. 

•  The  cult  had  successfully  infiltrated  various  levels  of  the  Japanese  government 
and  industry  including  elements  of  its  law  enforcement  and  military. 

•  The  cult  regularly  used  murder  and  kidnapping  to  silence  its  enemies  in  Japan. 
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•  The  cult  acquired  conventional  armaments  and  attempted  to  acquire  weapons 
ol  mass  destruction  and  their  technologies  from  the  former  Soviet  Union  to  uti- 
lize in  their  planned  attack  on  the  Japanese  and  United  States  governments 
Ihe  cult  was  also  actively  engaged  in  acquiring  sensitive  technologies  in  the 
United  States  to  also  assist  it  in  weaponization— the  full  extent  of  which  is  still 
not  lully  known. 

•  The  cult  leadership  was  ruthless,  cunning  and  fully  willing  to  utilize  any  and 
all  means,  including  the  killing  of  hundreds  of  thousands  of  innocent  citizens 
^"J^r'If  "A  ^"^T^"  purpose  of  plunging  the  United  States  and  Japan  into 
m  Ja  an   ^™^^^^^°"    ^""""^  ^^ich  the  cult  would  arise  as  the  supreme  power 

•  The  activities  of  the  cult  were  and  continue  to  be  of  a  security  concern  to  the 
Secret  Service  for  the  protection  of  the  President  of  the  United  States 

•  if 'f  ^7^'  '^  activities,  and  intentions  were  not  fully  appreciated  by  United 
states  law  enforcement  and  intelligence  services  until  after  the  Tokyo  gassine 
incident  on  March  20,  1995.  As  one  senior  U.S.  law  enforcement  official  sGted- 

they  weren  t  on  our  radar  screen." 

thi^f^rit'f^^  ^7^^'  f^^  ^"™  incident  is  a  remarkable  yet  frightening  case  study  of 
nfHiffi  u  ™°^f"'  ^"""s™  poses  to  all  industrialized  nations.  It  raises  a  series 
nlvf  fl  n  "i^^^^^T.s  ^bo"t  domestic  and  international  preparedness  as  we  enter  the 
r^in  .  J^  serves  as  a  harsh  wake-up  call  for  the  United  States  which  until 

recently  was  rather  complacent  about  the  threat  of  terrorism.  Some  of  the  issues 
these  hearings  are  meant  to  raise  include: 

•  How  was  this  Doomsday  Cult  able  to  recruit  some  of  the  best  and  brightest  of 
university  trained  scientists  in  Japan  and  elsewhere  and  what  are  the  implica- 
tions for  other  Western  industrialized  nations?  impuca 

•  How  could  a  purported  pacifist  religious  group  accumulate  such  technology  and 
weaponry  in  a  relatively  short  period  of  time  without  raising  the  attention  of 
Western  intelhgence  and  law  enforcement  agencies'?  'ii-tenuon  ox 

'  orlnteYligence?"^^"^  ^  °'"  ^"PP^""^^"^  ^^  °**'^'"  ^o"P«'  whether  political,  criminal 

•  What  did  U.S  law  enforcement  and  intelligence  agencies  know  about  the  capa- 
bilities and  intentions  of  this  group  before  the  Tokyo  incidenf? 

•  Could  such  an  event  happen  here? 

'  Ll°;  ^^A^^^Fv^l^''^J°''  ^""^^  ^°  occurrence  from  an  intelligence,  law  enforce- 
ment and  public  health  perspective?  cmuii-e 

In  an  attempt  to  answer  these  questions,  the  Staff  has  prepared  the  following 
summary  of  the  Aum's  activities.  Much  is  still  not  known  aboSt  all  of  their  interlsL 
especially  here  in  the  United  States  and  in  Russia.  Most  of  the  trials  i^apan  have 
not  been  completed  and  the  evidence  presented  in  those  trials  has  not  been  widely 
disseminated  outside  of  Japan.  To  the  Staffs  knowledge,  none  of  the  defendant 

thTstaffwiabL't^^  "■^-  '""f '"  °^^P^^^  ^^^^'  ™"^h^-  be  leLned  from  thai 
ine  atari  was  able  to  uncover  in  its  inquiry 

n..llHnl!ff°^^^'^'^^°?^'^'  ^^^  ^'^^  ^^^  corroborated  the  following  account  with 
multiple  foreign  and  domestic  sources  including  government  agencies    current  and 

tances 'the  sTff  t'''  outside  experts  and  su^oenaed  docuSs  In  manyTn 
stances  the  Staff  has  obtained  first  hand  accounts  and  original  documentarv  evi 
dence  from  government  and  private  sources.  Due  to  the  senStiv  ty  anf  uS  queness 
rp.?p??h°^  '^'  "^^"7'^^  ''^H'l^'^  by  ^be  Staff,  we  have  withheld  or  othem?se  con 
are  esDecLnv'i'n.v'°T  °^?"  "^^'""^^-  ^^ose  documents  used  by  the  Staff  wS 
tee  aS  arfa^vanfht''fn  ^T'^m^^"^™^^"*^^''^^  ^«  ^^^^^^  exhibits  of  the  Subcommit- 
tee and  are  available  for  the  Members  and  their  staff  to  review. 

III.  Background  of  the  Cult 
A.  The  Early  Years 

1.  The  Master  Asahara:  Humble  Beginnings 

40^v^ear'^old  leS^'h^r  ^^^"P''^^^  Truth)  was  founded  in  1987  by  Shoko  Asahara,  a 
4U  year  old  legally  blind  former  yoga  teacher.  Asahara  was  born  on  March  2  1955 
dren  W  ^^^"°!?^'"  Yatsushiro,  Japan.  He  was  the  fourth  son  of  seven  chil 
rn^f;;  h!  °^^^^  ^^  ^'^  '■  ^'"  [^'"ily  ^a«  P««^.  his  father  being  a  tatami  (mat) 
SJ^fft  ?  was  educated  m  ocal  schools  for  the  blind  because  of  inflntile  glaucoma 
f?.tw  J^«°^\a^the  age  of  SIX  and  lived  in  a  school  dormitory  from  then  unt^"  gr^d: 
for  thi  R?i^H^f^  h'^°^'-  ^^'  graduating  from  the  Kumamoto  Prefectura  sfhool 
for  the  Bhnd,  Asahara  moved  to  Tokyo  wliere  he  unsuccessfully  sought  em-ollment 
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in  Tokyo  University.  He  apparently  graduated  from  a  junior  college  in  March  1975, 
and  later  received  some  informal  training  as  an  acupuncturist. 

Little  more  is  known  of  his  early  years.  He  apparently  married  a  local  college  stu- 
dent in  1977  and  has  six  children  with  his  wife,  Kazuko.  Although  his  followers 
claim  that  before  founding  his  cult  he  traveled  widely  in  the  East  in  the  pursuit 
of  religious  training,  the  Staff  was  unable  to  confirm  this.  The  Staff  did  corroborate 
that  Asahara  apparently  worked  in  acupuncture  for  some  time  and  also  operated 
a  pharmacy  in  the  late  1970's  and  early  1980's.  Police  reports  indicate  he  was  ar- 
rested on  suspicion  of  violating  Japanese  pharmaceutical  laws  in  1982  for  selling 
unregulated  medicines.  The  Staff  was  unable  to  determine  the  disposition  of  this  ar- 
rest but  was  advised  that  he  was  never  jailed  for  the  offense.  However,  as  a  result, 
his  pharmacy  went  into  bankruptcy  shortly  after  his  arrest. 

In  1977  Asahara  began  the  study  of  yoga  and  in  1984  he  formed  a  company  called 
the  Aum  Shinsen-no  kai  which  was  a  yoga  school  and  publishing  house.  From  var- 
ious Aum  publications  it  appears  that  around  1986  he  changed  his  own  name  to 
Shoko  Asahara  and,  in  1987,  the  name  of  his  yoga  group  to  the  Aum  Shinnkyo— 
a  Sanscrit  derivative  literally  meaning  "teaching  the  universal  or  supreme  truth. 

2.  Religious  Recognition:  A  Turning  Point 

In  August,  1989,  the  Tokyo  Metropolitan  Government  granted  the  Aum  official  re- 
ligious corporation  status.  This  law  provided  the  Aum  various  privileges  including 
massive  tax  breaks  and  de  facto  immunity  from  official  oversight  and  prosecution. 
The  Staff  was  repeatedly  told  that  this  was  a  significant  event  in  the  development 
of  the  Aum's  deadly  activities.  Under  the  Japanese  Religious  Corporation  Law,  after 
a  group  is  recognized,  authorities  are  not  permitted  to  investigate  its  "religious  ac- 
tivities or  doctrine."  This  is  broadly  interpreted  to  cover  almost  everything  the  reli- 
gious group  does,  including  what  would  normally  be  viewed  as  "for  profit"  corporate 
activities.  Although  the  police  could  investigate  a  religious  group  for  criminal  acts, 
the  Staff  was  told  by  Japanese  cult  experts  and  government  officials  that  in  practice 
this  would  be  difficult  if  not  impossible  to  do  because  of  the  law  and  the  govern- 
ment's reluctance  to  investigate  religions.  ,      .        j  •  ^  ^■ 

Ironically,  the  United  States  is  partially  responsible  for  the  broad  interpretation 
given  to  the  Religious  Corporation  Law.  The  law  was  enacted  in  1947  as  a  reaction 
to  excesses  against  religious  groups  by  the  former  Japanese  Imperial  government. 
With  strong  American  influence  in  post-war  Japan,  this  law  was  enacted  to  protect 
religious  beliefs  from  government  interference.  Since  its  enactment  approximately 
200  000  religious  groups  have  been  recognized.  Their  membership  actually  exceeds 
the '  population  of  Japan  by  almost  70  million  due  to  multiple  memberships.  Al- 
though the  vast  majority  of  these  religious  sects  are  law  abiding  and  well  respected, 
the  Staff  was  told  that  there  is  effectively  no  government  oversight^  over  the  ^activi- 
ties of  any  of  these  groups  even  though  some  operate  tax  exempt  "for  profit  busi- 
nesses and  a  few  control  their  own  political  parties. 

The  Staff  learned  the  Aum  made  their  recognition  as  a  religious  group  a  high  pri- 
ority They  embarked  upon  an  aggressive  lobbying  campaign  which  included  picket- 
ing the  offices  of  the  agency  that  was  to  make  the  decision.  One  Aum  expert  who 
had  been  following  their  activities  for  some  time  called  their  efforts  "scandalous 
and  totally  out  of  character  with  other  religious  groups.  Public  sources  have  alleged 
that  to  ensure  their  registration,  the  Aum  also  aggressively  lobbied  local  politicians 
to  put  pressure  on  the  Tokyo  government  officials  to  approve  their  application. 

The  Staff  was  told  that  this  quirk  in  Japanese  law  was  a  significant  factor  in  the 
development  of  the  Aum  cult.  With  its  registration  as  a  legally  recognized  religion, 
the  Aum's  activities  and  character  dramatically  changed.  Its  net  worth  grew  from 
less  than  430  million  yen  (approximately  $4.3  million)  when  recognized  in  1989  to 
more  than  100  billion  yen  ($1  billion)  by  the  time  of  the  Tokyo  incident  six  years 
later.  Likewise,  its  membership  rose  dramatically  after  legalization.  From  merely  a 
score  of  members  in  1984  it  grew,  by  its  own  accounts,  to  10,000  members  in  1992 
and  about  50,000  woridwide  in  1995.  And,  from  one  office  in  Japan  in  1984  it  ex- 
panded to  over  30  branches  in  over  six  countries.  . 

Starting  in  1989  the  cult  also  became  more  aggressive  and  dangerous.  With  its 
dramatic  growth,  the  Staff  found  evidence  of  increased  complaints  from  parents  and 
family  members  of  Aum  recruits  alleging  kidnappings  and  other  physical  assaults 
by  the  cult.  A  number  of  anti-Aum  groups  were  started  at  about  this  time  by  family 
members  of  cultists.  . 

Those  that  formed  these  groups  complained  that  they  themselves  became  victims 
of  assaults  and  harassment.  For  example,  as  we  will  describe  in  a  later  section,  the 
first  Aum  murders  occurred  within  months  of  the  sect  being  granted  religious  status 
when  in  November  of  1989  cult  members  kidnaped  and  murdered  a  prominent  Yo- 
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kohama  lawyer,  Tsutsumi  Sakamoto,  his  wife  and  their  one  year  old  son  Prior  to 
Thf  ^?f^^'"^"''f  •.;^/'u  ^.^^^J?°\"  ^^^  represented  many  of  these  anti-Aum  groups. 
«n!.nnr.if  fY.f^  R!  '^^^  "^'^^  their  Drotective  religious  status  in  place,  the  cult  felt 
so  confident  that  they  were  immune  from  government  interference  that  they  decided 
to  silence  Sakamoto.  After  successfully  doing  so,  the  lack  of  any  government  re- 
sponse, we  were  told,  apparently  emboldened  the  Cult  to  commit  even  more  horribL 
"^^^:.f^^"f}^''^^''^''J^^'\^F^''r^T^^  enemies  in  Japan.  As  we  now  know,  this 
A^^t  4nn^A  "^  "°*  'f  ^-  ^•"''f  ^J"^  ^''^y"  incident,  the  Japanese  police  have  arrested 
about  400  Aum  members,  including  most  of  their  hierarchy. 

3.  Political  Failure:  Another  Turning  Point 
A.^°*^,f  ^"^"^  ^^f\u^^  Staff  learned  was  important  in  the  changing  aspect  of  the 

t^S.TrJlT'T^i^^''  ^"^^  ^°'"^J  '""t  P°"^^^^-  '^^^  y^^'  ^«^«'-  they  became  a  reg 
TZft  ^f^g'0".'Asahara  announced  to  his  members  that  the  Aum  was  going  to  run 
a  slate  of  candidates  in  the  Japanese  Diet  election  in  February  1990.  Asahira  and 
24  other  members  of  his  inner  circle  ran  for  parliament  under  the  banner  of  the 
Aum  s  own  party— the  Shinrito.  i^dimei  oi  me 

..Jfi^  ^h?  Yl^  .1°  u  ^y  ^"T^*"  ^""^  members  that  Asahara  was  personally  very 
confident  that  both  he  and  the  other  Shinrito  candidates  would  win  their  election? 
However,  all  lost  badly.  Asahara  himself  only  received  a  mere  1  700  votes  out  ofTD 

foM  the  S  Iff  ?h;,?A  "h""'  Ti-  ^'.  "^'  ''  his  humihation,  fo^er  Aum  mlmbSs 
told  the  Staff  that  Asahara  did  not  even  get  all  the  votes  of  his  own  followers  who 
numbered  well  m  excess  of  the  1,500  votes  he  obtained 

It  is  almost  universally  held  that  the  1990  election  defeat  was  the  final  turnine 
point  for  the  direction  the  Aum  would  eventually  take.  Although  they  had  already 
A^r'fv'^  crimes  including  murder  before  the  1990  election,  after  their  defeat  the 
the^i^Ir  "iLTr.  legal  pretensions  and  turned  away  from  normal  interaction  with 
the  larger  Japanese  society.  From  then  on  the  rhetoric  of  Armageddon  and  paranoia 
fhat  frnm"fQQ<r'-  ^"^^  %T'J^  ^"  Japan  told  the  Staff  that  in  hindsight  it^appears 
fhf  ni.  7  S  °°'^^'^'  ^¥  ^'?  apparently  was  cast  for  a  violent  confrontation  with 
the  people  and  government  of  Japan.  i-^liuh  wiui 

B.  The  Cult's  Beliefs 

1.  East  Meets  West:  A  Levitating  Terrorist 

The  Aum  Shinrikyo  is  grounded  in  Buddhism  but  with  a  strone  mixture  of  as 
FrPni^.^?"""  ^^  Western  mystic  beliefs  including  the  works  of  the  mhCentu^ 
^'^'^^^^^^^1'''°^^^'  Nostradamus.  The  religion  preaches  that  there  are  a  numbS 
f  "J^P  c""^-  ^-7^1^^^  consciousness  that  a  member  can  reach  through  the  teachinS 
of  the  Spirit  of  Truth,  His  Holiness  the  Master  Shoko  Asahara."  Aum  litera  ufe 
claims  that  only  one  person,  Shoko  Asahara,  has  attained  the  highestTvel  of  con 
Sember'ofth^  A^'""  If  '^^A^''  '^  Nirvana.  The  Staff  inter^ewed  one  former 

^lu^tLiJ^^^^^^^         [hrSttTfS  fp^eSo^drs^a1k?l -{j; 

tioI"\^  wlf^a^llSin'L"  r^  f  ^-  ''"'"?^'  °^  '■^'^^°""  ^'^^«  surrounding  "reincarna- 
'w;„t  f^        i!  ^'^^^^  ^fhf^^  '^  extrasensory  experiences  including  clairvoyance 
seeing  through  waUs"  and  "levitation."  Asahara  claimed  to  frequently  levitate  and 
th^LsTmehts^aTnear^'tn^h^  photo^aphic  evidence  the  Staff  r^evlew^Toncernrng 
JKf  r./hi  fK^P  1      ?  l"*  be  crude  forgenes.  Even  to  the  untrained  eye  they  show 

SamXe  t^t^comeSf™^  "^^  ^^^^^^^^  '^^^^"^^  ^  ^  ^--  -'^  -  ^ 

2.  Aum  Armageddon:  Shiva  Meets  Sarin 

god^lwva^'%h%^wL*''Jit  ^l  ^"tliorities  that  the  cult  was  fixated  with  the  Hindu 
Solaininfr  in  n^rtr  'T'^»'=^"t  since  "Shiva"  is  the  "god  of  destruction"  thereby 
maeeddon  "  Afthnnlh  ^r  *  "^^"""^  °^i^^  ?^*  ^"^  '^^  particular  emphasis  on  "Ar- 
?on^'  or  the  'tnS  nT^hl       '?^"-P*  is  widely  known  in  Westorn  religions,  "Armaged- 

Xions  noDuTar  ?n  T.L  H  ''  "°^  •?  "°'"'"^^  *^"^*  °^  Buddhism  or  other  Eastern 
re  gions  popular  in  Japan.  However,  it  was  a  core  element  of  the  Aum  religion  with 

alr'kTahS  ?o"r3  f  1  ^'  '"^  °f  Armageddon  to  those  who  adopted  The  lim 
er  stafe  th?nn/h  !£.  ,  K^  for  those  Aum  members  who  have  attained  a  high- 
er state  through  the  teachings  of  the  "Supreme  Master"— Asahara  Asahara  also 
^^a^^f  '^^^^'^^^  «^«"  to  those  of  his  members  who  perished^n  tSe  p^ediSed  il 

/he  Stoff  w?.'t.7Hr'""T^''"'""^  ^  '^^''^^  ^^^"^  ^"  tLir  reincamatefstate 
U.m^  ■  .    "^  °^  Japanese  government  officials  that  in  1989  Asahara  oub- 

lished  a  major  religious  treatise  on  Armageddon  called  The  Destruction  of  the  World 
In  It  Asahara  apparently  described  a  world-wide  calamity  b^sed  upon  a  purported 
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war  between  Japan  and  the  United  States  which  would  start  sometime  in  1997. 
Asahara  based  his  predictions  on  "The  Prophecies  of  Nostradamus,  the  Revela- 
tions of  St.  John"  from  the  New  Testament,  Buddhist  scriptures,  and  other  personal 

"^^AgaiJr^n  1993,  Asahara  publicly  reiterated  his  predictions  of  Armageddon.  In  a 
book  entitled  Shivering  Predictions  by  Shoko  Asahara,  Asahara  stated  that: 

"From  now  until  the  year  2000,  a  series  of  violent  phenomena  filled  with 
fear  that  are  too  difficult  to  describe  will  occur.  Japan  will  turn  into  waste 
land  as  a  result  of  a  nuclear  weapons'  attack.  This  will  occur  from  199b 
through  January  1998.  An  alliance  centering  on  the  United  States  will  at- 
tack Japan.  In  large  cities  in  Japan,  only  one-tenth  of  the  population  will 
be  able  to  survive.  Nine  out  of  ten  people  will  die." 
Later  that  year  in  another  book  published  by  the  Aum  in  Julv,  entitled  Second 
Set  of  Predictions  by  Shoko  Asahara,  he  provided  further  revelations  concerning 
these  wars.  He  claimed  that  a  Third  World  War  would  soon  break  out.  He  wrote 
that  : 

"I  am  certain  that  in  1997,  Armageddon  will  break  out   By  'break  out'  I 
mean  that  war  will  erupt  and  that  it  will  not  end  soon.  Violent  battles  wi 
continue  for  a  couple  of  years.  During  that  time,  the  world  population  will 
shrink  markedly.  .  .  . 

"A  Third  World  War  will  break  out.  I  stake  my  religious  future  on  this  pre- 
diction. I  am  sure  it  will  occur." 
Within  days  after  the  subway  attack  in  March  1995,  Asahara  in  a  video  message 
wherein  he  denied  complicity  in  the  incident,  further  explained  the  perceived  role 
of  his  cult  in  Armageddon: 

"We  act  on  the  basis  of  prophecies.  In  1997  and  1998  most  of  Japan's  large 
cities  will  suffer  major  damage  in  a  war  between  the  U.  S  and  Japan,  inen 
the  Japanese  economy  will  collapse.  Japanese  assets  will  be  lost,  reyiying 
the  nation  after  this  collapse  is  one  goal  of  ours  .  .  .  salvation  activities. 

3.  Armageddon  in  1995:  A  Threat  to  the  United  States? 

Although  most  of  Asahara's  prophecies  predicted  the  Armageddon  in  1997  or 
1998  documents  recently  seized  by  the  Japanese  police  from  Aum  facilities  indicate 
that  sometime  starting  in  1994  the  date  for  this  cataclysmic  event  was  moved  up 
to  November  of  1995.  The  Staff  was  told  by  Japanese  government  sources  that  they 
were  concerned  from  analyzing  cult  teachings  that  the  Aum  may  have  decided  to 
speed  things  up"  by  instigating  the  predicted  war  between  Japan  and  the  United 
States  in  November,  1995.  ^ ,  ^     ,  .     .,,  „ ... 

The  new  November  timetable  for  Armageddon  appears  to  have  coincided  with 
public  statements  by  Asahara  that  he  and  his  people  were  already  the  victims  ot 
gas  attacks  by  Japanese  and  U.S.  military  aircraft.  In  a  public  sermon  delivered  by 
Asahara  at  his  Tokyo  headquarters  on  April  27,  1994,  he  claimed  that: 

"With  the   poison   gas   attacks   that  have  continued   since    1988    we   are 
sprayed  by  helicopters  and  other  aircraft  wherever  we  go.  .  .   .  The  use  ot 
poison  gases  such  as  sarin  were  clearly  indicated.  The  hour  of  my  death  has 
been  foretold.  The  gas  phenomenon  has  already  happened.  Perhaps  the  nu- 
clear bomb  will  come  next."  (Emphasis  Added) 
The  date  of  this  speech  is  significant  since  it  predates  by  two  nionths  the  June 
27th  sarin  gas  attack  in  Matsumoto,  Japan.  This  event  which  left  7  dead  and  oyer 
500  iniured  will  be  discussed  in  greater  detail  later  in  the  Staff"  statement.  Although 
the  Aum  has  always  publicly  denied  any  involvement  in  any  gas  attacks,  evidence 
developed  after  the  Tokyo  incident  from  arrested  cult  members  clearly  implicates 
the  cult  in  the  Matsumoto  incident.  Juxtaposed,  the  prediction  of  the  new  Armaged- 
don in  November  with  the  discussion  of  sarin,  leaves  a  clear  impression  that  the 
Aum  may  have  been  planning  a  gas  attack  in  November  1995  p^^^iHont 

The  November  prediction  is  troubling  as  it  coincides  with  the  fact  that  President 
Clinton  and  17  other  world  leaders  are  scheduled  to  gather  »"  Osaka  Japan  for  the 
annual  Asia-Pacific  Economic  Cooperation  (APEC)  meeting  on  November  16-19.  Ihe 
Staff  has  not  discovered  a  link  between  these  two  events.  We  have  no  credible  evi- 
dence that  the  Aum  planned  an  attack  directed  at  the  APEC  gathering.  The  timing 
of  the  two  events,  however,  raises  some  concern.  v      u     -. 

Just  two  weeks  ago,  the  Japanese  press  reported  that  the  Japanese  police  have 
launched  one  of  their  nation's  largest  security  details  to  protect  the  November  Ib- 
19  Asia-Pacific  conference.  The  articles  specifically  note  that  the  police  are  guarding 
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against  a  possible  nerve  gas  attack  similar  to  the  sarin  attack  in  Tokyo.  They  claim 
that  the  Osaka  police  have  stocked  up  on  gas  masks  and  chemical  protection  suits 
m  order  to  guard  against  any  such  attack.  Takaji  Kunimatsu,  the  Commissioner 
General  of  tfie  Japanese  National  Police  Agency,  is  also  quoted  as  ordering  aU  of 
his  police  commanders  to  be  on  "full  alert',  saying:  ^ 

"Particularly  after  the  subway  incident,  it  has  become  extremely  difficult  to 
predict  who  would  do  what.  ..." 

Kunimatsu  is  also  said  to  have  called  on  all  senior  police  chiefs  to  step  up  their  in- 
vestigations of  the  Aum  sect  since  "the  truth  of  the  sect  remains  unclear  " 

Concern  that  the  Aum  mav  have  sought  out  United  States  targets  is  fueled  by 
the  rampant  anti-American  rhetoric  historically  used  by  the  cult.  As  early  as  1993 
ii^^Z^^rT^  the  United  States  of  planning  the  attack  on  Japan  that  would  fort 
bhfm?r/thp  W^^f^f'^'^^"-  Th%Sylt«  literature  also  disparaged'^the  United  States, 
thlcuH  .1.L  for  causing  the  rampant  materialism  ani  internationalism  that 

r!Ll,Z\  fl^  ^^^  ^°°}S^  ^^^  '^^^^^^  problems  with  Japan.  The  cult  has  re- 

peatedly accused  the  United  States  of  masterminding  and  of  carrying  out  a  series 
of  chemical  attacks  on  it.  These  accusations  go  back  to  early  1994  and  the  cult  nrn 
atTals'  '"'"  "'^"°  '"^  '°"'''^  Slaughterecf Lambs  that  Xgedly  documents  th^ese 

The  anti-American  rhetoric  became  more  personalized  in  January,  1995  when  the 
cults  monthly  organ,  Vajrayana  Sacca  printed  a  series  of  anti-ASt^rican  and  ant^ 
Japanese  government  articles  The  Stafi^obtained  one  article  called  Will  Clinton  Be 
Assassinated?  In  which  the  cult  wrote:  '-^""c.u  at: 

"Clinton  will  be  without  doubt  a  one-term  president.  At  best,  he  will  not 

^^.t^^t  f         ^  i^"""^^'  *'  wo^ld  not  be  strange  if  he  were  assassinated, 
making  it  appear  like  an  accident." 

That  same  pubhcation  also  contains  an  article  raising  the  specter  of  planned  ter- 
rorist assassinations  of  various  Japanese  officials.  A  number  of  prominent Tpanese 
3S?! '-  InXd.H^''"^  n  "blackhearted  aristocrats  who  had  solcf  th"ir  sout  Tthe 
tlVL  i?.^^"^^^  ^«^«  Daisaku  Ikeda,  the  Honorary  Chairman  of  Sokagakkai,  a  Jap- 
anese religious  group;  Yukio  Aoshima,  the  Governor  of  Tokyo;  and  Ichiro  Ozawa  the 
Secretary  General  of  the  New  Frontier  Party  of  Japan.  OzaWa  was  esDedaHv'sin 
gled  out  and  P  aced  at  the  head  of  the  list  as  'the^king  of  Sl^ess"  for  hi^^close 
tha't  PriliH^/n.^rTf  States.  The  Staff  was  told  by  a  n^umber  of  jlpaiese  sources 
that  President  Chnton  was  also  named  on  another  similar  Hst  prepared  by  the  cult 
but  to  date  we  have  not  been  able  to  find  this  document  and  hst  ' 

On  MalTs  ?35^  'nn  t^  ^"'^^  ^  ^^'t  ^l^"^  ?  ^^^  °^  potential  assassination  targets. 
Un  May  16,  1995,  on  the  evening  of  Asahara's  arrest,  Tokyo  Governor  Aoshima  who 

Xltho^frif.""^*^  mentioned  on  the  January  list,  was  the  recipient  of  a  maU  bomb 

diJSeVo^utlfdrtSVKfnoI^LS.^^  ''-'  '  '^"'^'^^  °^^'^^^^  -^-  ^^^  b«-^ 
Unconfirmed  press  reports  assert  that  the  cult  was  targeting  the  United  States 
Japanese  Pubhc  Television  (NHK)  issued  a  story  in  mid-jSne,  1995  that  it  had  ob- 
hT.f  ^f^^A^u  °^^?.^  «>°fession  of  the  cult's  chief  physician,  IkurH^yashi  in  whkh 
he  admitted  the  cult  was  planning,  as  early  as  November  of  1994,  to  mai' packages 
of  sarin  to  unnamed  locations  in  the  United  States.  It  quoted  HayaThi  as  sS 
ofhe  Uni?i^"rr  P^'^^  °^  '^^  ^^1*'  Yoshihiro  Inoue,  lanted  Haylshi  to  trSTe! 
catld  that^he  nlan  w^J^'"'"^"  the  parcels  for  further  delivery.  The  broadcast  indi- 
cated that  the  plan  was  never  carried  out  but  that  Inoue  still  planned  to  use  sarin 
gas  in  America^  Both  Hayashi  and  Inoue  have  been  charged  aloS  with  others  fS 
murder  for  the  March  20th  Tokyo  subway  attack  ^  ^  ^'^ 

nfJlLT^^J-^^^^^  ^^^^  the  cult's  Intelligence  Ministry  Chief  Inoue  kept  a  number 

cont™  n/tiTe'lum  "Sf.^^^^r  "^^^^  ^-^  j".^^^  dow?  random  thoughts  and  p^ans 
concerning  the  Aum.  These  notes  were  seized  by  the  poUce.  Allegedly   Inoue  wrote 

?n.T"/  P  m"  ^°^^^'■y  r^"*  «°"^«  '^"d  of  indiscriminate  terrorism  in  major  US  cTes 
i?nl  ffi^^T^°'^-  ^^^  ^"°"^^  ^"^^ks  were  to  be  similar  to  the^okyo  sarin  gas 
sing.  Although  some  portions  of  these  notes  have  been  corroborated    those  soedfic 

K'ro\nese"m;Hi'^?  ""'TJ^^."'^?  \^^^  ^°  ^^^  °«t  been  confir'med.'llC^^^ 
scribe^the  New  virk  nW  '?if  ^  t^^  police  have  possession  of  these  sections  that  de- 
them  ^     '  ^^'  ^  ^''^'  ^^^  b^^°  "°able  to  obtain  access  to 

senWlfuf^sfiHtl^A^^'iv*^^  ^^^.  ^Z^^  ''^*^".^^*  ^  ^""P  ^"^h  as  the  Aum  pre- 
sents to  U.b.  security.  As  this  report  indicates,  the  Aum  was  highly  dangerous  and 

V^X'ct^s"'aTd'rarbin".T''^?^'^^'  °.'^^'°^.°^  '""S'  °^  their^dirUlon'Tom  the 
>^i;i<-  f  lu  A  '^ambhng  of  a  charismatic  madman.  However,  it  is  clear  that  a  core 
belief  of  the  Aum  was  that  the  United  States  was  an  enemy"  of  the  Aum  and  that 
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a  war  with  the  United  States  was  a  central  component  of  their  prediction  of  Arma- 
geddon. Although  no  specific  threat  against  President  Clinton  has  been  documented, 
the  Staff  has  learned  that  both  the  United  States  Secret  Service  and  the  Japanese 
government  take  such  a  threat  seriously  and  have  taken  security  precautions. 

4.  Aum's  Other  Enemy:  The  Jews 

The  Aum  was  also  virulently  anti-Semitic.  As  an  example,  in  a  95-page  publica- 
tion issued  two  months  before  the  Tokyo  incident,  the  Aum  attacked  the  Jews  as 
the  "hidden  enemy."  This  special  edition  of  the  Vajrayana  Sacca  was  entitled  Man- 
ual of  Fear  and  began  with  a  declaration  of  war  on  the  Jewish  people: 

"On  behalf  of  the  earth's  5.5  billion  people,  Vajrayana  Sacca  hereby  for- 
mally declares  war  on  the  'world  shadow  government'  that  murders  untold 
numbers  of  people  and,  while  hiding  behind  sonorous  phrases  and  high 
sounding  principles,  plans  to  brainwash  and  control  the  rest.  Japanese 
awake!  The  enemy's  plot  has  long  since  torn  our  lives  to  shreds." 

The  tract  quotes  liberally  from  a  number  of  anti-Semitic  writings  and  blames  the 
Jewish  people,  for  among  other  things,  the  mass  murders  in  Cambodia  by  the 
Khmer  Rouge,  the  massacres  by  Serbs  and  Croatians  in  Bosnia,  and  the  tribal  war- 
fare in  Rwanda.  It  claims  that  the  Jews  are  planning  similar  massacres  in  other 
areas  of  the  world  in  order  to  carry  out  a  sinister  plot  to  reduce  the  world's  popu- 
lation by  three  billion  people  by  the  year  2,000.  The  Aum  also  has  linked  the  Jews 
to  its  other  enemies  within  Japanese  society— the  "black  aristocracy"  of  Japanese 
"internationalists"  including  a  number  of  current  and  former  Japanese  politicians 

Although  the  Staff  found  no  evidence  of  specific  attacks  upon  Jews  or  Jewish  cul- 
tural, religious,  business  or  political  institutions,  this  may  have  been  more  the  sim- 
ple result  of  the  absence  of  such  targets  in  Japan.  On  the  other  hand,  the  Aum  did 
target  for  its  rhetoric  those  it  called  "Jewish  Japanese."  These  people  were  not  Jew- 
ish but  rather  cosmopolitan  Japanese,  government  officials  and  members  of  the 
business  establishment  in  Tokyo  who  in  the  Aum's  view  exemplified  the  internation- 
alism and  materialism  that  the  Aum  hated.  Eventually,  these  "Jewish  Japanese"  be- 
came the  victims  of  the  Aum's  indiscriminate  Matsumoto  and  Tokyo  sarin  attacks. 

IV.  The  Operation  of  the  Aum 

A.  Membership  and  Recruitment:  Large  and  Highly  Technical 

The  cult  claimed  a  membership  as  high  as  65,000,  the  large  majority  of  whom 
30,000-50,000,  were  in  Russia.  These  numbers  have  not  been  pubhcly  corroborated 
by  the  Japanese  government  although  most  of  the  officials  and  Aum  experts  the 
Staff  interviewed  placed  the  worldwide  membership  in  the  40,000  to  60,000  range. 
Despite  the  recent  spate  of  publicity  surrounding  the  criminal  acts  of  the  cult  and 
the  arrest  of  approximately  400  Aum  activists  by  Japanese  authorities,  there  has 
not  been  a  dramatic  loss  in  membership  in  Japan.  Since  declared  illegal  by  Russian 
authorities,  Aum  membership  in  Russia  has  declined  drastically.  The  Staff  has  pre- 
pared a  list  of  the  most  important  cult  members,  attached  as  Appendix  A. 

In  the  course  of  our  inquiry,  it  became  clear  that  the  Aum  included  among  its  fol- 
lowers many  highly-trained  graduates  in  the  sciences  and  technological  fields  from 
some  of  Japan's  leading  universities.  They  included  members  with  degrees  in  fields 
such  as  medicine,  biochemistry,  architecture,  biology,  and  genetic  engineering.  A 
distinctive  feature  of  this  cult  was  that  many  were  young  intellectuals  in  their  20  s 
and  30's  who  had  dropped  out  of  Japanese  society  to  join  this  doomsday  cult. 

Among  some  of  Japan's  "best  and  brightest"  who  joined  the  cult  included  a  former 
researcher  of  the  National  Space  Development  Agency  of  Japan,  an  expert  on  chemi- 
cal weapons  who  majored  in  organic  physics  at  Tsukuba  University,  a  researcher 
who  studied  elementary  particles,  a  reporter  with  a  major  Japanese  newspaper,  a 
physicist  from  Osaka  University,  a  cardiac  specialist,  and  an  organic  chemist,  to 

name  a  few.  -  , .      , 

The  Japan  Times  recently  released  a  detailed  description  of  a  number  oi  the  key 
members  of  the  Aum  hierarchy  which  offers  an  excellent  view  of  the  expertise  of 
this  cult.  It  reported  the  following: 

Hideo  Murai,  (36)  (deceased)— Minister  of  Science  and  Technology— After 
graduating  from  the  physics  department  of  Osaka  University  he  entered 
graduate  school  specializing  in  physics  and  started  working  for  Kobe  Steel 
Ltd's  research  and  development  department. 

Kiyohide  Hayakawa  (45)— Minister  of  Construction— Held  a  master's  de- 
gree in  architecture  from  Osaka  University. 
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Fumihiro   Joyu    (32)— Public   Relations    Minister— Graduate   of  Waseda 

.ir^'^l^'^^i  masters  degree  in  artificial  intelligence.  Was  an  engineer 

at  the  National  Space  Development  Agency  before  joining  cult  ^"^ineer 

Yoshinobu  Aoyama  (35}-^ustice  Minister— Son  of  a  wealthy  family  in 
Osaka.  Graduate  of  Kyoto  University  Law  School  and  younges^t  peS  o 
pass  national  bar  exam.  t^<^iouii  tu 

Masami   Tsuchiya  (30)-Chief  Scientist-Held  a  master's  degree  in  or- 

ff  hid'hp^H  '    '^'  ^'■^"iT'^r^^  University.  Reportedly  joined  the  cSlt  because 
It  had  better  research  facilities  than  his  university. 

Not  all  of  the  Aum  members  had  such  backgrounds.  A  number  of  the  members 
IZl  ^T^  ^.^ff""^^^^  fi'J  ^™"'  r'^""^  backgrounds.  Many  were  young  aSl  rebel 
her.  hid  h         "^^^  r°'1,^^  ^"^^  ^°T^/  ""^^  members  that  these  woJking^lass  mem- 
bers had  been  specifically  recruited  for  work  details  to  help  in  the  construction  of 
the  various  Aura  factories  and  also  for  the  Aura's  militaiy  forces.  Neverthekss   the 

s^ty  baikPunds     "'  '''"  '"''  ""^°"'^  °'  '^^  ^"'"'^  '^'^^"^  ^^^  coLge  or  univer! 

rrw  -^  '^i^'lu''  to  understand  the  Aura's  attraction  to  such  an  educated  audience 
This  IS  s  111  the  sulyect  of  much  debate  in  Japan  and  has  been  the  subject  of  niraer: 
ous  articles  and  editorials  m  the  Japanese  media  numer 

Regardless  of  the  reasons  for  their  success,  the  Aum  was  extremely  successful  in 
Its  recruitment  drives.  They  were  very  aggressive  in  their  recrSnt^chvSes  and 
even  had  an  entire  division  called  the  New  Followers  Agency  to  perS  Ihis  task 
Beyond  rudinientary  techniques  such  as  leafleting  and  street  cornerToselytizi^g 
the  Aura  used  a  diverse  blend  of  recruiting  raethods.  They  used  their  classes  on 
S',c.W^^'  ^'^^'"^  ^"^  meditation  on  carapuses  to  recStTheralso  recruited 
allv  tfpv  hro' H""T!^r'  ^«™P"ter  stores,  book  stores  and  noodle  Jhops  Addk  on- 
used  f  and  other  Sh^.^''  :ff  f^g^^^  •JfP^"  through  their  Russian  radio  station  and 
used  It  and  other  radio  and  television  shows  in  Moscow  to  recruit  in  Russia 

cessfu"  not^onlv  frj.^'Pf  fvf  T*^'^^^  ^^  '^^  ^^^F"'  ^^^^^^^  ^^at  the  Aura  was  suc- 
cesslul  not  only  for  all  of  the  above  reasons  but  a  so  because  of  their  use  of  osvche 

dehc  and  raind-altering  drugs  in  the  recruitraent  process.  The  sSfffound^stroS 

evidence  to  support  the  contention  that  the  Aura  used  these  sub?tances  abnl  w^th 

M«nv  b^^nwashing  techniques  including  sleep  deprivation  a^d    soTation  thlrlpy 

Many  ex-Aura  members  have  been  quoted  publicly  admitting  to  the  use  of  these  tac: 

is  ^hatTth?tL°f  of°SrS"l  ^^^d,^f ^  °f  the  strength  of  their  recruitraent  efforts 
IS  mat  at  the  tirae  of  the  Staff  visit  to  Japan,  five  months  afler  the  Tokvo  subwav 
attack  and  subsequent  to  the  arrest  of  most  of  the  Aum  leadership  the  Aum  wis 
Idh^rf  f  ""^  recruiting  new  followers.  In  fact,  Fumihiro  Joyu,'  who  replaced 
Asahara  as  spokesperson  for  the  Aum,  became  a  "teen  idol"  for  thousands  of  r^n« 
Kft'  n^t^'^/'j^'^f  r^°  f^""^^  ^'«  l««ks-  All  of  this  occurred  dSpSi?he  fact  that 
'^rf^^^;^Ll'^Z  '"^"^'^^^  '^'  ^^^°  ^"^P^-^^^  -  murderl^k^Ttetpt^Ji^ 

ZZf}^^  ^  ^'"''^  't^™  -^^  *^^i^i°g  °ther  Aum  members  a^d  in  ToviLeinte 
ceSin^h'e's^SS'  ^^'"^*^^^-  ''°^^"^'^'  ^^^  ^"^  ^PP^^^  toKTefn'sul 

JD^F  m?mhSl^'.nf  ^'^^  ?f /^^'  strategy,  the  Aum  obtained  the  hsts  of  hundreds  of 
^f  L  A  /n^""^  ^mt"^  t°  '■^^"^^t  <^hera.  The  list  was  recovered  durin?  the  arrest 
tL^FifstlSrErT^adf '^'^^KP^^^^'.f  ^^^^  P"^"^^  on  recruiting  Members  ff 
evfdeice  thSt^c^^n,V^w  °'^^'  ^l^^^^  ^"^^^"^^  divisions.  The  Stiff  discovered 
houseofthpFi^f  A^^  out  this  recruitment  drive  the  Aura  even  wiretapped  the 
nouse  ot  the  First  Airborne  Brigade's  coraraander  to  spy  on  his  private  life 

and  sSd'that  the'S^"''  interviewed  by  the  Staff  conTraeSthTsrecrukraent  drive 
rh.Hint  fin  f       ^'^^  ^^[^  approximately  100  Defense  Force  merabers  recruited   in 

and  rn?L  Jffp  mTm'h^r"-  ^^'  '^?^  ^^  P"'^"^^^^  ^^^''''^  ^^^^  onl?  20?ncurabent 
ev4/ncTr^;^?h^^  ^^t^o-^H  there  appears  to  be 

J^re^^^^^^^^^ 
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Minister  of  the  Aum.  These  individuals  either  individually  or  in  cooperation  with 
other  Aum  members  : 

•  Assisted  in  the  November  27,  1994  burglary  of  a  Metropolitan  Police  Depart- 
ment office  to  steal  driver's  license  data; 

•  Assisted  in  the  break-in  of  the  Hiroshima  factory  of  Mitsubishi  Heavy  Indus- 
^    tries  on  December  28,   1994,  in  an  attempt  to  steal  technical  documents  on 

weapons  such  as  tanks  and  artillery; 

•  Assisted  in  a  firebombing  attack  on  the  Aum  headquarters  in  Tokyo  on  March 
18,  1995,  in  an  attempt  to  inspire  public  sympathy  for  the  Aum  just  before  the 
Tokyo  subway  gas  attack. 

•  Provided  military  training  to  other  Aum  members. 

Additionally,  the  Staff  has  reviewed  documents  that  indicate  that  JDF  members 
also  passed  secret  information  to  the  Aum  concerning  the  Metropolitan  Police's 
planned  raid  on  the  Aum's  facilities.  This  raid  was  supposed  to  occur  on  March  20th 
but  was  postponed  because  of  the  Tokyo  subway  gassing  that  occurred  on  that  date. 
The  Staff  learned  that  these  officers  alerted  the  Aum  of  the  anticipated  raid  and 
as  a  result  the  Aum  initiated  their  deadly  subway  assault. 

The  Japanese  Defense  Forces  were  not  the  only  victims  of  successful  Aum  pene- 
tration. The  Staff  discovered  that  the  Aum  recruited  a  number  of  police  officers 
along  with  other  low-ranking  government  bureaucrats.  Former  Aum  members  told 
the  Staff  that  the  Aum  was  actively  attempting  to  recruit  police  officers.  They  re- 
membered at  least  two  active  duty  police  officers  being  Aum  members— one  a  Ser- 
geant and  the  other  an  Assistant  Inspector.  The  Staff  was  also  told  by  former  Aum 
members  that  the  Aum  wanted  to  recruit  employees  in  the  Prime  Ministers  per- 
sonal office  and  in  particular  those  employees  who  had  access  to  statistical  informa- 
tion concerning  the  Japanese  government  and  economy.  The  Staff  has  no  informa- 
tion indicating  how  successful  the  Aum  was  in  the  later  attempts. 

In  addition,  the  cult  actively  recruited  individuals  in  the  Japanese  business  sector. 
Although  not  as  well  documented  as  other  areas  of  activity,  the  Aum  apparently  tar- 
geted those  industries  that  had  technology  or  know-how  that  it  needed  for  weapons 
production.  There  is  some  evidence  that  they  successfully  penetrated  a  number  of 
Japanese  defense  contractors  including  Mitsubishi  Heavy  Industries  Ltd.  and 
Nippon  Electronics  Co.  Ltd. 

Japanese  press  reported  that  one  of  Mitsubishi's  employees  was  arrested  tor  as- 
sisting an  Aum  member  who  was  an  active  duty  Japanese  Defense  Force  member 
in  the  theft  of  Mitsubishi  research  data.  Mitsubishi  publicly  acknowledged  the  ar- 
rest of  their  employee,  Hideo  Nakamoto  (38)  and  the  theft  of  materials.  However, 
they  denied  that  this  technical  data  was  defense  related. 

In  November,  1994,  followers  of  the  Cult  were  arrested  on  suspicion  of  breaking 
into  the  offices  of  Nippon  Electronics  Co.,  Ltd.  (NEC).  The  purpose  of  the  intrusion 
was  to  obtain  information  on  laser  technology  from  NEC's  laser  beams  laboratory 
in  Sagamihara,  Kanagawa  prefecture.  When  the  police  arrested  Masanobu  Iwao, 
who  is  alleged  to  have  worked  for  the  Aum's  Intelligence  Ministry,  they  discovered 
sketches  and  maps  of  the  interior  layouts  of  facilities  at  six  major  electronic  firms. 
Also  included  in  the  materials  seized  were  the  names  of  dozens  of  Aum  members 
who  worked  for  major  electronic  and  chemical  companies  in  Japan.  Police  suspect 
that  the  internal  diagrams  of  the  firms  were  provided  by  Aum  sympathizers/mem- 
bers from  the  various  firms.  Police  were  led  to  suspect  Iwao  of  the  NEC  burglary 
when  they  found  his  portable  personal  computer  and  floppy  disks  at  the  scene  of 
the  crime. 
B.  Structure  of  the  Aum:  A  Government  In  Waiting 

The  founder  of  the  Aum,  Shoko  Asahara,  occupies  the  top  position  of  the  Aum  as 
its  "Supreme  Leader."  Under  him,  the  followers  are  classed  into  seven  ranks  of  en- 
lightenment. All  owe  complete  allegiance  to  him. 

Unlike  other  religions,  the  Aum  was  organized  into  Ministries  and  Departments 
that  attempted  to  mirror  the  Japanese  government.  For  example,  under  Asahara, 
the  Cult  had  24  identifiable  organizations  comparable  to  the  Japanese  government 
with  similar  functions  and  responsibilities.  Thus,  the  Aum  had  ministries  of  defense, 
health  and  welfare,  science  and  technology,  heavy  industry,  education,  etc.  As  with 
the  Emperor  of  Japan,  Asahara  also  had  a  "household  agency"  which  provided  secu- 
rity and  medical  care  for  his  family.  In  addition,  Asahara  had  a  "secretariat"  headed 
by  his  11  year  old  daughter,  Reika  Matsumoto,  whose  duties  are  unknown. 

The  Staff  has  prepared  a  chart  which  will  be  made  an  exhibit  that  identifies  all 
of  the  most  important  ministries.  Although  the  cult  had  more  members  in  Russia 
than  in  Japan,  all  of  the  highest  positions  in  the  cult  were  held  by  Japanese  citi- 
zens. 
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These  ministers  along  with  the  head  of  Asahara's  "household  agency"  were  part 
of  the  inner  circle  of  advisors  to  Asahara.  Unlike  the  tens  of  thousands  of  Aum 
members  who  are  believed  to  have  been  innocent  devotees  of  the  Aum  this  inner 
circle  knew  the  true  nature  of  the  cult.  Most  have  been  arrested  for  helping  to  plan 
and  carry  out  the  Aum's  known  atrocities.  Some  of  the  members  of  this  inner  circle 
and  their  respective  ministries  are  as  follows: 

•  Hideo  Murai— Former  Minister  of  Science  and  Technology.— This  was  a  key 
ministry  which  reportedly  had  over  300  members  including  a  number  of  skilled 
scientists.  It  was  responsible  for  the  cult's  scientific  experiments  and  was  the 
critical  ministry  for  the  production  of  the  sarin  nerve  gas.  Murai  was  probably 
the  primary  go-between  to  Japanese  organized  crime  for  the  production  of  ille- 
§o  ^n^PrY^^^^  '^  Speculated  to  be  the  major  reason  for  his  murder  on  April 
Z6,  1995.  He  was  succeeded  by  Masami  Tsuchiya,  age  30,  who  was  subsequently 
arrested  for  murder  and  attempted  murder  for  the  Tokyo  subway  incident 
Tsuchiya  is  reported  to  have  confessed  that  he  led  the  group's  sarin  production 

•  Kiyohide  Hayakawa  (45)— Minister  of  Construction.— He  was  one  of  Asahara's 
chief  advisors  and  considered  the  mastermind  of  the  sect's  growth  and  mili- 
tarization. He  was  in  charge  of  acquiring  land,  building  all  sect  facilities  and 
acquiring  all  of  the  technology  and  military  hardware.  He  supervised  the  oper- 
ations in  the  United  States,  Australia  and  Russia.  He  has  been  arrested  for  in- 
volvement in  the  Tokyo  incident.  He  has  also  been  recently  indicted  for  the 
1989  murder  of  Yokohama  lawyer,  Tsutsumi  Sakamoto,  and  his  family 

•  Yoshihiro  Inoue  (25)— Intelligence  Minister.— He  was  responsible  for  gathering 
intelligence  on  government  counter  measures  against  the  cult  as  well  as  acquir- 
ing scientific  and  other  technical  materials.  He  has  been  implicated  in  most  of 
the  major  burglaries  of  defense  contractors  as  well  as  for  the  infiltration  of  the 
Japanese  Defense  Forces.  He  was  arrested  on  May  15th  for  his  involvement  in 
lokyo  incident.  He  was  recently  implicated  in  the  letter  bomb  attack  on  Tokvo 
liovernor  Aoshima. 

•  Tomomitsu  Niimi  (31)— Minister  of  Home  Affairs.— This  ministry  was  respon- 
sible tor  maintaining  control  and  discipline  over  the  membership  It  was  in- 
volved in  most  of  the  kidnappings  and  torture  of  dissident  and  runaway  mem- 
bers. Niimi  has  been  indicted  for  murder  in  regards  to  the  Tokyo  incident  as 
well  as  the  1989  murder  of  the  Yokohoma  attorney  and  his  family.  He  has  also 
been  publicly  quoted  as  having  confessed  to  the  use  of  VX  and  sarin  gas  against 
tormer  Aum  members  and  critics. 

•  Ikuo  Hayashi  (48)— Treatment  Minister.— He  was  a  key  player  in  developing  the 
sarin  tor  the  Tokyo  attacks.  As  a  trained  physician  he  was  called  upon  to  ad- 
minister drugs  to  recalcitrant  Aum  members  and  played  a  role  in  distributing 
the  sarin  in  the  subway  cars.  He  and  his  wife  traveled  to  the  United  States  to 
collect  documents  on  the  use  of  sarin.  He  has  been  charged  with  murder  in  re- 
gard to  the  Tokyo  incident. 

•  Seichi  Endo  (34)— Health  and  Welfare  Minister.— This  minister  and  his  ministry 
were  responsible  for  the  chemical  and  biological  weapons  research  and  develop- 
ment program.  Endo  worked  closely  with  Masami  Tsuchiya,  head  of  the  sect's 
Chemical  team  and  the  successor  to  Hideo  Murai,  Science  and  Technology  Min- 
ister, who  was  assassinated  on  April  23,  1995.  Endo  has  confessed  to  his  in- 
volvement in  the  sarin  attacks  and  that  Asahara  had  closely  directed  his  re- 
search and  development.  Endo  has  been  indicted  for  murder. 

C.  Financial  Operations:  Over  $1  Billion 

"^^m^Tn^^^  ^^"^  wealthy.  Japanese  government  estimates  place  its  assets  at 
over  100  bilhon  yen  or  approximately  $1  Million.  They  also  list  16  separate  pieces 
ot  property  in  11  different  prefectures  belonging  to  the  Aum.  They  also  note  that 
the  cult  possessed  a  large  amount  of  liquid  assets  including  a  large  helicopter,  boats 
gold  bars  and  cash.  Reportedly,  the  police  recovered  700  million  yen  ($7  million) 
^"'fu  A  ^  ^^^'"^  of  gold  ingots  in  iust  one  of  the  buildings  they  raided 
.u  ■'^^  „  ™  amassed  this  fortune  by  a  number  of  means.  Not  only  did  they  require 
their  followers  to  turn  over  all  of  their  earthly  possessions,  they  also  came  up  with 
a  number  of  ingenious  and  outlandish  money-making  schemes  from  running  noodle 
shops  and  other  legitimate  businesses  to  extortion  and  selling  their  spiritual  leader's 
blood  and  bath  water. 

According  to  the  Aum's  teachings,  the  only  way  to  survive  the  Armageddon  was 
to  strictly  follow  the  Aums  teachings  and  in  particular,  to  renounce  the  world  and 
all  of  Its  worldly  possessions.  This  tied  directly  into  another  tenet  of  the  Aum  that 
demanded  all  members  who  wished  to  reach  a  higher  state  of  consciousness  to  give 
all  ot  their  assets,  including  other  family  members'  assets,  to  the  cult.  A  majority 
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of  the  Japanese  members  are  believed  to  have  innocently  turned  over  most  of  their 
assets  to  the  cult.  This  would  run  from  a  person's  telephone  credit  card  worth  a  few 
dollars  to  one's  Tokyo  residence  worth  millions.  No  one  knows  for  sure  ho\y  much 
money  was  raised  in  this  fashion  but  it  is  imagined  to  have  been  staggering  in  light 
of  the  vehement  protests  that  were  raised  by  thousands  of  relatives  of  Aum  mem- 
bers. ,•        A 

The  Aum  raised  millions  by  also  selling  religious  training  and  paraphernalia.  A 
list  of  some  of  the  items  offered  for  sale  is  attached  to  the  Staff  statement  as  Appen- 
dix B.  They  ranged  from  headgear  designed  to  synchronize  one's  brain  waves  to  that 
of  Asahara  for  $10,000/month  to  a  200cc  bottle  of  water  from  Asahara's  bath  for  $20. 
A  significant  amount  was  probably  raised  from  these  activities,  although  the  total 
is  not  known. 

The  cult  also  raised  funds  in  a  perverse  use  of  the  Japanese  Religious  Corpora- 
tions law  to  extort  money.  Because  the  law  gives  so  much  protection  to  religious 
groups,  the  Aum  along  with  other  legitimate  religions  could  establish  offices/church- 
es ahnost  anywhere.  The  Staff  was  told  by  former  Aum  members  and  government 
sources  that  they  would  use  this  legal  guarantee  to  extort  money  from  townspeople 
by  threatening  to  come  into  their  community.  Apparently  the  Aum  collected  $9.2 
million  from  one  community  on  condition  that  it  leave  town. 

The  Aum  also  had  legitimate  businesses  throughout  the  world  that  produced  in- 
come for  the  cult.  For  example,  in  Taiwan  it  had  an  import/export  agent.  In  Sri 
Lanka  it  maintained  a  tea  plantation.  The  Aum  was  also  involved  in  several  dif- 
ferent businesses  in  Japan.  The  cult's  corporate  affiliates  ranged  from  the  Maha 
Posya  computer  retailer  to  chains  of  "bento"  (boxed  lunch)  shops  and  cheap  Chinese 
noodle  restaurants,  a  fitness  club,  a  telephone  dating  club,  and,  unbelievably,  a 
baby-sitting  firm. 

In  July  1995  Japan  press  reports,  citing  police  sources,  said  that  the  Aum  paid 
over  $400  million  to  companies  in  foreign  countries  over  the  past  three  years.  The 
Japanese  press  reports  that  most  of  the  amount,  about  $300  million,  was  paid  to 
a  Taiwanese  company  from  a  Japanese  computer  company  run  by  the  cult  as  the 
price  for  computers  and  computer  parts  purchased  by  the  Aum.  These  press  reports 
allege  the  Aum  remitted  some  $1  million  to  accounts  of  a  Russian  company  at  banks 
in  the  Netherlands,  Finland,  and  other  European  countries  as  broadcasting  fees. 
The  Aum  also  paid  some  $400,000  to  an  Australian  company  as  fees  for  buying  a 
farm  and  medicines,  and  nearly  $100  million  to  other  computer  related  companies 
in  the  United  States  and  other  countries,  according  to  officials  contacted  by  the 
Staff 

The  amount  of  money  earned  by  these  enterprises  is  not  known  at  this  time.  How- 
ever, the  size  of  their  operations  reflects  a  wealthy  sect  with  extensive  resources. 
The  Staff  has  prepared  an  Appendix  (Appendix  C)  which  lists  those  properties  and 
companies  that  we  were  able  to  document. 

Another  source  of  income  for  the  cult  may  have  come  from  illegal  drug  manufac- 
turing. As  will  be  explained  in  a  later  section,  there  appears  to  be  credible  evidence 
to  suggest  that  the  Aum  was  using  its  chemical  expertise  to  manufacture  stimulants 
and  other  illegal  drugs  for  the  Japanese  underworld.  Japanese  government  sources 
have  concluded  that  the  Aum  produced  and  sold  illegal  drugs  including  stimulants 
and  LSD.  Whether  or  not  they  were  also  manufacturing  these  drugs  for  the  Yakuza 
or  mafia  is  still  not  fully  proven  but  materials  reviewed  by  the  Staff  seem  to  indi- 
cate a  strong  circumstantial  tie  between  these  two  groups  for  the  sale  of  drugs. 

Despite  these  sources  of  income,  some  commentators  have  raised  questions  about 
whether  the  Aum  was  also  obtaining  funding  from  some  other  outside  group,  either 
foreign  or  domestic.  Until  more  evidence  is  made  public  from  the  trials  or  records 
seized  by  the  Japanese  police,  it  is  impossible  to  respond  to  these  allegations. 

D.  Militarization  of  the  Aum:  Preparing  For  War  With  The  West 

The  Aum  was  actively  engaged  in  the  preparations  for  both  a  conventional  and 
unconventional  attack  upon  the  Japanese  government  and  its  people.  This  section 
will  discuss  the  Aum's  ambitious  yet  basically  unsuccessful  preparation  for  conven- 
tional warfare;  the  next  section  will  detail  the  more  successful  and  more  frightening 
chemical,  biological  and  nuclear  preparation  by  the  Aum  to  initiate  Armageddon. 

Much  evidence  of  the  Aum's  militarization  comes  from  former  Aum  members  who 
have  confessed  to  Japanese  authorities  the  specifics  of  the  Aum's  militarization  pro- 
gram. These  confessions  have  been  corroborated  by  weapons  parts,  equipment  and 
records  seized  by  Japanese  police  including  the  notebooks  of  Construction  Minister 
Hayakawa  and  computer  files  found  at  the  sect's  offices. 

The  Staff  learned  that  on  April  6,  1995,  a  large  number  of  components  analogous 
to  AK-74  submachine  gun  parts  along  with  blueprints  for  their  manufacture  were 
found  in  a  car  owned  by  an  Aum  member.  The  AK-74  is  the  modern  day  version 
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of  the  World  War  II  era  Soviet  AK-47  assault  rifle.  Later,  completed  machine  guns, 
additional  parts,  used  rocket  launchers  and  other  military  paraphernalia  were  found 
by  Japanese  police  at  the  main  Aum  facility  in  Kamikuishiki.  This  is  the  same  loca- 
tion where  the  sarin  gas  and  biological  facilities  were  located.  The  seized  machine 
guns  and  parts  resemble  Russian-made  AK-74s. 

The  Aum  had  apparently  planned  to  illegally  manufacture  as  many  as  1,000  AK- 
74s  and  cartridges  before  the  police  raids.  The  Staff  learned  that  the  Aum  had  been 
manufacturing  parts  for  these  guns  with  the  aid  of  computer-controlled  machine 
tools  at  the  Aum  complex  at  the  foot  of  Mt.  Fuji  since  July  1994.  Apparently  Aum 
Intelligence  Minister  Inoue  ordered  the  destruction  of  the  weapons  and  lathes  after 
the  police  raid  on  March  22nd.  He  had  also  instructed  that  they  all  be  dumped  into 
the  reservoir  located  at  Kusaki  Dam  in  Gunma  Prefecture.  The  Staff  has  learned 
that  police  searches  of  the  area  confirmed  this  information.  Subsequent  public  state- 
ments by  police  authorities  allege  that  over  100  Aum  members  were  involved  in  the 
production  of  AK-74s. 

It  also  appears  that  the  Aum  was  interested  in  developing  laser  weapons.  The 
Staff  has  learned  from  Japanese  government  sources  that  notations  found  in  the 
Aum's  Construction  Minister  Hayakawa's  handwritten  notebooks  indicate  that  the 
cult  was  actively  seeking  information  on  the  development  of  such  weapons.  These 
sources  also  indicate  that  apparently  a  number  of  Aum  members  traveled  to  Moscow 
to  interview  a  Dr.  Nikolay  Basov,  a  purported  Nobel  Laureate  and  authority  on  this 
subject.  The  Staff  has  obtained  Aum  brochures  with  photographs  purporting  to  show 
Dr.  Basov  with  Asahara.  In  addition,  as  previously  mentioned,  the  cult  also  at- 
tempted to  steal  technology  from  NEC's  laser  beam  laboratory  in  Sagamihara  in  No- 
vemher  of  1994.  At  the  end  of  December,  1994,  other  Aum  followers  were  arrested 
on  suspicion  of  burglary  at  the  Mitsubishi  Heavy  Industries  Research  Center  in  Hir- 
oshima prefecture.  They  apparently  broke  into  the  facility  on  a  number  of  occasions 
in  an  effort  to  steal  documents  and  data  on  laser  beam  research. 

An  official  Japanese  document  reviewed  by  the  Staff,  confirms  these  events  and 
also  indicates  that  in  March,  1995,  documents  on  laser  technology,  including  blue- 
prints for  a  laser  gun  were  confiscated  from  one  of  the  Aum  members.  Documents 
relating  to  laser  technology  were  also  found  buried  in  the  grounds  near  the  cult's 
facilities  in  Fujinomiya,  Yamanashi  prefecture.  Additionally,  as  set  forth  in  section 
VI(C),  infra,  of  this  Staff  Statement,  the  Aum's  U.S.  operatives  were  actively  seek- 
ing laser  technology. 

Those  same  Hayakawa  notebooks  also  include  references  to  nuclear  weapons  and 
seismological  weapons.  As  will  be  discussed  in  more  detail  in  a  later  section  on  Aum 
activities  in  the  United  States  and  Russia,  the  Aum  actively  sought  nuclear  weap- 
ons technologies  wherever  they  could  find  it.  The  Staff  learned  that  data  regarding 
nuclear  weapons  research  was  found  on  a  number  of  laser  discs  seized  during  a  po- 
lice raid  on  March  23,  1995,  from  an  Aum  member. 

There  also  appears  to  be  evidence  that  the  Aum  sent  a  party  of  its  members  to 
the  former  Yugoslavia  to  research  the  work  of  Nikola  Tesla,  the  discoverer  of  alter- 
nating current  who  experimented  with  the  theory  of  seismic  weapons  before  he  died 
in  1943.  Apparently  these  Aum  members  traveled  from  February  to  April,  1995  to 
the  Tesla  Museum  in  Belgrade  to  review  Tesla's  thesis  and  other  research  papers 
concerning  "Tesla  weapon  systems"  that  focus  on  wave  amplification.  Their  efforts 
in  both  Yugoslavia  and  in  the  United  States  to  obtain  such  weaponry  is  discussed 
in  section  VI(D),  infra. 

The  Aum  was  also  interested  in  military  training  for  its  followers.  The  Staff 
learned  from  former  Aum  members  that  weapons  and  other  military  training  was 
provided  at  an  Aum  training  camp  in  Japan.  Approximately  200  Aum  members 
went  for  training  in  groups  of  50  members.  The  training  was  provided  by  3  brothers 
who  were  current  active  duty  Japanese  Defense  Force  members.  These  former  Aum 
members  also  recalled  seeing  at  least  50  AK-74s  that  were  used  for  the  training. 
They  also  said  that  the  reason  given  to  the  Aum  members  for  the  training  was  that 
the  Aum  was  going  to  produce  a  war  movie  and  that  the  Aum  members  were  being 
trained  in  order  to  realistically  act  in  the  movie. 

These  same  former  Aum  members  also  recalled  an  incident  where  one  of  their 
friends  brought  back  two  Tokarev  pistols  from  Russia.  While  in  Moscow,  Construc- 
tion Minister  Hayakawa  had  given  the  weapons  with  16  rounds  of  ammunition  to 
their  friend,  also  in  Moscow,  with  specific  instructions  to  deliver  them  personally  to 
Asahara.  They  never  learned  the  purpose  of  the  guns  and  their  friend  reportedly 
was  startled  when  Asahara  opened  up  the  sealed  package  containing  the  guns  in 
his  presence. 

The  Staff  has  confirmed  that  "shooting  tours"  in  Russia  had  been  arranged  by  the 
Aum  for  some  of  its  members  as  part  of  its  efforts  to  provide  military  training.  One 
such  tour  was  scheduled  for  September  21-30,  1994.  This  trip  was  arranged  through 
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a  travel  agency  which  is  a  front  company  for  the  cult  called  "Devenir  Millionaire', 
located  in  Kandanishiki-cho,  Chiyoda-ku,  Tokyo.  As  mentioned  in  section  VI(C), 
infra,  the  cult  also  obtained  helicopter  training  in  Opa  Locka,  Florida. 

According  to  the  brochure  distributed  by  the  firm  mentioned  above,  their  training 
included  shooting  practice  for  automatic  rifles  at  a  Russian  military  base  on  the  out- 
skirts of  Moscow.  It  also  notes  that  former  Spetznaz  members,  a  specialized  Russian 
military  unit,  would  be  providing  the  training.  Although  the  Staff  was  told  that 
some  high  officials  of  the  cult  did  receive  Spetznaz  training  in  Russia,  we  could  not 
confirm  if  this  particular  tour  ever  was  carried  out. 

Finally,  a  number  of  private  and  government  sources  have  confirmed  that  the 
Aum  had  constructed  ana  utilized  a  microwave  incinerator  to  actually  burn  out  bod- 
ies of  enemies  of  the  cult  or  cult  members  who  perished  during  training  or  through 
other  cult  activities.  Apparently  the  Aum  would  place  bodies  into  the  device,  com- 
prised of  a  stainless  steel  drum  connected  to  an  industrial  microwave,  for  three  days 
and  then  soak  the  ashes  into  nitrate  which  would  dissolve  the  calcium  remains.  A 
Japanese  government  document  indicates  that  nearly  two  dozen  bodies  were  dis- 
posed of  in  this  manner. 

E.  Aum's  CBW  Program:  Gas,  Bugs,  Drugs  and  Thugs 

The  Aum  cult  was  aggressively  involved  in  chemical  and  biological  weapons  pro- 
duction. Although,  the  extent  of  their  success  is  not  fully  known  to  this  date,  the 
Staff  found  evidence  that  they  successfully  produced  nerve  agents  such  as  Sarin, 
Tabun,  Soman  and  VX,  biological  agents  such  as  botulism  and  anthrax  and  con- 
trolled substances  such  as  LSD. 

Their  operations  involved  chemical  and  biological  research,  development  and  pro- 
duction on  a  scale  not  previously  identified  with  a  sub-national  terrorist  group.  They 
created  a  relatively  sophisticated  chemical  and  biological  research  facility  without 
attracting  the  attention  of  either  Japanese  or  foreign  governments.  In  the  course  of 
these  operations,  they  not  only  produced  potential  weapons  but  also  illegal  drugs 
for  their  own  use  and  for  sale  to  others. 

The  cult's  motivation  for  the  production  of  chemical  and  biological  weapons  is  in- 
extricably linked  to  its  Armageddon  prophesy.  As  previously  mentioned,  Asahara 
foretold  Armageddon  in  1997  and  then  moved  the  date  to  1995.  The  cult  had  as  a 
basic  belief  that  there  would  be  a  major  war  between  Japan  and  the  United  States 
that  would  involve  weapons  of  mass  destruction.  Based  upon  our  investigation,  in- 
cluding discussions  with  Aum  members  and  review  of  Aum  propaganda,  the  cult  de- 
veloped these  weapons  in  order  to  either  be  prepared  for  this  cataclysm  or  to  insti- 
gate it  by  pre-emptive  strike  against  their  Japanese  and  Western  enemies. 

1.  Chemical  Weapons 

Just  last  week,  on  October  20th,  Japanese  prosecutors  revealed  the  full  extent  of 
Asahara 's  plot  to  use  deadly  sarin  gas  to  effectuate  his  version  of  Armageddon.  At 
the  initial  arraignment  against  four  cult  members  charged  with  conspiracy  to  com- 
mit murder,  the  prosecutor  publicly  charged  that  the  four,  under  the  direction  of 
Asahara,  planned  to  produce  70  tons  of  sarin  within  40  days  of  completion  of  the 
sarin  production  facility,  Satyam  No.  7.  The  prosecutors  told  the  court  that  the  de- 
fendants made  sarin  gas  on  three  separate  occasions  in  November  and  December 

1993.  They  also  produced  another  30  kilograms  of  the  deadly  substance  in  February 

1994.  The  prosecutors  added  that  20  kilograms  of  this  batch  was  used  in  the  June 
1994  Matsumoto  attack  which  killed  7  people. 

The  cult  gas  squad  was  to  spray  the  sarin  via  a  helicopter  the  Aum  had  pur- 
chased. In  furtherance  of  this  conspiracy,  the  prosecutors  charged  the  cult  with  the 
purchase  of  the  Soviet-made  helicopter.  If  the  plot  succeeded,  Asahara  had  promised 
to  promote  the  cult  members  involved  to  senior  positions  in  the  Aum  hierarchy,  the 
prosecutors  revealed.  The  four  defendants  charged  have  admitted  to  the  police  their 
involvement  in  building  the  sarin  plant  but  deny  they  knew  its  purpose. 

It  is  clear  that  around  1992  the  Aum  began  to  research  poisonous  gasses  includ- 
ing sarin  and  other  nerve  agents  such  as  tabun  and  soman.  From  confessions  and 
other  information,  the  Japanese  police  now  surmise  that  the  Aum  chose  sarin  be- 
cause of  its  relative  ease  of  production  and  the  fact  that  the  precursors  for  it  were 
readily  available. 

The  Aum  elevated  their  efforts  to  develop  and  deploy  sarin  to  near  mystical 
heights.  In  speeches  Asahara  repeatedly  refers  to  sarin.  The  Staff  obtained  and 
translated  documents  found  at  an  Aum  facility  that  included  a  December  30,  1994 
manual  on  how  to  make  sarin.  The  publisher  of  the  manual  was  listed  as 
Matsumoto  Arnrin  (the  author's  pun  on  the  Matsumoto  sarin  incident).  Within  the 
manual,  which  includes  chemical  configurations  for  sarin,  is  a  song  entitled  "Song 
of  Sarin,  the  Magician"  whose  lyrics  include: 
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"It  came  from  Nazi  Germany, 

A  little  dangerous  chemical  weapon,  Sarin — ,  Sarin — , 

If  you  inhale  the  mysterious  vapor. 

You  will  fall  with  bloody  vomit  from  your  mouth. 

Sarin — ,  Sarin — ,  Sarin — ,  the  chemical  weapon." 

"Song  of  Sarin,  the  Brave" 

"In  the  peaceful  night  of  Matsumoto  City 

People  can  be  killed,  even  with  our  own  hands. 

The  place  is  full  of  dead  bodies  all  over, 

There!  Inhale  Sarin,  Sarin, 

Prepare  Sarin!  Prepare  Sarin! 

Immediately  poisonous  gas  weapons  will  fill  the  place. 

Spray!  Spray!  Sarin,  the  Brnve,  Sarin." 

Also  referred  to  in  tjje  manual  was  a  reference  to  "Uncle  Fester"  as  an  American 
who  would  relate  the  know-hew  to  produce  sarin.  Uncle  Fester,  the  Staff  has 
learned  from  U.S.  experts  on  chemical  weapons,  is  a  popular  underground  pseudo- 
nym for  individual(s)  who  publish  information  on  producing  terrorist  devices.  The 
Staffs  brief  search  of  the  Internet  discovered  innumerable  ways  to  obtain  such  in- 
formation. 

As  the  song  indicates,  sarin  is  a  deadly  nerve  agent  first  synthesized  in  the 
1930's.  Other  nerve  agents  with  similar  characteristics  to  sarin  (GB)  considered  by 
the  Aum  are  tabun  (GA),  soman  (GF)  and  VX.  They  are  all  liquids  not  gases.  They 
can  all  be  absorbed  through  the  skin,  are  volatile  and,  at  high  temperatures  or  when 
aerosolized  by  an  explosion  or  other  method,  can  be  inhaled. 

Standard  medical  textbooks  describe  sarin  as  a  colorless,  odorless  liquid  that  is 
500  times  more  toxic  than  cyanide  gas.  Only  half  a  milligram  of  sarin  can  kill  a 
person.  As  a  "nerve  agent",  sarin  belongs  to  a  group  of  compounds  that  inhibit  the 
enzyme  acetylcholinesterase  which  breaks  down  acetylcholine  at  the  junction  be- 
tween nerve  endings.  This  leads  to  an  increase  in  secretions  from  the  nose,  eyes, 
mouth,  airways  and  intestines,  twitching,  weakness,  paralysis  and  eventually  death. 

The  initial  effect  of  a  small  droplet  on  the  skin  may  be  unnoticed  local  sweating. 
The  first  systemic  effects — nausea,  vomiting  and  abdominal  cramps,  followed  by  a 
feeling  of  uneasiness  and  sometimes  muscle  twitching — may  not  begin  until  as  long 
as  18  hours  after  exposure.  A  large  exposure  to  liquid  tabun,  sarin  and  soman,  or 
even  a  small  amount  of  VX,  within  one  to  thirty  minutes  may  cause  sudden  uncon- 
sciousness, convulsions  and,  within  minutes,  paralysis  and  apnea  (asph5rxiation). 

Exposure  to  a  small  amount  of  vapor  within  seconds  causes  excessive  constriction 
of  the  pupil  of  the  eye,  ocular  pain,  tunnel  vision  and  dim  or  blurred  vision. 
Bronchoconstriction  and  increased  bronchial  secretions  cause  symptoms  varying 
from  mild  discomfort  to  difficult  or  labored  breathing.  With  a  large  exposure,  one 
or  two  breaths  may  lead  to  loss  of  consciousness  within  seconds,  followed  by  convul- 
sions and,  within  minutes,  paralysis  and  apnea  (asphjrxiation). 

Atropine,  which  was  used  by  our  troops  in  the  Persian  Gulf  war,  is  an  antidote 
for  Sarin  and  other  nerve  agents.  Atropine  blocks  the  action  of  excess  acetylcholine 
thereby  stopping  the  deadly  build  up  that  results  in  the  increased  secretions. 

Starting  in  the  Spring  of  1993,  the  Aum  utilized  its  own  chemical  company  to 
start  acquiring  the  chemical  agents  and  other  materials  necessary  for  full  scale  pro- 
duction. Sarin  research  and  production  was  conducted  under  the  direction  of 
Masami  Tsuchiya,  head  of  the  cult's  chemical  team  and  Seiichi  Endo,  the  cult's 
Health  and  Welfare  Minister.  Production  occurred  at  a  facility  in  the  Aum 
compound  site  in  Kamikuishiki  called  Satyam  No.  7. 

Reports  from  Japanese  officials  indicate  that  the  sarin  production  facility  was  ex- 
tremely sophisticated.  It  was  almost  all  fabricated  by  the  Aum  members  themselves 
who  utilized  their  other  companies  as  sources  for  material  and  technical  expertise. 
According  to  prosecution  sources,  the  cult  produced  30  kilograms  of  sarin  from  their 
computerized  chemical  plant  sometime  in  early  1994  before  an  accident  caused  them 
to  shut  down  operations.  It  is  believed  that  the  sarin  for  the  June  27,  1994 
Matsumoto  incident  was  made  at  this  facility  before  the  accident. 

Apparently  the  sarin  actually  used  for  the  Tokyo  incident  was  made  on  a  smaller 
scale  at  a  laboratory  inside  the  Aum  compound  on  March  19,  1995,  the  day  before 
the  Tokyo  subway  incident.  Unconfirmed  reports  indicate  that  there  may  be  some 
sarin  missing  from  the  cult's  stockpiles.  One  such  report  indicates  that  Aum  mem- 
bers may  have  buried  sarin  at  undisclosed  locations. 

As  previously  noted,  the  Aum  also  tried  to  develop  other  chemical  weapons  such 
as  soman,  tabun  and  VX.  The  Staff  confirmed  from  official  documents  that  the  Aum 
produced  VX  on  at  least  four  separate  occasions  in  the  same  facility  used  to  produce 
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the  Sarin  compound.  They  were  developed  under  the  direction  of  Masami  Tsuchiya 
for  experimental  purposes  but  full  scale  production  never  occurred. 

There  is  credible  evidence  that  the  Aum  did  deploy  small  quantities  of  VX,  one 
of  the  deadliest  nerve  agents  known,  on  at  least  two  occasions.  Confessions  from  a 
number  of  Aum  members  implicate  Tomomitsu  Niimi,  currently  under  arrest,  for 
deploying  this  weapon  on  a  number  of  enemies  of  the  Aum.  Japanese  authorities 
have  been  quoted  in  the  press  as  saying  that  Niimi  has  confessed  to  this  crime. 

The  Staff  confirmed  from  official  documents  that  Niimi  and  others  were  involved 
in  at  least  two  attacks.  They  include  the  attack  on  Tadahiro  Hamaguchi  with  VX 
on  December  12,  1994,  while  he  was  walking  on  an  Osaka  street.  Hamaguchi  died 
ten  days  later  on  December  22nd.  The  police  detected  "mono-ethyl-methyl  phos- 
phoric acid",  a  by-product  produced  only  from  VX,  in  Hamaguchi's  blood  serum  on 
July  22,  1995,  confirming  the  presence  of  VX.  In  another  incident,  Niimi  attacked 
Hiroyuki  Nagaoka,  57,  the  head  of  the  "Association  of  the  Victims  of  Aum 
Shinrikyo"  with  VX  gas  in  January,  1995.  He  fortunately  survived  but  was  in  a 
coma  for  several  weeks  per  a  Staff  conversation  with  his  son.  It  was  dispensed  by 
spraying  it  from  a  hyperdermic  syringe  into  the  face  of  the  victim.  Nagaoka's  son 
told  us  that  his  father  survived  because  his  assailants  missed  his  face. 

The  Japanese  police  believe  that  there  may  have  been  a  third  incident  of  VX  de- 
ployment although  they  have  not  identified  the  victim  or  other  circumstances  in  any 
detail.  The  Staff  has  learned  from  government  sources  that  the  incident  involves  an 
83  year  old  Tokyo  man  who  collapsed  in  his  house  in  December,  1994  from  what 
is  alleged  to  have  been  an  Aum  sponsored  VX  attack.  The  man  never  reported  the 
incident  to  the  police  or  authorities. 

From  a  Japanese  government  document  the  Staff  has  learned  that  after  the 
Nagaoka  incident,  the  Aum  retained  some  excess  VX.  This  material  had  not  been 
found  by  the  police  in  the  initial  series  of  raids.  It  is  believed  that  this  VX  may  be 
in  the  possession  of  one  or  more  Aum  members  who  were  still  at  large  at  the  time 
of  the  preparation  of  this  Staff  statement. 

Ominously,  there  have  been  police  reports  cited  in  the  Japanese  press  that  sodium 
cyanide,  linked  to  cult  members,  was  found  in  late  September  1995,  in  Japan.  Police 
found  as  much  as  8.5  kilograms  of  the  sodium  cyanide  in  the  apparent  hideout  of 
an  Aum  fugitive,  according  to  Japanese  police  sources.  The  sources  said  that  the 
amount  of  sodium  cyanide  found  in  17  bottles  could  kill  approximately  70,000  peo- 
ple. The  cyanide  was  found  by  hikers  in  September  around  a  tent  strewn  with 
camping  gear  in  a  mountainous  area  of  Japan  where  cult  member,  Satoru  Hiratu, 
a  member  of  the  intelligence  ministry,  is  believed  to  have  hidden  between  mid-May 
and  early  September.  Sodium  cyanide  was  found  in  devices  designed  to  generate 
highly  toxic  cyanide  gas  that  were  found  in  subway  station  in  Tokyo  in  May  and 
July.  Hirata  is  on  the  wanted  list  for  alleged  involvement  in  the  death  of  a  Tokyo 
public  notary  official. 

In  the  days  following  the  subway  attack  in  March,  Asahara  video-taped  a  reply 
to  allegations  of  their  chemical  weapon  build-up.  In  his  rambling  statement,  a  tran- 
script of  which  was  obtained  by  the  Staff,  he  implicitly  confirms  the  cult's  possession 
of  the  chemicals,  but  seems  to  claim  they  are  for  other  purposes.  Throughout  the 
statement  he  emphasizes  his  Armageddon  theories  and  claims  that  half  of  his  1700 
monks  and  nuns  have  been  sprayed  with  Q-fever. 

2.  Biological  Weapons 

Materials  seized  at  the  Aum  facilities  and  other  evidence  confirms  that  the  Aum 
had  embarked  upon  an  intense  research  and  development  program  for  the  produc- 
tion of  biological  weapons.  Judging  from  this  evidence,  Japanese  authorities  believe 
the  Aum  succeeded  in  producing  botulism  toxin.  The  same  Japanese  authorities  are 
less  certain  but  have  serious  concern  that  the  Aum  had  also  produced  anthrax  bacil- 
lus. 

Both  botulism  toxin  and  anthrax  are  viewed  by  experts  as  serious  weapons  of 
mass  destruction.  In  a  1993  report  of  the  Office  of  Technology  Assessment,  it  is 
noted  that  botulism  toxin  is  a  poison  made  by  a  bacterium,  Clostridium  botulinum. 
It  is  one  of  the  most  poisonous  substances  known  to  man.  The  fatal  dose  of  botulin 
toxin  by  injection  or  inhalation  is  about  1  nanogram  (a  billionth  of  a  gram)  per  kilo- 
gram of  weight.  This  would  equate  to  about  70  nanograms  of  botulin  toxin  to  kill 
the  average  adult  male.  The  toxin  is  also  relatively  fast-acting,  producing  death  be- 
tween 1  to  3  days  in  80%  of  the  victims.  (See:  Technologies  Underlying  Weapons  of 
Mass  Destruction,  Office  of  Technology  Assessment,  1993) 

Anthrax  is  the  name  given  for  a  severe  illness  caused  by  the  bacterium  Bacillus 
anthraxis.  It  is  considered  one  of  the  prototypical  biological-warfare  agents.  In  na- 
ture, anthrax  is  primarily  a  disease  of  cattle  and  sheep  but  can  also  infect  humans. 
It  can  survive  for  long  periods  of  time  in  the  soil  in  a  dormant  state.  Aft;er  infection, 
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it  reverts  to  an  active  phase  in  which  it  multiplies  rapidly  in  the  host  body  and  se- 
cretes deadly  toxins.  (Ibid.) 

After  inhalation  into  the  lungs,  anthrax  spores  travel  to  the  lymph  nodes  of  the 
chest,  where  they  become  active,  multiplying  and  releasing  three  proteins  that  func- 
tion as  a  potent  toxin.  This  toxin  results  in  uncontrollable  hemorrhaging  and  fatal 
tissue  damage.  In  addition  to  its  lethality  anthrax  has  other  characteristics  that 
make  it  an  attractive  BW  agent  including  the  ease  of  production.  (Ibid.) 

The  Staff  has  confirmed  that  Seiichi  Endo,  Health  and  Welfare  Minister  for  the 
cult,  confessed  that  he  had  been  working  on  developing  biological  weapons  and  was 
close  to  finalizing  this  effort  before  the  Tokyo  incident.  He  claims  to  have  embarked 
upon  this  work  under  the  specific  directions  of  Asahara.  Other  Aum  followers  have 
also  confessed  to  their  involvement  in  the  biological  program  at  the  cult's 
Kamikuishiki  compound. 

In  the  compound,  the  police  have  found  large  amounts  of  equipment  that  is  indis- 
pensable for  cultivating  bacteria  and  viruses.  Also  uncovered  were  large  amounts  of 
peptone,"  a  substance  used  to  cultivate  bacteria,  as  well  as  quantities  of  books  and 
materials  on  the  production  of  botulism,  cholera  and  dysentery.  The  amount  of  pep- 
tone seized  was  phenomenal.  Apparently  there  were  100-200  metal  drums  of  pep- 
tone seized  at  the  Aum  facilities,  each  having  a  capacity  of  18  liters.  By  comparison, 
university  research  classes  are  said  to  typically  use  only  about  one  liter  of  peptone 
per  year.  Thus,  the  Aum  were  expecting  to  propagate  a  huge  quantity  of  bacteria. 

Subsequent  discoveries  by  the  police  were  equally  disturbing.  It  appears  from  offi- 
cial Japanese  government  material  reviewed  by  the  Staff  that  the  police  determined 
that  Seichi  Endo  had  produced  an  antibody  for  botulinus  and  was  constructing  a 
four-story  concrete  facility  for  further  development  of  biological  weapons  at  another 
Aum  site  in  Naganohara.  That  facility  was  to  be  equipped  with  a  so-called  "clean 
room"  with  specialized  ventilation  systems  and  a  sealed  room  for  protecting  cul- 
tivated bacteria  from  leaking. 

The  Staff  has  been  told  by  a  number  of  credible  sources  that  the  actual  building 
used  for  the  production  of  bacterial  agents  has  yet  to  be  fully  searched  by  Japanese 
authorities.  All  of  the  materials  recovered  so  far  have  been  from  ancillary  buildings 
located  on  the  Kamikuishiki  site,  not  from  the  actual  production  facility.  These 
sources  have  warned  us  that  up  to  the  date  of  the  Staffs  visit  to  Japan  in  late  Au- 
gust, Japanese  authorities  had  merely  sealed  this  building  after  a  cursory  inspection 
from  its  doorway.  These  sources  contend  that  the  police  have  not  gone  into  it  be- 
cause of  concerns  over  its  unknown  contents.  At  a  later  date  when  more  information 
has  been  gleaned  from  informants  and  records  the  police  intend  to  launch  a  thor- 
ough review  of  material  and  cultures  included  in  the  building. 

Probably  the  most  chilling  of  all  the  reports  coming  out  of  Japan  were  those  that 
the  Aum  had  actually  attempted  to  use  bacteria  warfare.  The  Staff  has  learned  that 
a  number  of  devices  were  found  by  the  police  in  Tokyo  that  authorities  believe  may 
have  been  intended  to  disperse  anthrax.  Three  attache  cases  were  discovered  on 
March  15,  1995,  five  days  before  the  Tokyo  gas  attack,  at  the  Kasumigaseki  subway 
station  in  Tokyo.  Each  contained  a  small  tank  to  hold  an  unknown  liquid,  a  small 
motorized  fan  and  a  vent  and  battery.  Unfortunately,  none  of  the  liquids  were  recov- 
ered for  analysis.  Experts  have  told  the  Staff  that  these  devices  were  crude  dissemi- 
nation devices  for  bacterial  or  chemical  agents.  Additionally,  the  Staff  has  learned 
from  a  number  of  government  sources  that  the  cult  had  obtained  at  least  two  radio 
controlled  drone  aircrafts  whose  likely  use  was  also  to  distribute  biological  weapons. 

In  addition,  the  Staff  has  recovered  documents  from  the  Aum's  attempts  to  pur- 
chase material  here  in  the  United  States  that  may  be  relevant  to  their  biological 
program.  As  discussed  in  greater  detail  in  Section  VI(C),  infra,  the  Aum  wanted  to 
obtain  hundreds  of  camcorder  batteries  and  small  fans  as  well  as  thousands  of  small 
serum  bottles.  All  are  similar  to  the  components  used  in  the  attache  cases. 

The  Staff  has  also  learned  that  the  police  suspect  that  the  Aum  dispersed  anthrax 
bacilli  at  their  Tokyo  headquarters.  This  belief  is  based  upon  a  confession  by  one 
of  the  former  Aum  members.  The  event  occurred  in  June,  1993  and  coincided  with 
complaints  from  neighbors  of  a  foul  odor.  The  police  report  that  the  Aum's  Tokyo 
headquarters  building  seemed  to  have  been  equipped  for  bacteria  production. 

Equally  disturbing  have  been  a  number  of  press  reports  in  late  May  of  1995  con- 
cerning the  Aum's  interest  in  the  Ebola  virus.  The  Staff  has  confirmed  that  mem- 
bers of  the  Aum  sent  a  purported  medical  mission  to  Zaire  in  1992  to  assist  in  the 
treatment  of  Ebola  victims.  The  press  reports  allege  that  in  actuality  the  Aum  was 
attempting  to  find  a  sample  of  the  Ebola  strain  to  take  back  to  Japan  for  culturing 
purposes.  This  is  entirely  believable  in  light  of  their  confirmed  and  aggressive  bio- 
logical weapons  program. 

In  support  of  these  claims,  the  Staff  was  told  that  in  a  December,  1994  broadcast 
from  Moscow,  the  Aum's  Health  and  Welfare  Minister,  Seichi  Endo  discussed  the 
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use  of  Ebola  as  a  potential  biological  warfare  agent.  Apparently  a  copy  of  this 
speech  was  transcribed  by  the  cult  and  printed  in  Japanese  in  one  of  their  publica- 
tions. The  Staff  has  to  date  been  unable  to  find  which  of  the  many  hundreds  of  doc- 
uments published  by  the  Aum  contained  this  speech.  However,  the  Staff  has  con- 
firmed from  Aum  documents  that  in  October  of  1992  Asahara  and  40  followers  trav- 
eled to  Zaire  for  "mediral  assistance"  to  that  country. 

3.  Illegal  Drug  Production 

The  Japanese  police  strongly  suspect  that  the  Aum  was  using  its  chemical  weap- 
ons development  program  to  also  produce  illegal  drugs,  including  stimulants  and 
LSD.  The  police  also  believe  that  the  Aum  had  an  arrangement  to  sell  their  drugs 
to  Japanese  organized  crime,  the  Yakuza.  The  police  also  have  credible  evidence  to 
believe  that  some  of  the  drug  production  was  being  used  by  the  Aum  leadership  on 
its  membership  and  new  recruits  for  thought-control  purposes. 

In  support  of  these  charges,  the  Japanese  police  report  they  have  found  a  note- 
book of  one  of  the  Aum  leaders  detailing  the  production  process  for  illegal  stimu- 
lants. The  police  allegedly  discovered  a  number  of  precursors  for  the  production  of 
stimulants.  The  police  have  also  determined  that  a  number  of  senior  Aum  members 
attempted  to  sell  large  quantities  of  drugs  to  various  Japanese  organized  crime 
groups.  Information  garnered  by  the  police  indicated  that  the  Aum  drugs  were  not 
popular  because  they  were,  in  the  words  of  one  police  informant,  "garbage." 

The  police  allegedly  have  obtained  confessions  from  a  number  of  Aum  members 
that  discuss  the  use  of  drugs  in  the  initiation  rites  of  the  Aum.  A  number  of  these 
members  described  hallucinating  after  being  given  unknown  substances.  Traces  of 
LSD  and  other  illegal  drugs  have  reportedly  been  found  in  blood  samples  of  a  num- 
ber of  Aum  members.  In  addition  at  least  10  grams  of  LSD  powder  was  confiscated 
from  the  cult's  Satyam  No.  2  building. 

The  Staff  has  learned  that  Masami  Tsuchiya,  head  of  the  Aum's  chemical  team, 
has  confessed  to  the  police  that  he  produced  LSD  for  the  cult.  The  police  report  that 
Tsuchiya  admitted  to  systematically  producing  LSD  and  other  drugs  for  use  on  Aum 
members  and  for  sale.  Apparently  implicated  in  this  scheme  was  former  Construc- 
tion Minister  Hayakawa  whose  hand-written  notes  list  the  chemicals  needed  to 
manufacture  LSD. 

V.  Crimes  of  the  Cult 

A.  Murder  And  Mayhem:  Precursors  To  Gas 

In  the  days  following  the  subway  gas  attack  on  March  20,  1995,  as  suspicion  fell 
on  the  Aum,  most  people  outside  of  Japan  learned  for  the  first  time  of  this  rather 
obscure  Japanese  religious  sect.  To  most,  their  criminal  actions  of  March  20th  were 
out  of  character  for  a  religious  group.  Yet,  a  closer  review  of  the  Aum's  history  show 
that  this  group's  character  had  a  common  thread  of  criminality  leading  back  to  al- 
most the  date  it  was  legally  chartered.  They  include  murder,  attempted  murder, 
kidnappings  and  burglaries.  These  incidents,  most  of  which  only  became  known  to 
the  outside  world  in  the  aft;ermath  of  the  Tokyo  attack,  have  led  many  to  conclude 
that  Japanese  authorities  should  not  have  been  surprised  by  either  the  subway  at- 
tack or  its  perpetrators. 

This  section  of  the  Staff  statement  will  briefly  chronicle  the  most  serious  of  the 
criminal  acts  of  the  Aum  cult  leading  up  to  the  tragedy  in  the  Tokyo  subway.  Their 
recitation  provides  an  accurate  portrait  of  this  group's  criminality.  It  also  serves  as 
a  reminder  of  the  consequences  of  government  inaction.  A  number  of  Japanese  Aum 
experts  interviewed  by  the  Staff  charged  that  their  own  government's  inability  or 
unwillingness  over  the  years  to  investigate  the  Aum  led  to  the  cult's  delusion  of  in- 
vincibility. They  noted  that  the  cult  regularly  snatched  former  members  and  en- 
emies off  the  street  without  any  police  interference.  This  immunity  just  emboldened 
the  Aum  to  more  outrageous  conduct  in  their  opinions. 

The  following  is  a  partial  chronological  list  of  criminal  activities  of  the  Aum  cult 
leading  up  to  the  Tokyo  gassing  attack  of  March  20,  1995. 

A  longer,  more  detailed  chronology  of  major  events  in  the  history  of  the  Aum  cult 
is  attached  as  Appendix  D: 

Name  Title 

1989  Parents  and  family  members  of  Aum  recruits  complain  to  law  enforcement  offi- 
cers that  the  Aum  was  kidnapping  and  physically  assaulting  recruits  and  family 
members  of  recruits. 
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Name  Title 

Nov.  1989  Mr.  Sakamoto,  a  lawyer  representing  anti-Aum  groups,  and  his  wife  and  one- 
year-old  son  are  kidnapped  and  murdered.  After  the  Tokyo  attack,  Aum  mem- 
bers confess  to  the  crime  and  the  families'  remains  are  found. 

Oct.  1990  Aum  members  found  guilty  in  Japanese  court  of  violating  the  Utilization  of  Land 

Planning  Act. 

Oct.  1992  Aum  "medical  mission"  sent  to  Zaire  to  obtain  a  sample  of  the  deadly  Ebola 

virus. 

1993  Aum  begins  research  into  and  production  of  chemical  agents. 

June  1993 Noxious  fumes  from  a  building  believed  to  be  affiliated  with  the  sect  cause  ap- 
proximately 100  people  to  complain  in  the  Koto  ward  of  Tokyo.  Following  the 
sarin  gas  attack  in  Tokyo,  Aum  members  told  Japanese  officials  that  the  Aum 
dispersed  anthrax  bacilli  at  their  Tokyo  headquarters  at  this  time. 

Sept.  1993  Two  Aum  members  plead  guilty  to  carrying  dangerous  chemicals  on  an  airplane 

in  Perth,  Australia. 

June  1994 Sarin  gas  attack  in  l^atsumoto,  7  people  died  and  over  200  injured.  The  sect  pur- 
chases and  smuggles  an  MIL-17  helicopter  from  Russia  to  Japan. 

July  1994  Cult  begins  manufacturing  AK-74s.  A  hazardous  odor  smelled  near  the  premises 

of  Aum  in  Yamanashi  prefecture. 

Sept.  1994  Miyazaki  Prefecture  police  accepted  a  complaint  and  charged  the  cult  with  plun- 
dering an  inn  owner  of  his  receipts. 

Nov.  1994  Aum  members  broke  into  the  Tokyo  Metropolitan  Police  Department  in  order  to 

steal  driver's  license  data.  Followers  were  arrested  on  suspicion  of  breaking 
into  the  offices  of  Nippon  Electronics  Co.  The  purpose  was  to  obtain  informa- 
tion on  laser  technology. 

Dec.  1994  Aum  members  broke  into  the  Hiroshima  Factory  of  the  Mitsubishi  Heavy  Indus- 
tries in  order  to  steal  technical  documents  on  weapons  such  as  tanks  and  artil- 
lery. 
Aum  members  killed  Tadahiro  Hamaguchi  by  spraying  him  with  VX  while  he  was 

walking  on  an  Osaka  street. 
Aum  may  have  attacked  an  83-year-old  man  with  VX  gas. 

Jan.  1995 Tomomitsu  Niimi  alleged  to  have  sprayed  VX  gas  at  Hiroyuki  Nagaoka,  head  of 

the  Association  of  the  Victims  of  Aum  Shinrikyo.  Nagaoka  survived  but  is  in  a 
coma. 

Feb.  1995  A  village  office  administrator  was  kidnapped.  Killed  by  drug  injection.  Body 

burned  in  microwave  incinerator  located  in  underground  room  in  Satyam  No.  2. 
PAum  follower,  Kotaro  Ochida,  a  pharmacist,  is  hanged  in  the  Aum  facilities. 
His  body  is  bumed  in  microwave  incinerator.  Eight  other  bodies  were  burned  in 
the  incinerator. 

Mar.  1995  Prior  to  the  20  March  sarin  gas  attack: 

Aum  members  assisted  in  a  firebombing  attack  on  the  Aum  headquarters  in 
Tokyo  in  an  attempt  to  inspire  public  sympathy  for  the  Aum  just  before  the 
Tokyo  subway  gas  attack. 
Three  pieces  of  luggage  containing  sprayers  were  placed  in  the  Kasumigaseki 

subway  station. 
An  Osaka  University  student  was  injured,  captured  and  confined  by  Aum  mem- 
bers. 
Six  former  Aum  members  were  confined  by  Aum  members,  police  found  them 
during  raids  on  Aum  facilities  following  the  sarin  gas  attack. 

B.  Matsumoto:  A  Dry  Run  For  Tokyo 

On  March  20,  1995,  to  the  pubhc  at  large,  a  new  form  of  terrorism  was  unleashed 
with  the  Aum's  release  of  its  deadly  sarin  gas  in  the  Tokyo  subway  system.  Yet  the 
events  leading  up  to  that  incident  confirm  that  the  Aum  had  used  sarin  to  kill  be- 
fore in  Matsumoto,  a  small  industrial  and  resort  city  of  several  hundred  thousand 
people  100  miles  west  of  Tokyo. 

Late  in  the  evening  of  June  27,  1994,  a  substance  later  identified  as  sarin  seeped 
through  the  open  windows  of  apartments  and  houses  in  the  Kaichi  Heights  neigh- 
borhood near  the  old  heart  of  the  city.  Seven  people  eventually  died  and  over  500 
people  were  injured  including  a  number  still  in  comas. 

Suspicion  initially  fell  on  a  former  chemical  salesman  at  whose  residence  various 
chemicals  were  found.  He  was  believed  to  have  accidentally  released  the  gas  while 
mixing  a  home-made  batch  of  herbicide  for  his  garden.  This  later  turned  out  to  be 
physically  impossible  since  none  of  the  compounds  found  in  his  house  could  have 
caused  the  toxic  results  of  the  incident.  In  addition,  traces  of  sarin  were  found  near 
where  witnesses  had  seen  individuals  in  a  vehicle  releasing  some  type  of  gas. 
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This  and  other  evidence  led  a  number  of  non-government  experts  to  suspect  ter- 
rorist involvement  in  the  Matsumoto  affair.  Kyle  Olson,  in  January  1995,  provided 
the  most  accurate  analysis  of  Matsumoto,  viewing  the  event  as  the  handiwork  of  un- 
named terrorists.  He  opined  that  it  was  merely  a  dry  run  and  that  the  next  sarin 
attack  would  be  in  the  Tokyo  subway  system.  Other  commentators  noted  the  inter- 
est of  the  Aum  in  sarin  and  clearly  hinted  that  the  Aum  may  have  been  behind  the 
Matsumoto  incident. 

It  was  not  until  after  the  police  arrests  subsequent  to  the  Tokyo  incident  that 
uncontrovertible  evidence  was  developed  linking  the  Aum  to  Matsumoto.  The  Staff 
has  confirmed  that  the  Japanese  police  have  confessions  from  a  number  of  Aum  fol- 
lowers implicating  the  Aum  to  this  gas  attack.  Masami  Tsuchiya,  head  of  the  cult's 
chemical  squad,  has  admitted  he  developed  the  sarin  used  for  the  attack  and  that 
Hideo  Murai,  the  deceased  Science  and  Technology  Minister  for  the  Aum,  and  six 
other  senior  cult  members  were  involved. 

Tsuchiya  also  has  provided  the  police  a  motive  for  this  incident.  He  has  indicated 
that  the  Aum  attack  was  linked  to  a  court  case  then  being  heard  in  Matsumoto. 
The  Aum  was  then  defending  itself  against  fraud  charges  brought  by  various  land 
owners  in  Matsumoto.  On  May  10th,  the  trial  had  concluded  and  the  verdict  was 
scheduled  to  be  released  on  July  19,  1994.  The  Aum  decided  to  target  the  three 
judges  hearing  the  case  in  order  to  prevent  them  from  returning  a  decision  against 
the  Aum. 

The  sarin  was  released  within  30  feet  of  the  dormitory  where  the  three  judges 
were  staying.  All  three  judges  fell  ill  as  a  result  of  the  attack  and  the  decision  was 
delayed  as  planned  by  the  Aum.  As  of  the  Staff  trip  to  Tokyo,  the  Matsumoto  court 
has  still  not  reconvened  to  release  its  decision. 

Tsuchiya  has  also  told  the  police  that  initially  they  had  planned  to  attack  the 
judges  while  they  were  working  in  the  Matsumoto  branch  of  the  Nagano  District 
Court.  Only  after  arriving  there  did  they  learn  that  the  judges  had  left  the  court- 
house and  returned  to  their  residences.  They  then  proceeded  to  the  parking  lot  next 
to  the  judges  dormitory  and  sprayed  the  sarin  out  of  a  nozzle  device  attached  to  a 
truck  specially  outfitted  for  that  purpose.  Apparently  an  electric  heater  was  used 
to  heat  the  liquid  into  a  gaseous  state  for  dispersal  by  an  electrically  powered  fan. 
The  gassing  lasted  for  approximately  10  minutes  releasing  a  gas  that  was  carried 
on  a  southeasterly  wind  into  the  targeted  residences. 

Tsuchiya  also  confirmed  that  the  Aum  used  Matsumoto  as  a  test  run.  The  cult 
had  never  before  tried  the  sarin  gas  on  a  large  scale  dispersal.  Matsumoto  proved 
to  them  that  they  could  effectively  deliver  it.  The  police  have  recovered  portions  of 
the  truck  and  the  special  fittings  used  in  the  Matsumoto  attack. 

Apparently  the  truck  and  its  device  were  taken  apart  soon  after  the  Matsumoto 
incident  so  it  was  not  available  to  be  used  the  following  year  in  Tokyo.  It  has  been 
suggested  that  the  Aum  quickly  destroyed  this  device  when  an  accidental  spill  of 
sarin  at  their  Kamikuishiki  facility  looked  like  it  was  going  to  attract  police  atten- 
tion. On  July  9th,  two  weeks  after  Matsumoto,  the  dairy  farming  region  near  the 
Aum  compound  was  swept  by  a  strong  and  strange  odor  that  allegedly  killed  vegeta- 
tion near  the  Aum  compound.  Police  were  called  to  the  scene  but  were  denied  access 
to  the  sect's  compound.  Although  the  police  did  not  pursue  the  matter  any  further, 
the  Aum  apparently  was  concerned  that  they  might  discover  the  Matsumoto  vehicles 
and  therefore  destroyed  the  evidence. 

This  would  later  have  ramifications  to  the  citizens  of  Tokyo.  When  it  came  time 
for  the  Aum  to  strike  again,  it  has  been  surmised  that  they  lacked  their  only  tested 
delivery  system.  Its  absence  may  have  played  a  major  role  in  the  Aum's  choice  of 
target  and  method  of  delivery. 

C.  Tokyo:  A  Nightmare  In  The  Morning 

On  the  morning  of  March  20,  1995,  the  Aum  attempted  to  murder  tens  of  thou- 
sands of  innocent  people  in  order  to  create  unimaginable  disorder  and  chaos.  Unlike 
the  earlier  Matsumoto  incident  in  which  the  Aum  targeted  a  specific  group  of  peo- 
ple, the  Tokyo  subway  attack  involved  the  indiscriminate  use  of  the  chemical  nerve 
agent  sarin  on  an  enormous  civilian  population.  Had  the  chemical  mixture  and  de- 
livery system  been  slightly  different,  the  resulting  tragedy  would  be  unprecedented, 
if  not  beyond  comprehension. 

The  Aum's  plan  was  to  place  approximately  eleven  small  containers  of  sarin  on 
five  trains  running  on  three  major  lines  of  the  Tokyo  subway  system  (Marunouchi, 
Chiyoda  and  Hibiya).  The  subway  system  has  over  5  million  riders  daily.  The  se- 
lected trains  were  scheduled  to  arrive  at  the  central  Kasumigaseki  station  within 
four  minutes  of  each  other  at  the  height  of  the  morning  rush  hour  between  8:00  and 
8:10  a.m.  The  containers,  which  were  made  out  of  nylon  polyethylene  and  wrapped 
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in  newspaper,  were  placed  on  baggage  racks  or  left  on  the  floor  and  punctured  by 
Aum  members  to  release  their  deadly  cargoes  of  sarin. 

The  station  towards  which  the  cars  were  converging,  Kasumigaseki,  is  one  of  the 
largest  where  a  number  of  subway  lines  converge.  It  is  also  at  the  heart  of  Tokyo's 
government  district.  Within  walking  distance  is  the  Ministries  of  Foreign  Affairs,  Fi- 
nance, Tax  Administrator,  Labor,  Health  &  Welfare,  as  well  as  both  the  Tokyo  Po- 
lice and  the  National  Police  Agency  (the  equivalent  of  the  FBI).  Many  of  the  riders 
who  use  the  Kasumigaseki  station  are  employees  and  officials  of  those  agencies. 

As  planned,  most  of  the  stricken  trains  converged  at  the  height  of  rush  hour  and 
disgorged  their  sick  and  frightened  passengers.  The  Aum's  plan  succeeded  in  killing 
twelve  and  injuring  5,500  people.  It  also  succeeded  in  causing  panic  and  chaos  in 
the  station  and  throughout  Tokyo  as  commuters  and  subway  workers  alike  collapsed 
into  severe  fits  of  coughing,  choking  and  vomiting.  It  was  only  a  fortunate  mistake 
by  the  Aum  in  the  preparation  of  the  special  batch  of  sarin  used  that  day  and  the 
inferior  dissemination  system  used  to  deploy  it  that  limited  the  number  of  casual- 
ties. If  not  for  these  mistakes,  the  Staff  has  been  told  bj'  chemical  weapons  experts, 
tens  of  thousands  could  have  easily  been  killed  in  this  busy  subway  system  that 
moves  over  five  million  passengers  a  day. 

Despite  the  poor  quality  of  the  sarin  and  its  inadequate  delivery  system,  the  scene 
under  the  streets  of  Tokyo  that  morning  was  terrifying.  Reports  reviewed  by  the 
Staff  describe  men,  women  and  children  in  panic,  coughing  uncontrollably,  vomiting 
and  collapsing  in  heaps.  On  one  of  the  platforms  over  30  passengers  collapsed  after 
being  overcome  with  fumes  that  were  strong  enough  to  be  smelled  one  floor  above 
at  the  ticket  counters.  Subway  workers  and  other  emergency  workers  who  first  ar- 
rived on  the  scene  quickly  became  victims  themselves. 

One  first  hand  account  reviewed  by  the  staff  was  from  one  of  the  two  Americans 
injured  in  the  event.  This  civilian  U.S.  employee  stated  that  the  first  indication  he 
had  of  a  problem  was  when  he  changed  trains  at  Kasumigaseki  station  and  noted 
a  peculiar  odor.  He  waited  for  a  train  for  approximately  20  minutes  without  realiz- 
ing what  was  going  on,  in  part  because  he  spoke  little  if  any  Japanese.  During  this 
time  he  began  to  experience  troubled  breathing,  headache,  and  pain  in  his  chest  and 
throat.  He  explained  that  the  harder  he  tried  to  breathe  the  more  his  chest  hurt. 
By  the  time  he  was  taken  to  the  hospital  he  had  lost  most  eye-hand  coordination 
and  voluntary  control  over  his  bodily  functions.  He  soon  lost  consciousness  and  had 
to  be  revived  at  the  hospital.  Fortunately,  he  survived  and  has  fully  recovered. 

The  Tokyo  attack  was  first  widely  viewed  as  the  long-prophesied  attack  by  the 
Aum  on  the  Japanese  government.  Because  all  of  the  trains  targeted  were  scheduled 
to  arrive  at  Kasumigaseki  station,  it  was  believed  that  the  attack  was  targeted  on 
the  numerous  government  bureaucrats  working  there. 

However,  the  Japanese  government  now  believes  that  the  gas  attack  was  meant 
merely  to  be  a  diversionary  feint  in  anticipation  of  a  planned  government  raid 
against  the  Aum.  The  Staff  has  learned  that  the  police  have  evidence  that  the  Aum 
leadership  planned  the  Tokyo  attack  after  they  discovered  that  the  police  were  going 
to  raid  their  facilities  in  search  for  a  kidnaped  notary  public.  (It  later  was  discov- 
ered that  the  Aum  had  killed  this  individual.)  They,  including  Asahara,  the  Aum's 
Construction  Minister  Hayakawa,  the  Aum's  Home  Affairs  Minister  Niimi,  and  the 
Aum's  late  Science  &  Technology  Minister,  Murai,  reasoned  that  the  sarin  attack 
would  disrupt  the  police  investigation,  delay  the  searches  and  give  them  additional 
time  to  flee  or  destroy  incriminating  evidence. 

The  Staff  learned  that  the  police  have  evidence  that  showing  after  Asahara  ap- 
proved the  sarin  attack,  Murai  was  given  the  task  of  carrying  it  out.  He,  in  turn, 
met  with  Ikuo  Hayashi,  the  Aum's  Treatment  Minister,  Tomomasa  Nakagawa,  an 
Aum  doctor,  and  Seiichi  Endo,  the  Aum's  Health  and  Welfare  Minister,  to  decide 
upon  the  specific  plan  of  attack.  They  decided  to  use  the  bags  of  sarin  placed  on 
the  specific  trains. 

Specific  assignments  were  given  out.  Ikuo  Hayashi  was  assigned  to  place  the 
sarin  bags  on  the  Chiyoda  line;  Torn  Toyoda  and  Yasuo  Hayashi  the  Hibiya  line; 
and,  Masato  Yokoyama  and  Kenichi  Hirose  the  Marunouchi  line.  Five  others  were 
selected  as  lookouts  and  drivers — Tonomitsu  Niimi,  Shigeo  Sugimoto,  Kouichi 
Kitamura,  Katsuya  Takahashi  and  Kiyotaka  Sotozaki.  Yoshihiro  Inoue,  the  Aum's 
Intelligence  Minister,  was  assigned  to  be  field  supervisor  for  the  operation. 

The  various  teams  carried  out  their  missions  and  then  returned  to  a  special  hide- 
out in  Tokyo  where  they  each  were  given  an  injection  of  an  antidote  for  sarin.  They 
then  changed  their  clothes  and  burned  those  they  had  worn  as  well  as  the  umbrellas 
used  to  pierce  the  sarin  packages.  When  they  reported  their  successful  operation  to 
Asahara,  he  is  reported  to  have  commented  "how  nice  it  is  that  their  souls  were  re- 
moved by  Shiva." 


68 

Within  days  of  the  Tokyo  subway  attack,  the  law  enforcement  community  and  the 
pubhc-at-Iarge  scrutinized  the  Aum  as  the  group  responsible  for  the  tragedy.  Among 
the  documents  obtained  at  the  cult's  New  York  office,  the  Staff  found  scraps  of 
paper  that  when  pieced  together  appear  to  be  an  English  translation  of  Asahara's 
March  24th  defense  of  the  cult  that  was  publicly  disseminated.  In  the  statement 
Asahara  claims  he  has  been  sprayed  with  poisonous  gas  along  with  hundreds  of  his 
disciples.  He  further  attempts  to  explain  away  the  tremendous  stockpiles  of  chemi- 
cal weapon  precursors  that  were  discovered  by  Japanese  authorities  days  earlier. 
Specifically,  he  claims  the  chemicals  were  for  legitimate  manufacturing  purposes. 

The  Staff  has  asked  chemical  experts  to  review  Asahara's  March  24th  explanation 
to  assess  the  scientific  veracity  of  his  claims.  The  experts  advised  the  Staff  that 
Asahara's  claims  are  "not  believable"  based  upon  Asahara's  asserted  usage  of  the 
chemicals.  Furthermore,  the  experts  confirm  that  the  various  chemicals  all  have 
general  or  specific  applications  in  the  development  of  chemical  weapons  such  as 
sarin  and  cyanide  gas. 

D.  Post  Tokyo:  The  Terror  Continues 

From  March  23,  1995  through  September  4,  1995,  the  police  have  conducted  over 
500  raids  on  approximately  300  locations,  confiscating  66,000  items  of  evidence  in 
their  investigation  of  the  Aum.  The  number  of  Aum  followers  arrested  have  reached 
398  in  240  separate  cases.  Those  arrested  and  or  indicted  have  included  almost  the 
entire  hierarchy  of  the  cult.  They  have  been  charged  with  a  variety  of  offenses  rang- 
ing from  murder,  conspiracy,  kidnapping,  assault,  kidnapping,  obstruction  of  justice, 
harboring,  and  theft,  to  petty  traffic  and  licensing  offenses.  Many  of  those  charged 
have  started  to  appear  for  trials,  including  Asahara  who  was  scheduled  to  start  trial 
on  Thursday,  October  26th.  He  fired  his  attorney  the  day  before  the  trial. 

Despite  this  aggressive  response  from  the  Japanese  authorities,  criminal  activities 
of  the  Aum  did  not  come  to  an  end.  As  a  matter  of  some  concern,  a  number  of  sig- 
nificant events  have  occurred  since  the  Tokyo  subway  incident  involving  the  Aum. 

For  example,  on  March  30,  1995,  only  ten  days  after  the  sarin  subway  attack, 
Takaji  Kunimatsu,  the  Commissioner  General  of  the  National  Police  Agency,  was 
shot  by  a  lone  gunman.  Japanese  government  material,  obtained  by  the  Staff,  reveal 
this  shooting  occurred  in  front  of  his  residence  as  he  was  leaving  for  work.  He  was 
seriously  wounded  by  three  shots  from  what  police  believe  was  a  U.S.  made  Colt 
38  caliber  revolver.  The  would-be  assassin  fired  four  time  from  a  distance  of  ap- 
proximately 60  feet  away.  He  then  fled  from  the  scene  on  a  bicycle. 

Although  the  assailant  is  still  at-large,  the  Aum  has  been  implicated  in  the  crime 
by  a  police  investigation  that  resulted  last  month  with  the  police  arresting  Mitsuo 
Sunaoshi  who  belonged  to  the  Aum's  Construction  Ministry. 

On  April  15,  1995,  the  entire  country  was  put  on  alert  over  rumors  that  Asahara 
had  predicted  something  terrible  was  going  to  happen  on  that  date.  Although  noth- 
ing occurred,  over  20,000  additional  police  were  deployed  in  full  riot  gear,  bullet- 
proof vests  and  gas  masks  throughout  Tokyo.  Many  stores  shut  down  out  of  concern 
over  a  potential  gas  attack.  Scores  of  people  stayed  away  from  work  or  avoided  the 
subway  system. 

Four  days  later,  on  April  19,  1995,  in  what  appears  to  be  a  copy  cat  attack,  more 
than  500  people  were  sickened  and  taken  to  hospitals  complaining  of  stinging  eyes, 
sore  throats,  nausea,  coughs  and  dizziness  after  inhaling  a  mysterious  gas  released 
in  three  different  places  around  Japanese  Railway's  Yokohama  Station.  Most  were 
released  that  day  from  the  hospital  and  no  serious  injuries  or  deaths  occurred.  The 
Police  originally  claimed  evidence  of  phosgene  but  later  retracted  that  statement 
and  indicated  they  could  not  identify  the  substance.  The  police  have  arrested  a  non- 
Aum. 

Then,  on  April  23,  1995,  one  month  afler  the  subway  incident,  Hideo  Murai,  the 
Aum's  Science  and  Technology  Minister,  was  stabbed  repeatedly  while  in  front  of 
the  Aum  headquarters.  He  later  died  from  his  wounds.  His  assailant,  Hiroyuki  Jo, 
was  immediately  arrested  for  this  daring  attack  that  occurred  in  front  of  hundreds 
of  police  and  press  cameramen. 

Weeks  later,  a  member  of  Japanese  organized  crime,  Kenji  Kamimine,  was  ar- 
rested in  regards  to  this  murder.  The  police  suspect  that  the  murder  of  Murai  had 
been  ordered  by  either  organized  crime  or  Asahara  in  order  to  prevent  him  from 
revealing  their  relationship.  The  case  continues  to  be  investigated. 

On  May  5,  1995,  the  Aum  struck  again  by  attacking  Shinjuku  Station,  one  of  busi- 
est in  Tokyo,  with  another  chemical  weapon.  In  this  case,  the  Aum  used  sodium  cya- 
nide placed  in  a  public  restroom.  The  chemical  device  was  a  rather  simple  binary 
weapon  consisting  of  two  plastic  bags,  one  containing  2  liters  of  powdered  sodium 
cyanide  and  the  other  containing  about  1.5  liters  of  diluted  sulfuric  acid.  When  dis- 
covered, the  bags  were  ablaze.  Had  they  broken  open  a  chemical  reaction  would 
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have  occurred  producing  deadly  hydrogen  cyanide  gas.  Chemical  experts  have  esti- 
mated that  the  amount  of  gas  that  would  have  been  released  would  have  been  suffi- 
cient to  kill  between  10,000  and  20,000  people. 

On  May  16,  1995,  Asahara  was  finally  arrested.  That  evening,  the  Aum  again 
struck.  A  letter  bomb  mailed  to  the  Governor  of  Metropolitan  Tokyo  exploded  in  the 
hands  of  his  secretary,  blowing  off  the  fingers  of  his  left  hand.  Five  members  of  the 
Aum,  including  its  Intelligence  Chief  Inoue,  were  indicted  for  producing  and  posting 
the  explosive  on  May  11th. 

As  late  as  July  4,  1995,  another  gas  attack  was  averted  in  Tokyo.  Again,  this  in- 
volved hydrogen  cyanide  and  a  rest  room.  In  this  case  4  devices  were  found  in  rest 
rooms  at  the  Kayaba-cho,  Tokyo  and  Ginza  subway  stations  and  the  Japanese  Rail- 
way suburban  Shinjuku  station.  The  devices  were  different  than  the  ones  used  on 
May  5th  but  all  used  the  similar  principal  of  mixing  two  separate  bags  containing 
sulfuric  acid  and  sodium  cyanide.  None  of  the  devices  worked. 

The  threat  still  reni'ains  that  other  devices  may  be  employed  in  the  future  espe- 
cially during  some  of  the  more  important  trials.  The  Staff  has  been  advised  that  not 
all  of  the  chemicals  produced  by  the  Aum  have  been  accounted  for,  nor  have  all  of 
the  more  fanatical  members  been  arrested.  As  an  example,  up  to  at  least  early  Sep- 
tember during  the  Staffs  fact-finding  trip,  the  entire  city  of  Tokyo  was  festooned 
with  wanted  posters  for  some  of  the  Aum  members.  In  addition,  the  Aum  still  has 
substantial  funds.  Only  a  portion  of  its  original  $1  billion  assets  has  been  seized  or 
frozen  by  authorities. 

Until  all  of  the  fanatical  members,  their  weapons  of  mass  destruction  and  their 
assets  are  accounted  for,  there  is  still  some  justification  for  the  Japanese  to  be  con- 
cerned. Additionally,  until  our  government  is  satisfied  that  it  knows  all  that  it  needs 
to  know  about  the  capabilities  of  the  Aum,  including  its  shopping  list  of  high  tech 
items,  its  intentions  involving  our  Nation  and  its  international  links  to  other  coun- 
tries, we  in  the  United  States  are  justified  to  be  concerned. 

VI.  Overseas  Operations 

One  reason  why  we  in  the  United  States  should  be  concerned  about  the  Aum  is 
because  of  the  truly  global  nature  of  the  cult.  In  this  section  we  will  examine  the 
Aum's  activities  in  seven  different  countries  on  four  different  continents,  including 
Russia  and  the  United  States. 

A.  The  Aum  Shinrikyo  in  Russia 

1.  The  Organization 

Through  a  number  of  private  and  government  sources,  including  Aum  documents, 
the  staff  has  confirmed  that  the  Aum  began  its  activities  in  Russia  in  1991  and  the 
organization  there  quickly  grew  to  become  the  Aum's  largest  organization  in  the 
world.  The  first  followers  registered  in  Moscow  in  1991  and,  in  June  1992,  the  Rus- 
sian Ministry  of  Justice  registered  the  cult  as  an  official  religious  organization. 

There  are  many  allegations  in  the  Japanese  and  Russian  press  about  Aum  activi- 
ties in  Russia.  The  Staff  was  unable  to  confirm  many  of  these  allegations  while  in 
Moscow  investigating  this  issue.  Through  briefings  over  the  last  several  months,  the 
Staff  also  learned  that  U.S.  government  officials  have  been  unable  to  confirm  or 
deny  many  of  the  allegations. 

Following  the  sarin  gas  attack  on  the  Tokyo  subway,  two  Russian  Duma  commit- 
tees began  investigations  of  the  Aum — the  Committee  on  Religious  Matters  and  the 
Committee  on  Security  Matters.  A  report  from  the  Security  Committee  states  that 
the  Aum's  followers  numbered  35,000,  with  up  to  55,000  laymen  visiting  the  sect's 
seminars  sporadically.  This  contrasts  sharply  with  the  numbers  in  Japan  which  are 
18,000  and  35,000  respectively.  The  Security  Committee  report  also  states  that  the 
Russian  sect  had  5,500  full-time  monks  who  lived  in  Aum  accommodations,  usually 
housing  donated  by  Aum  followers.  Russian  Aum  officials,  themselves,  claim  that 
over  300  people  a  day  attended  services  in  Moscow.  The  official  Russian  Duma  in- 
vestigation into  the  Aum  described  the  cult  as  a  closed,  centralized  organization. 

The  Russian  Duma  has  reported  that  the  Aum  had  eleven  branches  outside  of 
Moscow  and  at  least  seven  inside  of  Moscow.  Some  of  the  other  Aum  headquarters 
in  Russia  were  located  in  St.  Petersburg,  Kazan,  Perm,  Vorkuta,  Tyumen,  Samara, 
Vladivostok,  Elista,  and  Vladikavkaz. 

According  to  Russian  press  reports,  the  Aum  was  very  specific  in  targeting  its  re- 
cruiting in  Russia.  The  majority  of  the  Russian  Aum  members  were  disaffected  uni- 
versity students.  According  to  a  Russian  press  report  that  claims  to  have  access  to 
forms  that  prospective  Aum  members  filled  out,  the  sect  asked  prospective  members 
to  choose  the  subjects  among  24  fields  they  wanted  to  pursue  in  the  future.  Physics, 
chemistry,  and  biology  were  reportedly  the  top  three  areas  listed. 
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Based  upon  official  Japanese  documents  and  numerous  press  reports  and  Staff 
interviews,  the  Staff  has  confirmed  that  in  1992  the  Aum  bought  radio  time  from 
one  of  the  largest  radio  stations  in  Russia — the  state-run  Mayak  Radio — under  a  3- 
year  contract.  The  contract  cost  $800,000  per  year,  according  to  a  Russian  press  re- 
port. The  Staff  has  confirmed  that  the  Aum  broadcast  an  hour  long  program  on  a 
daily  basis.  The  broadcasts  were  also  relayed  via  an  Aum  radio  tower  in  Vladivostok 
to  Japan  every  evening.  The  Staff  was  told  by  U.  S.  and  Russian  government 
sources  that  the  Aum,  also,  either  owned  or  leased  a  radio  station  in  Vladivostok. 
Aum  programs  were  also  televised  on  Russia's  "2X2"  television  station. 

A  Russian  press  report  claims  that  according  to  a  sect  document  distributed  to 
Russian  followers,  the  Aum  planned  to  form  a  company  in  Russia.  The  document 
states  that  Asahara  was  predicting  an  economic  crisis  in  Russia  that  would  lead  to 
increased  unemployment.  The  document  asked  Aum  followers  in  Russia  to  quit  their 
jobs  and  work  for  this  company.  The  document  said  that  Aum  would  train  its  Rus- 
sian followers  in  agriculture,  medicine,  science,  and  legal  services. 

Japanese  and  Russian  press  reports  claim  that  the  Aum  formed  a  security  com- 
pany in  Moscow  in  1994.  Japanese  reporters  obtained  copies  of  the  registration  pa- 
pers for  this  company,  called  "Aum  Protect."  According  to  the  address  on  the  reg- 
istration documents,  the  firm  was  located  in  the  same  building  as  the  Aum's  Mos- 
cow headquarters  and  was  established  with  initial  reserves  of  2.5  million  rubles  (ap- 
proximately $160,000).  The  Japanese  press  claims  that  this  Aum  company's  staff  of 
twelve  had  permits  to  bear  arms  fi-om  Russian  authorities  and  they  had  received 
special  training  in  the  Russian  armed  forces.  According  to  former  Russian  Aum 
members,  quoted  in  the  Russia  and  Japanese  press,  "Aum  Protect"  was  used  to  put 
physical  pressure  on  sect  members  who  wished  to  leave  the  cult. 

Even  before  the  Tokyo  sarin  gas  subway  incident,  the  Aum  had  become  controver- 
sial in  Russia.  According  to  Russian  press  reports,  at  the  end  of  1992,  parents  of 
cult  members,  lead  by  a  Russian  Orthodox  priest  who  claims  to  have  deprogrammed 
up  to  fifty  Aum  members,  initiated  a  civil  lawsuit  against  the  sect.  On  July  15, 
1994,  Russia's  Ministry  of  Justice  annulled  the  registration  of  the  Russian  branch 
of  the  Aum  on  technicalities  having  to  do  with  the  registration  procedure,  according 
to  Russian  press  reports.  A  few  weeks  later,  however,  the  organization  was  re-reg- 
istered by  the  Moscow  Department  of  Justice  as  "Moscow's  Aum  Religious  Associa- 
tion." Aum  also  registered  a  "Committee  for  the  Defense  of  Freedom"  at  this  time. 
It  is  this  defense  committee  that  fought  the  parents'  group  three  year  fight  against 
the  Aum,  according  to  Russian  and  Japanese  press  reports. 

Following  the  subway  attack,  activities  against  the  Aum  in  Russia  intensified.  By 
mid-April  1995,  President  Yeltsin  pubUcly  ordered  Russia's  Prosecutor  General,  the 
Federal  Security  Service,  and  the  Commission  for  ReUgious  Organizations  in  the 
Russian  government  to  thoroughly  investigate  the  Aum.  In  response  to  this  edict, 
Russian  press  reports  indicate  that  the  Russian  court  that  had  been  hearing  the 
parents'  lawsuit  against  the  Aum  banned  all  of  the  Aum's  activities  in  Russia.  The 
court  charged  that  the  Aum  was  harming  Russia's  young  people  and  criticized 
Mayak  Radio  and  the  Russian  television  station  for  allowing  Aum  propaganda  on 
its  airwaves.  The  Aum  was  ordered  to  pay  20  billion  rubles  (4  million  dollars)  to 
the  defendants  and  it  lost  its  registration  as  an  official  religion.  The  group  was  also 
banned  from  further  television  and  radio  broadcasting.  Despite  these  actions,  an 
Aum  official  in  Moscow  said: 

".  .  .  Aum  will  not  cease  to  exist  in  Russia.  We  shall  continue  to  exist  in 
other  forms,  but  we  shall  prevail  by  all  means." 

According  to  Russian  press  reports,  in  June  of  1995  the  parent  group  that  had 
originally  initiated  the  court  case  against  the  Aum,  charged  that  the  Aum  continued 
to  operate  underground.  By  July  1995,  the  Russian  press  stated  that  Russian  au- 
thorities began  arresting  Aum  members.  In  early  July,  Russian  authorities  detained 
the  leader  of  the  Tatarstan  branch  of  the  Aum.  The  leader  there  told  Russian  re- 
porters that  his  branch  had  200  followers.  On  July  21,  1995,  Russian  law  enforce- 
ment officials  arrested  one  of  the  leaders  of  the  Russian  branch  of  the  sect,  Outi 
Toshiyatsu,  who  is  a  Japanese  citizen.  Russian  authorities  charged  Toshiyatsu  with 
organizing  groups  that  infringe  on  citizens'  rights  and  with  causing  material  dam- 
age by  cheating  or  breaching  confidence.  There  has  been  no  trial  yet. 

The  press  as  well  as  the  parent's  organization  opposed  to  the  Aum,  have  publicly 
criticized  the  inaction  of  Russian  authorities  in  closing  the  Aum  headquarters  in 
Moscow  following  the  court's  decree.  According  to  their  allegations,  only  one  of  the 
Aum's  seven  centers  was  closed  immediately.  In  that  center,  reporters  claim  that 
authorities  found  "powders  and  unpackaged  tablets."  Russian  press  reports  claim 
that  Russian  officials  did  not  move  to  close  the  remaining  centers  until  at  least  a 
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week  after  the  court  order  to  close  the  Aum  premises  and  that  by  then,  those  cen- 
ters were  completely  emptied,  all  their  contents  having  been  removed. 

2.  Arming  With  Russian  Weapons 

It  is  clear  that  the  Aum  was  interested  in  the  technology  and  weapons  that  are 
available  in  Russia.  The  major  proponent  of  the  sect's  expansion  into  Russia  was 
the  Aum's  Construction  Minister  Kiyohide  Hayakawa.  He  was  also  the  mastermind 
of  the  Aum's  attempts  to  arm  itself,  according  to  Japanese  officials  and  cult  docu- 
ments. 

In  total,  Hayakawa  visited  Russia  21  times  from  1992-1995,  spending  a  total  of 
180  days  there.  The  first  recorded  visit  took  place  from  January  11-20,  1992.  He 
visited  three  other  times  before  mid-March  of  that  year — presumably  paving  the 
way  for  Asahara's  late  March  visit.  From  November  1993  to  April  1994,  Hayakawa 
visited  Russia  regularly  between  one  and  two  times  a  month.  Hayakawa  was  in 
Russia  from  March  17-22  of  this  year  during  the  sarin  attack  in  Tokyo.  He  said 
that  he  was  there  to  learn  about  the  judiciary  system  and  to  renew  broadcasting 
contracts. 

The  Staff  believes  that  Hayakawa  played  a  key  role  in  obtaining  technology  and 
weapons  from  Russia.  Hayakawa  helped  to  purchase  a  Soviet-made  MI-17  heli- 
copter and  invited  Russian  engineers  to  Japan  to  help  train  sect  members  to  main- 
tain the  helicopter,  according  to  official  Japanese  documents. 

According  to  a  Japanese  Diet  member  who  was  giving  a  report  to  the  Japanese 
legislature,  the  helicopter  was  built  in  Tatarstan.  The  Japanese  official  states  that 
Russian  law  enforcement  authorities  were  conducting  a  probe  into  an  alleged  bribe 
of  a  former  Russian  parliamentarian  in  connection  with  the  purchase  of  the  heli- 
copter, according  to  the  Japanese  press.  The  Diet  member  said  that  the  former  Rus- 
sian parliamentarian  allegedly  helped  expedite  the  acquisition  through  Azerbaijan 
and  that  the  Russian  lawmaker  under  investigation  is  from  the  Caucasus  and  has 
great  influence  in  that  region. 

The  Staff  has  confirmed  that  the  helicopter  passed  through  Japanese  Customs  in 
1994  via  Azerbaijan  Air  and  that  the  Aum  subsequently  inquired  about  certification 
for  a  larger  MI-26  helicopter  and  requirements  to  fly  an  MI-26  to  Japan  from  Rus- 
sia. As  indicated  in  section  VI(C),  infra,  Aum  members  received  helicopter  training 
in  the  United  States  in  late  1993. 

Japanese  police  sources  also  allege  that  Hayakawa  brought  pistol  models  to  Japan 
from  Russia  in  the  Spring  of  1994  in  order  to  produce  the  pistols  in  Japan,  according 
to  press  reports.  These  sources  also  claim  that  documents  seized  from  Hayakawa 
upon  his  arrest  included  blueprints  for  the  Soviet  Kalashnikov  assault  rifle. 

There  are  many  allegations  that  Aum  members  may  have  received  military  train- 
ing in  Russia. 

•  Official  Japanese  documents  and  press  reports  state  that  a  tourist  brochure 
printed  by  Devenir  Millionaire,  an  Aum-affiliated  travel  company  located  in 
Tokyo,  described  a  tour  of  Russia  that  included  shooting  exercises  at  Russian 
military  facilities.  The  brochure  claimed  that  the  exercises  were  performed 
under  the  supervision  of  former  Spetznaz  members  of  the  Russian  armed  forces. 

•  Press  reports  claim  that  Aum  Defense  Ministry  leader  Kibe  and  Secret  Unit 
member  Masaq  Furukawa  underwent  comprehensive  pilot  training  in  Russia. 
The  Aum  paid  Russian  instructors  at  Moscow's  "Airfield  Number  3"  $15,000 
each  for  a  rigorous  training  course.  Furukawa  was  in  charge  of  planning  mili- 
tary training  in  Russia  under  a  special  Russian  unit.  As  indicated  elsewhere  in 
this  statement,  the  Staff  has  confirmed  that  Kibe  did  receive  helicopter  training 
in  South  Florida  in  late  1993. 

•  Documents  seized  from  Hayakawa  contained  the  following  schedule  for  military 
training: 

Regulation  program — $2,800  to  military 

1st  Day — tank  armored  vehicle  ride  inside 

2nd  Day — various  guns,  rocket  cannon,  machine  gun 

3rd  Day — rifle  machine  gun 

4th  Day — rest 

•  A  senior  Japanese  police  officer  told  the  Japanese  press  that  Hayakawa's  docu- 
ments stated,  "If  expenses  are  paid,  government  will  grant  approval." 

Russian  Defense  Ministry  officials  have  denied  that  any  training  took  place  at  of- 
ficial facilities.  In  contrast,  the  Staff  found  the  following  Russian  and  Japanese 
press  reports: 

•  Russian  military  sources  told  Japanese  reporters  that  Asahara  inspected  a  mili- 
tary base  near  Moscow  in  the  summer  of  1993,  but  stated  that  no  training  took 
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place  at  that  time.  Together  with  a  number  of  followers,  he  met  military  offi- 
cials there  for  talks,  and  inspected  the  grounds.  The  officials  pointed  out  that 
not  only  Asahara  and  his  followers  but  many  other  foreigners  were  also  given 
access  to  the  base. 

•  A  Russian  diplomatic  source  told  Russian  reporters  that,  "for  many  the  military 
is  letting  in  outsiders  regardless  of  whether  they  are  visiting  officially  or  on  a 
private  trip." 

•  A  staff  member  of  the  Interior  Ministry  also  publicly  claimed  that  the  Ministry 
would  not  participate  in  such  training  but  that  militants  of  any  rich  organiza- 
tion could  have  used  training  bases  of  private  security  bodies. 

The  Chief  of  Staff  of  the  Far  Eastern  Military  District  of  Russia  has  publicly  de- 
nied rumors  that  Aum  members  were  trained  as  pilots  at  his  base  but  admitted  that 
there  are  many  private  firms  and  air  companies  with  helicopters  at  their  disposal. 
The  spokesman  opined  that  one  of  these  firms  or  a  pilots'  club  may  have  trained 
the  sect  members.  He  noted  that  in  1993  the  local  press  published  a  report  concern- 
ing the  death  of  a  Japanese  tourist  in  the  crash  of  a  helicopter  belonging  to  a  pri- 
vate company. 

In  addition  to  obtaining  conventional  arms  and  training,  the  Aum  apparently  saw 
Russia  as  a  source  for  more  exotic,  and  far  more  deadly,  weapons.  At  the  time  of 
his  arrest,  Hayakawa  had  information  about  a  gas  laser  weapon.  His  documents  re- 
ferred to  the  name  of  a  Russian  city  where  "there  is  a  weapons  market"  and  noted 
its  distance  from  Moscow,  according  to  Japanese  press. 

Hayakawa's  documents  also  indicated  that  the  sect  was  interested  in  obtaining  a 
space-launch  rocket,  according  to  the  Japanese  press.  According  to  press  accounts, 
Japanese  officials  said  that  the  documents  include  a  reference  to  a  Russian  Proton 
rocket  and  reference  its  prices  and  the  need  to  build  a  base  in  Japan.  The  Proton 
rocket  is  capable  of  canying  a  satellite.  The  press  has  speculated  that  Russia's 
Khunichev  Space  Center,  which  is  the  designer  and  producer  of  the  TOPOL  rocket, 
had  some  sort  of  relationship  with  the  Aum.  Recently,  however,  the  public  relations 
office  of  the  Center  announced  that  the  Center  has  never  had  any  contact  with  the 
sect. 

The  Aum's  interests  apparently  extended  to  the  most  devastating  of  weapons. 
There  are  references  in  the  documents  seized  fi-om  Hayakawa  to  the  desired  pur- 
chase of  nuclear  weapons.  The  documents  contain  the  question  "how  much  is  a  nu- 
clear warhead?"  and  lists  several  prices.  It  is  unclear  whether  the  references  are  re- 
flections of  actual  discussions  or  negotiations. 

3.  Allegations  of  Influence  In  Russia 

Much  has  been  written  in  the  press  about  the  relationship  between  the  Aum  and 
officials  of  the  Russian  government.  Most  of  these  allegations  have  been  denied,  in 
whole  or  in  part,  by  the  officials  in  question.  Little  has  actually  been  confirmed  by 
U.S.  or  Japanese  government  officials. 

The  following  are  some  of  the  allegations  made  by  Russian  and  Japanese  press 
reports: 

•  That  Asahara  led  a  delegation  of  300  Aum  members  to  Russia  in  March  1992. 
During  that  trip,  Asahara  met  with  Parliament  Vice  President  Aleksandr 
Rutskoy  and  former  Russian  parliament  speaker  Ruslan  Khasbulatov. 

•  That  Russian  parliamentarian  Vitally  Savitsky,  chairman  of  the  Duma's  Reli- 
gious Affairs  Committee  told  fellow  parliamentarians  that,  "his  committee  seri- 
ously suspected  that  Aum  Shinrikyo  had  been  assisted  in  its  penetration  into 
Russia  by  Russian  intelligence  services." 

•  That  the  premier  nuclear  reseau-ch  facility  in  Russia,  the  Kurchatov  Institute, 
had  Aum  followers  as  employees. 

•  That  during  1992-93  Aum  leaders  visiting  Russia  approached  Russian  science 
officials  to  seek  laser  and  nuclear  technologies  and  that  Shoko  Asahara  met 
Nikolay  Basov  while  Asahara  was  in  Moscow  in  1992.  Basov  is  a  1964  Nobel 
prize  winner  for  his  research  on  the  principle  of  laser  technology. 

•  That  Secretary  of  the  Russian  Security  Council,  Oleg  Lobov,  received  anywhere 
from  $500,000  to  even  $100  million  from  the  Aum.  This  relationship  started  in 
December  1991  and  continued  through  1995. 

•  That  a  Russian  known  to  be  a  secretary  of  Lobov's  sent  facsimiles  to  Hayakawa 
in  Japan  and  that  Hayakawa  visited  Lobov  during  his  visits  to  Russia  through- 
out the  1992-1995  time  period. 

•  That  no  one  from  Moscow  asked  Russian  Embassy  officials  to  check  out  the 
Aum  and  that  Lobov  met  with  Aum  officials  on  his  own,  without  informing  the 
Embassy  or  asking  its  advice.  The  sources  said  that  the  February  1992  meeting 
was  agreed  to  without  the  participation  of  the  Russian  Foreign  Ministry  or  in- 
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telligence  services  prior  to  Lobov's  trip  to  Japan.  No  leading  Embassy  staffers 
were  present  at  the  meeting. 

All  of  the  officials  have  denied  allegations  that  they  helped  the  Aum.  The  Staff 
has  discovered  photographs  that  appeared  in  Aum  publications  purporting  to  be 
Rutskoy,  Khasbulatov,  Basov,  and  Lobov  with  Aum  leader  Asahara.  Furthermore, 
in  a  press  statement  quoted  on  page  one  of  the  March  30,  1995,  Russian  language 
edition  of  Mowcow  Izvetsiya,  Lobov  admit  to  meeting  with  Aum  officials  but  states 
that  he  was  duped  by  them  due  to  his  "charitable  nature"  and  neither  the  Russian 
Ministry  of  Foreign  Affairs  nor  the  Russian  intelligence  service  warned  him  away 
from  them. 

The  Staff  has  reviewed  an  official  Japanese  document  that  corroborate  limited  as- 
pects of  the  above  allegations.  The  document  states: 

•  In  Fall  1991,  Aum  Shinrikyo  gave  a  message  promising  aid  to  Russia,  to  a  Rus- 
sian business  person  in  Tokyo  who  had  been  asking  many  organizations  for 
such  aid. 

•  In  December  1991,  this  business  person  visited  Russia  with  Hayakawa,  then 
the  cult's  administration  director,  and  met  with  Mr.  Lobov,  the  President  of 
Russian-Japan  College,  present  Russian  Secretary  of  Security  Council,  Mr. 
Muravjbv,  the  Secretary  General,  and  Mr.  Khushchov,  the  Chairman  of  the 
Board  of  Trustees. 

•  In  February  1992,  Mr.  Lobov  was  invited  to  Japan  by  Nissho-Iwai  Co.,  Ltd,  and 
met  with  Asahara. 

•  In  March  1992,  by  chartering  an  Aeroflot  aircraft,  a  delegation  of  300  cult  fol- 
lowers headed  by  Asahara  visited  Russia  and  met  with  Rutskoy,  Khasbulatov, 
and  Lobov. 

In  addition,  the  Staff  has  been  able  to  confirm,  through  a  visit  to  the  Kurchatov 
Institute,  that  an  employee  of  the  Institute  was,  and  still  is,  a  member  of  the  Aum. 
The  nature  of  any  of  the  relationships  alleged  above,  if  indeed  a  relationship  existed, 
remains  unconfirmed. 

4.  The  Aum  In  Other  CIS  States 

The  Aum  attempted  to  open  offices  in  other  states  of  the  former  Soviet  Union.  The 
Staff  has  confirmed  that  there  are  some  Aum  disciples  in  Kiev,  Ukraine.  They  peti- 
tioned government  officials  in  Kiev  to  recognize  the  Aum  as  an  official  religious 
group  in  September  1993.  The  Ukrainian  government  ignored  the  request.  The  re- 
quest included  the  names  of  ten  Ukrainians  from  Kiev  who  claimed  that  they  were 
Aum  members. 

In  December  1993,  the  Aum  petitioned  for  recognition  in  Belarus.  In  Belarus,  the 
capital  city  officials  rejected  the  request  to  open  an  Aum  branch  and  banned  Aum 
from  using  radio  facilities  to  air  religious  messages. 

B.  The  Aum  Shinrikyo  in  Australia 

The  Aum's  most  intriguing  presence  may  be  in  Australia.  The  Staff  has  confirmed 
that  the  Aum  was  in  Australia  from  April  1993  to  October  1994.  From  documents 
provided  to  the  Staff  by  the  Australian  Federal  Police,  the  Staff  determined  the  cult 
purchased  a  500,000  acre  sheep  farm  in  Banjawarn,  Australia  located  approximately 
375  miles  northeast  of  Perth,  Western  Australia's  state  capital.  In  order  to  purchase 
this  farm,  the  cult  formed  a  front  company  named  Clarity  Investments,  Ltd.  in  May 
1993  and  another  company,  Maha  Posya  Australia,  Ltd.  in  June  1993.  Maha  Posya 
was  also  used  to  import  electrical  equipment  including  transformers,  static  convert- 
ers, generators,  co-axial  cabling,  batteries,  meters  and  tools  and  protective  equip- 
ment into  Australia  in  September  1993. 

The  Australian  Federal  Police  gave  the  Staff  documents  confirming  that  in  April 
1993,  three  members  of  Aum  Shinrikyo  arrived  in  Perth  from  Tokyo.  The  three  in- 
cluded Construction  Minister  Kiyohide  Hayakawa,  who  was  also  the  person  instru- 
mental in  setting  up  the  Aum's  operations  in  Russia,  and  Intelligence  Minister 
Yoshihiro  Inoue.  They  hired  an  Australian  citizen  of  Japanese  heritage  who  was  a 
real  estate  agent  based  in  Perth,  to  view  remote  farming  properties  in  Western  Aus- 
tralia which  were  then  for  sale.  They  were  evasive  with  the  agent  about  their  spe- 
cific requirements;  however,  it  became  apparent  that  they  were  looking  for  a  remote 
area  with  arid  conditions.  The  group  indicated  that  they  wanted  to  inspect  prop- 
erties where  they  could  conduct  experiments  of  benefit  to  humankind. 

The  group  was  flown  to  several  properties  in  the  period  April  23-26.  After  landing 
at  each  station,  they  went  off  by  themselves  for  some  hours.  While  inspecting  these 
properties,  they  conducted  unknown  experiments  utilizing  a  laptop  computer,  at- 
tachments, and  electrodes  which  were  placed  in  the  ground.  Hayakawa  and  another 
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of  the  Aum  leaders  in  the  threesome  may  have  also  traveled  to  Tasmania  and  an 
area  in  South  Australia  where  a  large  uranium  deposit  is  located. 

Ultimately,  the  group  decided  on  the  property  in  Banjawarn,  an  area  where  there 
is  a  known  uranium  deposit.  In  April  1993,  Hayakawa  allegedly  offered  to  purchase 
Banjawarn  Station  for  cash;  however,  the  offer  was  refused  by  the  owner.  Following 
this  refusal,  the  Aum  formed  Clarity  Investments  and  Maha  Posya  Australia.  These 
companies  were  created  for  the  claimed  purpose  of  applying  for  mining  and  explo- 
ration leases.  In  June  1993,  the  Aum  used  Maha  Posya  as  a  front  company  to  pur- 
chase Banjawarn  Station  for  approximately  $400,000.  Asahara  and  Yasuko 
Shimada,  an  Australian  citizen  of  Japanese  descent  and  sect  member  were  named 
as  directors  of  each  company. 

Hayakawa  contacted  a  consulting  geologist  after  learning  that  Banjawarn  Station 
is  a  pastoral  lease,  meaning  that  other  individuals  could  enter  the  property  for  the 
purpose  of  prospecting  for  minerals.  Hayakawa  did  not  want  any  unauthorized  per- 
son to  enter  Banjawarn  Station.  It  is  unclear  if  he  succeeded  in  having  the  lease 
changed;  however,  the  Aum  did  purchase  eight  mining  leases  from  the  Western  Aus- 
tralia Department  of  Minerals  and  Energy  in  September  1993  for  approximately 
$4700  each. 

The  Staff  has  confirmed  that  at  about  this  same  time  Hayakawa  and  another  cult 
member,  Tsuyoshi  Maki,  applied  for  tourist  visas  at  the  Australian  Embassy  in 
Tokyo.  Hayakawa  and  Maki  arrived  in  Perth  on  September  3,  1993.  Shortly  after 
arriving  in  Australia,  they  met  with  their  consulting  geologist.  During  that  meeting 
they  told  the  geologist  that  they  wished  to  obtain  a  ship  and  inquired  of  her  what 
price  they  could  expect  to  pay.  They  also  mentioned  at  the  meeting  that  they  want- 
ed to  export  the  uranium  ore  from  Banjawarn  Station  in  44  gallon  drums. 

During  the  following  week,  Hayakawa  and  Maki  engaged  an  Australian  travel 
agent  to  make  arrangements  for  six  four-wheel  drive  vehicles  and  a  chartered  air- 
craft. The  Staff"  has  confirmed  that  at  the  end  of  that  week  cult  leader  Shoko 
Asahara  arrived  in  Perth  with  24  followers  from  Japan,  including  five  females  under 
the  age  of  fifteen  who  were  traveling  without  their  parents.  Also  in  the  group  were 
Hideo  Murai,  the  sect's  Science  &  Technology  Minister;  Niimi  Tomomitsu,  the  Home 
Affairs  Minister;  and  Inoue.  The  Aum  group  traveled  with  chemicals  and  mining 
equipment  on  which  they  paid  over  $20,000  in  excess  baggage  fees.  According  to  the 
Australian  Federal  Police  report,  among  the  baggage  was  a  mechanical  ditch  digger, 
picks,  petrol  generators,  gas  masks,  respirators,  and  shovels.  A  Customs  duty  of 
over  $15,000  was  paid  to  import  these  items. 

Because  of  the  large  amount  of  excess  baggage  being  brought  in  by  the  group, 
Australian  Customs  searched  the  entire  group.  This  search  revealed  four  liters  of 
concentrated  hydrochloric  acid,  including  some  in  containers  marked  as  hand  soap. 
Among  the  other  chemicals  that  Australian  customs  officials  found  were  ammonium 
chloride,  sodium  sulphate,  perchloric  acid,  and  ammonium  water.  All  of  the  chemi- 
cals and  some  of  the  laboratory  equipment  were  seized  by  Australian  authorities. 

As  a  result  of  the  search,  two  Aum  members — Seichi  Endo,  a  biochemist  and  Min- 
ister of  Health  &  Welfare  for  the  Aum;  and  Tomomasa  Nakagawa,  a  medical — were 
charged  with  carrying  dangerous  goods  on  an  aircraft.  The  two  members  subse- 
quently appeared  in  Australian  court,  pleaded  guilty,  and  were  fined  about  $1,750 
each.  The  two  claimed  that  the  acid  was  for  gold  mining.  These  same  two  individ- 
uals were  later  arrested  by  Japanese  authorities  in  connection  with  the  Tokyo  sub- 
way attack. 

Australian  authorities  believe  that  the  cult  planned  the  logistics  for  transporting 
their  goods  to  Banjawarn  Station  well  in  advance  of  the  trip.  They  chartered  three 
aircrafts  and,  having  lost  their  chemicals  to  Australian  authorities,  the  Aum  used 
their  real  estate  agent  and  their  geologist,  both  of  whom  were  Australian  citizens, 
to  obtain  new  chemicals  for  them  from  chemical  wholesalers.  These  chemicals  were 
obtained  either  in  the  name  of  Maha  Posya  or  in  the  name  of  the  real  estate  agent's 
company.  All  payments  for  the  chemicals  were  made  in  cash.  The  Aum  apparently 
went  to  great  lengths  to  obtain  these  chemicals,  including  flying  one  of  their  mem- 
bers over  4,000  miles  from  Perth  to  Melbourne  to  obtain  two  25  gram  bottles  of  a 
chemical  unavailable  in  Perth.  The  two  bottles  cost  the  Aum  a  total  of  $136 — in 
order  to  obtain  them,  the  Aum  spent  over  $800  in  airfare. 

The  Aum  also  tried  to  hire  earthmoving  equipment  from  a  mining  operation  at 
an  adjoining  station.  The  mine  operators  refused  to  lend  the  equipment  without  a 
mine  worker  to  operate  it  to  which  the  Aum  did  not  agree.  A  backhoe  was  hired 
by  the  Aum  without  an  operator  from  a  rental  company  for  three  days,  September 
16-18,  1993.  Digging  and  evidence  of  earthmoving  equipment  has  been  found  on  the 
property. 

The  Aum  also  established  a  laboratory  on  the  Banjawarn  property  which  was 
stocked  with  computers  and  various  digital  and  laboratory  equipment.  The  door  of 
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the  laboratory  was  marked  with  Japanese  characters  and  an  Enghsh  subtitle  which 
read  "Toyoda  Laboratory."  This  may  be  a  reference  to  a  Toru  Toyoda,  a  sect  member 
who  arrived  in  Australia  with  Asahara.  Witnesses  told  Australian  Federal  Police 
that  the  laboratory  contauned  laptop  computers,  digital  equipment,  glass  tubing, 
glass  evaporators,  beakers,  bunsen  burners,  and  ceramic  grinding  and  mixing  bowls. 
There  were  limestone  or  calcrete  type  rocks  on  the  floor.  Other  equipment  included 
a  small  laboratory-size  rock  crushing  machine  and  two  small  generators. 

The  Staff  has  confirmed  from  Australian  authorities  that  most  of  the  sect  mem- 
bers who  are  Japanese  citizens  left  Australia  by  4  October  1994.  In  October  1993 
Asahara  and  four  of  the  original  group  applied  for  tourist  visas  to  return  to  Aus- 
tralia; however,  acting  on  information  provided  by  Australian  Federal  Police,  the 
immigration  department  refused  them  visas,  along  with  visas  for  twelve  other  Aum 
members.  Asahara  petitioned  his  visa  denial  with  a  letter  to  the  Australian  Federal 
Minister  for  Immigration.  In  the  letter  he  said  he  was  blind  and  needed  the  help 
of  2  aids.  Also,  because  his  life  was  under  threat,  he  said  he  needed  17  bodyguards 
to  accompany  him  on  his  trip  to  Australia.  He  said  that  his  Tokyo  headquarters  had 
been  sprayed  with  diluted  harmful  gas  and  that  during  trips  to  Russia  he  had  re- 
ceived bomb  threats. 

In  late  October  1993,  two  other  Aum  members  did  obtain  visas.  These  two  arrived 
in  Perth  on  October  30,  1993  and  stayed  at  Banjawarn  Station  until  April  1994. 
While  there,  one  of  the  Aum  members  petitioned  the  Western  Australian  Pastoral 
Board  to  de-stock  Banjawarn  station  of  its  sheep.  This  petition  was  denied.  Inspec- 
tions by  Western  Australian  Pasostral  Board  members  revealed  that  several  wells 
were  either  fouled  or  not  operating  and  the  Board  called  for  an  Australian  manager 
to  be  hired  for  the  property  or  the  lease  would  be  revoked. 

The  sect  members  did  hire  a  manager.  While  at  the  property,  the  manager  says 
that  the  two  sect  members  maintained  constant  contact  with  their  superiors  in 
Japan,  with  instructions  being  received  by  fax  or  telephone.  The  manager  did  not 
witness  any  experiments  or  mineral  exploration.  The  equipment  and  chemicals  in- 
side the  laboratory  were  removed  about  March  or  April  1994  to  accommodate  sheep- 
shearing  teams.  The  Aum  members  insisted  that  either  the  sheep  not  be  shorn  or 
that  they  be  shorn  by  others  who  would  be  flown  in  from  Japan.  Approximately 
2,000  sheep  were  subsequently  sold  to  a  slaughterhouse  shortly  after  shearing. 

On  April  28,  1994  these  two  cult  members  returned  to  Japan.  They  were  replaced 
by  an  Aum  member  who  is  an  Australian  citizen  and  Tsuyoshi  Maki,  a  Japanese 
citizen  who  had  been  part  of  the  Aum's  original  advance  team. 

Shortly  after  the  sarin  gas  attack  in  Matsumoto  in  June  1994,  Banjawarn  Station 
was  offered  for  sale  by  Maha  Posya.  Maki  handled  the  details  of  the  sale  and 
seemed  anxious  that  the  sale  proceed  quickly.  The  property  was  sold  in  late  July 
1994  for  $237,000,  almost  $165,000  less  than  what  the  Aum  had  paid  for  it  only 
a  year  earlier. 

The  Aum's  activity  on  the  property  is  partially  known  and,  to  some  degree,  still 
a  mystery.  Various  police  sources  indicate  that  Hayakawa  was  interested  in  extract- 
ing uranium  from  Australia  for  the  development  of  nuclear  weapons.  Documents 
seized  from  Hayakawa  include  some  ten  pages  written  during  Hayakawa's  April- 
May  1993  visit  to  Australia  which  refer  to  the  whereabouts  of  properties  of  uranium 
in  Australia,  including  one  reference  praising  the  quality  of  the  uranium  in  the 
state  of  South  Australia.  Australia  is  one  of  the  world's  leading  exporters  of  ura- 
nium ore. 

It  appears,  however,  that  the  Aum  was  interested  in  more  than  just  mining  on 
the  Banjawarn  property.  The  Chairwoman  for  the  aboriginal  community  living  near 
the  sheep  station,  Phyllis  Thomas,  said  that  she  and  other  Aborigines  saw  about 
five  people  wearing  full-length  suits  and  helmets  on  the  remote  site  in  late  August 
1993.  The  suited  sect  members  were  standing  by  a  twin  engine  airplane  and  others 
were  in  the  plane. 

In  March  1995,  shortly  after  the  Tokyo  subway  attack,  the  Australian  police  were 
invited  to  the  sheep  station  by  its  new  owners  who  had  found  papers  with  Japanese 
writing  and  various  chemicals.  The  chemicals  that  police  found  could  have  been 
used  for  mineral  processing  or  to  make  an  irritant  gas.  They  included  perchloric 
acid,  nitric  acid,  ferric  chloride,  ammonia  solution,  hydrochloric  acid,  chloroform,  po- 
tassium dichromate,  and  other  unidentified  solutions. 

The  Staff  has  confirmed  that  these  chemicals  are  almost  identical  to  the  chemicals 
carried  on  board  the  aircraft  by  Asahara  and  his  people  when  they  flew  to  Perth 
in  1993.  Only  2-3  liters  of  each  chemical  was  found  in  an  outhouse  which  bore  a 
sign  saying  "Laboratory,"  while  larger  quantities  were  located  in  a  portable  build- 
ing. Although  the  Aum  members  had  originally  stated  that  the  chemicals  they 
sought  to  bring  into  Australia  were  for  the  purposes  of  gold  mining,  there  was  no 
evidence  of  gold  mining  having  been  carried  out. 
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The  current  owners  of  the  property  have  stated  that  the  Japanese  occupants  had 
a  number  of  gas  masks  in  their  possession  but  that  they  took  them  when  they  left. 
One  gas  mask  was  left  behind  and  seized  by  Australian  police.  Paper  dust  masks 
were  also  located  in  a  plastic  bag  bearing  Japanese  writing. 

The  Staff  has  confirmed  that  the  Aum  conducted  experiments  with  sarin  on  sheep 
at  its  property  in  Banjawarn.  The  Australian  Justice  Minister,  Duncan  Kerr  said 
that  members  of  the  Aum  tested  sarin  in  Australia  before  the  Tokyo  subway  attack. 
He  said  that  tests  on  wool  and  soil  samples  taken  from  the  Banjawarn  station  had 
confirmed  traces  of  the  chemical.  Kerr  said  that  sarin  residue  had  been  found  in 
and  near  a  group  of  about  29  dead  sheep  on  the  station.  Specifically,  traces  of  the 
acid  that  results  when  sarin  breaks  down  was  found  in  the  soil  and  in  the  wool  of 
the  sheep  found  in  the  area. 

In  addition,  authorities  found  a  docum.ent  written  in  Japanese  and  titled 
"Banjawarn  Station."  This  document  suggested  the  sect  may  have  been  experiment- 
ing on  sheep.  The  document  contained  notations  for  classifying  dead  or  injured 
sheep  by  using  unique  Japanese  markings.  Australian  Federal  Police  have  also  con- 
firmed that  some  of  the  sheep  were  killed  with  blunt  force  to  the  head. 

C.  The  Aum  Shinrikyo  in  the  United  States  ' 

The  Aum  Shinrikyo  came  to  the  United  States  officially  in  late  1987  when  it  in- 
corporated in  New  York  City  under  the  name  Aum  USA  Company,  Ltd.,  a  not-for- 
profit  corporation.  Although  the  office  purported  to  promote  the  cult's  book  sales  and 
recruitment  of  followers,  the  Staffs  review  of  records  and  documents,  and  interviews 
of  the  manager  of  the  New  York  office,  establish  that  the  office  was  also  acting  as 
a  purchasing  agent  for  the  cult  as  it  attempted  to  obtain  high  technology  equipment, 
computer  software  and  hardware,  and  other  items  from  the  United  States,  much  of 
which  was  intended  to  assist  the  cult's  militarization  program.  Additionally,  in  the 
1990's  the  cult  utilized  a  purchasing  agent  in  California  to  facilitate  acquisition  of 
similar  technology  and  hardware,  and  military  equipment  such  as  gas  masks. 

The  total  extent  of  the  Aum's  efforts  to  obtain  equipment  and  technology  in  the 
United  States  is  not  known.  As  indicated  in  this  section,  some  of  the  items  sought 
by  the  Aum  were  not  delivered  because  U.S.  company  representatives  were  sus- 
picious of  the  Aum  and  its  purported  end-use  of  the  product  This  is  a  good  example 
of  self- policing  by  the  private  sector  and  efforts  to  sensitize  industry  to  their  respon- 
sibility should  be  promoted.  Other  purchases  appear  to  have  been  preempted  only 
by  the  Aum's  March  20th  attack  which  gave  notice  to  all  of  their  criminal  inten- 
tions. And,  in  certain  instances,  the  Aum  was  simply  able  to  access  technology 
whose  use  is  still  unaccounted  for.  Although  the  Staff  is  aware  that  U.S.  govern- 
ment agencies  are  investigating  this  activity,  ultimately,  we  will  never  know  how 
successful  the  Aum  was  in  its  efforts  to  militarize  in  the  U.S. 

1.  New  York  City  Office 

According  to  corporate  records,  the  New  York  City  office  was  initially  organized 
by  Fumihiro  Joyu,  who  claimed  his  address  at  53  Crosby  Street  in  New  York.  At 
various  times  it  was  staffed  by  different  personnel  including  Yumiko  Hiraoka, 
Yasua  Hiramatsu,  Masuru  Jingo,  Isao  Yamamoto  and  others.  From  1988  through 
the  present  the  cult  also  maintained  a  small  office  at  8  East  48th  Street,  #2E;  242 
East  87  Apt  5d;  8  East  48th  Street  Apt.  4f 

The  articles  of  incorporation  were  amended  in  1988  and  at  that  time  Chisuo 
Matsumoto  appeared  as  Director  of  the  corporation.  Chisuo  Matsumoto  is  the  lay 
name  of  Asahara.  The  articles  established  the  Aum  as  a  tax  exempt  organization. 
That  same  year,  Joyu,  as  Treasurer/Director  registered  Aum  USA  as  a  charity  in 
New  York.  In  the  section  of  the  application  requesting  a  description  of  the  organiza- 
tion, Joyu  wrote: 

"AUM  U.S.A.  Co.  Ltd.  is  a  non  profit  religious  organization.  The  purposes 
for  which  the  corporation  is  formed  are  to  foster  spiritual  development 
through  the  study  and  practice  of  eastern  philosophy  and  religion  to  encour- 
age means  for  extending  awareness(sic),  such  as  meditation,  seminars, 
classes,  workshops,  to  offer  nutritional  information  and  exercises  which  will 
further  the  development  of  spiritual  well-being." 

In  the  early  1990's  corporate  documents  of  the  Aum  and  tax  records  indicated  that 
Yumiko  Hiraoka  became  the  primary  manager  of  the  Aum's  New  York  office  where 
all  office  related  documents  (bills,  ledgers,  accounts,  tax  records)  were  in  her  name. 

Hiraoka  describes  herself  as  a  nun  and  sect  leader  of  the  New  York  branch  of  the 
cult.  She  indicated  she  is  in  her  early  40's,  although  she  is  unable  to  be  more  exact 
as  she  measures  her  age  in  "monk"  years.  Based  upon  observations  made  by  the 
Staff  during  interviews  with  her,  she  clearly  is  still  a  devotee  of  Asahara. 
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The  Staff  has  reviewed  the  business  records  of  the  cult's  New  York  office  provided 
by  Hiraoka  pursuant  to  subpoena.  It  should  be  noted  that  the  records  provided  may 
not  reflect  all  of  the  cult's  activities.  According  to  Hiraoka,  in  late  March  1995,  with- 
in days  after  the  subway  attack  in  Tokyo,  Hiramatsu  appeared  at  the  New  York  of- 
fice and  took  numerous  records  of  the  cult's  transactions  back  to  Japan. 

There  is  substantial  documentation  of  efforts  by  Hiraoka  and  her  staff  to  sell  doz- 
ens of  books  published  by  the  Aum  such  as  Is  Aum  Shinrikyo  Insane"?,  The  Secret 
Method  to  Develop  Your  Superhuman  Power,  The  Doom's  Day,  and  Curable  High 
Blood  Pressure.  A  review  of  the  records  provided,  however,  establishes  that  the  cult 
in  the  years  preceding  the  attack  sold  less  than  100  books  per  year.  During  this 
same  time  period,  despite  a  claim  of  aggressive  recruitment  by  Hiraoka,  the  cult 
maintained  an  active  membership  of  less  than  a  few  dozen  devotees  in  the  New 
York  area.  Some  governmental  sources  estimate  that  the  number  was  much  higher, 
closer  to  200.  There  is  no  evidence  to  support  the  higher  number.  There  was  also 
an  Aum  member  in  Colorado,  according  to  Hiraoka,  who  was  in  regular  contact  with 
the  New  York  office  and  translated  Asahara's  work  into  English. 

A  review  of  the  telephone  records  reflects  very  substantial  telephone  communica- 
tions both  internationally  to  Japan  and  elsewhere  including  Canada,  Germany,  Rus- 
sia, United  Kingdom,  Taiiwan,  Israel,  Australia,  Sri  Lanka,  Ghana  and  Nigeria,  and 
domestically  within  the  United  States.  As  expected,  there  was  substantial  telephone 
activity  in  the  days  following  the  March  20,  1995  subway  attack. 

Interestingly,  in  the  days  following  the  subway  attack,  the  New  York  office  of  the 
cult  recognized  it  had  a  substantial  public  relations  problem.  It  transmitted  the  fol- 
lowing message  to  numerous  "experts"  or  "would-be  experts": 

"To  Whom  It  May  Concern:  The  Independent  Research  Committee  for  the  Tokyo 
Subway  Gas  Attack  urgently  needs  a  group  of  impartial  specialists  from  various 
fields.  Please  read  the  following  guidelines  and  call  (212)  421-3687  if  interested 
in  this  investigation.  We  will  greatly  appreciate  your  cooperation." 

Telephone  records  also  support  substantial  contacts  with  news  media  outlets. 

The  Staffs  investigation  further  reflects  that  the  cult's  New  York  office  was  ac- 
tively involved  in  the  procurement  and  attempted  procurement  of  high  technology 
items  with  possible  military  use.  Though  most  of  the  documents  at  the  Aum's  head- 
quarters were  taken  by  the  cult  after  the  Tokyo  incident,  entries  in  the  Aum's  ledg- 
er reflect  various  payments  to  technology  and  laser  companies.  The  cult  utilized  var- 
ious corporate  entities  to  facilities  these  transactions  including  its  primary  alter  ego, 
Aum  USA  Company  Ltd.,  and  the  company  Maha  Posya. 

In  documents  received  from  Hiraoka  the  above  entities  claim  the  cult's  New  York 
offices  as  their  corporate  headquarters  or  their  New  York  office.  Both  Aum  USA  and 
Maha  Posya  have  Chisuo  Matsumoto  (a/k/a  Asahara)  as  their  director.  Further, 
other  directors  and  officers  of  these  corporations  are  Aum  members.  Undoubtedly, 
based  upon  the  above,  it  is  clear  that  these  corporations  were  alter  egos  of  the  cult 
itself  wholly  controlled  by  the  cult  and  intended  to  conduct  the  cult's  business. 

Through  these  companies  and  the  efforts  of  its  agents  including  Hiraoka, 
Hiramatsu  and  others,  the  Aum  negotiated  for  purchase  of  various  items. 

2.  High  Tech  Acquisitions 

In  August  1993,  the  cult  attempted  to  obtain  a  Mark  IVxp  Interforometer  from 
the  Zygo  Corporation  in  Middlefield,  Connecticut.  The  Mark  IVxp  is  a  laser  measur- 
ing system  primarily  used  for  measuring  lens  systems,  optical  components  and  flat 
and  spherical  surfaces.  A  dual  commercial/military  use  item,  the  system  has  numer- 
ous applications  including  the  measuring  of  plutonium.  The  U.S.  Commerce  Depart- 
ment prohibits  the  export  of  this  machine  to  certain  countries  including  Libya,  Iran, 
North  Korea  and  Cuba. 

In  August  of  1993,  representatives  of  Zygo  received  contacts  from  the  Aum,  in- 
cluding telefaxes  from  Hiraoka.  On  August  23,  Zygo  issued  a  price  quotation  for  the 
Mark  IVxp  system  at  $102,777.96.  Additionally,  the  Aum  requested  a  vibration  iso- 
lation table  which  with  modest  reconfiguration  can  be  used  to  measure  spherical 
surfaces  including  plutonium  used  in  nuclear  weapons. 

Ultimately,  the  Aum  did  not  receive  the  system.  According  to  Zygo,  the  trans- 
action was  never  consummated  because  Zygo  became  suspicious  of  the  transaction 
and  contacted  export  licensing  authorities. 

In  1994,  the  Aum  completed  two  sales  transactions  with  Lydall  Technical  Paper 
of  Rochester,  New  Hampshire,  totaling  approximately  $32,000,  for  HEPA  media, 
which  is  an  air  filtration  media.  This  media,  which  is  roll  goods,  is  utilized  for  air 
filtration  in  "clean  rooms."  The  Staff  would  note  that  the  Aum  constructed  "clean 
rooms"  at  their  compounds  in  Tokyo  in  facilitate  the  handling  and  production  of 
sarin  and  other  chemical  and  biological  weapons. 
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In  January  1995,  the  Aum  purchased  molecular  modeling  software  from  Cache 
Scientific  of  Beaverton,  Oregon.  According  to  representatives  with  Cache,  the  entire 
contact  with  the  Aum  consisted  of  a  telephone  call  requesting  literature,  a  sales 
order  and  a  shipment.  The  shipment  cost  approximately  $2995.00.  The  software 
purchased  was  the  most  basic  in  their  product  line,  consisting  of  a  manual  and  com- 
puter diskettes. 

According  to  Cache  representatives,  their  product  enables  a  chemist  to  synthesize 
molecular  experimentation  on  a  computer  screen  instead  of  in  a  laboratory,  which 
results  in  savings  of  time  and  money.  He  also  stated  that  downloads  from  other 
databanks  (i.e.,  Brookhaven's  Protein  Data  Bank)  could  be  ported  into  Cache  pro- 
grams for  analysis  and  data  modeling. 

In  a  similar  effort,  Hiramatsu,  on  behalf  of  the  Aum,  contacted  Biosym  Tech- 
nologies, Incorporated,  also  a  molecular  design  software  company,  located  in  San 
Diego.  During  February  and  March  of  1995,  Hiramatsu  negotiated  with  Biosym  for 
the  purchase  of  a  sophisticated  computer  hardware  system  and  over  twenty  dif- 
ferent software  programs.  Hiramatsu  purchased  the  hardware  for  $47,000  and 
agreed  to  a  thirty  day  evaluation  period  for  the  software  products.  Additionally, 
Biosym  uploaded  approximately  twenty  samples  (out  of  200-300  available)  from  the 
Brookhaven  Protein  Data  Bank.  According  to  the  company,  they  are  a  licensee  of 
Brookhaven  Laboratories  and  are  authorized  to  distribute  information  from  the  data 
bank. 

Following  the  Tokyo  gas  attack,  the  computer  hardware  was  returned  to  Biosym 
but  the  disk  drive  containing  the  software  was  missing.  Allegedly,  this  disk  drive 
was  taken  to  Japan.  The  drive  was  later  returned  to  Biosym  by  the  Aum  but  it  is 
unknown  if  the  sect  was  able  to  download  the  information  it  contained.  There  were 
protections  on  the  software  to  prevent  such  unauthorized  removal. 

The  software,  as  in  the  case  with  other  company's  products  sought  by  the  Aum, 
is  used  to  model  molecular  structures  during  scientific  and  medical  research.  Ex- 
perts told  the  Staff  that  the  Aum  could  use  such  advanced  software  to  assist  them 
in  testing  theoretical  designs  for  toxins.  It  should  be  noted  that  this  software  is  cov- 
ered by  export  restrictions  to  countries  such  as  China.  The  fact  that  Japan  is  not 
among  the  countries  included  in  such  restrictions  demonstrate  that  sub-national 
groups  located  in  non-restricted  countries,  and  who  are  engaged  in  development  of 
sophisticated  weapons,  are  not  affected  by  export  restrictions. 

In  the  weeks  and  days  preceding  the  March  20,  1995,  Tokyo  subway  attack,  the 
Aum  attempted  to  purchase  a  half  million  dollar  laser  system  from  the  California 
manufacturing  company,  Hobart  Laser  Products  of  Livermore,  California. 

In  March,  1995,  Hiramtsu,  contacted  sales  and  technical  representatives  of  Ho- 
bart. Hobart  manufactures  extremely  sophisticated  lasers  for  industrial  and  sci- 
entific applications  involving  cutting  and  welding.  According  to  the  company,  for  ap- 
proximately two  weeks  leading  up  to  March  18,  1995,  the  Aum  negotiated  for  the 
purchase  of  a  three  kilowatt  Laser  Welder  with  installation  support.  The  system 
costs  approximately  $450,000. 

The  Hobbart  personnel  were  confused  by  the  Aum's  intended  end  use  for  the  ma- 
chine so  they  contacted  Yasuo  Murai,  the  Aum's  Minister  of  Science  &  Technology 
in  Japan.  In  their  contact  with  Murai  and  in  a  subsequent  meeting  with  Hobart  rep- 
resentatives on  March  8  in  the  United  States,  Hobart  representatives  attempted,  to 
no  avail,  to  determine  the  intended  usage  of  the  equipment. 

From  the  discussions  with  Hiramtsu  and  Murai,  the  operating  parameter  set  forth 
by  Murai,  allowed  Hobart  to  draw  the  following  technical  conclusions: 

•  The  Aum  wanted  the  laser  to  be  operable  from  within  a  glove  box,  a  sealed 
room  environment,  outside  of  which  the  operator  could  manipulate  the  equip- 
ment through  the  usage  of  thick  gloves.  Experts  have  advised  the  staff"  that  this 
is  particularly  useful  if  biologic  toxins,  aerobic  or  contact  poisons,  or  nuclear 
emissions  are  of  concern. 

•  Murai  indicated  the  laser  would  be  used  to  weld  aluminum  oxide  (AIOx).  The 
welding  was  to  be  of  canisters,  and  perhaps  canisters  within  canisters.  AIOx  is 
highly  resistant  to  chemical  corrosion,  even  more  so  than  stainless  steel,  and 
the  welder  can  operate  with  liquid  nitrogen  as  a  coolant.  It  is  also  extremely 
strong  and  can  withstand  high  pressure.  Aum  had  allegedly  stockpiled  large 
amounts  of  sheet  AIOx  for  this  purpose. 

•  Of  primary  concern  to  Hiramatsu  and  Murai  was  the  rapid  delivery  of  this  ex- 
pensive laser.  Hobart  representatives  were  told  that  it  was  required  imme- 
diately and  cash  was  available.  This  request  was  impossible:  The  laser  is  cus- 
tom built,  after  receipt  of  the  order  it  would  probably  would  take  several  weeks 
to  months  to  complete  and  ship.  Hobart  told  the  Staff  that  there  are  also  seri- 
ous export  control  requirements. 
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Hobart's  representative  also  told  the  Staff  that  he  learned  that  Hiramatsu  was  buy- 
ing up  antiquated  chip  manufacturing  equipment  and  stockpiling  same  in  California 
for  shipment  to  a  front  company  in  Silicon  Valley.  The  Staff  has  been  advised  by 
various  U.S.  governmental  sources  that  they  theorize  the  cult  intended  to  use  this 
equipment  to  fill  sham  computer-manufacturing  shops  in  Japan  or  Taiwan.  These 
sources  indicate  that  these  companies  would  then  be  used  to  justify  the  importation 
and  usage  of  chemicals  such  as  arsenide,  chlorides  £ind  fluorides,  which  can  be  ob- 
tained in  the  wafer  and  chip-etching  business  but  are  more  realistically  used  by  the 
Aum  for  the  manufacture  of  toxic  nerve  and  blood  gases. 

In  March  of  1995,  Yasuo  Hiramatsu  contacted  Tripos,  Incorporated  of  St  Louis, 
Missouri.  The  company  specializes  in  molecular  design  software.  This  software  is 
used  by  highly  trained  physicists  and  chemists  to  develop  new  therapeutic  drugs  in 
the  pre-clinical  design  phase.  It  can  also  be  used  to  research  and  develop  biological 
toxins.  According  to  the  company's  Chief  Executive  Officer,  people  without  extensive 
experience  in  this  area  would  have  difficulty  in  using  and  applying  the  software. 

According  to  Tripos  sales  personnel.  Tripos  was  suspicious  of  Hiramatsu's  motives 
regarding  the  purchase  of  their  software  from  early  on.  Hiramatsu  first  contacted 
the  New  Jersey  office  of  Tripos  from  California  on  March  3,  1995.  During  the  course 
of  their  contacts  with  Hiramatsu,  he  consistently  refused  to  provide  detailed  infor- 
mation on  either  the  company  (Aum)  or  the  intended  use  for  the  software. 

Tripos  installed  all  the  available  "modules"  of  their  software  on  a  computer 
workstation  provided  by  the  Aum.  The  software  had  keyword  protection  ancl  was 
timed  to  expire  thirty  days  after  installation.  Following  the  revelation  that  the  Aum 
was  suspected  in  the  Tokyo  gas  attack.  Tripos  attempted  to  retrieve  the  software. 
The  disk  drive  containing  the  software  was  intercepted  by  U.S.  law  enforcement  per- 
sonnel in  a  shipment  outward  bound  to  Tokyo  from  California.  While  the  software 
did  have  keyword  protection,  this  could  have  easily  been  bypassed.  The  thirty  day 
expiration  protection  could  also  be  avoided  by  turning  back  the  internal  clock  on  the 
computer  in  which  it  is  installed.  The  total  worth  of  the  software  was  over  $507,000. 

The  last  contact  Tripos  had  with  Hiramatsu  was  on  March  21,  1995,  the  day  after 
the  Tokyo  gas  attack.  The  CEO  of  Tripos  told  the  Staff  that  the  software  could  be 
used  to  determine  if  a  scientific  configuration  was  feasible  but  would  only  be  the 
first  step  in  development.  He  stated  that  biological  toxins  are  relatively  simple  and 
the  software  was  much  more  sophisticated  than  what  would  be  needed  to  develop 
toxins. 

3.  West  Coast  Activities 

Beginning  in  June  1994,  the  Aum  established  a  relationship  with  a  purchasing 
agent  on  the  West  Coast  to  assist  it  in  obtaining  military  technology  and  hardware. 
The  company,  International  Computers  and  Peripherals  ("ICP")  was  a  U.S.  business 
in  California  formed  to  export  computer  parts  to  Japan.  The  partners  in  the  ven- 
ture, Phillip  Rupani,  Cameron  Hader  and  Kevin  Singh  (a/k/a  Kevin  Guneja),  sought 
Japanese  companies  as  potential  clients.  In  June,  1994,  the  Aum,  organized  as 
Maha  Posya,  engaged  ICP  as  an  export  agent. 

Through  telefax,  telephone,  and  personal  contacts,  ICP  developed  a  business  rela- 
tionship with  Hiramtsu  and  Tsuyoshi  Maki  and  began  to  obtain  computer  parts  pre- 
sumably for  the  Aum's  computer  stores  in  Japan.  The  Staff  has  interviewed  prin- 
cipals with  ICP  and  reviewed  their  records.  ICP  estimates  that  their  business  with 
the  Aum  exceeded  a  few  million  dollars  by  the  end  of  1994.  However,  near  the  end 
of  1994,  Hiramatsu  began  to  make  requests  for  other  items.  Initially,  Hiramatsu 
wanted  to  obtain  thousands  of  "serum"  bottles,  hundreds  of  mechanical  fans  and 
equal  amounts  of  camcorder  batteries.  Later,  Hiramtsu  began  to  inquire  about  ob- 
taining laser  equipment,  survival  equipment  and  similar  items.  At  one  point, 
Hiramatsu  asked  whether  ICP  knew  how  to  obtain  "arms,"  a  plane,  and  "container 
ships."  Hiramatsu  told  Rupani  the  arms  were  for  a  customer  in  the  Middle  East. 

ICP  told  Aum  representatives  they  could  not  obtain  these  items  but  directed  him 
to  the  U.S.  Chamber  of  Commerce. 

In  January  1995,  the  Staff  has  learned  that  Maki  and  Hiramatsu  began  to  seek 
military  equipment  from  sources  in  the  United  States.  In  late  January  1995,  Maki 
attended  a  Winter  Market  Show  at  the  Reno  Convention  Center  in  Nevada  at  which 
time  he  made  contact  with  a  representative  of  Rothco,  a  company  from  Smithtown, 
NY.  Maki  inquired  about  survival  equipment  and  expressed  an  interest  in  obtaining 
gas  masks. 

A  week  after  the  January  1995  meeting,  Rothco,  through  telefax  received  a  re- 
quest from  Devenir  Millionaire,  Inc.,  another  Aum  company,  wherein  Maki  re- 
quested various  items  including  200  military  style  knives,  and  various  types  of  gas 
masks.  In  February,  Maki  requested  Rothco  change  the  purchaser  to  Maha  Posya 
Inc.  because  it  would  make  it  easier  to  clear  Customs. 
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After  receiving  a  $1,906.00  wire  transfer  to  their  account,  Rothco  sent  samples  of 
the  requested  items  to  Japan.  In  the  shipment  were  a  Russian  and  Japanese  gas 
mask.  Rothco  shipped  these  items  without  applying  for  or  obtaining  a  State  Depart- 
ment license  which  is  required.  The  following  month,  Rothco  received  a  request  for 
400  of  the  same  gas  masks  with  filters  and  its  account  in  New  York  City  was  cred- 
ited with  an  additional  $3,195.00.  Maki,  however,  requested  that  Rothco  send  the 
gas  masks  to  ICP  of  Freemont,  California,  who  would  act  as  a  freight  consolidator. 

ICP  received  the  items  after  Hiramatsu  indicated  that  the  Atim  wanted  to  consoli- 
date the  items  it  had  obtained  in  the  United  States.  Various  contain^^rs  were  for-  ■ 
warded  to  ICP,  including  boxes  from  Rothco.  ICP,  through  a  freight  forwarder,  start- 
ed the  process  of  sending  the  items  to  Japan  in  March  of  1995. 

On  March  22,  1995,  two  days  after  the  Tokyo  attack,  a  source  from  Japan  con- 
tacted ICP  in  California,  and  told  company  representatives  that  he  should  stop  sell- 
ing to  Maha  Posya  because  they  were  killing  people  in  Japan.  At  this  time,  Rupani 
recalled  the  Maha  Posya  shipment  from  the  freight  forwarder  and  returned  it  to  ICP 
in  Freemont,  California.  Rupani  looked  in  the  shipment  and  discovered  it  included 
the  gas  masks. 

4.  Helicopter  Training  in  Florida 

In  1993,  two  Japanese  followers  of  the  cult  visited  the  United  States  to  obtain 
pilot  licenses  for  private  helicopters.  In  October  of  1993,  members  of  the  Aum  came 
to  Dade  County,  Florida  and  received  flight  lessons  from  Kimura,  International,  a 
private  flight  School  in  Opa  Locka,  Florida.  The  two  were  Aum  Defense  Agency  Di- 
rector, Tetsuya  Kibe,  and  Aum  member  Keiji  Tanimura.  They  both  had  U.S.  social 
security  numbers  and  airman  class  3  certificate  numbers.  They  received  a  private 
pilot  rating  for  rotor  craft-helicopters  on  October  31,  1993.  Soon  after  receipt  of  their 
licenses,  the  cult  obtained  the  helicopter  from  Russia 

D.  The  Aum  Shinrikyo  in  Other  Countries 

In  addition  to  its  efforts  to  recruit  members  and  obtain  and  test  weapons  and 
technology  in  Russia,  the  Aum  also  established  a  presence  and/or  undertook  activi- 
ties in  a  number  of  other  countries,  including  Germany,  Taiwan,  Sri  Lanka  and  the 
former  Yugoslavia.  Some  of  these  countries  appear  to  have  been  used  for  recruit- 
ment purposes,  while  others  appear  to  have  been  used  for  the  establishment  of  pur- 
chasing companies  or  other  businesses.  In  at  least  one  country  it  appears  the  Aum 
attempted  to  obtain  scientific  information. 

1.  Germany 

In  January  1989,  the  Aum  rented  an  825  square  foot  office  in  Bonn,  Germany  for 
6,000  DeutscheMark  per  month.  The  office  was  ostensibly  rented  for  administrative 
and  cultural  purposes.  A  woman  named  Yoko  Shigimara-Haltod,  a  resident  of  Bonn, 
signed  the  lease  and  paid  the  monthly  rent.  Two  telephone  numbers  are  listed  for 
the  office  in  the  name  of  Naruhito  Noda;  however,  no  one  by  that  name  is  listed 
in  the  Bonn  Population  Office. 

In  June  1991,  the  Aum  sent  a  letter  to  the  German  Embassy  in  Tokyo  requesting 
permission  to  send  one  of  its  members,  Akira  Wakatake,  to  reside  in  Germany  for 
three  years.  According  to  the  letter,  Wakatake  had  been  a  member  of  the  Aum  since 
1986  and  was  a  teacher  of  meditation  techniques  and  yoga.  The  letter  stated  that 
the  Aum  would  be  responsible  for  any  costs  arising  during  Wakatake's  stay  in  Ger- 
many, as  well  as  for  his  personal  conduct  while  in  Germany. 

Wakatake  entered  Germany  in  February  1992.  A  sign  on  the  Aum  office  there- 
after read  "A.  Wakatake  Buddhismus  und  Yoga  Center  Aum."  After  several  lan- 
guage courses  at  the  Goethe  Institute,  Watatake  was  granted  a  trading  license  by 
Bonn  city  authorities  in  July  1993  which  enabled  him,  in  addition  to  his  occupation 
as  a  teacher,  to  sell  books  and  cassettes  of  the  Aum. 

The  Aum  was  not  very  successful  in  recruiting  members  in  Germany.  According 
to  press  statements  made  by  Wakatake,  ten  German  nationals — but  no  other  Japa- 
nese— were  members  of  the  Bonn  branch  of  the  Aum.  At  least  one  member,  a 
French  national  named  Pauline  Silbermann-Hashimoto  who  is  married  to  a  Japa- 
nese citizen,  resided  in  Munich.  It  is  unclear  whether  the  Bonn  office  was  used  for 
anything  other  than  recruitment  efforts;  however,  on  March  21,  1995,  the  day  after 
the  Tokyo  subway  attack,  Shoko  Asahara  telephoned  Wakatake  in  Bonn  and  dic- 
tated to  him  the  text  of  a  press  communique  to  be  given  to  the  news  agency,  Agence 
France  Presse  (AFP)  in  Paris. 

The  communique  denied  any  involvement  in  the  subway  incident  and  accused  the 
Japanese  authorities  of  wanting  to  eradicate  the  Aum.  Wakatake  sent  this  commu- 
nique to  Silbermann-Hashimoto,  asking  her  to  translate  it  into  French  and  to  send 
it  to  the  AFP.  The  communique  was  received  by  the  AFP  via  fax  machine  from  Mu- 
nich on  March  21,  1995.  In  addition,  subpoenaed  phone  logs  from  Aum's  New  York 
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office  show  regular  contact  between  Aum  offices  in  New  York  and  Bonn.  German 
law  enforcement  authorities  have  no  records  of  any  illegal  activities  by  either 
Wakatake  for  Silbermann-Hashimoto. 

2.  Taiwan 

While  the  Aum's  presence  in  Germany  seemed  to  have  been  primarily  for  recruit- 
ment purposes,  it's  presence  in  Taiwan  was  more  business-oriented.  In  June  1993, 
the  Aum  established  a  company  in  Taiwan  by  the  name  of  Dai  Hanei  (Great  Pros- 
perity) as  a  purchasing  agent,  ostensibly  for  the  purchase  of  computer  parts.  Japa- 
nese press,  citing  police  sources,  have  reported  that  from  April  1993  to  March  1995 
the  Aum  sent  more  than  2.5  billion  yen  ($25  million),  through  its  Tokyo-based  Maha 
Posya  company,  to  Dai  Hanei's  bank  account  at  the  Taipei  branch  of  a  Tokyo  foreign 
exchange  bank. 

Under  Japan's  Foreign  Exchange  Control  Law,  transfers  of  sums  in  excess  of  5 
million  yen  ($50,000)  to  an  offshore  account  must  be  reported  to  the  authorities.  Ac- 
cording to  the  police  sources,  when  Maha  Posya  sent  more  than  5  million  yen  at 
a  time  it  reported  the  money  as  being  used  to  buy  computer  parts.  The  sources  con- 
firmed, however,  that  Maha  Posya  had  bills  for  computer  parts  imports  totaling  only 
100  million  yen  ($1  million).  The  remaining  2.4  billion  yen  ($24  million)  is  appar- 
ently unaccounted  for. 

The  police  sources  reportedly  quoted  bank  officials  in  Tokyo  as  saying  that  a  high- 
ranking  Aum  member,  who  was  an  executive  of  Maha  Posya  and  the  cult's  former 
Finance  Minister,  was  the  individual  who  made  the  remittances  to  Dai  Hanei.  The 
sources  are  also  reported  to  have  confirmed  that  Aum  leader  Shoko  Asahara  and 
the  Maha  Posya  executive  visited  Taiwan  frequently  in  1993. 

3.  Sri  Lanka 

Relatively  little  is  known  about  the  Aum's  activities  in  Sri  Lanka.  It  reportedly 
owns  considerable  assets  in  Sri  Lanka,  including  a  tea  plantation  that  the  Aum 
began  operating  in  1992.  The  Staff  has  confirmed  that  the  plantation  is  managed 
by  an  individual  named  Seizo  Imoto  and  that  it  uses  local  citizens  as  employees. 
The  Aum  apparently  has  had  several  problems  operating  the  plantation,  though,  in- 
cluding an  inability  to  pay  its  employees. 

Following  the  attack  on  the  Tokyo  subway,  a  local  organization  of  Buddhist  monks 
petitioned  the  Sri  Lankan  President  to  confiscate  the  property  of  the  cult  and  ban 
it  from  the  country.  Sri  Lankan  police  did  investigate  the  plantation,  but  nothing 
was  found  to  indicate  any  connection  between  the  plantation's  operations  and  the 
sarin  attack. 

4.  The  Former  Yugoslavia 

At  some  point,  the  Aum  became  very  interested  in  the  ideas  and  inventions  of 
Nikola  Tesla,  a  scientist  who  experimented  in  the  fields  of  atmospherics, 
electromagnetics,  fluid  d)Tiamics,  and  geodynamics  in  the  early  1900's.  According  to 
an  official  of  the  International  Tesla  Society  in  the  United  States,  a  representative 
of  the  Aum  in  New  York  City,  Yumiko  Hiraoka,  inquired  into  the  Aum  becoming 
a  member  of  the  Society.  In  January  1995,  Hiraoka,  the  manager  of  the  New  York 
office,  sought  to  obtain  from  the  Society  a  number  of  books  on  the  inventions  of 
Tesla,  his  patents,  and  writings. 

When  the  Staff  inquired  as  to  why  the  Aum  would  be  interested  in  Tesla's  work, 
the  official  speculated  that  they  may  have  sought  information  on  Tesla's  experi- 
ments with  resonating  frequencies.  He  stated  that  Tesla  had  experimented  in  creat- 
ing earthquakes  and  that  Tesla  was  quoted  as  saying  that  with  his  technology  he 
could  "split  the  world"  in  two.  He  also  noted  that  Tesla  had  developed  a  "ray"  gun 
in  the  1930's  which  was  actually  a  particle  beam  accelerator.  According  to  the  offi- 
cial, this  gun  was  reported  to  be  able  to  shoot  down  an  airplane  at  200  miles. 

The  official  also  told  the  Staff  that  upon  Tesla's  death  the  U.S.  government  had 
seized  most  of  his  papers  and  research  notes.  When  members  of  the  Society  have 
requested  information  on  Tesla's  work  under  the  Freedom  of  Information  Act,  much 
of  the  material  has  been  "black  penned"  for  national  security  reasons. 

It  was  for  this  reason  that  the  Aum  sent  some  of  its  members  to  the  former  Yugo- 
slavia. The  Staff  has  confirmed  that  from  February  to  April  of  this  year,  six  mem- 
bers of  the  cult  traveled  to  the  Tesla  Museum  in  Belgrade.  There  they  studied 
Tesla's  writings  on  something  known  as  the  Tesla  Coil,  a  coil  used  for  alternating 
current.  The  members  also  studied  Tesla's  work  on  high  energy  voltage  trans- 
mission and  on  wave  amplification,  which  Tesla  asserted  could  be  used  to  create 
seismological  disturbances. 
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VII.  Conclusions 

The  threat  posed  by  the  Aum  today  is  unknown.  It  still  has  substantial  assets, 
thousands  of  devotees  and  authorities  are  unsure  whether  its  weapons  and  weapons 
potential  has  been  neutralized.  Furthermore,  the  anti-Western  rhetoric  and  Arma- 
geddon prophecies  that  fueled  the  tragic  and  near-cataclysmic  incidents  in  Tokyo 
and  elsewhere,  are  still  evident. 

The  cult's  rise  and  its  efforts  to  obtain  and  deploy  weapons  of  mass  destruction 
raises  numerous  policy  issues,  however,  that  extend  well  beyond  the  specific  threat 
posed  by  Asahara  and  his  disciples.  The  Aum  was  merely  one  example — a  case 
study — of  what  may  be  the  most  dominant,  emerging  threat  to  our  national  security. 

The  ease  with  which  the  cult  accessed  the  vast  international  supermarket  of 
weapons  and  weapons  technology  is  extremely  troubling.  It  is  especially  troubling 
in  light  of  the  current  state  of  the  economies  and  governments  of  the  former  Soviet 
Union.  How  much  this  cult  acquired  and  how  much  more  they  could  have  obtained 
is  still  a  mystery.  How  much  the  next  group  may  be  able  to  acquire  is  the  question 
that  also  remains  unanswered. 

Furthermore,  despite  the  Aum's  relatively  overt  and  far  flung  activities,  not  a  sin- 
gle U.S.  enforcement  or  intelligence  agency  perceived  them  as  dangerous,  much  less 
a  threat  to  national  security,  prior  to  the  March  20,  1995  Tokyo  subway  attack. 
More  than  a  few  representatives  of  these  agencies  indicated,  as  one  candid 
counterterrorism  officer  admitted,  "they  simply  were  not  on  anybody's  radar  screen." 
How  does  a  fanatic,  intent  on  creating  Armageddon,  with  relatively  unlimited  funds 
and  a  worldwide  network  of  operatives,  escape  notice  of  western  intelligence  and 
law  enforcement  agencies  outside  of  Japan? 

Our  witnesses  today  and  tomorrow,  as  well  as  at  subsequent  hearings,  will  put 
in  context  our  national  security  needs  and  our  government's  capabilities.  A  number 
of  questions  and  observations,  based  upon  our  inquiry  today,  may  provide  areas  for 
further  discussion  and  improvement: 

•  Intelligence:  U.S.  intelligence  agencies  are  apparently  focusing  heavily  on  offi- 
cial state  proliferation  of  weapons  of  mass  destruction  (WMD).  Do  they  need  to 
allocate  increased  resources  to  WMD  terrorism?  Do  we  need  to  enhance  U.S.  in- 
telligence agencies"  expertise  in  biology,  chemistry,  and  nuclear  physics?  Do  we 
also  need  to  increase  their  development  and  acquisition  of  new  technologies  to 
help  the  U.S.  government  detect  and  combat  WMD? 

•  Need  to  coordinate  U.S.  government  agencies:  In  the  future  any  CBW  terrorist 
action  is  likely  to  involve  foreign  groups  or  activities.  This  means  that  intel- 
ligence organizations  are  likely  to  have  information  on  such  organizations  and 
activities.  In  addition,  law  enforcement  agencies  with  international  presence 
like  the  U.S.  Customs  Service  and  FBI  may  also  have  information  concerning 
these  groups.  Law  enforcement  and  intelligence  sources  must  have  regular  con- 
tact and  interchange  of  ideas.  Because  the  goal  should  be  to  prevent  an  attack 
before  it  even  gets  to  the  formative  stages,  law  enforcement  and  intelligence 
agencies  may  not  know  what  information  the  other  needs  or  has.  A  critical  need 
apparently  exists  for  U.S.  law  enforcement  and  intelligence  agencies  to  share 
information  and  coordinate  activities  in  regard  to  WMD  terrorism.  Is  there  a 
need  for  creating  a  national  clearinghouse  or  all  sources  intelligence/law  en- 
forcement center  to  give  U.S.  government  analysts  access  to  all  relevant  terror- 
ist information  from  whatever  source  derived  to  analyze  terrorist  threats  and 
assist  prosecutions?  Given  the  overlapping  missions  within  our  government,  is 
there  a  need  for  a  single,  high-level  Administration-wide  coordinator? 

•  Response  Capabilities:  During  video  footage  of  the  Tokyo  sarin  gas  attack,  local 
police  could  be  seen  entering  the  subway  without  protective  clothing  next  to 
military  or  other  government  officials  encased  in  the  most  modern  protective 
CBW  uniforms.  Apparently  many  of  the  would-be  rescuers  became  some  of  the 
first  casualties.  Obviously,  medical,  rescue,  fire  and  law  enforcement  personnel 
from  the  federal  to  the  local  level  must  be  trained  and  equipped  to  handle  a 
CBW  incident.  Likewise,  hospitals  and  clinics  must  be  prepared  with  proper 
supplies  and  antidotes  to  respond  to  a  CBW  event.  Are  procedures  in  place  and 
adequate  resources  available  for  all  U.S.  government  and  private  agencies  to 
handle  such  events?  In  particular,  are  current  funding  levels  for  our  Federal 
Emergency  Management  Agency  adequate  to  successfully  coordinate  a  national 
response  to  this  threat? 

•  Strengthen  export  controls:  The  trend  recently  in  the  U.S.  has  been  toward  liber- 
alizing export  controls.  Should  policy  makers  revisit  this  policy  and  consider 
strengthening  controls  on  some  of  the  dual  use  items  used  for  making  WMD 
materials? 
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Promote  Self-Policing:  In  the  case  study  of  the  Aum,  certain  U.S.  companies 
who  were  approached  by  the  Aum  and  its  corporate  alter-egos,  became  sus- 
picious of  the  Aum's  end-use  of  their  products.  Ultimately,  certain  transactions 
were  not  consumated.  Conversely,  other  companies  did  not  ask  the  right  ques- 
tions or  simply  did  not  care.  The  U.S.  business  community  has  a  duty  to  its  con- 
sumers and  our  Nation  to  recognize  dangers  of  many  of  its  dual-use  items  and 
act  responsibly.  Although,  to  a  great  extent,  the  case  study  of  the  Aum  appears 
to  demonstrate  some  success  with  our  joint  government/industry  educational 
program,  can  and  should  more  be  done  in  this  area  to  improve  corporate  aware- 

T1QC!C?V 


ness ; 


•  Ratification  of  CWC:  Since  the  Subcommittee's  last  hearing  on  this  issue  in 
1989,  the  CWC  has  been  under  consideration.  Would  ratification  of  this  treaty 
give  the  U.S.  government  increased  leverage  in  halting  the  spread  of  chemical 
weapons?  Would  this  be  especially  true  if  ratification  were  accompanied  by  pas- 
sage of  a  domestic  law  that  instituted  a  national,  computerized  clearing  house 
for  dual-use  chemicals  and  apparatus  used  to  make  chemicals,  similar  to  export 
control  mechanisms  that  track  end-users  and  give  the  end-users"  purpose  for 
purchasing  the  item? 

•  Open  source  information  on  WMD:  Recipes  and  directions  for  making  weapons 
of  mass  destruction  (WMD)  are  readily  available  in  the  open  literature  and  now 
on  the  Internet.  The  U.S.  government  is  considering  declassifying  additional  in- 
formation about  the  U.S.  biological  weapons  program.  Does  such  open  source  lit- 
erature on  WMD  makes  it  easier  for  would-be  terrorists  and  other  governments 
to  make  these  weapons?  Is  there  a  need  to  study  how  to  control  access  to  such 
information  while  still  safeguarding  our  First  Amendment  guarantees? 

•  Global  cooperation:  Few  terrorists  are  now  just  domestic  terrorists.  Almost  all 
are  now  international  terrorists  to  some  degree.  Most  travel  and  buy  goods 
throughout  the  world.  Are  additional  international  agreements  needed  among 
at  least  the  P-8  countries  (G-7  plus  Russia)  to  address  this  international  aspect 
of  terrorism?  Is  there  a  need  for  an  agreement  that  would  encourage  that  mem- 
ber countries  share  information  involving  WMD  terrorism  that  may  have  inter- 
national implications? 

Appendix  A 

AUM  SHINRIKYO  MEMBERS  ^ 

Name  Title 

AOYAMA,  YOSHINOBU  Aum  Shinrikyo  lawyer 

ASAHARA,  SHOKO  Aum  Shinrikyo  leader 

Asano,  Shinya Aum  member,  former  Japanese  Self  Defense  Force  member 

Chow,  Tom Head  of  the  Aum  affiliate  in  Taiwan 

ENDO.  SEJICHI Head  of  the  Aum  Health  and  Welfare  Ministry  and  top  biologist 

Fujinaga,  Kozo  Aum  Science  and  Technology  subordinate 

Furukawa,  Masao Subordinate  to  Hayakawa-HDrganized  shooting  tour  to  a  Russian  mili- 
tary base 
Hara,  Yoshihiro  Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

Hasegawa,  Shigeyuki Runs  two  Aum  affiliated  chemical  companies 

Hashimoto,  Saturo  Aum  Home  Affairs  IVIinistry  subordinate— sprayed  Sarin  related  to  the 

Tokyo  attack 
Hatakeyama,  Hironobu  Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

HAYAKAWA,  KIYOHIDE Construction  Ministry  Head 

HAYASHI,  IKUO Head  of  Aum's  medical  division,  the  Treatment  Ministry 

Hayashi,  Yasuo  Aum  member  in  the  Science  and  Technology  Ministry— connected  by 

the  Japanese  police  to  the  Tokyo  attack 
Hiramatsu,  Yasuo Upper  management  member  of  Aum  who  acted  as  purchasing  agent 

for  United  States  purchases 

Hiraoka,  Yumiko Aum  Nun  and  sect  leader  of  Aum's  New  Yori<  office 

Hirata,  Masayuhi  Aum  doctor 

Hirose,  Kenichii  Indicted  for  participating  in  the  Tokyo  gas  attack 

Horii,  Takahisa  Aum  doctor 

Ikeda,  Itsuro  Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

INDUE,  YOSHIHIRO Head  of  Aum's  Intelligence  Agency  and  Action  Squads 

Jo,  Hiroyuhi  The  man  who  stabbed  Murai 
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AUM  SHINRIKYO  MEMBERS^— Continued 
Name  Title 

JOYU,  FUMIHIRO Former  Aum  leader  in  Moscow— since  March  1995,  he  has  been  the 

lead  spokesman  for  Aum  in  Japan 

Kadokawa,  Tomoki Science  and  Techology  Ministry  subordinate 

Katahira,  Kenichiro Aum  doctor 

KIBE,  TETSUYA  Aum's  Defense  Agency  Chief 

Kikuchi,  Naoko  Aum  Health  and  Welfare  Ministry  member  related  by  the  Japanese 

police  to  the  Tokyo  attack 

Kitamura,  Koichi  Aum  Home  Affairs  subordinate  related  by  the  Japanese  police  to  the 

Tokyo  attack 

KobayashI,  Katsuhiko Science  and  Techology  Ministry  subordinate,  chemical  team  member, 

and  secretary  to  a  senior  Aum  member 

Maruyama,  Michimaro Aum  member  connected  to  the  Tokyo  attack 

MATSUMOTO.  CHIZUO  Lay  alias  for  Asahara 

Matsumoto,  Takeshi Aum  member  suspected  in  the  abduction  of  a  Japanese  notary  official 

MATSUMOTO,  TOMOKO  ...     Asahara's  wife 

Mitsuka,  Yoshihiro Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

Moriwaki,  Yoshiko  Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

MURAI,  HIDEO  Head  of  the  Aum's  Science  and  Technology  Ministry 

NAKADA,  KIYOHIDE  An  Aum  senior  sect  member  in  the  Home  Affairs  Ministry  and  Con- 
struction Ministry 

NAKAGAWA,  TOMOMASA      The  Aum's  Household  Agency  Director 

Nakamoto,  Hideo  Mitsubishi  employee  arrested  for  suspicion  of  helping  an  Aum  and 

former  Self  Defense  Force  member  steal  company  secrets 

Nakamura,  Noburu Aum  Home  Affairs  Ministry  subordinate — sprayed  Sarin  related  to  the 

Tokyo  attack 

Nakano,  Katsuhiko  Aum  member  arrested  in  connection  with  gun  manufacturing 

NIIMI,  TOMOMITSU Head  of  the  Aum  Home  Affairs  Ministry 

Ochida,  Kotaro  An  Aum  pharmacist — strangled  by  Yasuda 

Oikawa,  Takayuki Aum  member — arrested  In  connection  with  gun  manufacturing 

Oka,  Hideki Aum  member  connecetd  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

Okada,  Hiroyuki Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

OuchI,  Toshiyasu  Defacto  head  of  the  Aum  sect  in  Moscow  since  March  1995 

Sasaki,  Kayoko  Aum  member  connected  by  the  Japanese  police  to  preparations  for 

the  Tokyo  attack 

Satoru,  Hirata  Aum  Intelligence  Agency  member  connected  to  the  kidnapping  of  a 

Japanese  notary  official 

Shirai,Takahisa Aum  member  and  former  Japanese  Self  Defense  Force  member 

Sotozaki,  Kiyotaka  Aum  member  connected  by  the  Japanese  police  to  the  Tokyo  attack 

Sugimoto,  Shigeo Aum  Home  Affairs  Ministry  member  indicted  for  the  Tokyo  gas  at- 
tack— alleged  to  have  strangled  another  Aum  member 

TakahashI,  Katsuya Aum  Intelligence  Agency  subordinate 

Takizawa,  Kazuyoshi  Aum  scientist 

Tashita,  Seiji Aum  member  connected  by  the  Japanese  police  to  the  Tokyo  attack 

Terajima,  Keiji  Aum  Home  Affairs  Ministry  subordinate — helped  make  Sarin 

Togashi,  Wakashio Aum  Science  and  Technology  subordinate 

Tomita,  Takashi Aum  Home  Affairs  Ministry  subordinate 

Tonosaki,  Kiyotaka Aum  member  Indicted  for  Tokyo  gas  attack 

Toyoda,  Toru  Aum  member  Indicted  for  Tokyo  gas  attack 

TSUCHIYA,  MASAMI  Head  of  the  Aum's  Chemical  Division  of  the  Science  and  Technology 

Ministry  and  the  top  chemist 

Uchiyama,  Rie Aum  member — kidnapped  her  father 

Watabe,  Kazumi Aum  Science  and  Technology  Ministry  subordinate  and  engineer 

Yamagata,  Akira  Aum  Home  Affairs  Ministry  subordinate  and  former  Japanese  Self  De- 
fense Force  member— alleged  to  have  used  VX  gas  to  kill  rene- 
gade Aum  members 

Yasuda,  Hideaki  Aum  member  who  strangled  Ochida 

Yokoyama,  Masato  Aum  member  indicted  for  Tokyo  gas  attack 

'  This  document  was  compiled  and  prepared  by  Permanent  Subcommittee  on  Investigations'  Staff  using  police 
records,  news  articles,  and  other  open  sources.  ALL  UPPER  CASE  INDICATES  KEY  AUM  MEMBERS. 
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The  following  is  a  list  of  the  cost  of  "religious" 

training  that  Aum  Shinnkyo  followers  and  visitors 

are  tod  to  undergo  and  items  they  were  ordered 

to  purchase. 

Training  Courses 

A  devotee  has  to  pay  V5.000  if  he  or  she  wants 

to  change  course  midway  through  the  training 

Initiation  fees: VSO.OOO  (for  non-foltowers) 

Monthly  membership  fees: v3,000 

Yoga  course  for  spiritual  emancipation 
(Eachclass  lasts  tor  three  hours) 

Beginner  course  (10  classes): V30,000 

intemiedlate  course  (20  classes): V35,000 

Advanced  course  (20  classes): VBO.OOG 

Conespondence  course 

1st  section  (60  days): V70,000 

2nd  section  (60  days): y70,000 

Late  night  seminar 

(six  hours  for  each  dass):  VS.OOO 

Intensive  ovemight  seminar V7,000-V8,000 

Advanced  course  for  the  acquisition  of  super- 

natural  power 

Compreliensive  program  for  supernatural  powers 

(for  two  sessbns  a  rrwnth): VI 5.000 

Initiation  (one  session):  VIS.OOO 

Correspondence  course: VI 5.000 

Supernatural  power  seminar V20,000 

Shaktipat 

A  ritual  which  allegedly  enables  a  member  to 
gain  spiritual  energy  through  touching  the 
forehand  of  another  member  with  a  higher 
sprtuaJ  level.  To  receive  Shaktipat  training  from 
cult  gum  Shoko  Asahara.  a  devotee  must  have 
earlier  gone  through  60  units  of  training  and 
made  a  donation  of  nwre  than  V50,000. 
To  receive  trairwig  from  one  of  Ashara's  disciples 
wtx)  have  achiewed  emancipation,  a  trainee  has 
to  have  undergone  30  units  of  training  and  made 
a  donation  of  more  than  v30,000. 


Intensive  training  In  "Madness" 

An  1 1  -day  course: 

Donations  of  more  than  1^^20,000 

Bkx)d  Initiation 

Ritual  drinking  of  bkxxl  that  suppsedly  came  from 

Asahara: vi  million 

Secret  Inltlatton  ~ 

Donations  of  more  than  VI  million 

Special  Initiation 

■■■■■■■..■.■■.■■■■ V300.000  or  V500.000  course 

Bardo's  Enlightenment 

Irrtravenous  Injectnns  of  unknown  content: 

V300,000 

TTEWS 

•  TSI"  telepathy  headgear  (a  helmet  with  elec- 

tric wiring  that  supposedly  synchronizes  a  tot- 
Lower's  brain  waves  with  those  of  Ashara): 
Vl  milRon  to  rent  per  month 

•  Videotapes  on  yoga  and  training: 

VSO.OOO  -  V400,000 

•  Purusha  (a  small  button  with  the  sect's  logo 
engraved  upon  it): VIOO.OOO 

•  Miracle  Pond  (a  200cc  bottle  containing  water 
from  Asahara's  bath: V20,000 

■  Sandalwood  rosary  (set  of  two): V15.000 

•  Vkleo  tape  of  Aum  seminars: V1 5,000 

•  Purusha-shaped  treasure  box: V1 0,000 

Note:  The  menu  and  the  prices  are  as  of  1989. 
and  were  detailed  in  a  cult  pamphlet  quoted  by 
\t\e  Sunday  Mainichi  news  magazine  and  other 
sources. 


Reprinted  from  the  Japan  Times:  Sd»cW  WMMrt .  TERROR  In  tht  hMrt  of  JiOMV  Th>  Aum  SWmtwo 
dOom»d«vcu>  July  1995 
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Appendix  C 

AUM  SHINRIKYO  FACILITIES 

Okamura  Tekko  Ishikawa  Prefectre — cult  took  over  Hydraulic  cylinder  factory,  60- 
70  cult  members  work  there 

Tomizawa  Yamanashi  Prefecture — Aum  Facility  to  produce  firearms 

Matsumoto — Aum  two  story  facility 

Tokyo  Minami  Aoyama — Aum  HQ  in  Tokyo 

Tokyo— Aum  Co.  HQ  287  Setagaya  Setakayu-ku 

NYC— Am  Supreme  Truth  8  East  48th  St,  NYC 

Shizuoka  Prefect — Aum  facility 

Yamanashi  Prefect— Aum  facility  . 

Kamikuishiki  Yamanshi  Prefecture— Aum  Training  Center  at  the  foot  of  Mt.  Fuji 

Bonn — Aum  sect  activities 

Tokyo  Nakano  Ward — Aum  affiliated  hospital 

New  York  City  Columbia  College — Small  Aum  chapter 

Okinawa  Prefecture — Aum  facility 

Namino,  Kumanoto  Prefecture— Aum  HQ  before  Kamikuishiki,  evacuated 

Tomizawa.Yamanashi  Prefecture— Aum  facility.  Police  seized  steel  pipes  resembling 
gun  barrels. 

Vladivostok,  Russia— Aum  attempt  to  lease  Mil-26  transport  helicopter 

Ukraine — ^Alleged  to  have  approached  arms  dealer  to  purchase  two  T-72s  main  bat- 
tle tanks 

Fujinomiya,  Shizuoka  Prefecture — Aum  commune 

Zaire — Aum  studied  alleged  ebola  outbreak 

Naganohara,  Gunma  Prefecture — Aum  facility 

Osaka,  Cuo  Ward — ^Aum  facility 

Fujinomiya,  Shizouka  Prefecture — Aum  facility 

Omiya,  Saitama  Prefecture — ^Aum  Apartment 

AUM  SHINRIKYO  COMPANIES 

UNITED  STATES 

A.U.M.  Publishers,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

A.U.M.  Company  Ltd.,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

Asahara,  AUM  USA  Co.,  Ltd.,  53  Crosby  Street,  NY,  NY 

AUM  Publishing,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

Aum  Inc,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

Aum  Supreme  Truth,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

Aum,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

Yoga  Center,  8  East  48th  Street,  #2E,  NY,  NY  10017     (212)  421-3687 

JAPAN 

Aum  Hospital,  Nakano  Ward,  Tokyo 

Aum's  Computer  Support  Center,  Sapporo  City,  Egi  Building,  3-chome,  Minami 
Nijo,  Chuo-Ku,  Sapporo  City 

Aum's  Computer  Support  Center,  Osaka  Nihonbashi  Shop,  Sanki  Medical  building, 
5-9-2  Nihonbashi,  Naniwa-ku,  Osaka 

Aum's  Computer  Support  Center,  Nagoya  Shop,  3-31-12  Osu,  Naka  Ward,  Nagoya 
City 

Aum's  Computer  Support  Center,  Akihabara  Shop, 

Kokiso  Building,  4-4-3  Sotokanda,  Chiyoda-ku,  Tokyo 

Aum's  Computer  Support  Center,  Minami  Aoyama  Center,  Mahaspohsa  Building,  7- 
5-22,  Minami  Aoyama,  Minato-ku,  Tokyo 

Bell  Epoch 

Beck 

Cafeteria  Unmei  No  Toki,  Nishi  Eifuku,  5-54-5  Eifuku,  Suginami-ku,  Tokyo 

Hasegawa  Chemical  Company 

Hikari  Seimitsu  Kogo,  Fuji,  Shizuoka  Prefecture 

Imagawa  Juban  Yaki,  Kameido,  5-29-21  Kameido,  Koto-ku,  Tokyo 

Mahapsya  Inc  of  Japan,  7-5-12  Minami  Ayoama,  Minato-ku,  Tokyo 

Oumo  Shinrikyo 

Seiki  Toitsu  Tsusho  Sangyo,  aka:  World  Unified  Trade  and  Industry  World  Unifica- 
tion Industry 

Shimomura  Chemical  Company 

Shinrito,  3-8-11  Miyamae,  Suginami-ku,  Tokyo 
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Umakarou  Yausukarou  Tei,  Ekoda,  1-52-1  Kotake-cho,  Merima-ku,  Tokyo 
Umakarou   Yasukarou   Tei,   Kichijoji,   4-25-7   Honcho,   Kichijoji,   Musashino   City, 

Umakarou  Yasukarou  Tei,  Kinshicho,  Waise  Building,   1-11-4  Taihei,  Sumida-ku 
1 okyo  ' 

Umakarou  Yasukarou  Tei,   Maruta-cho,   Kyoto,    10-5  Jurakumawari  Higashi-cho 
Nakagyo-ku,  Kyoto  City 

AUSTRALIA 

Clarity  Investments  PTY,  Ltd.,  c/o  Murchia  and  Associates,  Barristers  and  Solici- 
tors, 250  St.  Georges  Terrace,  Perth,  Australia 

'^oSnPcT^  ^"^t'^^ji^  PTY    c/o  Murchia  and  Associates,  Barristers  and  Soliciters, 
250  St.  Georges  Terrace,  Perth,  Australia 


TAIWAN 


Dai  Hanei  (Great  Prosperity) 
Maha  Posya,  Inc,  Taipei 


Appendix  D 
CHRONOLOGY  OF  MAJOR  EVENTS:  THE  AUM  SHINRIKYO  "DOOMSDAY  CULT" 
Name  Tj,le 

^^^  Asahara  forms  the  Aum  Shinsen-no  kai  Company,  a  book  publisher 

and  yoga  training  center. 

]^^^  The  name  of  the  organization  is  changed  to  Aum  Shinrikyo. 

^^°'   Aum  USA  Company  Limited  is  incorporated  in  New  York  City. 

August  1989  Aum  Shinrikyo  is  recognized  as  a  religious  corporation  by  the  Tokyo 

Metropolitan  Government. 
February  1990 25  Aum  members,  including  Asahara,  mn  for  the  Lower  House  but 

none  are  elected. 

l^^""   Aum  Shinrikyo  begins  religious  activities  in  Moscow. 

October  1992  Aum  "medical  mission"  sent  to  Zaire  to  obtain  a  sample  of  the  deadly 

Ebola  virus. 
June  1992  The  Russian  Ministry  of  Justice  registers  Aum  Shinrikyo  as  an  official 

religious  organization. 
June  1993  The  sect  purchased  a  500,000  acre  sheep  ranch  in  Western  Aus- 
tralia. 
^^"®  ^^^^  Noxious  fumes  from  a  building  believed  to  be  affiliated  with  the  sect 

cause  100  people  to  complain  in  the  Koto  Ward  of  Tokyo 

f  ^^MoSf  ■  ^^^^ Asahara  and  up  to  26  other  sect  members  visit  the  ranch  in  Australia. 

^P"'  '^^'*  Aum  members  visit  Australia  to  investigate  the  possibility  of  extracting 

uranium. 

June  1994  The  sect  purchased  an  MI-17  helicopter  from  Russia. 

June  27,  1994  7  die  and  over  500  are  injured  when  the  sect  releases  sarin  gas  in 

Matsumoto. 
July  1994 The  sheep  ranch  in  Australia  is  sold  at  a  loss. 

"^"'y^^^"^ Residents   repeatedly  complain   of  peculiar  odors  from  the  sects 

Kamikuishiki  complex. 
Sept.  1,  1994  231  people  in  seven  towns  in  western  Japan  (Nara  prefecture)  suffer 

rash  and  eye  irritations  from  unknown  fumes. 
Dec.  12,  1994  Aum  Home  Affairs  Ministry  head  Tomomitsu  Niimi  attacks  a  man  with 

VX  nen/e  gas.  The  man  dies  ten  days  later. 
January  1995  Niimi  attacks  Hiroyuki  Nagaoka.  the  leader  of  the  Association  of  the 

Victims  of  Aum  Shinrikyo,  with  VX  gas  but  he  survives. 
March  5,  1995  11  people  hospitalized  from  strange  fumes  in  the  Keihin  Kyuko  train 

line  in  Yokohama. 

March  15,  1995  Three  attache  cases  containing  liquid,  fans,  vents,  and  batteries  are 

M      honiQQc  discovered  in  the  Kasumigaseki  subway  station  in  Tokyo. 

Marcn  20,  1995  12  die  and  5,500  are  injured  from  sarin  gas  released  in  five  trains  of 

the  Tokyo  subway  system. 

A    "^MQ^ili  ^^^^  """^^  director  of  the  National  Police  Agency  is  shot. 

Apn  1995  A  Russian  court  bans  all  Aum  Shinrikyo  activities. 

Apnl  4,  1995 Odors  are  noticed  from  a  suspected  Aum  hideout  in  Shinjuku  Ward 

Tokyo. 
April  8,  1995 Ikuo  Hayashi,  the  head  of  the  Treatment  Ministry  is  arrested. 
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April  11,  1995 20  people  complain  of  sore  throats  and  a  foul  odor  on  the  Keihin 

Kyuko  line  in  Yokohama. 

April  12,  1995 Tomomitsu  Niimi,  head  of  the  Home  Affairs  Ministry  is  arrested. 

April  19,  1995 500  people  are  hospitalized  due  to  mysterious  fumes  in  the  Yoko- 
hama railway  system. 

April  19,  1995 Kiyohide  Hayakawa,  the  Aum  Construction  Minister,  is  arrested. 

April  21 !  1995 27  people  are  overcome  by  fumes  in  a  store  near  the  Yokohama  rail 

station. 

April  23,  1995 Hideo  Mural,  the  Aum  Shinrikyo  Science  and  Technology  Minister,  is 

stabbed  to  death  in  front  of  Aum  headquarters. 

April  26  1995 Seiichi   Endo,  the  head  of  the   Health  and  Welfare   Ministry  and 

Masami  Tsuchiya,  the  head  of  the  Chemical  Division  of  the  Science 
and  Technology  Ministry,  are  arrested. 

May  3,  1995  Yoshinobu  Aoyama,  the  sect's  law/yer  is  arrested. 

May  5!  1995  Two  bags  of  poison  gas  are  found  in  the  men's  restroom  in  the 

Shinjuku  subway  station  in  Tokyo. 

May  3,  1995  Traces  of  Sarin  are  found  in  samples,  taken  in  March,  from  24  dead 

sheep  on  the  ranch  previously  used  by  the  sect  in  Westem  Aus- 
tralia. 

May  15,  1995  Yoshihiro  Inoue,  the  Aum  Intelligence  Agency  head  is  arrested. 

May  16,  1995  Shoko  Asahara,  Aum  leader,  is  arrested. 

May  16!  1995  A  parcel  bomb  explodes  in  the  offices  of  Tokyo's  Governor,  wounding 

an  aide. 

June  26,  1995  Asahara's  wife,  Tomoko  Matsumoto,  is  arrested. 

July  4,  1995  Poison  gas  is  found  in  the  women's  restroom  on  the  Hibiya  line, 

Kayaba-Cho  subway  station  and  in  the  men's  restroom  of  the  Japa- 
nese Railway  Shinjuku  station  in  Tokyo. 

October  6,  1995  Tokyo  District  Court  holds  hearings  on  the  disbandment  of  Aum 

Shinrikyo. 

October  7,  1995  Fumihiro  Joyu,  the  sect's  spokesman  is  arrested. 

October  26,  1995  Asahara's  trial  continued  to  a  date  uncertain. 
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AUM  SHINRIICYO  JAPAN  ACTIVITIES 


APPENDIX    E 


S*to/ Japan 


North  PteMc  OcM/i 


^V  ^B      ^^^tT   l^^Tf   Ir^Sf 

v*^  y*^  *'^ 


^^     Gos  Mojk    purchose 
Ti^  Chemicot/Biologfcol  Deployment 
A      AUM  Assah 

Weoporu  Monufoctuf  ing 


Defense  Inhxmohoo  TKeh 
(Rodtel  K>el  dolo) 


\ 


Defense  Information  Theh  [Tank  doto) 
Computer  PurctKises 
Computer  Software  Purchases 
AUM  Recruitment 


Jf  Mt-l  7  Hekopter 
it^^  AUM  Production  Focility 


Chemicol  Purchase 
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WORLD  MAP 


APPENDIX    F 


COUNTRY 


ICON 


SIGNIFICANCE 


Australia 


li 


^ 


ADM  purchased  property  in  Australia  in  1993  to 
utilize  in  the  extraction  of  uranium.  AUM  carried  out 
experiments  with  Sarin  on  sheep  in  Australia.  Traces 
of  chemicals  used  to  make  Sarin  found  in  soil  and 
wool  of  dead  sheep. 


}r^» 


Germany 


'^oV^/ 


AUM  tried  to  recruit  people  in  Germany. 


Russia 


Russia 


AUM  purchased  broadcast  time  on  Russian  radio  and 
television  stations  and  owned  radio  transmitter  tower 
in  Vladivostok. 


Recruitment  activities. 
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Russia,  Moscow 


Two  AUM  members  sent  toairfield  near  Moscow  to 
train  as  helicopter  pilots. 


Russia 


Ml  -17  helicopter  dismantled  and 
imported  in  June  1994 


Russia,  Moscow 


Sri  Lanka 


Taiwan 


AUM  began  religious  activities  in  Moscow  in  1991 . 


AUM  owned  and  operated  a  tea  plantation. 


AUM  established  purchasing  agent  in  Taiwan  and 
utilized  it  for  purchases  of  computers  and  parts. 


USA,  Bridgeport 


$400,000  machine  manufactured  to 

grind  mirrors  and  lenses  bought  by  AUM  in  1 994. 
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USA,  NYC,  NY,  8 
8  East  48th  Street. 


O  r^J-'A 


Ne^  York 


USA  Long  Island 


USA,  Fremont  CA, 


AUM  USA  Company  Ud. 

Incorporated  as  a  nonprofit  through 

which  they  buy  US  conoputers  and  other  equipment. 


AUM  purchased  computers  and 
software  from  various  US  sources. 


AUM  downloaded  Internet  info  on 
making  toxin  from  the  venom  of  the 
green  mamba  snake. 


Computer  chips  purchased  manufacturing  equipment 
purchased  through  a  Fremont  computer  company. 


USA,  St  Louis,  MO, 
San  Deigo,  CA 


USA,  Las  Vegas, 
Nevada 


AUM  bought  and  returned  software  which  couid  have 
helped  design  new  toxins. 


AUM  member  attended 

a  sporting  goods  trade  show  and  ordered  gas  masks 

and  camping  gear  in  January  1995. 


USA,  Union  City,  CA 


Gas  Masks  prepared 

to  be  shipped  to  cult  members  in  Japan  through 

Fremont,  CA. 
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USA,  Florida 


AUM  members  received 
private  helicopter  training. 


Zaire,  Africa 


b 


AUM  funds  medical  mission  to  Zaire  in  1 992  to  assist 
in  treatment  of  Ebola  Virus  victims. 


LOCATION 


Tokyo 


Tokyo 
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4 

JAPAN  MAP 

ICON 

SIGNIFICANCE 

^ 

Sarin  subway  attacks  3/20/95 

^ 

Ikeda  shot  with  sarin  projectile  1 

Tokyo 


Akihabara 


ii 


Miimi  shoots  NPA  Commissioner  General  Kunimatsu. 


Computer  shop  sales. 


Tokyo 


11 


Computer  shop  sales. 


Osaka 


fl 


Computer  shop  sales. 


Sopporo 


11 


Computer  shop  soles. 
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Tokyo 


ll 


Japan 


Computer  shops/coffee  shops  and  restourants. 


MI-17  helicopter  bought  from  Russia.  Later  attempted 
to  hire  crew  and  pilots  from  airline  companies  and 
helicopter  operations  firms. 


Kamikuishiki 


Kamikuishiki 


Tokyo 


Osaka 


AUM  owns  1 ,000  square  meters  of 
property  for  their  HQ. 


Satian  No.  7  completed. 


# 


k<Ra 


AUM's  chief  of  science  and  technology  stabbed. 


Hamaguchi  died  after  being  exposed  toVX  gas. 


Kamikuishiki 


*#* 


Gas  odors  near  AUM  facilities. 


Yokohama 


Kamikuishiki 


Nineteen  people  taken  to  hospital  after  they 
inhaled  fumes  in  a  train  car.  Source  of  fumes  not 
found. 


Sarin  by-product  found. 
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!^ 


Tokyo  J^^^^^^k  Sarin  subway  attacks  on  March  20,  1 995. 


Nora  State  ^VUV/  Over  23 1  in  seven  towns  in  Nora  suffer 

^^•^^^  rashes  and  eye  irritation  from  unknown  fumes. 


Matsumoto       ^^  ^^  ^>UIL^  7  die,  200  plus  stricken  by  Sarin  fumes. 

•^^     ^^#       AUM  owns  real  estate. 


la 


^ 


KiX>A 


Tokyo  ^^hOR^^  Over  100  complain  about  noxious  white 

fumes  rising  from  AUM  building. 


# 


Tokyo  ^^f^Si^^  ^^^  ^''  ^^"°'^  attempt  to  kill  83  year  old 

man  with  VX. 


Tokyo  #k^J^^^k  Three  pieces  of  luggage  containing 

V^^W  sprayers  were  place  in  the  Kasumigaseki  subwoy 


station. 


Tokyo  Vfflff/  Bag  of  sodium  cyanide  and  o  bag  of  sulfuric  acid 


^-^ 


found  together  in  Shunjuku  subway  men's  room. 


Kamikuishiki  ^^ntJ^^^  Reports  tell  of  AUM  scattered  bones  of 

^^ll|r^^_  dead  followers  outside  compound  after  breaking  then 

up  in  a  large  grinder. 
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Kamikuishiki 


!■ 


Tokyo 


B.^ 


Police  seize  machine  gun  parts  and  LSD  at 
AUM  complex. 


AUM  memb>ers  broke  into  a  defense 

contractor  office  ond  stole  data  on  tonks  and  laser 

equipment. 


Aichi 


AUM  members  broke  into  a  chemical  plant 
and  stole  gunpowder  and  rocket  fuel  data. 


Tokyo 


AUM  members  lured  day  workers  by  telling 

them  they  were  being  employed  as  movie  extras  then 

preached  cult  infornfiation  to  them 
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APPENDIX    H 
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riguTTe  3.     Attache  case  lef-  at  Kasurczajeki  Station 
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March  1995  Aum  Attack  on  the  Tokyo  Subway  System 
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Senator  NuNN.  Our  next  panel  will  be  Kyle  Olson,  Senior  Staff, 
Arms  Control  and  Proliferation  Analysis  Center  of  TASC,  Inc.; 
Colonel  Edward  Eitzen,  Jr.,  who  is  a  doctor,  the  Chief,  Preventive 
Medicine  Department,  Medical  Division,  U.S.  Army  Medical  Re- 
search Institute  for  Infectious  Diseases;  and  James  A.  Genovese, 
Chief,  Chemical/Biological  Antiterrorism  Team,  U.S.  Army  Chemi- 
cal/Biological Defense  Command. 

I  would  ask  all  of  you  who  are  going  to  be  testifying,  before  you 
take  your  seats,  we  swear  in  all  the  witnesses  before  the  Sub- 
committee. So  if  you  will  just  hold  up  your  right  hand,  do  you 
swear  the  testimony  you  will  give  before  this  Subcommittee  will  be 
the  truth,  the  whole  truth,  and  nothing  but  the  truth,  so  help  you 
God? 

Mr.  Olson.  I  do. 

Colonel  Eitzen.  I  do. 

Mr.  Genovese.  I  do. 

Senator  NUNN.  Thank  you. 

I  believe  Mr.  Olson  is  going  to  lead  off  today,  and  I  think  all  of 
you  have  performed  great  service  for  us,  both  in  your  discussions 
with  staff  and  being  here  today.  Your  entire  statements  will  be 
part  of  the  record,  and  to  the  extent  that  you  can  summarize  those, 
it  will  give  us  more  time  for  questions,  since  we  have  one  more 
panel  after  this  one.  It  is  not  a  panel;  it  is  one  witness.  But  I  will 
ask  Mr.  Olson  if  you  will  begin,  and  we  thank  you  for  being  here. 

TESTIMONY  OF  KYLE  B.  OLSON,  SENIOR  STAFF,  ARMS  CON- 
TROL AND  PROLIFERATION  ANALYSIS  CENTER,  TASC,  INC. 

Mr.  Olson.  Thank  you,  Mr.  Chairman.  Thank  you  for  the  oppor- 
tunity to  speak  with  the  Members  of  the  Subcommittee  this  morn- 
ing. 

I  am  a  member  of  the  senior  staff  at  TASC,  Inc.  and  its  Arms 
Control  and  Proliferation  Analysis  Center  in  Rosslyn,  Virginia.  In 
that  capacity,  I  work  on  chemical  and  biological  arms  control, 
counterproliferation,  and  counterterrorism  issues  for  government 
and  private  sector  clients  both  here  in  the  United  States  and 
abroad. 

It  is  with  very  little  pleasure  that  I  am  able  to  say  that  the 
March  20  subway  attack  did  not  come  as  a  surprise;  in  fact,  it  real- 
ized a  concern  I  had  known  for  several  months.  I  first  visited 
Japan  in  December  of  last  year  to  investigate  the  Matsumoto  sarin 
attack.  As  you  know,  that  first  attack  received  very  little  attention 
outside  of  Japan.  In  fact,  I  first  became  aware  of  it  some  3  months 
after  the  attack  when  I  was  approached  by  the  Nippon  Television 
Corporation  and  asked  to  serve  as  a  consultant  on  a  broadcast  com- 
memorating the  6-month  anniversary  of  the  great  unsolved 
Matsumoto  mystery.  As  I  looked  into  the  case,  I  found  myself  rath- 
er astonished  by  the  things  that  I  was  discovering.  It  became  my 
firm  belief  after  a  very  short  time  that  the  Matsumoto  victims  had 
been  the  subjects  of  a  terrorist  attack.  I  also  believed,  based  on  sev- 
eral factors,  that  this  had  been  a  field  test  in  preparation  for  a  full- 
blown strike  of  larger  proportions  yet  to  come. 

I  concluded  that  an  unknown  terrorist  group  had,  for  the  first 
time  in  world  history,  demonstrated  the  ability  and  willingness  to 
use  a  weapon  of  mass  destruction  against  innocent  targets.  It  was 


104 

clear  to  me  that  whoever  had  done  it  would  strike  again  and  that 
the  next  target  would  have  to  be  much  higher  profile.  In  a  report 
which  I  circulated  both  within  Japan  and  here  in  the  United  States 
in  January  of  this  year,  I  specifically  pointed  out  the  vulnerability 
of  the  Tokyo  subway  during  rush  hour  to  such  a  nerve  gas  assault. 

I  have  revisited  Japan  about  a  half  dozen  times  since  that  tragic 
Monday  in  March.  I  have  had  the  opportunity  to  speak  with  mem- 
bers of  the  Aum  Shinrikyo,  with  victims  of  the  attacks  in  both 
Matsumoto  and  Tokyo,  and  with  residents  of  Kamakuishiki,  the 
cult  compound/complex  at  the  foot  of  Mt.  Fujiyama.  I  have  exam- 
ined mountain  caches  of  highly  toxic  chemicals  and  seen  police  div- 
ers recovering  pieces  of  assault  weapons  tossed  into  reservoirs  by 
the  cult  north  of  Tokyo.  I  have  even  had  the  dubious  pleasure  of 
receiving  phone  calls  and  faxes  at  my  office  and  at  home  from 
Tokyo-based  members  of  the  Aum  Shinrikyo  inviting  me  to  visit 
the  country  on  their  behalf. 

In  short,  I  have  been  well  and  rather  truly  engaged  in  this  case 
longer  than  most  people  in  this  room  even  knew  there  was  a  case. 
Many  if  not  all  of  my  factual  findings  have  already  been  shared 
with  the  staff  and  are  incorporated,  I  think,  within  the  excellent 
staff  report  which  has  been  already  entered  into  the  record.  As  a 
result,  I  am  not  going  to  consume  your  time  restating  those  facts, 
astounding,  fascinating,  and  fi'ightening  as  they  are.  Instead,  I 
would  like  to  address  some  of  the  lessons  that  I  think  we  can  take 
away  fi'om  the  story  of  the  Doomsday  Cult. 

If  this  were  simply  an  isolated  band  of  religious  extremists  on 
the  other  side  of  the  world,  that  would  be  one  thing.  We  might  be 
able  to  discount  it  as  just  a  Halloween  story  with  which  to  frighten 
children.  It  probably  wouldn't  be  something  that  this  Subcommittee 
would  have  to  worry  about.  But  this  is  a  lot  more  than  that. 

The  cult's  acquisition  and  use  of  chemical  weapons,  as  well  as 
their  plans  and  efforts  to  acquire  other  weapons  of  mass  destruc- 
tion, touches  on  a  host  of  issues  of  critical  importance  to  this  coun- 
try and  to  the  international  community  as  we  strive  to  make  sense 
of  an  unexpectedly  changing  world.  Again,  this  Subcommittee 
should  be  applauded  for  casting  its  light  on  these  questions. 

The  story  of  the  cult's  multinational  reach  and  its  apparent  suc- 
cess in  pursuing  an  agenda  of  this  kind  without  any  outside  inter- 
ference or  without  any  outside  apparent  detection  demand  scrutiny 
even  without  the  broader  context.  But  as  a  case  study  in  the  poten- 
tial of  modern  terror,  the  Aum  Shinrikyo's  is  a  story  we  have  to 
pay  a  lot  of  attention  to. 

One  of  the  lessons  I  think  we  can  draw  fi*om  this — and  it  has 
been  stated  earlier  by  the  Members  of  this  Committee — is  that  the 
threat  of  terrorist  use  of  weapons  of  mass  destruction  has  never 
been  greater;  and  at  the  same  time,  it  is  never  going  to  be  less 
than  it  is  right  now. 

The  world  has  become  a  more  dangerous  place.  The  U.S.  State 
Department  has  concluded  (based  on  its  study  of  terrorist  activity 
over  the  last  decade  or  so)  that  in  the  last  5  years  the  number  of 
terrorist  events  has  declined.  Conversely,  the  lethality  of  each  of 
those  individual  events  has,  on  average,  increased.  The  technology 
of  terror  has  escalated  over  the  last  half  decade,  and  the  escalation 
shows  no  sign  of  ending. 
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The  decision  by  the  Aum  Shinrikyo  to  pursue  weapons  of  mass 
destruction  and  their  relative  success  in  this  pursuit  is  the  logical 
extension  of  that  trend.  I  would  argue  that,  given  the  trend  toward 
escalating  violence  by  sub-national  groups  and  by  numerous  stud- 
ies ot  terrorist  psychology,  this  is  not  a  nightmare  likely  to  dis- 
appear when  we  turn  on  the  lights.  To  the  contrary,  the  line  in  the 
sand  has  been  irrevocably  erased. 

From  a  security  planning  perspective,  I  believe  we  have  to  as- 
sume that  we  have  entered  a  world  in  which  chemical,  biological 
and  perhaps  even  nuclear  cards  are  in  the  terrorists'  hands.  I  do 
not  believe  it  coincidental  that  in  the  weeks  after  the  Tokyo  attack 
Pn^H^K  '  ''''  ejFtr^emists  in  both  the  Philippines  and  Chile  threat- 
ened the  use  of  chemical  weapons  against  civilian  targets 

Ihe  second  point  we  take  away  and  which  has  been  touched  on 
m  the  previous  pane  is  that  no  one  has  an  effective  defense 
against  terrorism  involving  weapons  of  mass  destruction,  particu- 
larly chemical  and  biological  weapons.  It  is  a  sobering  truth  We 
dont  have  the  capability  at  present  to  effectively  defend  our  cities 
against  a  clandestme  attack  involving  these  weapons 

hi'i  ff  T^A  ""^  ?7^'  '*  P  unlikely  we  would  even  known  we  had 
been  attacked  until  people  started  to  fall  down.  We  don't  have  ade- 
quate vaccines  on  hand,  nor  do  we  have  adequate  planning  in  place 
at  the  local.  State,  or  Federal  levels  to  manage  the  effects  of  even 

bvlh^e  InJ;.Tv^'r'°Pw'*^'^*ff  BW  attack  of  the  kind  planned 
aLin^f^w  l^li^l""-  We  would  probably  fare  a  little  bit  better 
against  CW,  but  that  is  primarily  a  function  of  the  nature  of  the 
weapon,  not  a  credit  to  our  preparedness 

n  J^ft  ^^P^^^t""*  "I  D^fe^se  has  recognized  the  biological  weap- 
ons threat  and  has  devoted  some  considerable  efforts  to  the  prob- 
n^h"!  fil^'*'""^/"/^  countering  BW  and  also  chemical  weapons  out 
li  aZ  fl^'  Protectmg  our  forces.  These  effori;s  need  to  be  acceler- 
sunn^^W  ^^f''''^^^^^''^  a,^d  by  this  Congress  as  a  means  of  as- 
th^^l  f.u^  ^fu^^  J''?; 5^^*  1^^^  of  defense  is  able  to  operate  in 
the  face  of  this  threat.  Effective  military  defenses,  including  a  via 

on  holT'l^al^t^'j^'^r^^  stockpiHng  program,  which  is  currently 
on  hold   awaiting  further  study  within  the  interagency  process 
could  serve  as  the  foundation  for  a  meaningful  civil  defense  pro: 
gram  at  some  point  down  the  road  ueiense  pro 

]Jw.n\^y^^'\''^  ""^  ^  commitment  to  protecting  our  civilian  popu- 
offpr  t'hl  .L?""  ^  organized  response  we  can  realistically  hope  to 
ofLiaL  Bur^fbf/  ^r^'^'i  ^'''}^^^^^  ^^^Po^«  ^«^^k  is  a  form 
vors  '  ''''"'        ^^  ^^""^^  ^^^  P^^>^  fo^  ^he  survi- 

Another  of  the  lessons  from  Tokyo  is  that  CW  and  BW  are  not 
high  technology  anymore.  The  cult  attacks  were  not  technically  so- 
fh^f 'f^^^^  ?'  ^^«S.^ted  in  Matsumoto  or  in  Tokyo.  You  may  recaU 
that  at  the  time  of  the  Tokyo  attack  a  number  of  military  specia 
ists  stated  their  opinion  that  they  didn't  believe  sarin  had  been 
Zfrl'J^^  '^u'^^y'-  ^^  ^""^b^^  of  fatalities  was  much  too  low 
Sow  r'^rhp'i^f  f  r?t'  '^'^  ^^  ^^"^^  «f  the  smells  that  we  now 
know  can  be  attributed  to  impurities  in  the  sarin  mix  and  to  the 

^eiTlaf  Th  '  ^^^^If-t^d  its  evaporation  were  inZsisLnt  ^^ith 
nerve  gas.  The  experts  were  confused  because  the  cult  indeed  got 
a  lot  of  It  wrong  when  they  were  cobbling  their  subway  attack  to- 
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gether.  But  keep  in  mind  they  put  this  plan  together  oyer  a  week- 
Ind  The  decision  to  attack  was  made  on  Fnday  when  the  cult  be- 
came aware  that  they  were  going  to  be  subjected  to  pohce  raids^ 
Th^  attack  followed  on  Monday.  If  they  had  had  more  time,  they 
could  have  probably  put  together  a  somewhat  more  impressive 

^^The'^lesson'here  is  that  these  weapons  are  dangerous  even  when 
you  get  them  wrong.  Much  has  been  niade  of  the  cult  s  scientific 
capabilities.  I  think  it  would  be  a  mistake  to  focus  so  "juch  on  this 
aspect  of  it  that  we  discount  the  danger  from  groups  that  dont  re- 
cruit from  Tokyo  University.  The  technology  of  chemical  weapons 
is  50  to^  years  old.  The  cult's  activities  with  CW  and  BW  Present 
a  roadmap  for  would-be  users  of  this  technology.  CW,  at  the  least, 
fs  within  V  reach  of  any  group  prepared  to  P^^^  up  the  news- 
papers and  read  about  how  it  was  done  in  Japan.  That  certainly 
includes  a  number  of  organizations  hostile  to  the  interests  of  the 

^One^o/th?bits  of  good  news,  if  there  is  some,  is  that  the  cult 
never  really  seemed  to  master  the  dark  art  of  biological  weapons^ 
At  least  if  they  did,  they  didn't  demonstrate  it  in  the  field  That 
^ey  produced  Ladly  toins  is  beyond  question.  They  certainly  had 
a  laboratory  dedicated  to  this  purpose  as  early  as  1990  They  re- 
portedly laced  the  foods  of  some  of  the  members  of  the  cult  who  fell 
out  of  favor  with  toxins  and  served  them  this  delicacy  as  a  way  of 
maintaining  discipline  within  the  ranks. 

Sara  himself  and  a  group  of  his  followers  apparently  traveled 
to  Zaire  a  couple  of  years  ago  in  a  quest  to  a^q^^^e^he  Ebola  virus 
as  a  possible  biological  weapon.  And  just  to  clarify  a  point  that  was 
mised.  Senator  Nunn,  by  your  question  in  the  last  Panel  mdica 
tions  seem  to  be  that  biological  toxins  have  been  released  in  Tokyo 
at^east  once,  and  possibly  twice.  The  Japanese  Poh^e  ^ave  X" 
firmed  at  least  one  incident  in  which  toxins  were  released  into  the 

^Tortunatdy,  other  than  the  cult  members  who  found  themselves 
ingesting  toxins  over  dinner,  it  appears  that  no  one  else  was  in- 
iured  by  biological  weapons  from  the  cult  laboratories. 

While  it  is  somewhat  reassuring  to  conclude  .that  while  the  cul- 
turing  of  organisms  is  easy,  weaponizing  them  ^^  difficult  it  would 
be  a  mistake  to  assume  that  is  a  shield  we  can  hide  behind  for  very 
long  I  myself  have  been  to  at  least  two  conferences  this  year  at 
which  experts  have  sat  around  in  very  large  rooms  discussing  the 
technical  errors  made  by  the  cult  and  openly  discussing  the  nec- 
essary steps  to  make  the  weapons  much  more  dangerous. 

It  seems  clear  that  the  Aum  Shinrikyo's  bio  ogical  weapons  re- 
search has  estabhshed  a  foundation  upon  which  other  groups  can 

verv  likely  and  will  build.  „        t  •       i.         + 

The  fourth  lesson  has  been  referred  to  before.  I  ani  going  to  put 

a  slightly  more  bald  face  on  it,  but  I  want  to  be  careful  about  how 

^  ^In\he  case  of  the  Aum  Shinrikyo,  I  believe  it  is  fair  to  say  that 
our  intelligence  community  let  us  down.  To  say  that  the  Aum  was 
not  on  their  radar  screens  prior  to  the  Tokyo  attack  says  some 
rather  unflattering  things.  The  Matsumoto  attack  in  June  of  last 
year  was  the  biggest  news  story  in  the  second  most  powerful  nation 
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in  the  world  for  weeks.  It  constituted  the  first  non-mihtary  use  of 
nerve  gas.  It  shattered  precedents.  The  additional  fact  that  tens  of 
thousands  of  Americans  live  and  work  in  Japan  would,  you  might 
thmk,  have  brought  this  to  the  attention  of  someone. 

Yet  after  a  very  brief  flurry  of  interest  within  our  intelligence 
ranks  because  of  the  sarin  element  of  the  story,  this  was  appar- 
ently classified  as  a  domestic  Japanese  issue.  Instead  of  commit- 
ting more  resources  to  learning  about  it,  instead  of  pressuring  the 
Japanese  to  tell  us  more  about  what  they  were  discovering  this 
was  effectively  pigeonholed.  It  was  a  little  local  interest  story  As 
1  say,  It  fell  off  our  screen.  It  fell  off  our  screen  until  5,000  people 
tound  themselves  gasping  for  breath  under  the  streets  of  Tokyo 

Let  me  say  quite  clearly  that  this  is  not  an  argument  in  favor 
u  ^^^^^i^&  o^r  intelligence  assets  to  investigations  of  everything 
that  happens  everywhere  in  the  world,  nor  am  I  suggesting  that  we 
should  be  spying  on  the  domestic  affairs  of  our  allies  In  the  first 
case  we  cannot,  and  in  the  second  we  should  not.  But  to  have 
missed  an  event  this  large  and  this  significant,  and  then  to  have 
consigned  it  to  the  status  of  an  Oriental  curiosity,  given  the  avowed 
interest  on  the  part  of  our  political  and  military  and  security  lead- 
ership in  preempting  terrorism,  is  simply  not  acceptable. 

The  decision  to  allow  the  Japanese  authorities  to  investigate  was 
the  correct  one.  The  hope  of  reviewing  their  findings  was  logical 
but  when  no  report  was  forthcoming,  we  should  have  insisted  on 
being  briefed  in.  And  if  that  didn't  work— and  I  acknowledge  the 
reluctance  of  Tokyo  to  discuss  this  embarrassment  openly— we 
should  have  examined  our  other  options. 

One  of  which,  by  the  way,  might  have  been  simply  to  read  the 
f^^t^^^f  newspapers  and  magazines  that  continued  to  pound  away 
at  the  Matsumoto  story  right  up  to  this  year's  subway  attack  Cer- 
tainly cables  were  sent  from  our  Embassy.  And,  Senator  Lugar 
your  question  is  right  on  the  money:  Was  anybody  reading  them*? 

When  I  went  to  Japan  last  year,  it  didn't  take  more  than  a  few 
days  to  conclude  that  something  ominous  had  indeed  happened 
with  implications  that  had  to  reach  the  United  States.  I  had  no 
Idea  at  that  time  how  complex  the  truth  was,  but  I  knew  it  was 
important. 

The  fifth  point,  and  I  say  this  at  the  risk  of  losing  some  friends 
in  Japan,  is  that  the  Tokyo  subway  attack  should  never  have  oc- 
curred. I  think  the  evidence  is  compeUing  that  the  Japanese  au- 
thorities Imew  the  Aum  Shinrikyo  posed  a  serious  threat  certainly 
weeks,  and  probably  months,  before  the  Tokyo  took  place 

l^vo  weeks  after  the  Matsumoto  attack,  critical  events  took  place 
m  the  rural  community  of  Kamakuishiki  at  the  foot  of  Mt  Fuii 
which  is  the  headquarters  of  the  Aum  Shinrikyo  cult.  There  were 
two  releases  of  toxic  chemicals  which  were  reported  by  townspeople 
to  authorities.  They  noted  difficulty  breathing  and  strange  vision- 
related  ailments.  More  significantly,  they  reported  seeing  people 
lying  on  the  side  of  the  road  outside  one  of  the  cult  compounds 
which  we  would  subsequently  learn  was  the  infamous  Satyam  7 
tne  site  of  their  hidden  chemical  weapons  production  facility 

We  heard  before  that  the  cult  produced  the  Matsumoto  nerve  gas 
at  Satyam  7  and  then  probably  discontinued  work  there  because  of 
an  accident.  The  indications  are  rather  clear  that  the  events  in 
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Kamakuishiki  in  July  which  left  people  in  difficulty  with  labored 
breathing,  which  left  members  of  the  cult  lying  by  the  side  of  the 
road,  were  indeed  related  to  that  accident.     .     ^  ^  ,      ^ 

The  incident  in  July  was  promptly  investigated  by  Japanese  au- 
thorities, yet  they  did  not  release  their  findings,  which  included 
discovering  the  presence  of  sarin,  until  January  1  of  this  year.  Why 
the  de^IyTAnd  why  issue  the  news  on  a  holiday  when  it  wouldn't 

^^One' can' speculate  that  upon  establishing  that  there  might  be  a 
tie-in  with  the  cult,  owners  of  the  only  large-scale  industrial  facili- 
ties in  Kamakuishiki,  police  undoubtedly  .^^fj^t  h^^%f  ^^^^.^^P 
by  learning  that  the  cult's  leadership  was  in  Matsumoto  the  weeK- 
end  before  the  Monday,  June  27,  1994  attack.  They  might  have 
been  expected  to  find  some  links  between  the  cult  and  the  three 
judges  who  were  the  apparent  targets  of  that  first  attack. 

Combined  with  the  almost  constant  stream  of  cult  propaganda, 
in  which  they  openly  talked  about  sarin  in  almost  mystical  terms 
it  il  difficult  to  believe  that  the  police  were  unable  to  make  the 
same  connections  that  a  variety  of  investigative  reporters  were  al- 
ready making.  In  fact,  the  cult's  involvement  was  widely  rumored 
on  the  streets  in  December  of  1994,  at  the  time  of  my  first  visit 
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The  fact  that  Asahara  apparently  ordered  the  subway  attack 
upon  learning  from  moles  within  the  military  (and  probably  the  po- 
lice) that  the  authorities  were  finally  preparing  to  raid  the  sect  is 
a  remarkable  reflection  on  the  ability  of  the  cult  together  informa- 
tion and  act  on  it.  The  other  side  of  the  coin  is  that  despite  having 
all  the  facts  listed  above,  as  well  as  many  others  at  their  disposal 
the  Japanese  Government  was  ultimately  unable  to  move  in  a 
timely  enough  fashion  to  protect  its  civilian  population. 

Senator  NuNN.  Mr.  Olson,  if  I  could  interrupt  there,  how  much 
of  this  reticence  or  reluctance  or  delay  in  coming  to  grips  with  this 
on  the  part  of  the  Japanese  authorities  do  you  believe  was  related 
to  the  very  sensitive  question  of  religion  and  Japanese  culture  and 
society  and  the  protections  that  had  been  built  in  to  protect  reli- 
^ons  in  effect,  since  General  MacArthur  helped  the  Japanese  cre- 
fte  a  new  government  after  World  War  II  and  new  constitutional 

P^'^r  Olson.  Undoubtedly,  the  constitutional  and  cultural  reasons 
behind  the  police's  inaction  were  significant.  They  were  substantial. 
The  fact  that  the  system  is  diff"erent  from  ours  is  one  that  i  ac- 
knowledge right  up  front.  I  think  that  the  Japanese  police  did  a  re- 
markabll  job  of  investigation.  I  think  the  Japanese  authorities 
have  been  diligent  in  their  pursuit  of  this  matter.  But  the  fact  re- 
mains that  the  information  was  out  there.  For  whatever  reason, 
the  preventive  actions  could  have  been  taken;  actions  should  have 

been  taken  eariier.  „,  .     .,  .  „^«^f  o+  ^..n 

The  fact  remains  the  Aum  Shmrikyo  was  not  very  adept  at  con- 
cealing its  presence  nor  its  involvement.  If  a  group  can  leave  a  toot- 
print  this  big  and  operate  with  as  free  a  hand  as  this  cult  enjoyed 
what  does  that  say  about  the  potential  of  smaller,  more  disciplined 

""Tet'meTus^'  summarize.  Senator.  Thank  you  for  your  indulgence. 
I  thank  the  indulgence  of  the  Committee.  The  story  of  the  Aum 
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Shinnkyo  reads  like  a  sensational  novel,  and  yet  it  is  true  Some 
ot  the  most  astounding  details  are  probably  not  even  on  the  table 
yet  But  It  is  a  story  that  is  a  cautionary  one  in  nature.  There  are 
a  lot  ot  lessons  to  be  learned  and  many  actions  to  be  taken  to  trv 
to  minimize  the  chance  of  the  story  being  repeated 

But  a  demoralizing  truth  may  well  be  that  whether  or  not  we 
take  appropriate  steps,  the  lessons  of  the  cult  are  being  studied 
and  taken  to  heart  by  those  who  would  seek  to  surpass  their  teach- 
ers. Ihe  age  of  super-terrorism  appears  to  be  upon  us;  and  if  so 
our  best  defense  is  knowledge.  That  is  why  reopening  this  matter 
today  is  so  important. 

I  salute  the  Members  of  the  Subcommittee  for  focusing  their  at- 
„?K    r-.''''i  ^i'^  ""^^^  .^"".^  I''''  recognizing  the  greater  dangers  to 

tl'^lfafthte^ndrf  tiii'p^^^^^^        *°  ^^^"^^^^^  ^^^  ''  ^^^  ^-^ 
Thank  you. 
[The  prepared  statement  of  Mr.  Olson  follows:] 

PREPARED  STATEMENT  OF  MR.  OLSON 

Sn'hl^n^tTf'i^L'^K"  Chairman   for  the  opportunity  to  speak  with  the  Members  of  the 
Subcommittee  this  morning.  I  am  a  member  of  the  Senior  Staff  at  TASC   Inc   and 
Its  Arms  Control  and  Prohferation  Analysis  Center  in  Rosslyn,  VirginiT  In  that  ca 
pacity    I  work  on  chemical  and  biological  arms  control,  couAterp?oTiferation    and 

ItTs'^I^hZ'lTtT  ^r  g'^^^'-r^"/  ^"^  P"^^^^  '''"^^  clientsCeSd  abroad 
attLk  hTh  nJ.^  "^^  P^^^'"'^  ^^^K^  ^"  ^^^«  *°  «^y  that  the  March  20  subway 
PrS  L  i  T  -!  J  ?  surprise;  m  fact,  it  realized  a  concern  I  had  known  for  sev- 
?qq4  M  .  '•  V'^'*^  -^^P^  ^  December  of  last  year  to  investigate  the  June  27 
outsid^  J^rn  I  fi^S?  h^'^-  ^  ^°"  ^T'  '^"'  ^''''  ^''^'^  '•^^^-^d  little  attention 
asked  bv  thP  NinrS.n  T  1  ^^  ^n^^^  °^  '*  ^"'"^  2  ™°"*^«  afterwards  when  I  was 
asked  by  the  Nippon  Television  Corporation  to  serve  as  a  consultant  on  a  broadcast 
they  were  preparing.  As  I  looked  into  the  case,  I  found  myself  astonished  by  my  own 
discoveries  It  was  my  firm  belief  that  the  seven  Matsumoto  dead  had  beeJ  S  vTc 

'Cel  'l^eTSlT^^  i  SZ^!?;^-'  '^  — ^  factors.^SrtilL\Td 

fw  fhl^Lt  f  !  persons  behind  that  first  attach  would  likely  strike  again  and 
that  the  next  target  would  be  much  higher  profile.  In  my  report  circulated  in  thi« 

"Znl7onuiT.r  ""^i^"'  ^'^'l  ^  ">^°  P°^°^^  °"t  the  s^boEcVd  tacSvSln^r! 
ability  of  the  Tokyo  subway  system  at  rush  hour  to  a  neiVe  gas  assault 

h»H  .K  revisited  Japan  some  half  dozen  times  since  that  tragic  Monday  I  have 
Sf.  ./J^  V'^'^i^I''^^  ^  'P^^  ^ith  members  of  the  Aum  Shinrikyo  w°th  victims  of 
n^H  ti^'^  in  Matsumoto  and  Tokyo,  with  residents  of  KamakS'ki  I  have  exim 
p"ei  ofTsTaulfwe^^no''  f  ^'^^1^ ^oxic  chemicals  and  seen  police  divers  recovering 
p  eces  ot  assault  weapons  tossed  into  reservoirs  north  of  Tokyo  I  have  even  had  the 
dubious  pleasure  of  receiving  telephone  calls  at  home  from  the  cClS  offices  in 
Tokyo,  inviting  me  to  visit  their  country 

In  short,  I  have  been  well  and  truly  engaged  in  this  case  longer  than  most  oeoole 

have  L'nThaTed  ,^trvo^"'^"ff^"  ^"^"  ^^/'  '^  ""*  all  of'my  factua?  finTn^s 
restat^^rth^^tl  .  ^""'^  ^'^^.  ^  ^  ''^^"^t,  I  will  not  consume  this  body's  time 
wXefeS^dTt'h's'X"^^^  ^°"^^'"^^  ^^^^""^^'^^  ^^^-'^  ^h^t  haveLen  so 

sto^^tfle'-Soomsia'^c'^uir'' '""  '^^  ^^""'^^  ^'^'  "^  ''''^''  ^^^^  ^^^^  f™-  the 

sidl^/'hT^nrlt' wonS^L°^^°  isolated  band  of  religious  extremists  on  the  other 
thp  nnl  w  1  ■'  »7?"'^  ^  ^""^  th^°e-  In  fact,  while  the  tragedy  in  Tokyo  and 
wou?d  be  I  '^ol^'t  tol't^Th*"'  r^^  ^  .lamentable,  I  might  quIstlL  wheE;  this 
rHalloweenT,^^  '  Subcommittee.  But  this  is  clearly  much  more  than 

and^eff^i^^'to^SiKthl^^n  ^  ^°^  "'"  °^  '^""^'^^'  ^^^P^'^^'  ^^^^  their  plans 
nr,  o  k  T  "'.acquire  Other  WMD  for  use  m  promoting  even  greater  horror  tourhp.; 
on  a  host  of  issues  of  critical  importance  to^his  cou^ntry  an^d  to  thrSnational 
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community  as  we  strive  to  make  sense  of  an  unexpectedly  changing  world.  TTiis 
Subcommittee  should  be  applauded  for  casting  its  light  on  these  questions.  The 
story  of  the  cult's  multinational  reach  and  apparent  success  in  pursuing  its  agenda 
without  outside  interference— or  detection— demands  scrutiny  even  without  the 
broader  context.  The  Aum  Shinrikyo  is  a  case  study  in  the  potential  of  modern  ter- 
ror. We  must  study  it  for  the  lessons  it  teaches. 

I  The  Threat  of  Terrorist  Use  of  Weapons  of  Mass  Destruction  has  Never 

Been  Greater,  and  It  Is  Increasing 

The  first  and  most  immediate  of  these  lessons  is  that  the  world  has  become  a 
more  dangerous  place.  The  U.S.  State  Department  has  concluded  that  while  the 
total  number  of  terrorist  attacks  has  gone  down  over  the  last  5  years,  each  attack 
has  on  average,  become  more  deadly.  While  the  end  of  the  Cold  War  may  have  con- 
tributed to  this  reduction,  by  eliminating  some  of  the  state  sponsorship  enjoyed  by 
violent  groups  during  the  70's  and  80's,  those  organizations  that  remain  appear  to 
be  more  bloodthirsty  than  ever. 

The  decision  by  the  Aum  Shinrikyo  to  pursue  weapons  of  mass  destruction,  and 
moreover  their  relative  success  in  that  pursuit,  is  the  lo^cal  extension  of  that  trend 
As  has  been  noted  here,  the  nightmare  of  terrorists  with  chemical,  biological,  and 
nuclear  weapons  has  been  realized.  I  would  argue  that  given  the  trend  toward  esca- 
lating violence  by  sub-national  groups,  as  evidenced  by  the  State  Department  survey 
and  by  numerous  studies  of  terrorist  psychology,  this  is  not  a  nightmare  that  is  like- 
ly to  disappear  when  we  turn  on  the  lights.  To  the  contrary,  the  line  m  the  sand 
has  been  irrevocably  erased.  ,.      j 

From  a  security  planning  perspective,  I  believe  we  must  assume  we  have  entered 
a  world  in  which  the  chemical  and  biological,  and  perhaps  even  the  nuclear,  cards 
are  in  terrorists'  hands.  I  do  not  believe  it  is  coincidental  that  in  the  weeks  after 
the  Tokyo  attack,  terrorists  in  the  Phillipines  and  in  Chile  both  threatened  the  use 
of  chemical  weapons. 

II.  We  Do  Not  Have  An  Effective  Defense  Against  WMD  Terrorism 

We  must  also  confront  another  sobering  truth.  We  do  not  presently  have  the  capa- 
bility in  place  to  defend  our  cities  against  a  clandestine  attack  involving  chemical 
and  biological  weapons.  In  the  case  of  biological  weapons,  it  is  unlikely  we  would 
even  know  we  had  been  attacked  until  people  began  to  fall.  We  do  not  have  ade- 
quate vaccines  on  hand,  nor  do  we  have  adequate  planning  in  place  at  the  local, 
State  and  Federal  levels  to  manage  the  effects  of  even  a  small,  relatively  unsophis- 
ticated BW  attack.  We  would  probably  fare  somewhat  better  against  CW,  but  more 
because  of  the  localized  nature  of  the  weapon's  effects  than  because  of  any  efforts 

on  our  part.  j  u       j 

The  Department  of  Defense  has  begun  to  recognize  the  BW  threat,  and  has  de- 
voted some  effort  to  the  problems  of  detecting  and  countering  biological  threats,  par- 
ticularly against  our  forces  in  the  field.  These  efforts  should  be  accelerated  by  this 
Administration  as  a  means  of  assuring  that  at  least  our  first  line  of  defense  is  able 
to  operate  in  face  of  this  threat.  Effective  military  defenses,  including  a  viable  vac- 
cine production  and  stockpiling  program,  could  serve  as  the  foundation  for  a  mean- 
ingful civilian  defense  program  at  some  point  down  the  road. 

In  the  absence  of  a  commitment  to  civilian  defense,  the  only  organized  response 
we  can  realistically  hope  to  offer  the  victims  of  a  terrorist  BW  attack  is  a  form  of 
triage:  Bury  the  dead,  comfort  the  wounded,  and  pray  for  the  survivors. 

III.  CW  AND  BW  Do  Not  Constitute  High  Technology  Anymore 

The  cult  attacks  in  Matsumoto  and  Tokyo  were  not— I  repeat,  were  not— tech- 
nically sophisticated.  You  may  recall  a  number  of  military  specialists  in  chemical 
weapons  stated  their  opinion  at  the  time  of  the  subway  attack  that  they  did  not  be- 
lieve sarin  had  been  used.  The  number  of  fatalities  seemed  to  be  much  too  low,  and 
certain  other  aspects,  such  as  the  smells  that  we  now  attribute  to  impurities  and 
other  chemicals  mixed  into  the  "cocktail",  were  inconsistent  with  sarin  as  the  mili- 
tary thought  of  it.  The  experts  were  confused  because  the  cult  indeed  got  a  lot  of 
it  wrong  when  they  cobbled  the  subway  attack  together;  perhaps  if  the  Aum 
Shinrikyo  had  taken  more  than  one  weekend  to  come  up  with  their  plans  they 
might  have  been  able  to  put  together  a  more  technically  impressive  show. 

But  the  lesson  here  is  that  these  weapons  are  so  dangerous  that  even  when  you 
get  them  wrong  they  work.  Much  has  been  made  of  the  cult's  scientific  capabilities. 
1  think  it  would  be  a  mistake  to  focus  so  much  on  this  that  we  discount  the  danger 
from  other  groups  that  don't  recruit  from  Tokyo  University.  The  technology  of  CW 


Ill 


IS  nfty-to-sixty  years  old,  and  the  actions  of  the  Aum  Shinrikyo  should  be  viewed 
as  a  bloody  roadmap  for  would-be  acquisitors.  Chemical  weapons,  at  the  least  are 
within  the  reach  of  any  group  prepared  to  pick  up  the  newspapers  and  read  about 
how  It  was  done  in  Japan,  certainly  including  a  number  of  organizations  hostile  to 
tne  United  btates. 

One  of  the  bits  of  good  news,  if  there  is  some  here,  is  that  the  cult  never  really 
seemed  to  master  the  dark  art  of  biological  weapons.  That  they  produced  deadly  tox- 
ioon^^'"^  u^^u^^u question.  They  certainly  had  a  dedicated  laboratory  as  early  as 
1990,  m  which  they  produced  biological  toxins.  They  reportedly  laced  foods  with 
biotoxins  and  served  them  to  cult  members  who  fell  from  favor.  They  attempted  to 
acquire  the  Ebola  virus  for  possible  use  as  a  terror  weapon.  And  they  released  bio- 
logical toxins  in  Tokyo  at  least  twice.  Fortunately,  other  than  cult  members  them- 
selves who  may  have  ingested  the  toxins,  it  would  appear  that  no  one  was  iniured 
by  these  weapons.  •' 

It  is  somewhat  reassuring  to  conclude  that  while  culturing  biological  agent  orga- 
nisms is  easy,  weaponizing  their  toxins  is  still  somewhat  difficult.  Asahara  himself 
reportedly  grew  angry  and  frustrated  when  the  toxins,  sprayed  as  an  aerosol,  failed 
to  kill  guinea  pigs  in  the  cults  Kamakuishiki  laboratory 

Unfortunately,  most  assessments  suggest  that  the  cult's  mistakes  would  be  rel- 
atively simple  to  correct;  furthermore,  their  deliberate  use  of  biological  weapons  on 
the  busy  streets  of  Tokyo  and  in  its  crowded  subways— even  ineffectively— should 
serve  notice  that  the  taboo  against  such  weapons  has  lost  its  potency.  It  seems  clear 
that  the  Aum  Shinrikyo  s  BW  research  has  estabhshed  something  of  a  foundation 
upon  which  other  groups  will  build. 

rv.  Our  Intelligence  Community  Failed 

To  say  that  the  Aum  Shinrikyo  "wasn't  on  [their]  radar  screens"  prior  to  the 
lokyo  attack  says  some  rather  unflattering  things  about  our  intelligence  commu- 
nity, ihe  Matsumoto  attack  was  the  biggest  news  story  in  the  second  most  powerful 
nation  in  the  world  for  weeks.  It  constituted  the  first  non-militaiy  use  of  nerve  gas 
and  was  a  precedent-shattering  terrorist  event.  Tens  of  thousands  of  Americans  live 
and  work  in  Japan,  including,  of  course,  elements  of  our  armed  forces 

Yet  after  a  brief  flurry  of  interest  because  of  the  sarin  element,  this  case  was  ap- 
parently classified  as  a  domestic  Japanese  issue.  Instead  of  committing  some  re- 
sources to  learning  more,  we  deliberately  decided  to  wait  for  the  Japanese  authori- 

PvPnh,/lW  ThL  ?Hi  ^  ^"^'  k'i^"?-  ^^  '°  '"^'^^^-  ^d  ^^ited.  And  waited.  And 
eventually,  this  little  pigeon-holed,  local  interest  story  fell  off"  the  screen.  Until  5  000 
people  tound  themselves  gasping  for  their  lives  in  the  Tokyo  subway  on  March'  20 
Let  me  say  quite  clearly  that  this  is  not  an  argument  in  favor  of  assigning  our 
intelligence  assets  to  investigations  of  everything  that  happens  anywhere  in  the 
world,  nor  am  I  suggesting  we  should  spy  on  the  domestic  affairs  of  our  allies    In 

avLt  S^'f ^  ^^  ''^".u"*'  f^^i  ^"  ^^^  ^^^°"^  ^^  should  not.  But  to  have  missed  an 
event  this  large,  and  then  to  have  consigned  it  to  the  status  of  an  oriental  curiosity 
given  the  avowed  interest  on  the  part  of  our  government  leaders  in  preempting  ter- 
rorism, is  simply  not  acceptable.  ^ 

fl^S^r,'^^"^'"''  ^°  ^^^°u  u^^  'Japanese  authorities  to  investigate,  and  then  to  review 
their  findings  was  probably  correct,  as  far  as  it  went.  But  when  no  report  was  forth- 
TTp'lfn^nT/  °'^l'^  ^^r  insisted  on  being  briefed  in.  And  if  that  dicfn't  work-and 
I  acknowledge  the  reluctance  of  Tokyo  to  discuss  this  embarrassment-we  should 
have  then  examined  our  other  options. 

One  of  which,  by  the  way,  might  have  been  to  read  the  Japanese  newspapers  and 
magazines  that  continued  to  pound  away  at  the  Matsumoto  story  right  up  until  this 
years  subway  attack.  Certainly  cables  must  have  been  sent  from  ouf  embassy 
Uidn  t  anyone  bother  to  read  them? 

fk!^^"  \u^"^  ^"^  Japan  last  year,  it  didn't  take  more  than  a  few  days  to  conclude 

Sp  TTn^fn  Ql^f'""'?"^ ^^^'^  happened,  with  implications  that  certainly  reached  to 

J^L  i^  ,  .^^-  ^  ^^^  "°  '^^^  h°^  complex  the  truth  was,  but  I  knew  that  it 
was  important. 

us"f?LTriHct'th*^"/^^°'?  services,  the  very  people  we  depend  upon  to  protect 
looking?  ^^"''"^^  ^^'^^^'^^'  °°*  h^^«  s^e"  the  same  thing  unless  they  simply  weren't 

V.  The  Tokyo  Subway  Attack  Should  Never  Have  Happened 

The  evidence  is  compelling  that  Japanese  authorities  knew  the  Aum  Shinrikyo 
?u      1.,^  serious  terrorist  threat  months  before  the  subway  attack.  Two  weeks  after 

KL.^^*^hT'°K^*t^'=^/"^'^^J.  "y^'^^^  ^°^  Pl^^«  in  the  rural  conTmunity  of 
Kamakuishiki  which  undoubtedly  focused  police  attention  on  the  cult.  This  collec- 
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tion  of  small  hamlets  and  farms  at  the  foot  of  Mount  Fuji  experienced  not  one  but 
two  releases  of  a  toxic  chemical  authorities  would  determine  contained  sarin. 

Townspeople  complained  of  difficulty  breathing  and  strange  vision-related  ail- 
ments. More  significantly  they  reported  seeing  people  lying  by  the  side  of  the  road 
near  one  of  the  compounds  belonging  to  the  Aum  Shinrikyo.  The  cult  in  fact  had 
built  a  chemical  weapons  factory  in  one  of  their  buildings,  the  infamous  Satyam  7, 
and  had  conducted  experimental  production  of  sarin  there.  Accidents,  which  injured 
a  number  of  followers,  are  almost  certainly  the  sources  of  the  releases  that  prompt- 
ed the  townspeople's  complaints. 

The  incident  in  July  was  promptly  investigated,  yet  authorities  did  not  release  the 
information  about  sarin  until  January  1,  1995.  Why  the  delay,  and  then  why  issue 
the  news  on  a  holiday,  when  it  would  not  be  noticed? 

Upon  establishing  that  there  might  be  a  tie-in  with  the  cult,  police  undoubtedly 
would  have  learned  that  the  cult's  leadership  was  in  Matsumoto  the  day  before  the 
attack  there.  They  might  also  have  been  expected  to  find  the  links  between  the  cult 
and  the  three  judges  involved  in  adjudicating  the  land  dispute  that  apparently  trig- 
gered the  sarin  attack. 

Combined  with  the  almost  constant  stream  of  cult  propaganda  about  sarin — which 
believe  it  or  not  used  to  be  a  rather  obscure  chemical  in  most  circles — it  is  difficult 
to  believe  that  the  police  were  unable  to  make  the  connections  that  a  variety  of  in- 
vestigative reporters  were  making.  In  fact,  the  cult's  involvement  was  widely  ru- 
mored in  December  of  last  year,  at  the  time  of  my  first  visit  there. 

The  fact  that  Asahara  apparently  ordered  the  subway  attack  upon  learning  from 
moles  within  the  military  and  police  that  the  authorities  were  preparing  to  raid  the 
sect  is  a  remarkable  reflection  on  the  ability  of  the  Aum  Shinrikyo  to  gather  infor- 
mation and  act  upon  it.  The  other  side  of  the  coin  is  that  despite  having  had  all 
the  facts  listed  above,  as  well  as  many  others,  the  Japanese  Government  was  ulti- 
mately unable  to  move  in  a  timely  enough  fashion  to  protect  its  citizens. 

Undoubtedly,  there  are  a  number  of  constitutional  and  cultural  reasons  why  this 
was  the  case.  In  fact,  there  is  probably  at  least  one  good  doctoral  dissertation  in 
such  a  study.  But  the  fact  remains  that  the  Aum  Shinrikyo  was  not  very  adept  at 
concealing  its  presence  nor  its  involvement.  If  a  group  can  leave  a  footprint  this  big 
and  operate  with  as  free  a  hand  as  this  cult  enjoyed,  what  does  that  say  about  the 
potential  of  smaller,  more  disciplined  organizations? 

Summary 

The  story  of  the  Aum  Shinrikyo  reads  like  a  sensational  novel,  and  yet  it  is  true. 
Some  of  the  most  astounding  details  may  not  yet  be  on  the  table.  But  if  it  is  a  re- 
markable story,  it  is  also  a  cautionary  one.  There  are  many  lessons  to  be  learned, 
and  many  actions  to  be  taken  to  try  to  minimize  the  chance  that  another  such  tale 
will  be  told. 

But  a  demoralizing  truth  may  well  be  that  whether  or  not  we  take  the  appro- 
priate steps,  the  lessons  of  the  Doomsday  Cult  will  be  studied  and  taken  to  heart 
by  those  who  may  well  seek  to  surpass  their  teachers.  The  age  of  super-terrorism 
may  well  be  upon  us;  if  so,  our  best  defense  is  knowledge.  That  is  why  reopening 
this  matter  today  is  so  important. 

I  salute  the  Members  of  the  Subcommittee  for  focusing  their  attention  on  this 
case,  and  for  recognizing  the  greater  dangers  to  which  it  alerts  us.  I  look  forward 
to  answering  any  questions. 

Senator  NuNN.  Thank  you  very  much,  Mr.  Olson.  We  will  have 
some  questions.  We  will  go  through  our  panel  first  if  that  is  all 
right  with  you,  Senator  Cohen  and  Senator  Lugar. 

Dr.  Eitzen? 

TESTIMONY  OF  LT.  COL.  EDWARD  M.  EITZEN,  JR.  M.D.,  M.P.H., 
CHIEF,  PREVENTIVE  MEDICINE  DEPARTMENT,  MEDICAL  DI- 
VISION, U.S.  ARMY  MEDICAL  RESEARCH  INSTITUTE  OF  IN- 
FECTIOUS DISEASES 

Dr.  ElTZEN.  Mr.  Chairman,  distinguished  Members  of  the  Sub- 
committee, it  is  a  great  honor  to  appear  before  you  to  address  the 
possible  impact  of  terrorist  use  of  biological  agents  as  weapons 
against  the  citizens  of  the  United  States.  Limiting  the  effectiveness 
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of  biological  weapons  of  mass  destruction  presents  a  compelling 
challenge  to  our  Nation  which  should  be  taken  very  seriously  ^ 
fnr  fh?""  f  "^^^'''''^  ^"^  ^P^^J"  ^^  y^"  «^  *his  issue  include  my  service 
Spnf  «fP?f  ^t/q^'a  ^'  ^t^l  «^  ^^^  Preventive  Medicine  Depart^ 
ment  at  the  US.  Army  Medical  Research  Institute  of  Infectious 
Diseases,  also  known  as  USAMRIID.  USAMRIID  is  the  primary 
Army  research  facility  concerned  with  medical  and  biolo^al  de- 
fense for  our  government.  ^^i^iugicdi  ue 

As  a  physician   my  primary  expertise  lies  in  the  area  of  medical 

ttTfhllT'^  Y""^'^^  ^^'^^'  ^"^  ^°t  i^  ^ff^^sive  aspects  of  the 
use  ot  these  agents  as  weapons 

Biological  warfare,  or  BW,  is  the  intentional  use  of  microorga- 
nisms or  of  toxins  derived  to  produce  death  or  disease  i^humans 
animals,  or  p  ants^  Biological  warfare  threat  agents  fal    intoThree 
major  categories:  Bacteria,  viruses,  and  toxins 

Bacteria^e  single-celled  organisms  that  cause  disease  by  either 

r^r^ent"".!  pf?.^^.  ^'"'T  ""  ^J ■  elaborating  toxins  which  have  det- 
rimental effects  on  human  beings.  Anthrax  is  an  example  of  a  bac- 
terial threat  agent.  Diseases  caused  by  bacteria  often  respond  to 
Sti^dcl'  *  ^^'^  antibacterial  iugs  commonly  S^wn  as 

Viruses  are  much  smaller  organisms  which  consist  of  genetic  ma- 
terial, either  DNA  or  RNA,  surrounded  by  a  protectivf  layer  vt 
ruses  must  invade  the  cells  of  an  infected  person  in  order  to  cause 
disease.  Smallpox  is  an  example  of  a  viral  threat  agent.  TheTs^ 

treat  ^u^'lf"  ^'""^rf  ^^  ^'^^  ^^^^*^  ^^^  "^«^e  difficult  to 
treat,  but  may  respond  to  specific  antiviral  drugs.  Whereas  there 

are  many  antibiotics  available  to  treat  disease  clused  bTbacteria^ 

^hreat  agents,  very  few  antiviral  drugs  are  available  for  human 

Toxins  are  poisonous  substances  which  produce  adverse  clinical 
effects,  known  as  'Jntoxication,"  in  humans  The  botuhnum  tS 
which  are  among  the  most  toxic  substances  known,  arrarexample 

threat^aLVs  ThT ^H  ^^"^^^  VT^%"^^^  ^'^  considered  t"  be 
mreat  agents    The  adverse  effects  of  toxins  may  be  lessened  bv 

treatment  with  antitoxins,  which  are  antibodies  directed  Lainst 

specific  toxin  agents.  Botulinum  antitoxin  is  an  example  of  fsne- 

boluhn^t^^pZonrn^^^    ^^    ^'^^^''^    '^    ^™    s^^^s^^o^f 

Inc^ '?^'  T"""^"'  ^^^  *«^^^«-  Some  characteristics  of  BW    or  bio^ 
K  t^e'foHoVni'^Tl^^'^  make  them  dangerous  weapons  t- 
Irfn.        t  following.  They  may  be  dispersed  in  an  aerosol  cloud 
with  such  clouds  being  invisible  because  of  the  particle  size  of  the 
aerosol  being  extremely  small,  on  the  order  of  1  t^o Tmfcron  in  size 
they  are  odorless  and  tasteless;  they  are  relatively  inexpens^e  to 
produce;    they    require    considerably    less    technical    Spe?tise    to 
produce  compared  to  other  weapons  of  mass  destruction?^the  tech^ 
sh^Fth/  *^^''  dissemination  may  be  more  easily  available  off  the 
shelf,  they  can  spread  downwind  over  very  large  areas-  and  finallv 
they  are  difficult  to  detect  in  the  environment  '         '     ^"^' 

nn^„?oT        ?f  biological  agents  could  be  used  to  attack  susceptible 
populations.  Some  are  lethal  agents,  producing  death  in  a  certa^ 
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percentage  of  victims  of  the  attack,  whereas  others  may  only  inca- 
pacitate. Examples  of  potentially  lethal  agents  include  anthrax,  tu- 
laremia, botulinum  toxins,  plague,  smallpox,  hemorrhagic  fever  vi- 
ruses and  the  toxin  ricin.  Examples  of  agents  which  usually  only 
cause  incapacitation  or  illness  are  "Q"  fever  and  Staphylococcal 
Enterotoxin  B,  also  known  as  SEB. 

The  effects  of  biological  threat  agents  on  humans  vary  with  the 
particular  agent  used.  Anthrax  and  botulinum  toxins  are  two 
agents  which  could  be  disseminated  by  the  aerosol  route  and  be  in- 

With  anthrax,  early  signs  and  symptoms  would  include  fever, 
malaise,  and  chest  pain  in  the  first  24  to  48  hours  after  exposure. 
Within  3  to  5  days,  however,  exposed  individuals  would  become  se- 
verely ill,  rapidly  developing  shortness  of  breath  and  shock,  and 
many  would  die  within  the  next  24  to  48  hours. 

With  botulinum  toxins,  persons  exposed  would  begin  developing 
weakness  and  visual  difficulties  as  early  as  24  to  36  hours  after  ex- 
posure. These  early  symptoms  would  be  followed  by  difficulty  with 
speaking  and  swallowing,  followed  by  weakness  of  arm  and  leg 
muscles,  and  finally  by  paralysis  of  respiratory  muscles  and  result- 
ing suffocation  unless  intensive  medical  care  is  provided.  This  is 
the  clinical  s3mdrome  commonly  known  as  botulism.  In  modern 
medical  facihties,  the  case  fatality  rate  for  botulism  is  less  than  5 
percent  with  good  intensive  care;  however,  patients  may  require  ex- 
tensive care  for  long  periods  of  time  before  they  recover. 

Other  biological  agents  such  as  plague,  "Q"  fever,  and  tularemia 
would  normally  produce  lung  infections,  whereas  inhaled  toxins 
such  as  ricin  or  SEB  would  also  cause  breathing  difficulties.  For 
some  of  these  agents,  particularly  those  caused  by  bacteria,  anti- 
biotic therapy  is  available  and  might  be  life-saving. 

Biological  agents  would  not  be  difficult  for  terrorist  groups  to  ac- 
quire, and  knowledge  of  microbiology  and  its  potential  applications 
is  widespread.  A  terrorist  attack  using  an  aerosolized  biological 
agent  could  occur  without  warning,  and  the  first  sign  of  the  attack 
might  be  hundreds  or  even  thousands  of  ill  or  dying  patients  since 
biological  clouds  are  not  visible.  Because  the  time  before  onset  of 
symptoms  with  some  biological  agents  can  be  as  long  as  several 
days,  the  actual  attack  may  be  long  over  and  the  perpetrators  gone 
by  the  time  casualties  begin  to  occur. 

A  civilian  biological  attack  scenario  might  differ  in  several  as- 
pects from  a  threat  to  military  forces  in  the  field.  Because  civilian 
populations  are  not  immunized  against  most  BW  agents,  it  has 
been  estimated  that  casualty  numbers  could  be  very  high.  These 
estimates  assume,  however,  that  a  terrorist  group  could  produce 
and  disseminate  a  BW  agent  in  exactly  the  right  particle  size 
under  perfect  weather  conditions  and  that  a  number  of  other  fac- 
tors would  fall  into  place.  It  would  be  technologically  somewhat  dif- 
ficult for  a  terrorist  group  to  produce  a  biological  agent  in  exactly 
the  right  particle  size  for  inhalation.  This  would  require  a  level  of 
sophistication  possessed  by  some  state-sponsored  offensive  biologi- 
cal warfare  programs. 

Other  possible  problems  we  would  see  from  a  terrorist  attack 
might  include  the  lack  of  adequate  hospital  beds  to  treat  all  the 
casualties,  deficiencies  of  needed  medications,  and  the  fact  that 
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many  civilian  health  care  providers  have  not  been  trained  to  recog- 
nize and  treat  BW  agent  casualties. 

Medical  countermeasures  against  many  of  the  biological  threat 
agents  are  available.  These  include  vaccines,  antibiotics  and 
antitoxins.  In  situations  where  susceptible  humans  can  be  identi- 
tied  in  advance  of  an  actual  attack,  immunization  with  vaccines  be- 
fore exposure  can  prevent  illness.  However,  large-scale  vaccination 
"vihan  populations,  as  can  be  done  in  at-risk  military  forces  is 
probably  not  feasible.  However,  post-exposure  treatment  with  anti- 
biotics, certain  vaccines,  antitoxins,  and  supportive  care  can  and 
will  have  to  be  relied  upon.  Pre-placement  of  adequate  antibiotics 
and  vaccine  stocks  with  the  ability  to  rapidly  transport  such  phar- 
maceuticals to  the  area  of  an  attack  is,  therefore,  critical 

Training  of  civihan  health  care  providers  in  localities  that  are 
likely  to  be  targets  of  terrorists  is  also  extremely  important  Such 
training  is  necessary  so  that  early  treatment  measures  would  be 
more  effective  Most  physicians  do  not  see  and  treat  illnesses  such 
as  anthrax  and  botulism  in  their  daily  practices. 

The  United  States  is  vulnerable  to  a  terrorist  attack  with  biologi- 
cal weapons.  Biological  weapons  offer  terrorists  inexpensive  weap- 
ons of  mass  destruction.  The  effects  of  the  use  of  biological  agents 
in  this  country  are  potentially  devastating.  Continued  vigilance 
against  this  threat,  to  include  close  coordination  between  Federal 
State,  and  local  planners,  adequate  resources  for  education  of  medi- 
cal professionals  and  first  responders,  and  continued  support  of 
programs  to  develop  medical  countermeasures  and  diagnostics  is 
the  only  prudent  course  of  action.  ' 

Mr.  Chairman,  this  concludes  my  prepared  testimony  to  the 
Committee.  I  thank  you  for  the  opportunity  to  represent  the  many 
dedicated  service  members,  medical  professionals,  and  scientists 
who  work  daily  to  defend  our  country  against  the  threat  posed  by 
biological  weapons. 

[The  prepared  statement  of  Dr.  Eitzen  follows:! 

PREPARED  STATEMENT  OF  DR.  EITZEN 

fn^!^'  ^^^^™^°'  distinguished  Members  of  the  Committee,  it  is  my  great  pleasure 
to  appear  before  you  to  address  the  possible  impact  of  terrorist  usf  of  WololicS 
agents  as  weapons  against  the  United  States  and  its  citizens.  Limiting  the  effective 
Tenget  iur  Sttn^'"""  ^'  '"'^P^'''  '^"^^'^  destruction  presents  a  compelling  chal 

4  ^ears"nfrh?^A'f\°>,'Pp^^  ^°/°"  ""l,^!^^"  ^"""^  ^^^^^^^  ^^  ^^^'<^^  ^^  the  past 
Armv'«  hf..  ^h^f  "^/he  Preventive  and  Operational  Medicine  Department  at  the 
Armys  biological  defense  aboratory  at  Fort  Detrick,  Maryland,  the  U.S.  Army  Med- 
U  S  ^'rmv'MeSKi  "r  of  Infectious  Diseases  (USAMRIID),  a  subordinate  unit'^of  the 
Arn;^  l.K^  ^  ""^^  Research  and  Materiel  Command.  USAMRIID  is  the  primary 
n^^Vclf  "^  concerned  with  medical  biological  defense.  At  USAMRIID,  my  de- 

sei^kes  IlT?^l'/  ^'^'T  ^''^^'"  USAMRIID  and  military  units,  other  military 
services,  U.S.  Government  agencies,  allied  governments,  and  others  who  use  the 
ons  I  al''J.nTh°"H'-^°'^  drugs  developed  there  for  defense  against  biological  weap! 
fare"  cZse  t^ni^M  f''^' r'  °^  *•""  Army's  "Medical  Defense  a'gainst  Biological  Wa?- 
Pr^  «nH  ir  taught  four  times  yearly  at  Fort  Detrick  for  military  healthcare  provid- 
C?;.H.  Ta^^?  *r"^?^  '°.i-^^  biological  defense  courses  of  the  United  Kingdom 
Canada,  and  Australia.  In  addition,  I  am  the  co-author  of  the  "Medical  Management 
of  Biological  Casualties  Handbook"  developed  at  USAMRIID,  as  well  as  the  aSr 

?iX1''nVM7?^P*^''^°"  "'"^^i^^'  ^^•^^"^'^^^  ^«f^"««  i^  ^"  upcoming  volume  Of  the 
Textbook  of  Military  Medicine.  My  position  at  USAMRIID  has  given  me  the  chance 

^n  nr^^f  l"  "r^""""  i°*^^^ge°<:y.  national,  and  international  bodies  which  respond 
to  or  deal  with  issues  of  biological  warfare  and  terrorism.  My  medical  qualifications 
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include  board  certification  in  the  specialties  of  Emergency  Medicine  Pediatncs,  and 
Preventive  Medicine.  Finally,  I  am  a  veteran  of  Operations  Desert  Shie  d  and 
Desert  Storm  and  have  been  involved  with  biodefense  programs  since  that  time. 
After  Desert  Storm,  I  was  a  member  of  the  first  United  >fations  team  to  inspect  the 
bi^logkal  weapons 'program  of  Iraq,  in  August  of  1991.  My  primary  expertise  lies 
in  the  area  of  medical  defenses  against  biological  agents.  e  ,.     ■   ^  a^ 

Bioloeical  warfare  (BW)  is  the  intentional  use  of  microorganisms,  or  of  toxins  de- 
rived ffomlS  organisms,  to  produce  death  or  disease  in  humans,  animals  or 
plants  Tological  warfare  threat  agents  fall  into  three  major  categories:  Bacteria, 

''^  Ba'cteHrirelSgle-celled  organisms  that  cause  disease  by  either  themselves  in- 
vading body  tissuel,  or  by  themselves  elaborating  toxins  which  have  detrimental  ef- 
fects on  human  beings.  Anthrax  {Bacillus  anthracis)  is  an  example  of  a  bacter  al 
threat  agent  Diseases  caused  by  bacteria  often  respond  to  specific  treatment  w  th 
ant'bacSl  drugs  known  as  antibiotics.  Penicillin  and  ciprofloxacin  are  examples 
of  antibiotics  which  are  effective  against  some  bacteria.  ^^tprial  (DNA  or 

Viruses  are  much  smaller  organisms  which  consist  of  genetic  material  ^DJNA  or 
RNA)  surrounded  by  a  protective,  coat  that  facilitates  transmission  between  cells^ 
Virusermust  invad  J  host  cells  in  order  to  multiply  and  cause  disease.  Smallpox  is 
ai  example  of  a  viral  threat  agent.  The  diseases  produced  by  viral  agents  are  more 
dSrfcuTto  treat  but  may  respond  to  specific  antiviral  drugs  or  specific  antibodies 
d  rected  against  the  virus  causing  the  illness.  Whereas  there  are  many  antibactena 
drugs  avSe  to  treat  disease  clused  by  bacterial  threat  agents,  very  few  antiviral 
druls  are  available  for  human  use.  When  bacteria  or  viruses  invade  the  human 
bodf  this  is  known  as  an  "infection".  Bacteria  and  viruses  are  often  called  replicat- 
in^'agents  due  to  the  fact  that  they  are  able  to  reproduce  and  multiply  either  in- 
side the  human  body  or  in  appropriate  culture  media  or  tissue  culture  systems. 

Toxins  are  poisonous  substances  made  by  living  organisms  (or  synthetically) 
which  produce  ^adverse  clinical  effects  (known  as  "intoxication")  in  humans  or  other 
Inimals.  The  botulinum  toxins,  which  are  among  the  most  toxic  substances  known 
are  an  example  of  a  group  of  similar  toxins  which  are  considered  to  be  threat 
aSnts  The  adverse  effects  of  toxins  may  be  lessened  by  treatment  with  antitoxins, 
Xch  are  ant1bod!Is,  directed  against  specific  toxin  agents.  Botulinum  antitoxin  is 
an  example  of  a  specific  antitoxin  which  may  preclude  or  decrease  symptoms  of 
botuUnum1ntoxicat?on.  Toxins  are  not  living  organisms,  bu  '"^ther  cellular  by-pro^^^^^ 
ucts  and  therefore  they  do  not  replicate.  Biological  toxins  also  are  not  generally  per- 
sistent or  volatile:  They  do  not  therefore  proluce  a  persistent  vapor  hazard  in  the 

environment,  unlike  some  chemical  agents  ^       uvk  ^^\rc.  th*.m  nnt^ntial 

The  usual  characteristics  of  biological  threat  agents  which  make  them  potent  al 
weapons  of  mass  destruction  inclucfe:  They  may  le  dispersed  in  an  aerosol  cloud 
with  such  clouds  being  invisible  to  the  human  eye  because  the  particle  size  of  the 
Terosol  is  extremely  small  (on  the  order  of  1  to  5  micrometers  or  microns  in  size), 
thSare  odorlesT  and  tasteless;  they  are  relatively  inexpensive  to  Produce  compared 
production  of  conventional,  nuclear,  or  chemical  weapons;  they  require  consider- 
ably less  technical  expertise  to  produce  compared  to  other  weapons  of  mass  destruc- 
tion- the  usuaT  technology  for  delivery  of  biological  threat  agents  may  be  available 
off  the  shelf  and  may  be  as  simple  as  a  modified  agricultural  sprayer  or  other  spray 
device  Such  could  be  mounted  on  an  airplane,  boat,  car  or  other  conveyance;  they 
can  sp^ad  downwind  over  very  large  areas  if  disseminated  properly  under  ideal 
weath^er  ?ondftions  of  inversion  and  low  wind  speeds;  they  spare  Phys^'^f^^^^-^tS;;^; 
and  terrain  features  but  still  can  kill  persons  within  such  str^^^ures    finally    they 
are  difficult  to  detect  in  the  environment.  An  epidemic  caused  by  biological  threat 
agents  could  create  fear,  and  even  terror  and  panic  in  a  susceptible  population,  in 
addition  to  massive  numbers  of  casualties.         ,  .  ,     .     ,    ,^     ,  ij  u^  k„  fi,«  =,or 

Although  the  primary  route  of  exposure  to  a  biological  attack  would  be  by  the  aer- 
osol rou"f  with  inhalation  of  the  agent,  an  adversary  or  terrorist  could  Possibly  use 
biological  threat  agents  to  contaminate  food  or  water  supp  les  and  cause  infection 
or  intoxication  by  the  oral  route.  Attempts  to  contaminate  a  large  water  supply  such 
as  a  reservoir  with  biological  agents  or  toxins  would  be  difficult  due  to  the  dilution 
effect  as  well  as  due  to  normal  water  purification  methods  such  as  chlonnation. 
Contaminating  smaller  water  supplies  or  directly  contaminating  water  near  the  end 
user  might  be  more  effective  ways  of  delivering  biologica  agents  via  the  oral  route 
of  exposure.  Exposure  through  the  skin  or  by  intentional  injection  is  also  possible 
but  considered  to  be  less  likely.  This  route  has  been  and  might  be  used  again  m 
assassination  attempts.  Infection  or  intoxication  with  biologica  agents  or  toxins  is 
not  likely  through  intact  skin,  as  human  skin  provides  an  excellent  barrier  against 
infection  This  is  a  significant  difference  from  some  chemical  agents  such  as  VX, 
which  can  cause  effects  with  skin  exposure. 
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A  number  of  biological  agents  could  be  used  to  attack  susceptible  populations 
borne  are  lethal  agents  (produce  death  in  a  certain  percentage  of  victims  of  the  at- 
tack), whereas  others  may  only  incapacitate  the  victims  of  the  attack  (make  them 
very  111).  Examples  of  potentially  lethal  agents  include  anthrax,  tularemia 
botulmum  toxms,  plague  smallpox,  hemorrhagic  fever  viruses,  and  the  toxin  ricin' 
h^xamoles  of  agents  which  usually  only  cause  incapacitation  are  Venezuelan  Equine 
Encephalitis  (VEE)  virus,  Q  Fever,  and  Staphylococcal  Enterotoxin  B  (SEB)  Al- 
though incapacitating  agents  may  not  be  lethal,  they  may  cause  a  great  deal  of  ill- 

The  effects  of  biological  threat  agents  on  humans  vary  with  the  particular  agent 
used  Many  BW  agents  produce  clinical  syndromes  similar  to  those^een  in  nature 
rrrnri^no-  ^Tk^^^"^-  mimical  signs  and  symptoms  can  also  vary  with  a  given  agent 

o^hv  ,rfh^.H.n^°"w>K^  "^^'"^.^  P^""""  '"  ^^P''"^^  ^^h^°"gh  the  skin,  by  ingestion, 
or  by  inhalation).  With  aerosol  exposure  to  anthrax,  early  signs  and  symptoms 
would  include  fever    malaise    and  nonspecific  chest  symptoms  such  as  chest  pain 
and  possibly  cough,  the  first  24  to  48  hours  after  exposure.  Within  3  to  5  days  W 

hrp^'th  ?nH    h'"t       "i^^'  "^M  y-  ^^'°?^  'i^'^^^'y  '"'  '■^Pi'^'y  developing  shortness  of 
breath  and  shock   and  would  die  within  the  next  24  to  48  hours.  The  case  fatality 

to  90^^er^cenT^^°  exposed  with  inhalation  anthrax  is  estimated  at  85 

vi=^ii  H-ffi*"  u''"™*-  ^"^^l'  P^^sons  exposed  would  beein  developing  weakness  and 
visual  difficulties  from  about  24  to  36  hours  to  severafdays  after  exposure,  depend- 
ing on  the  dose  of  toxin  inhaled.  These  early  symptoms  would  be  followed  by  dif- 
ficulty with  speaking  and  swallowing,  then  by  weakness  of  extremity  muscles  and 
tmally  by  paralysis  of  respiratory  muscles  and  suffocation  unless  intensive  support- 
ive care  such  as  ventilatory  assistance  is  provided.  This  is  the  clinical  syndrome 
commonly  known  as  botulism.  In  modern  medical  facilities  the  case-fatality  rate  for 
botulmum  intoxication  or  poisoning  is  less  than  5  percent  with  good  intensive  care- 
however,  patients  may  require  extensive  care  for  an  extended  period  (weeks)  before 

Other  biological  agents  such  as  plague,  Q  fever,  ,and  tularemia  would  normally 
produce  severe  pneumonia  (lung  infections),  whereas  toxins  such  as  ricin  or  SEB 
wou  d  also  cause  breathing  difficulties  if  inhaled.  Our  ability  to  treat  these  patients 
?^?^i,o  T?  °°  the  agent  inhaled:  For  some,  particularly  those  caused  by  bacteria 
be  iS-savin        '  t^l^^'emia),  specific  antibiotic  therapy  is  available  and  might 

fnr^«?'^'^  biological  attack  scenario  might  differ  greatly  from  a  threat  to  military 
nmnfi  o  f  field  /or  several  reasons.  A  terrorist  attack  using  an  aerosolized  bio- 
logical agent  might  occur  without  warning,  and  the  first  sign  of  the  attack  might 
be  hundreds  or  thousands  of  ill  or  dying  patients  since  biological  clouds  are  not  vfsi- 
Sit^  fh^"^^  incubation  periods  with  biological  agents  can  be  as  long  as  several 
«rJ.'hv  fh^*;  "^^  attack  may  be  long  over  and  the  perpetrators  may  have  left  the 
area  by  the  time  casualties  begin  to  occur. 

.oPr^fk^^  civihan  populations  are  not  immunized  against  most  BW  agents,  and  be- 
or"v«,"  ,^«cir  bave  means  to  protect  themselves  physically  (filtered  respirators 
Z  fhf  w^  «^'  ?.^"r?^*y  numbers  might  be  very  high  indeed.  A  report  published 
«Li!  World  Health  Organization  in  1970  estimated  that  if  50  kilograms  of  anthrax 
spores  were  dispensed  upwind  of  a  population  center  of  500,000  people  in  optimal 

TbTed  or  S^'ir-  h'^^'M^^V^  °f  '^^  population  of  that  area  woSld  be  Xr  Ss- 
abled  or  killed  in  such  an  attack,  as  shown  in  the  following  table: 

Hypothetical  Dissemination  by  Airplane  of  50  kg  of  Agent  Along  a  2  km  line  Upwind  of  a 

Population  Center  of  500,000  People  * 

Agent  Downwind  ^^    .  ,  _       __ 

Reach  (km)  L)ead  Incapacitated 

Rift  Valley  Fever  ' — i tttt^ 

Tick  Valley  Enceph :.::.:: ,  J0°  35,000 

Typhus  ^'^^^  35,000 

Bmceiiosis ::;::: .^  ^9,000         as.ooo 

Q  Fever 1°                                 500                  100,000 

Tularemia ll°                           ,„!?0                 125,000 

Anthraif              ^°                               30,000                   125,000 

"'"'^'^  »20 95,000 125,000 

•Health  Aspects  of  Chemical  and  Biological  Weapons,  WHO,  1970. 

Ipif.  fr^o'Ii^'rK-^i  P^°^"^^"&  potentially  massive  numbers  of  casualties,  other  prob- 
lems from  a  biological  terrorist  attack  might  include  the  lack  of  adequate  hospital 
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beds  to  treat  all  the  casualties,  deficiencies  of  special  medications  and  antitoxins 
needed  to  treat  casualties,  the  fact  that  many  civilian  health  care  providers  have 
not  been  trained  to  recognize  and  treat  BW  agent  casualties,  and  the  possibihty  that 
many  of  the  local  healthcare  providers  may  have  been  exposed  themselves  during 

the  attack  and  are  also  ill.  i  x-     o  d-  i„^ 

How  might  a  terrorist  dispense  a  biological  agent  on  a  target  population^  Biologi- 
cal agents  might  be  released  by  a  number  of  basic  methods,  most  of  which  revolve 
around  the  aerosolization  of  the  agent.  .  j     ■       j  u       „, 

Other  types  of  delivery  systems  for  biological  agents  have  been  designed  by  var- 
ious countries  with  state-sponsored  BW  programs.  These  include  bombs  or  bomblets 
which  release  the  agent  by  exploding  (generally  very  inefficient  delivery  systems), 
land  and  sea  mines,  pipe  bombs,  and  other  special  devices.  ■.     v     ^ 

Clandestine  BW  delivery  means  are  also  potentially  available  to  teironsts.  E.xam- 
nles  include  devices  which  penetrate  and  carry  the  agent  into  the  body  through  the 
skin,  such  as  pellets  or  flechettes,  or  means  to  contaminate  food  or  water  supplies 
so  that  the  agent  would  be  ingested.  .      r  t^  a^^^  ^^.r. 

Biological  agents  may  be  delivered  in  either  wet  or  dry  form.  Dry  powders  com- 
Dosed  of  very  small  particles  tend  to  have  better  dissemination  characteristics,  and 
Kave  advantages  in  terms  of  storage  and  handling.  Dried  agents  require  an  in- 
creased level  of  technological  sophistication  to  produce,  although  the  technology  to 
do  such  procedures  as  freeze  diying  or  spray  drying  has  been  available  in  industry 
for  a  number  of  years.  It  would  be  technologically  difficult  for  a  terrorist  group  to 
produce  a  dry  biological  agent  in  the  right  particle  size  for  inhalation.  This  would 
require  a  level  of  sophistication  possessed  by  some  state-sponsored  off^ensive  biologi- 
cal warfare  programs.  It  is  possible,  however,  that  some  groups  have  this  level  of 
expertise  or  could  obtain  support  from  a  country  which  has  an  off^ensive  BW  pro- 

^""Ihe  materials  needed  to  make  biological  agents  are  not  always  difficult  for  terror- 
ist groups  or  countries  to  acquire.  For  example,  Iraq  purchased  seed  stocks  that 
could  be  used  to  make  biological  agents  from  a  U.S.  commercial  culture  collection 
early  in  the  development  of  their  BW  program.  There  have  been  several  other  at- 
tempted purchases  of  these  types  of  agents  historically,  some  recently.  Some  agents 
could  also  be  harvested  from  animals  which  are  infected  and  die  from  the  diseases 

they  cause  in  nature.  ,.     ,.        •        j  j   t<u,.^«^  o,«. 

Knowledge  of  microbiology  and  its  potential  applications  is  widespread.  There  are 
numerous  people  with  the  technical  knowledge  necessary  to  develop  crude  biological 
weapons.  While  cutting  edge  biotechnology  research  requires  ari  infrastructure  ot  so- 
phisticated laboratories,  and  production  of  sophisticated  biological  weapons  may  re- 
quire specialized  equipment,  some  effective  biological  pathogens  or  toxins  may  be 
produced  or  harvested  using  relatively  primitive  techniques.  Cases  of  attempted  bio- 
logical sabotage  have  occurred  within  U.S.  borders  on  several  occasions.  Even  an  at- 
tack which  turned  out  to  be  a  hoax  had  significant  public  impact:  The  case  of  a  fair- 
fax  Virginia  man  who  in  1992  sprayed  his  neighbors  with  a  fluid  he  claimed  con- 
tained anthrax  is  illustrative.  This  incident  resulted  in  the  deployment  of  local  haz- 
ardous material  teams,  the  quarantine  of  the  house  involved,  and  numerous  pa- 
tients presenting  to  the  local  hospital  emergency  department  for  care.  A  larger  scale 
incident  could  potentially  create  a  panic,  and  cause  hundreds  or  even  thousands  ol 

people  to  seek  medical  care.  ,    .      .      ,  r         ..^    ^  ^u^^of 

The  potential  impact  on  health  care  facilities  in  the  area  of  an  attack  or  a  threat- 
ened attack  is  tremendous.  Emergency  departments  may  experience  tremendous 
backlogs  of  patients,  open  hospital  beds  may  become  scarce,  intensive  care  units 
may  be  filled,  and  antibiotic  stocks  may  be  depleted.  -x.    ,  •  ,     •     ,  .^  c^u 

The  possible  scenarios  for  criminal  or  terrorist  attacks  with  biological  agents  tall 
into  four  basic  types:  Product  tampering  as  in  the  Tylenol  tampering  cases  of  the 
1980's-  attacks  on  specific  population  groups  within  the  United  States  which  are 
perceived  to  be  antagonistic  to  terrorist  goals;  sabotage  of  specific  food  groups  or  in- 
dustries such  as  contamination  of  an  imported  food  product  with  a  toxin  or  with 
pathogenic  bacteria  (as  in  the  Chilean  grape  tampering  case);  or  attacks  directed  at 
a  U.S.  city  or  a  representative  institution  of  the  United  States  (a  political,  military, 

or  economic  target).  ,,,.,,      •      i      4.      e  4.u^  ^^a; 

Because  of  the  variety  of  possible  scenarios  and  the  likely  similarity  of  the  medi- 
cal effects  of  such  attacks  to  many  endemic  disease  situations  medical  care  provid- 
ers would  have  to  be  extremely  alert  to  differentiate  the  initial  cases  resulting  trom 
BW  terrorism  from  a  natural  disease  outbreak. 

Biological  terrorism  could  range  from  the  use  of  sophisticated  BW  weapons  such 
as  dried  anthrax  spores  or  botulinum  toxins,  to  unsophisticated  agents  such  as  bal- 
monella  or  other  common  bacteria.  The  agent  used  and  the  mechanism  of  delivery 
may  depend  to  a  great  extent  on  whether  the  terrorist  or  terrorists  have  the  spon- 
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sorship  of  a  state  or  government  hostile  to  the  United  States.  A  state-sponsored  ter- 
rorist group  is,  however,  much  more  likely  to  have  the  wherewithal  to  produce  cas- 
ualties on  a  large  scale,  whereas  the  unsupported  single  operative  may  still  have 
a  significant  impact,  but  on  a  much  smaller  scale.  The  operative  question  may  not 
be  whether  biological  agents  will  be  used  as  terrorist  weapons  against  the  United 
States,  but  rather  when  they  will  be  used. 

Medical  countermeasures  against  many  of  the  biological  threat  agents  are  either 
available  now  or  currently  being  developed.  These  include  vaccines,  antibiotics,  and 
antisera.  In  situations  where  at-risk  humans  can  be  identified  in  advance  of  an  ac- 
tual attack  using  biological  agents,  immunization  before  exposure  with  specific  vac- 
cines provides  protection  from  bacterial  or  viral  infections,  or  from  toxin  poisoning 
Large-scale  vaccination  of  civilian  populations  against  biological  threat  agents  as 
can  be  done  m  at-nsk  military  forces,  is  probably  not  feasible.  Post-exposure  treat- 
ment with  antibiotics,  certain  vaccines  (such  as  anthrax  and  smallpox  vaccines) 
antitoxins,  and  supportive  care  will  have  to  be  relied  upon.  Specific  treatments 
which  may  be  effective  include:  Penicillin,  doxycycline,  or  ciprofioxacin  combined 
with  anthrax  vaccination  in  the  case  of  anthrax;  streptomycin  or  tetracyclines  for 
tularemia;  doxycycline  for  plague;  and  botulinum  antitoxins  for  botulinum  poison- 
ing. Pre-placement  of  adequate  antibiotic  and  vaccine  stocks  with  the  ability  to  rao- 
idly  transport  such  pharmaceuticals  to  the  area  of  an  attack  is  therefore  critical 
Also  critical  is  the  niaintenance  of  a  continuing  reference  laboratory  capability  as 
IS  available  within  the  Department  of  Defense,  for  diagnosis  of  disease  caused  by 
biological  warfare  agents.  ■'^ 

Early  epidemiologic  analysis  of  a  suspicious  outbreak  of  disease,  with  early  diag- 
nosis and  treatment  of  persons  already  ill  and  others  in  the  area  of  the  attack  (who 
are  not  yet  symptomatic)  will  be  necessary.  Training  of  civilian  healthcare  providers 
in  localities  that  are  likely  to  be  targets  of  terrorists  is  also  extremely  important 
Such  training  programs  are  needed  to  familiarize  health  workers  with  biological 
threat  agents  so  that  early  treatment  measures  would  be  more  effective  Most  physi- 
cians do  not  see  and  treat  diseases  or  intoxications  such  as  anthrax  and  botulism 
in  their  daily  practices. 

The  United  States  is  vulnerable  to  a  terrorist  attack  with  biological  weapons  Bio- 
ogical  weapons  offer  potential  adversaries  or  terrorists  weapons  of  mass  destruction 
that  can  be  produced  easily  and  cheaply.  The  cost  advantage  of  biological  weapons 
was  clearly  illustrated  by  a  1969  United  Nations  report  which  estimated  the  relative 
cost  of  operations  against  civilian  populations  at  $1  US/Km2  (square  kilometer)  for 
tmn^'f^  weapons,  versus  $600/Km2  for  chemical,  $800/Km2  for  nuclear,  and 
!t>/^,UUU/Km2  tor  conventional  armaments. 

The  low  cost,  availability,  relative  technological  feasibility  compared  to  other 
^^nFfwVf  mass  destruction,  ease  of  dissemination,  difficulty  of  detection, 
deniability,  and  ability  to  cause  mass  casualties  all  make  biological  weapons  ver^ 
attractive  weapons  of  mass  destruction.  The  effects  of  the  use  of  biological  agents 
i.o  .  i"  '^.■^'■^  potentially  devastating.  We  must  continue  to  prepare  to  defend 
against  and  mitigate  the  effectiveness  of  these  horrific  weapons  ^  ^  ^^  '°  ''^'^'''' 
von  forVhl'n"^"V^^'!  concludes  my  prepared  testimony  to  the  Committee.  I  thank 
you  for  the  opportunity  to  appear  before  you  and  represent  the  many  dedicated  serv- 
ice members,  medical  professionals,  and  scientists  who  work  daily  to  defend  our 
country  both  now  and  in  the  future  against  the  threat  posed  by  biological  weaporl^ 

Senator  NUNN.  Thank  you,  Dr.  Eitzen,  for  your  testimony  and  all 
ot  your  assistance. 
Mr.  Genovese? 

TESTIMONY  OF  JAMES  A.  GENOVESE,  CHIEF,  CHEMICAL/BIO- 
LOGICAL    COUNTERTERRORISM     TEAM,     EDGEWOOD     RE- 
SEARCH,  DEVELOPMENT  AND  ENGINEERING  CENTER    US 
ARMY  CHEMICAL  AND  BIOLOGICAL  DEFENSE  COMMAND 

Mr.  Genovese.  Thank  you,  sir.  Good  morning,  Mr.  Chairman 
and  members.  I  am  James  A.  Genovese  from  the  U.S.  Army  Chemi- 
cal and  Biological  Defense  Command.  It  is  a  pleasure  to  be  with 
you  today  to  discuss  the  nature  of  the  threat  presented  by  the  use 
ot  chemical  weapons. 
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Chemical  weapons  have  been  used  in  warfare  for  over  2,500 
years  The  first  significant  modern-day  usage  of  chemicals  as  a 
warfare  multiplier  occurred  during  the  First  World  War. 

On  a  glorious  day  in  the  spring  in  Ypres,  Belgium,  on  April  2^, 
1915  a  hissing  sound  could  be  heard  coming  from  the  German 
trenches  in  a  sector  where  British  and  French  forces  had  joined. 
That  hissing  sound  was  6,000  chlorine  gas  cyhnders  spewing  their 
lethal  contents  upwind  of  those  Allied  Forces. 

Those  chlorine  gas  cylinders  are  very  similar  to  this  air  cylinder 
that  I  am  showing  you  here.  The  Germans  waited  patiently  for 
days  for  the  right  wind  conditions,  and  when  those  wind  conditions 
were  right,  they  simply  just  turned  the  valve.  Three  hundred  and 
fifty  thousand  pounds  of  chlorine  gas  fell  upon  those  soldiers  on 

The  following  excerpt  from  McWilliams  and  Steel's  book  "Gas— 
The  Battle  for  Ypres,  1915"  describes  the  horrors  of  the  choking 
agent  chlorine  used  at  Ypres:  Shrieks  of  fear  and  uncontrolled 
coughing  filled  the  poisonous  air.  Terrified  soldiers  clutched  their 
throats,  their  eyes  staring  out  in  terror  and  in  pain.  Many  col- 
lapsed in  the  bottom  of  their  trenches  and  others  clambered  out 
and  staggered  to  the  rear  in  attempts  to  escape  the  deadly  cloud. 
Those  left  in  the  trenches  writhed  with  agony  unspeakable,  their 
faces  plum-colored,  while  they  coughed  blood  from  their  tortured 

^Senator,  those  Allied  soldiers  were  totally  unprepared  for  that 
chlorine  gas  attack.  Fifteen  thousand  casualties  were  reported  in 
the  press  that  day.  -i... 

Chemical  warfare  agents  are  rapidly  becoming  a  major  military 
force  in  some  of  the  developing  countries.  These  agents  can  inex- 
pensively provide  a  substantial  psychological  edge  to  a  country 
lacking  a  viable  conventional  military  capability.  tt    ..  j 

In  the  war  between  Iran  and  Iraq,  from  1980  to  1988,  the  United 
Nations  reports  documented  the  use  of  chemical  weapons  by  both 
sides  Over  45,000  chemical  casualties  were  reported. 

Chemical  warfare  agents  are  chemicals  that  have  direct  toxic  ef- 
fects on  humans,  animals,  or  plants— with  human  beings  being  ob- 
viously the  major  target.  There  are  three  methods  for  producing 
chemical  casualties  within  human  beings:  Through  inhalation, 
through  skin  effects,  and  through  ingestion.  These  methods  are 
called  routes  of  entry.  •    ,•     .•         r  i.u 

The  chart  that  is  depicted  here  gives  you  an  indication  ot  the 
characteristics  of  some  of  these  hazards.  Some  examples  of  chemi- 
cal inhalation  hazards  are  hydrogen  cyanide,  chlorine,  and  sarin. 
Hydrogen  cyanide  is  a  blood  agent  which  directly  inhibits  respira- 
tion. Chlorine  is  a  choking  agent  which  attacks  the  lungs  and 
causes  severe  choking  and  coughing.  Sarin  is  an  inhalation  hazard 
that  we  classify  as  a  nerve  agent.  Nerve  agents  inhibit  the  nerve 
transmission  and  muscle  coordination  within  the  body,  and  nerve 
agents  are  extremely  toxic.  . 

An  alternate  route  of  entry  for  toxic  effects  involves  skin  expo- 
sure material  to  chemical  hazards.  The  skin  exposure  hazard  is 
also  indicated  on  the  aforementioned  chart.  Two  of  them  in  particu- 
lar are  unique  in  that  they  have  different  effects  on  the  skin.  One 
chemical  is   mustard.   It  is   a  liquid   at  room   temperatures   and 
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causes  painful  burns  and  blisters  on  its  victims.  Both  mustard  liq- 
uid and  vapor  can  penetrate  ordinary  clothing,  and  because  it  va- 
porizes slowly,  It  is  termed  a  persistent  agent  and  can  be  extremely 
usetul  in  denying  terrain  to  an  enemy  on  the  battlefield. 

Another  skin  exposure  material  is  the  nerve  agent  VX  V-agents 
are  also  persistent  and  extremely  toxic.  VX  can  penetrate  through 
the  skin  and  produce  its  toxic  effects. 

The  last  route  of  entry  is  by  ingestion.  Chemical  hazards  of  this 
type  are  usually  labeled  poisons.  The  ingestion  chart  before  you  de- 
scribes the  characteristics  of  the  common  poison  cyanide. 

Cyanide,  an  analog  of  hydrogen  cyanide,  is  readily  available  com- 
mercially and  rapidly  attacks  the  respiratory  system.  The  Jones- 
town tragedy  in  Guyana  in  1978  was  a  stark  example  of  how  effec- 
tive cyanide  poisoning  can  be. 

To  fully  appreciate  our  vulnerability  to  chemical  hazards  it  is 
important  to  understand  how  easily  these  hazards  can  be  acquired 
Most  industrial  hazards  like  chlorine  or  phosgene  are  readily  avail- 
able on  the  open  market.  Military-unique  materials,  such  as  nerve 
or  blister  agents,  would  probably  have  to  be  synthesized.  Synthesis 
ot  these  particular  agents  like  sarin  requires  some  degree  of  tech- 
nical sophistication  and  a  source  for  the  appropriate  precursor  ma- 
lenais. 

Assessing  vulnerability  also  requires  consideration  of  a  com- 
pound s  volatility.  For  example,  hydrogen  cyanide  is  very  volatile  so 
Its  use  outdoors  is  limited.  Dispersion  of  this  agent  in  closed  areas 
would,  however,  present  a  significant  problem.  Most  hazardous  in- 
dustrial chemicals  and  military-unique  chemicals  can  be  effectively 
disseminated  using  explosive  ordnance  or  commercial  sprayers  A 
commercial  sprayer  can  be  as  simple  as  this  spray  can  of  household 
disintectant  that  I  am  demonstrating  here.  Even  simple  pouring  of 
a  chemical  onto  a  surface  can  be  effective  depending  on  where  you 
pour  it  and  what  kind  of  chemical  you  are  deploying.  Typically 
volatile  chemicals  with  moderate  toxicity  in  closed  spaces  will 
cause  the  most  concern.  If  the  population  density  is  high  in  the 
area  around  the  chemical  incident,  then  obviously  the  resultant 
casualties  will  probably  be  higher. 

Based  on  my  experience— and  this  is  my  own  personal  experience 
and  not  necessarily  the  views  of  the  administration  or  the  Depart- 
ment of  Defense— I  firmly  beheve  that  we  have  the  technical  exper- 
tise, training,  and  protection  to  meet  virtually  every  chemical 
threat  in  a  battlefield  environment.  I  do,  however,  have  some  con- 
cerns It  these  horrific  weapons  were  used  in  a  civilian  setting.  In 
wartime,  key  targets  are  usually  the  combatants  themselves  who 
have  protection  and  contingency  systems,  and  they  are  trained  to 
work  in  that  hazardous  environment.  Our  military  extensively 
trains  our  forces  to  respond  and,  therefore,  they  are  prepared. 

Un  the  other  hand,  responding  to  the  use  of  chemical  agents  in 
a  civilian  setting  presents  significant  challenges  to  our  country 
lerronsts  follow  no  rules  of  engagement.  Incidents  involving  chem- 
ical agents  sponsored  by  a  terrorist  group  almost  always  target 
non-combatants.  These  non-combatants  will  not  be  trained  or 
equipped  TTiese  are  our  basic  civilians,  the  basic  citizens  out  on 
the  street.  Chemical  terrorism  particularly  in  the  civilian  setting 
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will  evoke  a  strong  psychological  response  from  targeted  individ- 
uals. 

Another  dimension  regarding  the  possible  use  of  these  weapons 
is  that  chemical  terrorism  can  be  used  to  achieve  effects  other  than 
anti-personnel.  For  example,  the  Chilean  grape  incident  involving 
cyanide-tainted  grapes  damaged  the  Chilean  economy. 

I  would  like  to  conclude  by  commenting  where  we  are  and  where 
we  need  to  go.  Again,  these  are  my  own  personal  views,  but  I  think 
that  these  are  well-founded  based  on  my  experience,  my  profes- 
sional involvement  with  many  of  the  agencies  over  the  years. 

I  believe  that  the  Department  of  Defense  has  the  unique  capa- 
bilities and  resources  to  effectively  support  and  assist  the  lead  gov- 
ernment agencies  in  their  response  to  chemical  terrorism  and  a 
chemical  incident.  I  think,  however,  that  we  need  to  improve  and 
refine  our  technical  response  in  this  critical  area.  My  suggestions 
are  as  follows: 

First,  we  could  initiate  a  national  training  program  to  facilitate 
the  effectiveness  of  first  responders  and  reduce  casualties  to  the 
public. 

Second,  we  could  estabhsh  an  exercise  program  that  would  test 
and  refine  all  mission  critical  areas  so  that  an  integrated  response 
force  is  realized  throughout  the  United  States. 

Finally,  we  could  promote  a  new  generation  of  research  and  de- 
velopment that  specifically  draws  on  existing  military  and  commer- 
cial programs  to  handle  this  problem.  That  focus  should  be  on  cus- 
tomizing and  improving  response  tools  and  techniques  in  this  new 
mission  area,  thereby  minimizing  risk  to  the  public  and  to  the  envi- 
ronment. Some  key  technical  areas  for  development  include  hazard 
mitigation  techniques,  first  responder  protection,  improved  detec- 
tion and  monitoring,  and  scenario-dependent  hazard  prediction  and 
modeling. 

I  hope  my  comments  have  been  helpful,  and  I  thank  the  panel 
for  this  opportunity  to  provide  my  insight  into  this  crucial  area. 

[The  prepared  statement  of  Mr.  Genovese  follows:] 

PREPARED  STATEMENT  OF  MR.  GENOVESE 

Good  Morning,  Mr.  Chairman  and  Members  of  the  Subcommittee.  I  am  James  A. 
Genovese  from  the  U.S.  Army  Chemical  and  Biological  Defense  Command.  It  is  a 
pleasure  to  be  with  you  today  to  discuss  the  nature  of  the  threat  presented  by  the 
use  of  chemical  weapons. 

I  presently  serve  as  the  Team  Leader  for  the  Chemical/Biological  Counter- 
terrorism  Team  at  the  Edgewood  Research  Development  and  Engineering  Center. 
My  responsibilities  focus  on  development  of  technological  countermeasures  to  re- 
spond to  a  chemical  or  biological  incident.  In  addition,  I  serve  as  a  Cochairman  of 
the  Weapons  of  Mass  Destruction  Countermeasures  Subgroup  of  the  Technical  Sup- 
port Working  Group.  This  working  group  was  established  in  1987  to  specifically  ad- 
dress research  and  development  necessary  to  counter  terrorism  and  consists  of  rep- 
resentatives of  over  40  governmental  agencies  I  also  serve  as  the  chairman  of  an 
international  research  and  development  working  group  on  chemical/biological  terror- 
ism also  sponsored  by  the  Technical  Support  Working  Group. 

I  have  over  20  years  experience  in  the  field  of  chemistry  and  have  served  the  U.S. 
Army  as  a  research  chemist  for  approximately  14  years.  The  first  9  years  of  my 
service  were  devoted  to  developing  chemical  munitions  for  the  Army's  Retaliatory 
Chemical  Munitions  Program. 

Chemical  weapons  have  been  used  in  warfare  for  over  2,500  years.  Six  hundred 
years  before  the  birth  of  Christ,  Athenian  troops  won  a  battle  by  poisoning  their  en- 
emy's drinking  water.  During  the  American  Civil  War,  several  ideas  for  the  use  of 
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chemical  weapons  were  considered  including  using  projectiles  to  deliver  hydrochloric 
acid  and  chlorine.  !■  2 

The  idea  of  using  chemicals  as  a  warfare  multiplier  surfaced  again  some  50  years 
later  during  the  First  World  War.  Germany  led  the  world  in  chemistry  at  that  time 
and  turned  to  chemists  to  provide  a  weapon.  The  weapon  they  chose  was  chlorine 
gas  which,  like  phosgene,  is  classified  as  a  choking  agent.  These  agents  attack  the 
lungs  to  cause  severe  choking  and  coughing,  and  can  be  lethal. 

On  a  glorious  spring  day  near  Ypres,  Belgium,  on  April  22,  1915,  a  hissing  sound 
could  be  heard  coming  from  the  German  trenches  in  a  sector  where  British  and 
French  forces  joined.  The  hissing  sound  came  from  6,000  chlorine  gas  cylinders 
spewing  their  lethal  contents  upwind  of  the  Allied  Forces. 

An  excerpt  from  McWilliams  and  Steel's  book  "Gas— The  Battle  for  Ypres, 
1915"  describes  the  horrors  of  the  choking  agent  used  at  Ypres:  Shrieks  of 
fear  and  uncontrolled  coughing  filled  the  poisonous  air.  Terrified  soldiers 
clutched  their  throats,  their  eyes  staring  out  in  terror  and  pain.  Many  col- 
lapsed in  the  bottom  of  their  trenches  and  others  clambered  out  and  stag- 
gered to  the  rear  in  attempts  to  escape  the  deadly  cloud.  Those  left  in  the 
trenches  writhed  with  agony  unspeakable,  their  faces  plum-colored,  while 
they  coughed  blood  from  their  tortured  lungs. 3 

The  Allied  soldiers  at  Ypres  were  totally  unprepared  for  that  chlorine  gas  attack. 
Over  15,000  casualties  were  reported  in  the  press.'* 

Memories  of  World  War  I,  when  chlorine,  phosgene,  and  mustard  were  used  to 
kill  thousands,  are  once  again  resurfacing  in  the  minds  of  many.  As  the  war  be- 
tween Iraq  and  Iran  so  painfully  revealed,  chemical  warfare  agents  are  rapidly  be- 
coming a  major  military  force  in  some  countries.  These  agents  can  relatively  inex- 
pensively provide  a  substantial  psychological  edge  to  countries  lacking  a  viable  con- 
ventional military  convential  threat. ^-^ 

Over  twenty  countries  are  believed  to  possess  chemical  weapons  or  to  have  the 
ability  to  manufacture  them.  In  the  War  between  Iran  and  Iraq  from  1980  to  1988, 
United  Nations  reports  documented  the  use  of  chemical  weapons  by  both  sides.  Over 
45,000  chemical  casualties  were  reported. '^ 

Chemical  warfare  agents  are  chemicals  that  have  a  toxic  effect  on  humans,  ani- 
mals or  plants— with  humans  obviously  being  the  major  target.  There  are  three 
methods  for  producing  chemical  casualties  within  human  beings:  Through  inhala- 
tion; through  skin  effects  which  include  both  absorption,  through  the  skin,  and  der- 
mal wounds;  and  through  ingestion  of  hazards  through  the  digestive  tract.  These 
methods  are  called  routes  of  entry. 

Toxic  effects  through  inhalation  are  caused  when  a  person  or  animal  inhales  the 
chemical  hazard.  Inhalation  hazards  are  usually  generated  as  gases  or  aerosols. 
Gases  often  are  invisible.  Aerosols  are  comprised  of  small  particles.  These  particles 
can  be  either  solids  or  liquids. 

Some  examples  of  chemical  inhalation  hazards  are  hydrogen  cyanide,  chlorine, 
and  Sarin.  Hydrogen  cyanide  is  a  blood  agent  which  directly  inhibits  respiration  by 
interfering  with  a  key  enzyme  in  the  body  called  cytochrome  oxidase.  This  enzyme 
is  responsible  for  the  energy-producing  mechanisms  of  the  body.  Chlorine  is  a  chok- 
ing agent  which  attacks  the  lungs  and  causes  severe  coughing  and  choking.  Sarin 
IS  an  inhalation  hazard  that  is  a  nerve  agent.  Nerve  agents  inhibit  the  enzyme  cho- 
linesterase  which  facilitates  nerve  transmission  and  muscle  coordination.  Nerve 
agents  are  extremely  toxic. 

Toxic  effects  from  chemical  agents  are  based  on  the  amount  of  that  hazard  that 
IS  accumulated  in  or  on  the  body.  For  inhalation  hazards,  it  is  the  amount  of  that 
hazard  we  breathe  into  our  lungs. 

To  give  the  Committee  an  appreciation  of  the  relative  toxicity  of  some  of  these 
chemicals,  a  container  with  48  ounces  of  chlorine,  a  choking  agent;  another  con- 
tainer with  25  ounces  of  hydrogen  cyanide,  a  blood  agent;  and  a  vial  with  about  one- 
•  •<•  j-^"  °""^^  °^  '^^  nerve  agent  Sarin  can  all  produce  up  to  5,000  lethal  casual- 
ties if  disseminated  effectively  with  maximum  effectiveness.  The  chemical  Sarin  was 
the  chemical  that  Supreme  Truth  Cult  disseminated  in  the  Tokyo  Subway  system. 


1  Victor  A.  Utgofr,  The  Challenge  of  Chemical  Weapons,  pes  1-3 

2BG  Alden  H.  Waitt,  Gas  Warfare,  pgs  8-9. 

3  James  L.  Mac  Williams  and  R.  James  Steel,  Gas— The  Battle  for  Ypres,  1915,  pgs  45-49 

"UtgofF,  op.  cit.,  pg  5. 

^UtgofT,  op.  cit.,  pg  6. 

^Albert  and  Leininger,  Biochemistry,  pgs  494-495. 

'Satu  M.  Someini,  Chemical  Warfare  Agents,  pgs  xv,  xvi  £ind  1-4. 
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The  following  chart  lists  the  characteristics  of  some  of  the  more  prevalent  inhala- 
tion hazards: 

INHALATION  HAZARDS 


Hazard  type  Chemical  Etiect  Form Toxicity 0"'co"^e 


Choking  agent Chlorine  Choking/  Gas  Low  to  Incapacitation 

medium  death 


Choking/ 

coughing 

Affects 

respirlion 

Lose  muscle 

control 

Gas 
Gas 

Liquid 

Blood  agent Hydrogen  Affects  Gas  Low  to  Incapacitation 

Cyanide  respirlion  medium  death 

Nerve  agent  Sarin  Lose  muscle  Liquid  High  Death 


An  alternate  route  of  entry  for  toxic  effects  involves  skin  exposure  to  chemical 
hazards.  The  following  Skin  Exposure  Hazard  Chart  describes  the  characteristics 
of  two  common  skin  hazard  chemicals: 

SKIN  EXPOSURE  HAZARDS 


Hazard  type  Chemical  Effect  Form Toxicity  Outcome 


Blister  agent  Mustard  Burning/  Liquid/  t^edium  Pain 

blistering  vapor 

Nen/e  agent VX  Lose  muscle  Liquid  High  Death 

control 


One  skin  hazard  chemical  is  mustard.  It  is  a  liquid  at  room  temperatures  and 
causes  painful  burns  and  blisters  on  its  victims.  It  can,  depending  on  the  environ- 
mental conditions,  present  a  significant  vapor  hazard.  Both  liquid  and  vapor  can 
penetrate  ordinary  clothing.  Because  it  vaporizes  slowly,  it  is  termed  a  persistent 
agent  and  can  be  extremely  useful  in  denying  terrain  to  an  enemy  on  the  battlefield. 
On  July  12,  1917,  the  Germans  again  surprised  the  Allies  by  introducing  mustard 
delivered  by  artillery  shells  to  the  battlefield. 

Another  skin  exposure  hazard  is  the  chemical  VX.  V-agents  are  persistent  with 
very  low  vaporizing  potential.  Because  VX  is  an  oily,  non-volatile  liquid  it  can  re- 
main in  place  for  weeks  or  longer  posing  a  continuing  threat  to  those  in  the  area. 
VX  is  an  extremely  toxic  nerve  agent  that  can  penetrate  through  the  skin  to  produce 
its  toxic  GiiGcts. 

The  last  route  of  entry  for  chemical  agents  is  by  ingestion.  Chemical  hazards  of 
this  type  are  usually  labeled  poisons.  Most  poisons  usually  are  ingested  by  drinking 
or  eating  substances  that  have  been  contaminated  with  the  poison.  The  following 
chart  describes  the  characteristics  of  the  common  poison  cyanide,  an  ingestion  haz- 
ard: 

SKIN  EXPOSURE  HAZARDS 


Hazard  type 

Chemical 

Effect 

Form 

Toxicity 

Outcome 

Blood  agent  

...    Cyanide 

Affects 
respiration 

Solid 

Low  to 
medium 

Death 

Cyanide  is  readily  available  commercially  as  sodium  or  potassium  salts.  This  po- 
tent analog  to  hydrogen  cyanide  works  by  the  same  principle:  Rapidly  attacking  the 
respiratory  system.  The  Jonestown  tragedy  in  Guyana  in  1978  was  a  stark  example 
of  how  effective  cyanide  poisoning  can  be. 

To  fully  appreciate  our  vulnerability  to  chemical  hazards,  it  is  important  to  under- 
stand how  easily  these  hazards  can  be  acquired.  Many  industrial  hazards  like  chlo- 
rine or  phosgene  are  readily  available  on  the  open  market.  Equipment  to  make 
chemical  agents  and  specific  knowledge  necessary  for  production  can  also  be  easily 
obtained.  On  the  other  hand,  military  unique  chemical  agents  such  as  the  nerve  or 
blister  agents,  would  probably  have  to  be  synthesized  and  therefore  require  a  higher 
degree  of  technical  sophistication.  Synthesis  of  nerve  agents  like  Sarin  also  require 
a  degree  of  technical  expertise  and  a  source  for  obtaining  the  needed  precursor  ma- 
terials and  corrosion-resistant  equipment. 

Assessing  vulnerability  also  requires  consideration  of  the  volatility  of  the  agent. 
For  example,  hydrogen  cyanide  is  very  volatile  so  its  use  outdoors  is  limited.  Disper- 
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sion  of  this  agent  in  closed  areas  would,  however,  present  a  significant  threat  Per- 
sistent agents  such  as  mustard  or  VX  are  not  as  volatile.  They  can  be  sprayed  or 
poured  onto  large  areas  which  will  result  in  a  contaminated  area  that  will  persist 
for  a  long  time. 

Ti^^A;r™^*'^°^  ^"^  location  of  dispersion  of  the  chemical  hazard  is  important  as 
well.  Most  hazardous  industrial  chemicals  and  military-unique  chemicals  can  be  ef- 
fectively disseminated  using  explosive  ordnance  or  commercial  sprayers.  Even  sim- 
ply pouring  a  chemical  agent  onto  a  surface  can  be  effective  under  certain  cir- 
cumstances. Typically,  volatile  chemicals  with  moderate  toxicity  in  closed  spaces 
will  cause  the  most  concern.  If  the  population  density  is  high  in  the  area  around 
the  chemical  incident,  the  resultant  casualties  will  probably  be  higher. 

Based  on  my  experience,  I  believe  that  the  United  States  has  the  technical  exper- 
tise, training,  and  equipment  to  meet  virtually  every  chemical  threat  in  a  battlefield 
environment.  I  do,  however,  have  some  concerns  if  these  horrific  weapons  were  used 
in  a  civilian  setting.  In  wartime,  key  targets  are  usually  the  combatants  who  have 
protection  and  contingency  systems  to  allow  them  to  function  in  a  hazardous  envi- 
ronment. Our  military  extensively  trains  our  forces  how  to  respond  to  and  function 
in  a  hazardous  environment. 

Responding  to  the  use  of  chemical  agents  in  a  civilian  setting  presents  significant 
challenges  to  our  country.  Terrorists  follow  no  rules  of  engagement.  Incidents  involv- 
ing chemical  agents  sponsored  by  a  terrorist  groups  almost  always  target  civilian 
noncombatants.  These  non-combatants  will  not  be  trained  or  equipped.  Chemical 
terrorism  particularly  in  the  civilian  setting  will  evoke  a  strong  psychological  re- 
sponse from  targeted  individuals. 

It  is  incumbent  upon  our  government  to  appreciate  the  nature  of  the  threat  pre- 
sented by  chemical  weapons  and  plan  a  good,  effective  response.  We  should  insist 
that  first  responders  are  adequately  informed,  protected,  and  trained  to  handle 
chemical  incidents  against  non-combatants. 

Another  consideration  is  that  terrorists  could  possibly  use  chemical  agents  to 
achieve  effects  other  than  anti-personnel.  For  example,  the  Chilean  grape  incident 
involving  cyanide-tainted  grapes  damaged  the  Chilean  economy. 

I  would  like  to  conclude  by  commenting  where  we  are  and  where  we  need  to  go 
I  believe  that  the  Department  of  Defense  has  the  capabilities  and  resources  to  effec- 
tively support  the  lead  government  agencies  in  their  response  to  a  chemical  inci- 
dent. I  think,  however,  that  we  need  to  improve  and  refine  our  response  in  this  criti- 
cal area  and  offer  three  specific  suggestions. 

First,  we  could  initiate  a  national  training  program  to  facilitate  the  effectiveness 
of  first  responders  and  reduce  casualties  to  the  public.  The  program  would  be  de- 
signed to  educate  all  levels  of  government  in  responding  to  a  chemical  or  biological 
incident.  * 

Second,  we  could  establish  an  exercise  program  that  would  tost  and  refine  all  mis- 
sion critical  areas.  These  exercises  would  also  help  to  ensure  that  response  teams 
throughout  the  United  States  are  effective  and  properly  integrated. 

Finally,  we  could  promote  a  new  generation  of  research  and  development  that 
draws  from  existing  military  and  commercial  programs.  The  focus  should  be  on  cus- 
tomizing and  improving  response  tools  and  techniques  in  this  new  mission  area 
tliereby  minimizing  risk  to  the  public  health  and  the  environment.  Some  key  tech- 
nical areas  for  development  include  hazard  mitigation  techniques,  first  responder 
protection  improved  detection  and  monitoring,  and  scenario-dependent  hazard  pre- 
diction and  modeling. 

I  hope  my  comments  have  been  helpful  and  thank  the  Committee  for  this  oppor- 
tunity to  provide  my  insight  into  this  crucial  area. 
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Senator  NUNN.  Thank  you  very  much,  Mr.  Genovese,  Mr.  Olson, 
and  Dr.  Eitzen. 

I  have  lots  of  questions  for  all  of  you,  but  I  am  going  to  cut  mine 
short  today  and  rotate  it  around  because  we  do  have  one  other  wit- 
nesses, and  all  of  your  testimony  has  been  very,  very  helpful  today. 

First,  Mr.  Olson,  I  understand  that  you  met  with  the  head  of  the 
cult's  Science  and  Technology  Ministry — I  believe  the  pronunciation 
is  Murai. 

Mr.  Olson.  Murai. 

Senator  NuNN.  Murai — before  he  was  assassinated  and  the  news 
spokesperson  for  the  cult,  Mr.  Jojru,  before  his  arrest.  What  can 
you  tell  us  about  Mr.  Murai  and  Mr.  Joyn? 

Mr.  Olson.  I  had  the  opportunity  to  speak  with  both  gentlemen 
over  the  course  of  an  hour  or  two  in  Tokyo.  This  was  probably  3 
weeks  or  so  after  the  subway  attack. 

Senator  NuNN.  Talk  right  into  that  mike. 

Mr.  Olson.  Thank  you.  Hideo  Murai  struck  me  as  being  a  rather 
true  believer.  He  seemed  to  have  a  certain,  if  you  will,  Buddhist 
calm  about  him.  At  the  same  time,  it  seemed  very  clear  to  me  that 
there  were  a  great  many  things  going  on  behind  that  rather  calm 
exterior. 

Senator  NuNN.  He  was  the  head  of  the  so-called  Science  and 
Technology  Ministry. 

Mr.  Olson.  Exactly.  According  to  the  authorities,  he  was  the 
man  who  was  essentially  in  charge  of  the  development  of  almost 
all  their  weapons  and  was  really  very  close  to  Asahara  in  terms  of 
the  hierarchy. 

In  essence,  I  guess  I  would  characterize  Murai  as  probably  a  fa- 
natic. He  was  very  comfortable  with  who  he  was,  very  comfortable 
with  what  he  was  doing.  In  fact,  the  only  time  that  I  really  was 
able  to  get  anything  from  him  in  terms  of  a  break  in  his  composure 
was  at  one  point  when  he  was  discussing  the  chemical  plant  at 
Satyam  7  at  Kamakuishiki,  in  which  he  acknowledged  that  they 
had  purchased  a  material  for  some  of  the  piping  and  vessels  in 
there,  a  material  known  as  hastalloy.  Hastalloy  is  an  extremely 


127 

corrosion-resistant  material.  Among  other  things,  it  is  one  of  the 
materials  that  if  you  were  going  to  milspec  out  a  chemical  weapons 
plant,  you  would  specifically  look  for.  Hastalloy,  in  fact,  is  on  our 
controlled  list  of  exports  specifically  because  of  its  applications  to 
chemical  weapons  production.  So  that  was  an  interesting  event.  He 
was  assassmated  approximately  a  week  after  I  spoke  with  him. 

Joyu,  by  comparison,  and  as  has  been  noted  before,  enjoyed  a  tre- 
mendous amount  of  celebrity  because  he  was  the  face  man  for  the 
cult  followmg  the  Tokyo  attack.  In  fact,  he  became  a  teenage  heart 
throb  because  of  his  regular  appearances.  He  really  seemed  to 
enjoy  the  limelight.  He  also  seemed,  I  think,  to  be  very  pragmatic. 
He  seemed  to  feel  that  he  was  in  control  of  the  situation  even  when 
it  was  slipping  away  from  him. 

He  was  one  of  the  members  of  the  cult  who  was  most  actively 
trying  to  get  the  cult  to  disband  itself  as  a  church  in  a  rather,  I 
think,  cynical  effort  to  try  to  hold  onto  its  financial  and  commercial 
assets. 

Senator  NUNN.  And  he  was  arrested? 

Mr.  Olson.  He  was  arrested  about  2  weeks  ago,  I  beheve. 

Senator  NuNN.  What  was  the  charge  against  him? 

Mr.  Olson.  He  is,  I  think,  involved  in  withholding  information 
regarding  a  kidnapping,  if  I  remember  correctly.  He  has  not  been 
charged  specifically  with  any  of  the  nerve  gas  events  themselves. 

Senator  NUNN.  Mr.  Genovese,  what  can  you  tell  us  about  the 
technological  expertise  of  the  Aum?  I  believe  you  reviewed  parts  of 
the  staff  statement  dealing  with  the  purchases  the  Aum  made  in 
the  United  States.  Can  you  tell  us  about  the  significance  of  the 
laser,  the  aluminum  oxide,  the  filters,  the  batteries,  and  the  small 
fans? 

Mr.  Genovese.  Yes,  sir.  What  I  would  like  to  do  is  address  them 
individually  and  then  to  summarize  how  I  see  those  particular 
technologies  fitting  as  a  package  for  developing  chemical  ordnance 

Senator  Nunn.  Good. 

Mr.  Genovese.  First  off,  the  Hobart  laser,  I  am  not  totally  famil- 
iar with  this  technology,  but  I  assume  it  to  be  a  high-energy  laser 
These  kinds  of  high-energy  lasers  can  be  used  as  a  special  seahng 
mechanism,  especially  if  you  are  dealing  with  almost  ceramic  mate- 
rials that  the  Aum  was  working  with.  They  have  a  particular  mate- 
rial called  aluminum  oxide  which  has  ceramic  properties.  That 
thing  is  very  difficult  to  weld  with  conventional  techniques. 

However,  their  choice  for  aluminum  oxide  suggests  that  they 
thought  that  whatever  was  going  to  go  in  those  particular  contain- 
ers would  have  to  withstand  the  corrosive  capabilities  of  some  of 
the  nerve  agents.  So  they  chose  those  particular  materials. 

So  those  two  pieces  of  information  suggest,  as  well  as  there  was 
also  some  allusion  earlier  by  your  staff  on  HEPA  filters.  The  HEPA 
filters,  the  acronym  means  high-efficiency  particulate  absorber 
These  filters  are  conventional  filters  that  are  used  in  all  military 
respirators,  which  suggests  that  this  operation  that  they  were  an- 
ticipating would  involve  possibly  either  a  chemical  or  a  biological 
process. 

So  with  those  three  pieces  of  information,  it  suggests  to  me  that, 
in  fact,  the  Aum  was  seriously  looking  at  processing  hazardous  ma- 
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terials,  specifically  chemicals  fi-om  what  I  can  see  here  at  first 
glance. 

There  were  some  other  materials  that  they  also  acquired.  Those 
were  alluded  to  also  by  your  staff  statement,  which  included 
camcorder  batteries  and  small  fans  and  vials.  Those  to  me — and  I 
have  worked  in  the  chemical  weapons  area  for  a  number  of  years. 
Those  to  me  suggest  that  they  were  trying  to  configure  some  small 
devices  to  effectively  disseminate  chemical  agent  liquids  and  that 
they  would  use  the  fans  to  blow  out  the  volatile  liquids,  the  bat- 
teries to  drive  the  fan's  operation,  and  the  vials  to  store  the  agent 
until  it  was  disseminated. 

Senator  Nunn.  Why  didn't  more  people  die  in  the  subway  attack, 
Mr.  Genovese? 

Mr.  Genovese.  These  are  my  own  opinions  on  this.  Some  of 
these  I  think  are  common  sense,  and  others  ones  are  just  my  own 
technical  perspective  as  to  how  I  saw  that  situation.  Again,  I  am 
speaking  only  from  the  knowledge  that  I  gained  from  journal  arti- 
cles and  newspapers. 

But  I  think,  first,  the  purity  of  the  S5nithetic  materials  that  were 
used — there  was  some  comment  that  there  may  have  been  a  binary 
process  and  that  maybe  in  the  fact  of  making  that  binary  process 
work  that  they  didn't  do  a  very  good  job  of  that.  Also,  maybe  the 
starting  materials  of  that  binary  process  were  not  all  that  pure.  So 
that  will  certainly  affect  the  toxicity  of  those  materials. 

The  second  thing  is — and  I  think  this  is  very  important — their 
method  of  dispersion.  I  would  call  a  leaky  lunch  box  probably  one 
of  the  poorest  dispersion  mechanisms  that  you  could  have,  consid- 
ering even  the  volatility  of  sarin,  which  has  about  the  same  vapor- 
izing potential  as  water.  So  this  pouring  of  the  liquid  onto  the 
floors  of  the  Tokyo  subway  was  not  the  best  way  to  disseminate 
sarin. 

I  think  in  your  staffs  statement  in  the  Matsumoto  incident,  it 
was  alluded  to  that  a  truck  with  a  heating  system  and  a  spraying 
system  was  used  in  Matsumoto.  That  seems  like  a  more  realistic 
and  viable  system  if  you  are  going  to  look  for  high  casualties. 

I  think  the  third  reason  why  the  casualties  were  lower  is  that 
there  was  good  ventilation  in  the  Tokyo  subway  system,  and  I 
think  that  tends  to  remove  and  dilute  the  hazard  so  that  you  don't 
get  the  chemical  concentration  that  would  normally — that  you 
would  see  for  high  casualties.     / 

Finally,  another  one,  which  is  just  my  own  personal  feeling,  is 
most  of  the  lunch  boxes  were  actually  dispersed  and  disseminated 
inside  the  subway  cars.  And  the  cars  themselves  have  a  tendency, 
because  they  are  a  kind  of  physical  barrier,  will  tend  to  at  least 
preclude  some  of  the  vaporization  that  could  occur  throughout  all 
the  subway  tunnels. 

Senator  NuNN.  Dr.  Eitzen,  isn't  it  true  that  a  lot  of  the  biological 
agents  cause  illnesses  that  are  similar  to  illnesses  that  are  having 
to  be  dealt  with  in  the  normal  society?  And  if  that  is  the  case,  how 
quickly  could  we  really  detect  that  certain  rapidly  spreading  ill- 
nesses were  really  because  of  an  attack? 

Dr.  Eitzen.  Senator,  that  is  very  true.  Many  of  the  early  sjonp- 
toms  of  the  diseases  caused  by  biological  warfare  agents  would  be 
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similar  to  symptoms  that  physicians  might  see  with  a  disease  that 
they  see  every  day,  such  as  the  flu  or  other  types  of  illness 

However,  I  think  that  really  the  scale  in  terms  of  numbers  be- 
coming 1  1  and  also  the  time  course  of  events  would  lead  physicians 
in  a  local  area  of  an  attack,  if  they  had  the  right  epidemiologic  per- 
spective, to  say  that  there  is  something  unusual  going  on  here 
Sheer  numbers  as  well  as  attack  rates  of  illness  as  well  as  numbers 
people  presenting  to  emergency  departments  for  care  should 
make  the  local  public  health  officials  pick  up  on  the  fact  that  there 
is  an  unusual  event  that  has  occurred. 

Also,  with  a  number  of  these  BW-caused  illnesses,  there  are  cer- 
tain clinical  indicators  that  would  indicate  that  there  is  something 
unusual,  lor  instance,  a  widened  mediastinum  on  chest  X-ray  with 
anthrax^  So  for  those  reasons,  I  think  there  would  certainly  be 
some  indicators  that  this  is  an  imusual  event 
Senator  Nunn.  Thank  you. 

Mr.  Olson  the  Japanese  police,  I  am  told,  have  not  yet  completed 
the  search  of  the  biological  facility,  or  at  least  one  of  the  biological 
facilities  is  closed  up,  I  understand,  and  the  search  has  not  yet 
been  completed,  I  am  sure  because  of  possible  dangers  and  haz- 
ards. But  you  have  some  details  about  that  facility,  I  believe  Could 
you  share  those  with  us? 

Mr.  Olson  Well,  my  information  actually  refers  to  an  earher  fa- 
cility, a  facility  that  they  had  established  back  in  1990.  I  debriefed 
a  member  of  the  cult  who  had  left  the  cult,  left  Aum  Shinrikyo,  and 
who  had  made  himself  available  to  talk,  who  described  in  some  de- 
tail a  large  facility— again,  this  is  circa  1990— in  which  they  had 
tour  or  five  large  fermentation  tanks;  they  had  the  appropriate 
equipment  such  as  nitrogen  feeds  and  other  materials  to  support 
the  growth  within  those  fermentation  tanks  of  what  he  concluded 
was  Clostridium  botulinum. 

He  described  a  process  by  which  the  organisms  were  cultivated 
were  harvested,  then  taken  through  into  a  laboratory  where  they 
were  first  fi-eeze-dned,  then  heat-dried  into  a  cake.  The  cake  itself 
was  then  pulverized.  The  resulting  pulverized  particles  were  then 
put  into  an  aerosol.  They  then  sprayed  those  on  guinea  pigs  This 
was  apparently  at  the  specific  direction  of  Asahara  himself  who 
had  recruited  this  gentleman  from  the  cult's  ranks 

Senator  NuNN.  Sprayed  those  on  what?  I  didn't  hear  you 

f.^l'^  o    f^^u  ^r^y^^  them  on  guinea  pigs.  They  actually  main- 
tained a  stock  of  guinea  pigs  for  experimental  purposes 

Now,  even  back  in  1990  they  were  not  successful,  apparently,  in 
mastering  the  tncks  required  to  take  the  toxin  which  they  were  ex- 
tracting and  turn  It  into  an  effective  weapon.  But  the  description 
was  rather  extreme. 

That  facility  itself  was  apparently  dismantled  about  2  years  ago 
though  on  my  first  yisit-excuse  me,  my  second  visit  to  Tokyo,  the 
first  one  right  after  the  subway  attack,  I  did  see  photographs  tken 

fW.  7  {?  '^V"  '^IT''^  °^^  ^f  *^^  warehouses  at  the  compounds 
there  at  Kamakuishiki,  and  sitting  in  the  middle  of  an  otherwise 
empty  warehouse  were  the  concentration  tanks  which  had  been 
used  to  collect  the  material  fi-om  the  fermenters 
mvAlf  fKof  ^  I  wasn't  sure  what  they  were.  I  have  since  satisfied 
myseit  that,  in  fact,  those  were  pieces  of  the  original  BW  facility 
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Senator  NuNN.  Mr.  Genovese,  based  on  what  you  have  heard  this 
morning  from  the  staff  statement  and  Mr.  Olson  and  so  forth,  do 
you  beUeve  that  the  Aum  was  going  to  be  able  to  be  successful  in 
producing  biological  weapons  at  some  point?  Was  that  inevitable? 
Did  they  have  enough  infrastructure?  Did  they  have  enough  mate- 
rials? Did  they  have  enough  expertise?  Or  do  you  beheve  that  they 
were  doomed  to  failure? 

Mr.  Genovese.  Sir,  I  think  that  their  attempts — and  I  am 
couching  that  with  the  fact  that  they  had  the  money  to  buy  the 
high  technology  equipment.  I  think  with  that  in  mind,  the  intent 
was  there  for  them  to  seriously  look  at  both  acquiring  or  synthesiz- 
ing both  chemical  and  biological  materials.  The  materials  and  the 
equipment  that  I  relayed  to  you  earlier  certainly  suggest  that  they 
have  a  much  higher  level  of  sophistication  than  I  would  have  ever 
expected  out  in  the  world.  And  that  impressed  me,  but  at  the  same 
time  it  concerns  me  that  although  they  may  not  have  all  of  the 
pieces  together,  they  were  certainly  moving  in  the  right  direction 
and  had  the  basic  capability  to  start  making  things  happen.  And 
that  certainly  did  concern  me. 

Senator  NUNN.  Dr.  Eitzen,  do  you  have  an  opinion  on  that? 
Given  time,  were  they  going  to  be,  in  your  opinion,  based  on  what 
you  have  heard,  were  they  likely  to  be  successful  in  producing  a 
real  biological  weapon  that  would  do  serious  damage? 

Dr.  Eitzen.  Senator,  based  on  what  I  have  heard  this  morning 
about  the  cult— and  this  is  a  personal  opinion— I  believe  that  they 
eventually  could  be  successful  in  growing  biological  agents.  We 
know  that  they  had  some  culture  media  in  their  compound  in 
Japan  that  would  allow  them  to  grow  many  bacterial  agents,  in- 
cluding bacillus  anthracis,  or  anthrax,  and  Clostridium  botulinum, 
which  is  the  organism  which  elaborates  botulinum  toxins. 

I  think  that  with  the  right  amount  of  effort  and  with  the  sci- 
entific expertise,  the  level  of  sophistication  that  they  demonstrated 
in  terms  of  their  overall  capability,  I  think  that  that  is  certainly 

possible.  1         ij 

Senator  NuNN.  In  your  assessment,  a  group  like  that  that  did 
succeed,  if  they  had  succeeded  in  producing  biological  weapons, 
which  would  have  been  more  dangerous:  The  biological  weapons  or 
the  chemical  weapons? 

Dr.  Eitzen.  Senator,  I  think  that  if  you  look  at  the  overall  cas- 
ualty numbers  that  could  be  produced  by  chemicals  versus  biologi- 
cal weapons,  and  if  you  particularly  take  the  worst-case  weapons 
in  terms  of  the  biologicals — and  I  don't  want  to  be  too  specific  be- 
cause I  don't  want  to  give  anybody  ideas.  But  I  think  that  certainly 
biologicals  have  a  greater  casualty-causing  potential  an  order  of 
magnitude  higher  than  chemical  weapons  could  produce. 

Senator  NUNN.  Mr.  Olson,  do  you  agree  with  that  based  on  what 
you  know? 

Mr.  Olson.  Yes,  Senator.  I  don't  think  there  is  any  question  that 
their  pursuit  of  biological  weapons  was  a  very  eyes-open  pursuit. 
They  knew  they  were  looking  at  developing  a  weapon  that  would 
have  easily  given  them  the  ability  to  trump  the  Japanese  military 
or  police,  and  perhaps  a  lot  of  other  people  as  well. 

Senator  COHEN.  Dr.  Eitzen,  I  think  that  Senator  Nunn  perhaps 
asked  you  a  leading  question.  He  said.  Based  upon  what  you  have 
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heard  today,  what  was  your  assessment?  I  assume  you  have  heard 
much  more  than  what  you  have  heard  today,  that  you  have  been 
briefed  for  some  time  now,  and  so  you  are  not  just  now  forming  a 
conclusion  as  to  what  you  know  as  of  this  moment  from  this  hear- 
mg.  Is  that  correct? 

Dr.  ElTZEN.  Right.  Yes,  Senator,  that  is  correct. 

Senator  Cohen.  So  it  is  based  upon  what  you,  as  one  who  has 
been  m  charge  of  deahng  with  the  bio-defensive  systems,  have 
formed  as  an  opinion  much  earher  than  today. 

Dr.  EiTZEN.  Yes,  Senator.  What  I  meant  was  that  I  just  wanted 
to  allude  to  the  fact  that  this  is  a  personal  opinion  of  mine,  not  a 
position  of  the  Department  of  Defense. 

Senator  COHEN.  Let  me  make  an  observation  with  respect  to 
chemicals  in  particular,  and  perhaps  biological  weapons.  Much  of 
the  technology  for  these  weapons  systems  is  based  upon  having  ac- 
cess to  Western  technology.  I  mentioned  Rabat  earlier  today,  and 
we  know  that  at  least  two  of  our  closest  allies  were  directly  in- 
volved in  the  helping  to  construct  that  facility  and  for  some  of  the 
containers  that  would  contain  the  chemicals  produced  by  that  facil- 
ity So  when  you  are  talking  about  either  deutsche  marks  or  yen 
or  dollars  involved,  you  have  got  a  big  problem  with  Western  soci- 
eties supplying  the  technology  for  these  nations  who  are  dedicated 
to  developing  either  a  chemical  weapons  or  biological  weapons  ca- 
pability. 

We  are  the  ones  who  are  providing  the  technology.  In  some  cases, 
it  may  be  dual-use  technology,  so  you  have  a  problem.  In  some 
cases,  it  may  be  that  some  countries  legitimately  are  trying  to  pro- 
mote their  agriculture,  and  therefore  they  are  developing  agricul- 
tural insecticides.  The  same  facility  that  can  make  an  agricultural 
insecticide  or  pharmaceutical  can  make  chemical  weapon  agents. 

So  there  are  some  problems  related  to  the  dual-use  nature  of 
some  of  our  technology.  But  the  fact  is  we  have  to  raise  high  the 
roof  beams  and  warn  all  of  our  allies  and  potential  enemies  of  what 
the  specter  of  a  chemical  weapons  or  biological  weapons  attack 
means  and  what  it  means  for  the  rest  of  humanity  to  let  this  par- 
ticular genie  out  of  its  bottle. 

I  am  going  to  talk  in  a  moment  about  Russia.  They  signed  on 
as  I  recall,  to  the  Biological  Weapons  Convention  back  in  1970  was 
it  not.  Dr.  Eitzen? 

Dr.  Eitzen.  Actually,  the  convention  was  1972,  and  I  beheve  they 
signed  on  shortly  thereafter. 

Senator  CoHEN.  Shortly  thereafter.  The  problem  is  it  has  no  ver- 
ification regime.  Is  there  any  doubt  in  any  of  your  minds  that  Mos- 
cow IS,  in  fact,  complying  with  that  particular  treaty? 

As  a  matter  of  fact,  just  last  month  in  London,  there  was  a  gi'oup 
of  scientists  gathered  at  the  International  Workshop  on  Anthrax, 
and  according  to  one  participant,  the  Russian  researchers  surprised 
the  conference  by  publicly  revealed  they  had  genetically  modified 
anthrax  specimens  to  give  them  resistance  to  various  common  anti- 
biotics. It  wasn't  surprising  to  me  that  they  are  engaged  in  genetic 
modification,  but  what  was  surprising  was  that  they  would  publiclv 
admit  this.  f  j 

This  poses,  I  would  assume,  a  major  problem  for  everyone.  If  in 
tact,  we  have  developed  some  common  antibiotics  that  would  pro- 
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tect  against  anthrax,  would  this  not  give  the  Russian  miUtary  an 
advantage  in  their  bio-warfare  program?  Dr.  Eitzen,  Mr.  Olson,  Mr. 
Genovese,  any  one  of  you?  Isn't  this  a  serious  problem  when  you 
are  talking  about  the  genetic  modification  of  anthrax? 

Dr.  Eitzen.  Potentially  serious  problem,  Senator.  It  depends  on 
which  antibiotics  they  are  able  to  induce  resistance  to  and  which 
antibiotics  we  choose  to  arm  our  soldiers  with,  if  you  are  talking 
about  a  military  scenario. 

Senator  Cohen.  Mr.  Olson? 

Mr.  Olson.  Senator,  I  think  we  have  to  differentiate  between  the 
technologies  that  are  available  for  major  powers,  such  as  the 
former  Soviet  Union,  today  the  Russian  Federation,  and  certain 
other  nations  around  the  world  and  what  they  can  go  about  doing. 
And  those  are  in  many  cases  what  we  are  talking  about,  gene  splic- 
ing or  biotechnology,  we  are  talking  about  high-end  technologies. 

On  the  other  hand,  there  are  many  reasons  to  be  afraid  of  bugs 
that  can  be  produced  using  much  cruder  levels  of  technology,  using 
technologies  as  we  have  seen  in  Iraq,  for  example.  One  of  their 
methods  of  appropriating  technology  for  their  biological  weapons 
program  was  simply  to  go  to  existing  medical  facilities  and  vaccine 
research  facilities  and  strip  the  equipment  out  and  take  it  off  to 
their  military  laboratories. 

The  problem  of  trying  to  set  a  barrier  against  the  proliferation 
of  these  technologies  is  such  that  you  simply  can't  lock  the  door 
and  assume  that  the  problem  is  solved.  It  is  one  that  requires  con- 
tinual vigilance. 

As  you  note,  the  biological  and  toxins  weapons  convention  has  no 
verification  provisions.  One  of  the  positive  steps  that  is  occurring 
right  now  is  that  there  is  a  multilateral  effort  to  try  to  negotiate 
an  addendum  that  will  create  some  sort  of  a  mechanism.  It  is  not 
perfect 

Senator  Cohen.  Assuming  you  have  the  convention  and  it  is  rati- 
fied, isn't  verification  still  going  to  be  very  difficult? 

Mr.  Olson.  All  it  gives  you  is  a  mechanism  to  begin  trying  to  do 
if  not  the  impossible,  the  extraordinarily  difficult,  yes.  But  in  the 
absence  of  a  verification  regime,  we  have  no  mechanism  even  to  at- 
tempt such  a  trick. 

Senator  COHEN.  Are  we  taking  advantage  of  genetic  engineering 
for  defensive  purposes,  Dr.  Eitzen? 

Dr.  Eitzen.  Yes,  sir.  We  use  those  techniques  in  our  laboratories 
in  the  development  of  new  vaccines  and,  in  fact,  are  working  on  a 
number  of  new  vaccines  that  involve  use  of  recombinant  technology 
techniques  to  develop  those.  So,  yes,  sir,  that  technology  certainly 
has  both  potential  good  as  well  as  potential  bad  uses. 

Senator  CoHEN.  So  on  the  one  hand,  the  technology  you  can  de- 
velop to  defend  can  also  be  used  in  an  offensive  manner? 

Dr.  Eitzen.  Yes,  sir.  That  is  just  one  example  of  how  many  as- 
pects of  these  technologies  have  potential  dual  uses. 

Senator  COHEN.  Are  you  aware  of  a  company  called  the  Human 
Genome  Sciences? 

Dr.  Eitzen.  No,  Senator. 

Senator  COHEN.  Anyone  here? 

[No  response] 
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Senator  COHEN.  Well,  I  will  hold  that  for  later,  then.  It  is  a  com- 
pany that  apparently  has  made  a  presentation  about  a  system  that 
can  rapidly  sequence  genes  and  use  that  information  to  design  vac- 
cmes  to  viruses  and  bacteria.  I  hope  at  some  point  you  will  get  the 
same  briefing  as  some  of  our  staff  members  have  had. 

Mr.  Chairman,  I  know  we  have  another  panel,  at  least  one  more 
witness  to  testify.  I  have  other  questions  that  perhaps  I  could  sub- 
mit for  the  record  for  these  fine  witnesses.  But  I  think  what  we 
have  done  with  these  hearings  is  raise  the  issue  to  a  high  enough 
level  that  we  do  get  the  sort  of  international  cooperation  that  is 
going  to  be  absolutely  essential  for  every  country  to  realize  that  it 
is  not  in  their  economic  interest  to  be  transferring  technology 
which  can  contribute  to  the  problem,  understanding  that  you  don't 
need  necessarily  to  have  high  levels  of  technology.  By  the  same 
token,  we  ought  to  do  everything  in  our  power  to  resist  that  pro- 
liferation. And  it  is  not  only  a  cult  which  happens  to  accumulate 
anywhere  from  $400  million  to  $1  billion,  or  whatever  the  figure 
might  be.  You  also  have  nations  who  can  have  the  capital  to  ac- 
quire these  technologies  and  the  various  types  of  either  chemical 
or  biological  agents  from  existing  stockpiles  of  nations  that  may  be 
under  economic  pressure  to  sell  them.  So  it  is  not  only  the  cult 
groups  you  have  to  be  concerned  about.  It  is  about  other  nation's 
states  who  also  sponsor  terrorism. 
Thank  you,  Mr.  Chairman. 

Senator  NuNN.  I  want  to  thank  all  of  you  for  being  here.  We  will 
have  another  day  of  hearings  tomorrow,  but  we  are  going  to  con- 
tinue on  this  subject.  Senator  Lugar  is  going  to  be  involved  in  this 
and  Senator  Cohen  and  I  for  some  time  to  come,  because  I  think 
there  are  a  number  of  us— hopefully  a  growing  number— that  be- 
lieve this  is  our  top  national  security  threat  for  the  years  to  come 
So  we  appreciate  all  of  you  being  here. 
Mr.  Olson.  Thank  you. 
Dr.  ElTZEN.  Thank  you,  Senator. 
Mr.  Genovese.  Thank  you. 

Senator  NuNN.  Our  next  witness  is  Yumiko  Hiraoka  who  has  in- 
dicated she  is  a  nun,  in  her  words,  with  the  Aum  Shinrikyo  organi- 
zation and  a  sect  leader  in  their  Nev/  York  office.  She  is  here  with 
her  attorney,  Jeremiah  Gutman  of  New  York.  She  has  declined  the 
Subcommittee's  invitation  to  read  or  submit  a  prepared  statement 
For  the  record,  I  would  note  that  the  witness,  through  her  attor- 
ney, has  requested  that  her  face  be  disguised  or  otherwise  ob- 
structed from  publication.  I  had  some  misgivings  about  this  re- 
quest, studied  It  carefully.  Certainly  she  is  a  member,  an  acknowl- 
edged member  of  the  Aum  organization  and,  indeed,  an  officer  of 
the  cult.  However,  the  letter  I  received  from  the  attorney  and  the 
conversations  the  attorney  has  had  with  staff— and  I  will  just  read 
a  couple  of  paragraphs  from  the  letter,  and  then  I  will  put  the  let- 
ter in  the  record.  Quoting  from  Mr.  Gutman,  "Given  the  nature  of 
the  charges  against  Aum  Shinrikyo  and  the  fact  that  several  of  the 
people  involved  have  already  pleaded  guilty,  and  given  the  alarm- 
ing nature  of  the  allegations  of  homicide  and  violence  made  against 
some  of  the  people  involved,  Ms.  Hiraoka  and  I  are  extremely  con- 
cerned for  her  safety.  It  is  Kkely  that  members  of  Aum  Shinrikyo 
will  regard  Ms.  Hiraoka  not  only  as  an  apostate,  but  also  as  a  trai- 
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tor,  and  seek  to  wreak  vengeance  upon  her."  And  he  goes  on,  and 
I  will  put  the  letter  in  the  record. 

In  an  abundance  of  precaution,  I  am  going  to  acknowledge  and 
oblige  the  attorne/s  request  by  having  her  testify  behind  an 
opaque  screen.  This  letter  will  be  part  of  the  record.  She  will  be 
brought  in  the  room  in  a  few  minutes.^ 

Senator  NUNN.  I  would  advise  all  the  media  in  attendance  here 
today  that  they  should  not  attempt  to  capture  the  witness'  image 
in  violation  of  the  Subcommittee  ruling.  At  this  time  I  would  ask 
all  media  and  persons  in  attendance  with  cameras  or  video  equip- 
ment to  turn  them  off,  turn  them  to  the  back  of  the  room,  point 
the  cameras  down  as  she  comes  in  the  room.  I  will  also,  say,  give 
them  time  to  have  a  seat  at  the  table,  and  then  I  will  notify  all 
the  cameras  to — that  they  can  turn  their  cameras  back  on  at  that 
stage.  But  she  will  be  protected  by  the  screen. 

Now,  if  I  don't  have  cooperation,  I  will  have  to  empty  the  room. 
That  will  take  another  15  to  20  to  30  minutes.  I  would  prefer  not 
to  do  that,  but  if  I  don't  have  complete  cooperation,  we  will  do  that. 

Although  Ms.  Hiraoka,  though  a  native  Japanese  speaker,  does 
speak  and  understand  some  English,  apparently  with  limitations, 
the  Subcommittee  because  of  these  limitations  has  agreed  to  pro- 
vide her  with  a  translator  as  needed  to  assist  her  in  taking  the  tes- 
timony. 

So  I  would  ask  all  the  cameras  to  be  turned  off  at  this  point  and 
be  turned  to  the  back  of  the  room.  If  you  could  not  only  turn  them 
off  but  turn  them  to  the  back  of  the  room,  I  don't  want  any  of  them 
pointing  up  here.  And  that  would  go  for  still  photographs  as  well. 

At  this  point  I  would  ask  that  the  witness  be  brought  in.  All  the 
cameras  off?  OK.  Thank  you  for  your  cooperation.  The  witness  will 
be  brought  in. 

We  have  Ms.  Yuchita,  who  is  the  translator,  on  the  far  left;  our 
witness  is  in  the  middle;  and  then  her  attorney  is  on  this  side.  Mr. 
Gutman,  as  you  know,  we  swear  in  all  the  witnesses  before  our 
Subcommittee.  Rather  than  having  your  client  stand,  I  will  ask  her 
to  hold  up  her  hand  where  she  is  seated,  and  I  would  ask  the 
translator  to  explain  to  her  that  what  I  am  doing  is  administering 
the  oath.  I  will  go  slowly  so  that  you  can  give  her  that. 

Would  you  hold  up  your  right  hand,  please?  Do  you  swear  the 
testimony  you  will  give  before  this  Subcommittee  will  be  the  truth, 
the  whole  truth,  and  nothing  but  the  truth,  so  help  you  God? 

Ms.  Hiraoka.  Yes. 

Senator  NuNN.  Thank  you. 

Mr.  Gutman,  we  swear  in  all  the  witnesses  before  the  Sub- 
committee, as  you  know.  We  also  would  give  your  client  a  chance 
to  consult  with  you  on  any  question  that  you  or  she  may  indicate 
that  you  need  time  on. 

So  if  we  ask  a  question  where  you  or  your  client  feels  that  you 
need  to  consult,  you  would  be  able  to  do  that,  and  I  would  give  the 
interpreter  a  chance  to  explain  that  also  to  the  witness. 

Mr.  Gutman.  Thank  you.  Senator. 

Senator  NUNN.  Also,  I  would  ask  both  the  witness  and  the  inter- 
preter to  speak  into  the  microphone.  Do  we  have  the  microphone 


1  The  letter  appears  as  Exhibit  No.  40. 
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up  close  enough  now?  If  you  could  lean  forward  and  speak  directly 
into  the  microphone,  maybe  turn  it  up,  and  also  the  interpreter. 

I  will  ask  the  witness  to  please  state  your  name  and  your  present 
occupation. 

TESTIMONY  OF  YUMIKO  HIRAOKA,  AUM  SHINRIKYO  NUN  AND 
SECT  LEADER,  NEW  YORK  CITY  CHAPTER,  ACCOMPANIED  BY 
JEREMIAH  GUTMAN,  ESQ. 

Ms.  HiRAOKA.  [Interpreted  from  Japanese.]  My  name  is  Yumiko 
Hiraoka.  My  present  occupation  is  a  manager  of  the  New  York 
branch  of  Aum  Supreme  Truth. 

Senator  NuNN.  Could  you  give  us  your  age*^ 

Ms.  Hiraoka.  Over  30.  [Laughter.] 

Senator  NuNN.  Over  30.  Could  I  ask  you  if  you  are  under  40*? 

Mr.  GuTMAN.  You  could  ask,  Senator. 

Senator  NuNN.  What  is  your  age? 

Senator  Cohen.  Approximately. 

Senator  NuNN.  We  will  give  you  a  leeway  of  a  year  or  two.  Just 
tell  us  close. 

Ms.  Hiraoka.  Over  35. 

Senator  Nunn.  Over  35.  OK.  Do  you  have  any  names  other  than 
the  name  you  have  given  us  this  morning?  Do  you  have  any  other 
names  by  which  you  are  known? 

Ms.  Hiraoka.  My  holy  name  is  Suba. 

Senator  NuNN.  Is  that  your  religious  name? 

Ms.  Hiraoka.  Yes. 

Senator  NuNN.  So  you  have  a  religious  name  that  is  Suba? 

]VIs.  Hiraoka.  Yes. 

Senator  Nunn.  How  long  have  you  had  that  name*? 

Ms.  Hiraoka.  About  5  or  6  years. 

Senator  NuNN.  About  5  or  6  years.  Thank  you. 

How  long  have  you  been  a  disciple  of  the  Aum  Shinrikyo*? 

Ms.  Hiraoka.  About  8  years. 

.u^  ™*^^  ^^^^-  ^^°^*  ^  y^^^s.  That  would  mean  somewhere  in 
the  1986-87  range? 

Ms.  Hiraoka.  I  become  monk 

Mr.  Gutman.  Nun,  nun. 

Ms.  Hiraoka.  I  am  sorry.  Nun,  1988. 
^x^^^^}^^  Nunn.  1988.  Now,  what  do  you  mean  by  the  word  "nun'"? 
What  does  that  mean  in  the  Aum  religion? 

Ms.  Hiraoka.  I  renounced  home  life  and  I  devoted  my  life  to  sal- 
vation for  the  other  people. 

Senator  NuNN.  So  the  word  "nun"  means  that  you  have  devoted 
your  life  to  the  cause? 

Ms   Hiraoka.  I  mean  devoting  my  life  to  save  other  people,  not 

L(J   C Lilts. 

Senator  NuNN.  You  have  devoted  your  life  to  save  other  people"? 
Ms.  Hiraoka.  Yes.  ' 

Senator  Nunn.  But  is  that  a  religious  term  in  the  Aum  reliffion*? 
Ms.  Hiraoka.  Yes. 

Senator  NuNN.  Are  there  many  nuns  in  the  Aum  religion*?  Are 
you  one  of  many,  or  are  there  just  a  few*? 
Ms.  Hiraoka.  Yes. 
Senator  Nunn.  There  are  many? 
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Ms.  HiRAOKA.  Might  be  reduced  now,  but  my  memory  is  total 
number  of  nuns  and  monks  were  1,000  people,  so  probably  nuns 
were  about  500. 

Senator  NUNN.  And  is  a  monk  the  same  as  a  nun?  A  monk  is  a 
male  and  a  nun  female.  Is  that  correct? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  What  caused  you  to  join  the  Aum  organization? 

If  you  could  interpret  that  for  us? 

Ms.  HiRAOKA.  I  wanted  to  work  for  the  other  people  for  a  long 
time,  and  also  my  primary  motivation  to  be  a  nun  was  to  save  the 
other  people,  and  also  Master  Asahara  recommended  me  to  be  a 
nun. 

Senator  NuNN.  Who  recommended? 

Ms.  HiRAOKA.  Master  Asahara. 

Senator  NuNN.  Asahara.  And  you  met  him  where?  Where  did  you 
meet  him — Mr.  Asahara? 

Ms.  HiRAOKA.  In  Japan. 

Senator  NuNN.  In  Japan? 

Ms.  HiRAOKA.  Yes,  in  my  town. 

Senator  NuNN.  In  your  town  in  Japan? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  And  was  he  a  religious  leader  at  the  time  you 
met  him? 

Ms.  HiRAOKA.  Yes,  he  was. 

Senator  Nunn.  Did  you  hear  him  make  a  talk?  Did  you  hear  him 
make  a  speech,  or  did  you  meet  him  on  a  personal  basis? 

Ms.  HiRAOKA.  I  listened  to  his  lecture  and  after  that  I  met  him 
on  a  personal  basis. 

Senator  NuNN.  Did  he  give  a  lecture  at  a  university  or  was  it  a 
town  meeting?  Where  did  you  hear  him  lecture? 

Ms.  HiRAOKA.  At  a  small  town  meeting. 

Senator  Nunn.  Small  town  meeting.  Did  many  other  people  join 
at  that  time,  or  were  you  one  of  the  few? 

Ms.  HiRAOKA.  Many. 

Senator  NuNN.  Many? 

Ms.  HiRAOKA.  Quite  many. 

Senator  NuNN.  Quite  a  few.  What  did  you  do  prior  to  joining  the 
Aum? 

Ms.  HiRAOKA.  I  went  to  junior  college  to  study  English  literature, 
and  then  after  the  graduation,  I  taught  English  to  little  children. 

Senator  NUNN.  You  taught  English.  If  you  could  go  ahead,  and 
when  you  are  giving  an  answer,  even  if  it  is  in  Japanese,  would 
you  please  just  speak  to  the  microphone  so  we  hear  your  descrip- 
tion and  then  we  hear  the  interpreter? 

Ms.  HiRAOKA.  Oh,  OK.  To  her? 

Senator  NuNN.  Just  speak  into  the  microphone,  and  then  she 
will  pick  it  up. 

Mr.  GUTMAN.  When  you  speak  in  Japanese,  speak  loud  enough 
so  the  microphone  hears  it,  and  then 

Ms.  HiRAOKA.  I  see.  OK. 

Senator  NuNN.  When  did  you  start  working  for  the  Aum? 

Ms.  HiRAOKA.  After  becoming  a  monk — a  nun. 

Senator  NuNN.  After  you  became  a  nun? 

Ms.  HiRAOKA.  Yes. 
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Senator  NUNN.  And  that  was  in  about  1988? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Did  you  become  a  nun  immediately  upon  joining 
the  organization? 

Ms.  HiRAOKA.  One  month  after. 

Senator  Nunn.  One  month  after.  And  did  you  accept  full-time 
employment?  Was  that  a  full-time  job? 

Ms.  HiRAOKA.  Oh,  yes. 

Senator  NuNN.  A  full-time  job.  Had  you  by  that  stage  graduated 
from  college?  What  was  your  education? 

Ms.  HiRAOKA.  Yes,  I  graduated  from  junior  college  already  at  the 
time. 

Senator  Nunn.  From  junior  college.  Now,  how  long  did  you  stay 
in  Japan  after  you  went  to  work  for  the  Aum  organization? 

Ms.  HiRAOKA.  About  4  years. 

Senator  NuNN.  OK.  If  I  could  ask  the  interpreted  also,  when  you 
are  interpreting  what  I  am  saying,  if  you  could  just  go  ahead  and 
speak  in  the  microphone,  I  think  it  is  easy  to  understand  for  the 
people  who  are  not  seeing  who  is  saying  what,  whether  you  are  in- 
terpreting or  whether  she  is  giving  direct  testimony. 

For  1  year;  was  that  right? 

Ms.  HiRAOKA.  About  4  years. 

Senator  NuNN.  About  4  years.  When  did  you  come  to  the  United 
States? 

Ms.  HiRAOKA.  OK.  First  time  to  here  is  1989. 

Senator  NuNN.  And  how  long  did  you  stay  at  that  stage? 

Ms.  HiRAOKA.  Around  1  year  and  a  half. 

Senator  NuNN.  About  a  year  and  a  half? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  And  what  was  your  job  then? 

Ms.  HiRAOKA.  Assistant. 

Senator  NuNN.  Assistant?  And  where  were  you  located? 

Ms.  HiRAOKA.  At  the  time,  our  New  York  branch  was  in  Soho  in 
New  York. 

Senator  NuNN.  In  New  York.  Did  you  have  an  office  in  New 
York? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  And  who  was — ^you  were  assistant.  Who  was  your 
immediate  supervisor?  Who  was  your  superior? 

Ms.  HiRAOKA.  Manager  changes  quite  frequently,  but  the  man- 
ager of  the  New  York  City  branch  office  was  my  boss. 

Senator  Nunn.  And  what  was  his  name? 

Ms.  HiRAOKA.  Mr.  Joyu  Fumihiro  and  another  person  is 

Senator  Nunn.  Mr.  Joyn? 

Ms.  HiRAOKA.  Yes.  And  Ms.  Hagesawa. 

Senator  Nunn.  Now,  how  long  were  you  assistant?  How  long 
were  you  in  the  position  of  being  assistant? 

Ms.  HiRAOKA.  One  year  and  a  half. 

Senator  Nunn.  One  year  and  a  half.  Then  what  happened?  Did 
you  stay  in  New  York?  Did  you  become  the  full  manager  or  leader*? 

Ms.  HiRAOKA.  I  went  back  to  Japan. 

Senator  Nunn.  Went  back  to  Japan. 

Ms.  HiRAOKA.  I  went  back  to  Japan. 
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Senator  NuNN.  And  how  long  did  you  stay  in  Japan  at  that 
stage? 

Ms.  HiRAOKA.  Around  2  or  3  years. 

Senator  NuNN.  And  when  did  you  come  back  to  the  United 
States'^ 

Ms.  HiRAOKA.  1993. 

Senator  NUNN.  1993.  And  what  was  your  position  when  you 
came  back? 

Ms.  HiRAOKA.  New  York  branch  manager. 

Senator  NuNN.  You  called  your  position  manager? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  And  at  that  stage  you  were  the  boss? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  In  the  United  States. 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Was  anyone  else  in  the  United  States  above  you, 
or  were  you  the  top  person? 

Ms.  HiRAOKA.  At  that  time  or  right  now? 

Senator  NuNN.  At  that  time. 

Ms.  HiRAOKA.  At  that  time  I  was  the  manager  at  the  top. 

Senator  NuNN.  And  were  there  any  other  offices  other  than  New 
York? 

Ms.  HiRAOKA.  At  the  time? 

Senator  NuNN.  Yes. 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Where  were  the  other  offices? 

Ms.  HiRAOKA.  I'm  sorry. 

Mr.  GUTMAN.  Other  than  in  New  York. 

Ms.  HiRAOKA.  I  made  a  mistake.  We  only  have  our  one  office  in 
New  York. 

Senator  NUNN.  So  when  you  came  back  in  1993,  you  had  only 
one  office  and  that  office  was  in  New  York  and  you  were  the  man- 
ager of  that  office? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  So  you  were  the  top  person  located  in  the  United 
States  in  1993? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  Are  you  still  in  that  position  today? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  You  are  the  top  person  in  the  United  States  today 
of  the  Aum  organization? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  And  who  do  you  report  to  back  in  Japan? 

Ms.  HiRAOKA.  About  what? 

Mr.  GUTMAN.  Who  gives  you  orders?  Who  tells  you  what  to  do? 

Senator  NUNN.  Who  is  your  boss  in  Japan? 

Ms.  HiRAOKA.  Depending  on  the  contents,  it  is  different. 

Senator  NUNN.  Different  people. 

Ms.  HiRAOKA.  Different  person,  yes. 

Senator  NuNN.  Go  ahead  and  talk  into  the  microphone. 

Ms.  HiRAOKA.  However,  I  tried  to  talk  to  the  higher  stage,  higher 
level  people,  so  I  usually  consult  with  the  wife  of  Master  Asahara. 

Senator  NuNN.  The  wife  of  Master  Asahara? 
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Ms.  HiRAOKA.  Yes.  The  wife  of  Master  Asahara,  I  consult  with 
Master  Asahara,  so  through  his  wife  I  consulted  Master  Asahara. 

Senator  NUNN.  Do  you  still  communicate  with  him  through  his 
wife  today  now  that  he  is  going  through  the  trial? 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  Well,  you  don't  communicate  with  her  anymore 
now? 

Ms.  HiRAOKA.  No,  I  don't.  I  didn't  communicate  with  her.  I  didn't 
communicate  with  the  wife  of  Master  Asahara. 

Senator  NuNN.  You  did  or  did  not? 

Ms.  HiRAOKA.  Did  not. 

Senator  NuNN.  Did  not.  Well,  I  understood  you  to  say  you  did 
communicate  with  her. 

Mr.  GUTMAN.  Up  to  a  certain  point. 

Senator  NuNN.  All  right.  Maybe  you  could  tell  us  when  you 
stopped  communicating  with  her. 

Ms.  HiRAOKA.  Since  there  was  an  accident  in  Japan. 

Senator  NuNN.  Since  the  attack  in  Japan?  Since  the  accident? 
You  said  accident  in  Japan? 

Mr.  GuTMAN.  That's  what  she— that's  how  she  translated  it. 

Senator  NuNN.  You  said  accident  in  Japan.  And  you  mean  by 
that  the  subway 

Ms.  HiRAOKA.  Yes,  yes. 

Senator  NuNN  [continuing].  Chemical 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN  [continuingl .  Tragedy  that  happened  in  Japan 
where  people  were  killed? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  And  you  termed  that  an  accident? 

Ms.  HiRAOKA.  I'm  sorry.  I  meant  it— I  meant  the  accident  as 
sarin  gas  attack. 

Senator  NuNN.  The  accident  on  sarin  gas.  Now,  since  that,  in 
your  term,  accident  in  March  of  1995,  with  whom  have  you  commu- 
nicated? Who  is  your  boss  since  then? 

Ms.  HiRAOKA.  Since  then  I  don't  have — I  don't  understand  who 
is  my  immediate  boss  anymore.  I  don't  have  a  clear  understanding. 
So  depending  on  the  contents  of  the  question,  I  consult  it  to  the  ap- 
propriate person. 

Senator  Nunn.  But  there  are  several  people  you  still  talk  to  on 
the  phone  or  by  correspondence?  You  still  are  in  touch  with  people 
in  Japan  in  the  Aum  organization  today? 

Ms.  HiRAOKA.  Yes.  Not  often,  but  yes. 

Senator  NuNN.  How  do  you  communicate?  Mainly  by  telephone, 
is  that  right?  j     j         t^ 

Ms.  HiRAOKA.  Yes,  over  the  telephone  or  fax. 

Senator  NuNN.  Fax  or  telephone. 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Now,  what  are  your  duties  with  the  Aum  organi- 
zation? What  are  your  responsibilities? 

Ms.  HiRAOKA.  In  the  New  York  branch? 

Mr.  GuTMAN.  Yes. 

Senator  NuNN.  Well,  or  any  other  duties  you  may  have,  New 
York  branch,  but  other  duties  also? 

Ms.  HiRAOKA.  OK.  New  York. 
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The  main  activity  of  the  New  York  branch  office  is  the  rehgious 
activities.  We  also  deal  with  book  sales,  the  Aum  publishment.  We 
teach  the  members  and  non-members  yoga  and  meditation  method 
and  teach  the  law  of  the  truth  or  Buddhist  dogma,  and  the  purpose 
of  that  is  to  have  a  spiritual  development  of  the  other  people. 

Rarely,  I  was  asked  to  check  and  do  the  research  from  Japan. 
Most  of  them  are  to  purchase  the  books  on  Buddhism  and  purchase 
of  the  videos  of  the  Buddhism. 

Senator  NUNN.  How  many  books  do  you  sell  in  a  year? 

Ms.  HiRAOKA.  It  is  about  100  books  per  year  in  New  York  City 
but  it  is — whole  United  States. 

Senator  NuNN.  About  100  books  a  year? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  What  price  do  you  sell  the  books  for?  What  is  the 
price? 

Ms.  HiRAOKA.  Depending  on  the  book,  it's  different. 

Senator  NuNN.  Just  the  range. 

Mr.  GUTMAN.  What's  the  cheapest  and  the  highest? 

Ms.  HiRAOKA.  OK.  The  cheapest  is  $6.95.  Highest  is  $14. 

Senator  NuNN.  How  much  do  you  get  paid? 

Ms.  HiRAOKA.  Me? 

Mr.  GUTMAN.  Yes. 

Ms.  HiRAOKA.  I  don't  have  a  payment.  I  don't  have  a  salary.  They 
give  me  pocket  money. 

Senator  NuNN.  Pocket  money. 

Mr.  GUTMAN.  Tell  him  how  much. 

Senator  Nunn.  They  pay  all  your  expenses,  your  expenses  for  liv- 
ing in  New  York? 

Ms.  HiRAOKA.  Yes,  for  the  rent,  Aum  Shinrikyo  is  pa3dng  for  my 
rent. 

Senator  NuNN.  Pays  the  rent.  How  many  people  work  for  you? 

Ms.  HiRAOKA.  Right  now?  I'm  the  only  one  staff. 

Senator  NuNN.  What  about  in  1993  when  you  first  took  over  as 
manager?  How  many  people  did  you  have  working  for  you  then? 

Ms.  HiRAOKA.  Two  people. 

Senator  NuNN.  Two  people?  And  how  were  they  paid?  Did  you 
pay  them? 

Ms.  HiRAOKA.  None  of  them  had  regular  salary. 

Senator  NuNN.  You  just  also  paid  them  with  what  you  call  pock- 
et money? 

Ms.  HiRAOKA.  Yes,  they  received  pocket  money. 

Senator  Nunn.  Is  that  paid  with  a  check  or  is  it  paid  with  cash? 

Ms.  HiRAOKA.  Cash. 

Senator  NuNN.  Cash.  And  where  do  you  get  the  cash? 

Ms.  HiRAOKA.  Where  did  I  get  the  cash  from? 

Senator  NuNN.  Who  gives  you  the  cash? 

Ms.  HiRAOKA.  I  was  the  one  who  got  it. 

Senator  NuNN.  Well,  where  did  you  get  the  cash  from  that  you 
gave  them?  Where  did  you  get  your  cash  from?  Where  was  it — from 
where  was  the  cash  derived?  From  whom? 

Ms.  HiRAOKA.  In  New  York  branch  office,  our  income  source  was 
the  donation  of  the  members  and  support  from  the  Japanese  Aum 
Supreme  Court. 
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Senator  NuNN.  But  when  you  got  cash,  was  that  cash  sent  to 
your  from  Japan,  or  was  it  cash  raised  from  members  in  this  coun- 
try, or  both? 

Ms.  HiRAOKA.  Both. 

[Witness  confers  with  counsel.] 

Ms.  HiRAOKA.  I'm  sorry.  I  can't  get  your  questions.  I  can't  get 
your  point.  ^ 

Senator  NuNN.  Well,  let's  go  ahead  to  another  question  How 
many  members  did  you  recruit?  How  many  members  of  the  Aum 
do  you  have  now? 

Ms.  HiRAOKA.  Around  25. 

Senator  NuNN.  In  the  United  States? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  About  25  members? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Very  small  group. 

Ms.  HiRAOKA.  Very  small. 

Senator  NuNN.  And  how  many  of  those  people  are  paid  by  the 
Aum?  f  J 

Ms.  HiRAOKA.  The  25  members  mentioned  are  the  members  but 
they  are  not  monk  nor  nun,  so  they  don't  receive  any  money  from 
Aum  Supreme  Court. 

Senator  NuNN.  OK.  So  they  do  not  receive  pay,  then  Thev  are 
just -^ 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  They  are  members. 

Mr.  GUTMAN.  Tell  him  how  much  you  get 

Ms.  HiRAOKA.  Money? 

Senator  NuNN.  Yes.  Approximately  how  much  pocket  money  do 
you  get  a  year?  -^ 

Ms.  HiRAOKA.  For  monk  and  nun? 
Mr.  GuTMAN.  You,  personally. 

Ms.  HiRAOKA.  OK.  One  month  is  $80.  Eighty  dollars 
Senator  NuNN.  Eighty  dollars  how  often? 
Ms.  HiRAOKA.  One  month. 
Senator  NuNN.  One  month. 

Ms.  HiRAOKA.  Yes.  This  is  the  pocket  money  from  monk  and  nun 
Senator  NuNN.  Can  you  live  off  of  $80  a  month? 
Ms.  HiRAOKA.  Because  only  for  my  belonging 
Senator  NuNN.  OK.  They  pay  your  rent*? 
Ms.  HiRAOKA.  Yes. 
Senator  NuNN.  They  pay  your  rent 
Ms.  HiRAOKA.  Yes. 

^®"^^^^o^^^^-  ^^  y^"  live  near  your  office?  Do  you  live  near 
your  office? 

Ms.  HiRAOKA.  In  the  office.  I  live  in  the  office 
Senator  NuNN.  You  live  in  the  office"? 
Ms.  HiRAOKA.  Yes. 
^.^enator  NuNN.  Who  is  the  leader  of  the  Aum  organization  world- 
Ms.  HiRAOKA.  I  think  Master  Shoko  Asahara 
Senator  NuNN.  Master  Asahara"? 
Ms.  HiRAOKA.  Master  Shoko  Asahara. 
Senator  NuNN.  Is  he  also  known  as  Matsumoto"? 
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Ms.  HiRAOKA.  His  real  name  is  Chizuo  Matsumoto. 

Senator  NUNN.  His  real  name  is  Matsumoto? 

Ms.  HiRAOKA.  Matsumoto. 

Senator  NuNN.  And  Asahara  is  a  religious  name? 

Ms.  HiRAOKA.  I  don't  know. 

Senator  NuNN.  You  don't  know.  Did  Mr.  Asahara  authorize  the 
opening  of  the  New  York  office? 

Ms.  HiRAOKA.  At  that  time  I  was  not  there,  so  I  was  not  sure, 
but  I  think  so. 

Senator  NuNN.  Do  you  know  how  many  members  there  were  in 
other  parts  of  the  world,  or  is  your  knowledge  mainly  limited  to 
New  York? 

Ms.  HiRAOKA.  Before  the  sarin  gas  attack  in  Japan,  I  heard  that 
in  Russia  there  are  30,000  members  and  in  Germany  there  are  one 
or  two,  and  about  100  members  in  Sri  Lanka,  but  it  might  be  a  dif- 
ferent number  now. 

Senator  NuNN.  Did  you  talk  to  other  members  in  other  parts  of 
the  world  frequently,  like  Germany?  Did  you  talk  to  people  that  be- 
longed to  Aum  in  Germany? 

Ms.  HiRAOKA.  Very  rarely  I  talked  to  the  people  in  branch  office 
in  Germany. 

Senator  NUNN.  Did  you  hear  Mr.  Asahara  preach  or  give  lectures 
about  a  battle  with  the  United  States,  between  Japan  and  the 
United  States? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  And  did  you  hear  that  when  you  first  joined  the 
Aum?  When  did  you  hear  him  give  those  lectures  about  a  battle  be- 
tween Japan  and  the  United  States? 

Ms.  HiRAOKA.  I  listened  to  him  lecturing  about  U.S.  about  war 
in  2  years — in  these  2  years. 

Senator  NuNN.  Which  2  years? 

Ms.  HiRAOKA.  Most  recent. 

Senator  NuNN.  Most  recently? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Did  he  give  this  kind  of  lecture  when  you  first 
joined  in  1988,  or  was  it  just  in  the  most  recent  2  years? 

Ms.  HiRAOKA.  Only  recently,  not  in  the  past. 

Senator  NuNN.  Could  you  tell  us  about  that  in  your  own  words? 
Could  you  describe  what  he  was  predicting? 

Ms.  HiRAOKA.  About  the  war  between  Japan  and  America? 

Senator  NuNN.  Yes.  What  did  he  say  about  that? 

Ms.  HiRAOKA.  The  Japanese  economic  situation  will  be  stag- 
nated, and  there  will  be  a  war  in  Japan  and  many  Japanese  people 
will  be  harmed. 

Senator  NuNN.  Did  he  say  that  the  war  would  be  with  the  Unit- 
ed States? 

Ms.  HiRAOKA.  Yes,  he  did. 

Senator  NuNN.  So  it  was  going  to  be  a  war  between  Japan  and 
the  United  States? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  When  did  he  predict  this  would  occur? 

Ms.  HiRAOKA.  I  don't  recall  the  exact  date,  but  I  guess  I  heard 
it  will  occur  in  a  few  years. 

Senator  NuNN.  In  the  next  few  years? 
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Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Did  you  believe  that? 

Ms.  HiRAOKA.  At  that  time  when  I  heard  the  lecture,  I  believed 
that.  But  now  I  started  to  doubt  it. 

Senator  Nunn.  When  did  you  start  to  doubt  that? 

Ms.  HiRAOKA.  Recently  when  there  was  the  trial  in  Japan,  I 
began  to  doubt  Master  Asahara's  prediction,  whether  it's  true  or 
not. 

Senator  Nunn.  Could  you  tell  us  what  you  know  about  the  sub- 
way—in  your  words,  you  called  it  an  accident— the  subway  accident 
that  occurred  in  March  of  1995  in  Tokyo?  Could  you  tell  us  what 
you  know  about  that? 

Mr.  GUTMAN.  If  I  may,  Senator,  I  realize  that  the  word  "accident" 
was  used  in  the  translation,  but  if  we  could  go  back,  what  is  the 
Japanese  word  she  used  and  was  it  really  "accident"  or  "incident" 
or  something  else? 

Ms.  HiRAOKA.  All  I  know  about  that  sarin  gas  attack  is  through 
the  media  and  what  I  listened — what  I  heard. 

Senator  Nunn.  Just  your  news  media  reports  is  all  you  kr-nw*? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  No  one  called  you  from  Tokyo  or  anywhere  else 
and  explained  to  you  what  happened? 

Ms.  HiRAOKA.  No. 

Senator  Nunn.  Did  you  intend  to  use  the  word  "accident"? 

Mr.  GuTMAN.  You  understand  the  difference  between  "accident" 
and  "incident"? 

Ms.  HiRAOKA.  Yes.  My  English  is  not  good.  I'm  sorry. 

Senator  NuNN.  Right,  right. 

Ms.  HiRAOKA.  That's  why  maybe  "accident"  is  not  right  word. 

Senator  Nunn.  So  you  mean  to  use  the  word  "incident"*? 

Ms.  HiRAOKA.  Yes.  Yes. 

Senator  NUNN.  I  was  going  to  ask  you  if  you  had  any  reason  to 
believe  it  was  an  accident  rather  than  a  deliberate  attack 

Ms.  HiRAOKA.  I  don't  know. 

Senator  Nunn.  You  don't  know? 

Ms.  HiRAOKA.  I  don't  know. 

Senator  NuNN.  Did  anyone  ever  call  you  from  Japan  after  March 
of  1995  in  the  Aum  organization  or  otherwise  and  explain  to  you 
what  had  happened  in  that  Tokyo  tragedy? 

Ms.  HiRAOKA.  No. 

Senator  Nunn.  No  one  ever  did? 

Ms.  HiRAOKA.  No. 

Senator  Nunn.  Did  you  talk  to  Mr.  Asahara  after  March  of  1995? 

Ms.  HiRAOKA.  I  don't  remember  clearly.  I  don't  remember  if  that 
was  before  or  after  the  accident— after  that  sarin  attack,  but  only 
once  he  called  me 

Mr.  Gutman.  There  again  we  have  the  word  "accident."  I  don't 
think  that  is  what  she 

Ms.  HiRAOKA.  Incident. 

Mr.  Gutman.  Incident. 

Senator  Nunn.  Incident.  So  you  did  talk  to  him,  but  you  do  not 
know  whether  it  was  before  or  after  March  of  1995*? 

Ms.  HiRAOKA.  Probably  after  the  March  20. 
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Senator  NUNN.  You  think  you  talked — you  believe  you  talked  to 
Mr.  Asahara  after  the  March  1995  attack? 

Ms.  HiRAOKA.  He  called  me,  yes. 

Senator  NuNN.  He  called  you? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Can  you  tell  us  what  he  told  you? 

Mr.  GUTMAN.  Simply,  what  did  he  say  to  you? 

Ms.  HiRAOKA.  I  was  asked  to  tell  one  statement  to  the  American 
media. 

Senator  NuNN.  And  what  was  that  statement? 

Ms.  HiRAOKA.  I  don't  think  I  can  remember  very  well. 

Senator  NuNN.  Just  tell  us  what  you  remember,  your  best  mem- 
ory of  what  he  told  you. 

Ms.  HiRAOKA.  Master  Asahara  said,  the  statement  was 

Senator  NuNN.  Excuse  me.  Talk  right  into  the  mike,  if  you 
would. 

Ms.  HiRAOKA.  It's  a  kind  of  religious  suppression,  and  we  are  the 
earnest  Buddhist  organization.  So  we  have  no  relation  to  that 
Tokyo  gas  attack. 

Senator  NuNN.  When  you  say  that  he  told  you  it's  a  kind  of  a 
religious  operation — is  that  what  you  said? 

Ms.  HiRAOKA.  Religious  suppression. 

Senator  NuNN.  Suppression.  What  do  you  mean  by  it's  a  kind  of 
religious  suppression?  What  does  that  mean? 

[Witness  confers  with  counsel. 1 

Mr.  GUTMAN.  She  doesn't  really  understand  the  question. 

Senator  NuNN.  Well,  we  are  just  really  trying  to  get  her  to  say 
in  her  own  words  what  he  told  her. 

Mr.  GUTMAN.  I  understand. 

Senator  NuNN.  That  is  the  question. 

Ms.  HiRAOKA.  He  meant — the  religious  suppression  means  that 
the  people — the  Japanese  Government  blame  Aum  for  the  Tokyo 
gas  attack. 

Senator  NuNN.  Did  you  talk  lo  him  just  one  time,  or  did  you  talk 
to  him  several  times  after  the  March  1995  attack? 

Ms.  HiRAOKA.  That  was  only  one  time. 

Senator  NuNN.  Only  one  time.  And  he  called  you? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Have  you  talked  to  his  wife  since  March  of  1995? 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  Do  you  know  Mr.  Hiramatsu? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Was  he  a  member  of  the  Aum  organization? 

Ms.  HiRAOKA.  He  was  monk. 

Senator  NUNN.  He  was  a  monk.  Was  he  in  Japan  or  was  he  in 
the  United  States? 

Ms.  HiRAOKA.  In  Japan. 

Senator  NuNN.  He  was  in  Japan?  Was  he  a  higher  rank  than 
you?  Was  he  your  boss?  Did  you  report  to  him? 

Ms.  HiRAOKA.  He  was  a  little  bit  higher  than  me. 

Senator  NuNN.  He  was  a  little  higher  up? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  Did  he  give  you  directions? 

Ms.  HiRAOKA.  Yes. 
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Senator  NuNN.  He  gave  you  instructions? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Did  Mr.  Hiramatsu  ask  you  to  help  him  buy  cer- 
tain goods  from  America? 

[Counsel  confers  with  witness.] 

Ms.  HiRAOKA.  Mr.  Hiramatsu  told  me  on  the  phone  and  by  fax- 
he  gave  me  the  direction  to  do  this  and  to  do  that,  so  I  followed 
his  directions. 

Senator  NuNN.  So  he  was  the  person  you  took  directions  from  in 
terms  of  making  purchases  in  the  United  States? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Did  you  know,  do  you  know  a  company  by  the 
name  of  Maha  Posya? 

Ms.  HiRAOKA.  Maha  Posya? 

Senator  Nunn.  Maha  Posya. 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Could  you  tell  us  what  you  know  about  that  com- 
pany? 

Ms.  HiRAOKA.  All  I  know  is  they  are  selling  the  computers. 

Senator  NuNN.  They  are? 

Ms.  HiRAOKA.  Selling  the  computers. 

Senator  NuNN.  Selling  computers.  Are  you  familiar  with  a  cor- 
poration in  Connecticut  by  the  name  of  Zygo? 

Ms.  HiRAOKA.  I  have  heard  of  it. 

Senator  NuNN.  Did  you  have  conversations  with  Zygo?  Did  you 
try  to  make  purchases  there? 

Ms.  HiRAOKA.  I  called  up  them  because  Mr.  Hiramatsu  or  Mr. 
Maki— I  don't  remember  clearly— gave  me  the  direction. 

Senator  NUNN.  Excuse  me.  Would  you  repeat  that? 

Ms.  HiRAOKA.  Mr.  Hiramatsu  or  Mr.  Maki— I  don't  remember 
which  one— gave  me  the  direction,  and  I  followed  their  direction, 
and  I  contacted  them. 

Senator  Nunn.  So  you  did  contact  Zygo  Corporation? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  And  you  were  taking  direction  from  Mr. 
Hiramatsu? 

Ms.  HiRAOKA.  Either  Mr.  Hiramatsu  or  Mr.  Maki.  I  don't  remem- 
ber. 

Senator  Nunn.  Someone. 

Ms.  HiRAOKA.  Someone. 

Senator  NuNN.  And  they  told  you  what  to  buy;  then  you  tried  to 
buy  it.  Is  that  right? 

Ms.  HiRAOKA.  Yes,  he  just— yes,  he  gave  me  that  in  a  fax  to— 
he  sent  a  fax  to  me  to  do  something,  so  I  just  did  what  he  told  me 
to  do. 

Senator  NuNN.  Did  you  assist  Mr.  Hiramatsu  in  his  attempt  to 
purchase  a  very  expensive  laser  measuring  device? 

Ms.  HiRAOKA.  As  for  the  purchase  of  this  machine,  I  don't  re- 
member it  clearly. 

Senator  Nunn.  You  don't? 

Ms.  HiRAOKA.  Remember  it  clearly. 

Senator   Nunn.   You   did   try   to   purchase   that   type   machine 
though;  is  that  right? 
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Ms.  HiRAOKA.  I  don't  remember.  Some  kind  of  machine,  but  I 
don't  remember. 

Senator  NuNN.  You  don't  remember  what  kind  of  machine?  You 
did  try  to  make  purchases  from  Zygo  Corporation,  though;  is  that 
right? 

Ms.  HiRAOKA.  I  just  followed  the  direction  from  Japan. 

IWitness  confers  with  counsel.] 

Ms.  HiRAOKA.  Usually,  this  process — I  will  explain  how  I  commu- 
nicate, how  I  get  the  direction,  and  how  I  follow  the  direction  from 
Mr.  Maki  and  Mr.  Hiramatsu. 

Senator  NuNN.  OK. 

Ms.  HiRAOKA.  When  I  received  fax  from  Mr.  Maki  or  Mr. 
Hiramatsu,  fax,  I  just  simply  cut  out  the  Japanese  part  at  the  top, 
and  I  send  the  company  the — I  make  a  copy,  then  I  send  the  fax 
to  them. 

Senator  NuNN.  Did  you  know  what  the  use  of  this  equipment 
was  intended  to  be? 

Ms.  HiRAOKA.  I  don't  know. 

Senator  NuNN.  You  didn't  know  about  that? 

Ms.  HiRAOKA.  I  didn't  know  about  that. 

Senator  NuNN.  Did  you  ever  ask  the  question,  what  is  this  going 
to  be  used  for? 

Ms.  HiRAOKA.  I  just 

Senator  NUNN.  The  question  is:  Did  you  know  that  these  devices 
that  you  were  attempting  to  purchase  based  on  the  orders  you  had 
gotten  were  devices  that  could  be  used  for  military  purposes? 

Ms.  HiRAOKA.  I  didn't  know  that. 

Senator  Nunn.  You  did  not  know  that? 

Ms.  HiRAOKA.  I  didn't  know  that. 

Senator  NuNN.  Did  you  have  any  discussions  with  the  people  in 
Japan  about  how  they  were  going  to  use  this  equipment? 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  You  did  not? 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  So  your  testimony  is  you  were  simply  carrying 
out  their  orders? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Are  you  familiar  with  a  company  called  Bios)mn 
Technologies,  Inc.? 

Ms.  HiRAOKA.  Yes,  I  heard  of  that. 

Senator  NuNN.  You've  heard  of  that? 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Did  you  make  an  order  there?  Did  you  try  to 
make  some  purchases  there? 

Ms.  HiRAOKA.  I  follow  the  same  procedure  as  I  explained  before. 
I  got  the  direction  from  Japan,  and  I  follow  the  direction. 

Senator  NUNN.  Did  you  know  what  the  equipment  would  be  used 
for? 

Ms.  HiRAOKA.  I  don't  know. 

Senator  Nunn.  You  did  not.  Do  you  recall  being  asked  by  Mr. 
Hiramatsu  or  Mr.  Maki  to  find  out  about  how  to  make  military 
knives? 

[Counsel  confers  with  witness.] 
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Ms.  HiRAOKA.  What  I  remember  about  this  subject  is  I  remember 
either  Mr.  Maki  or  Mr.  Hiramatsu  contacting  me,  and  they  told  me 
that  in  order  to  make  an  army  knife  in  Japan,  they  are  looking  for 
steel.  And  they  told  me  the  specific  thickness  and  weight  to  make 
the  army  knife. 

Senator  NuNN.  Did  you  try  to  purchase  steel? 

Ms.  HiRAOKA.  At  that  time  I  contacted  many  companies  to  look 
for  the  specific  steel. 

Senator  Nunn.  How  much  was  the  quantity?  What  quantity  of 
steel? 

Ms.  HiRAOKA.  I  don't  remember  it  well,  but  something  with  tons 

Senator  NUNN.  Tons  of  steel.  Tons,  lots  of  steel? 

Ms.  HiRAOKA.  I  don't  remember. 

Senator  Nunn.  You  don't  remember  exactly.  Did  Mr.  Hiramatsu 
come  to  New  York  and  take  documents  after  the  March  1995  at- 
tack? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  He  came  to  your  office? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  Do  you  remember  when  that  was? 

Ms.  HiRAOKA.  Around  March  or — around  March. 

Senator  Nunn.  In  March  of  1995? 

Ms.  HiRAOKA.  March  or  April  or 

Senator  Nunn.  Did  he  take  most  of  the  paper  and  documents  in 
your  office? 

Ms.  HiRAOKA.  Not  all  of  them,  but  something  related  to  his  busi- 
ness. 

Senator  Nunn.  He  took  most  of  the  documents  relating  to  the 
purchasing? 

Ms.  HiRAOKA.  Yes. 

Senator  NUNN.  And  most  of  the  financial  records? 

Ms.  HiRAOKA.  Yes,  financial  records  and  bank  records. 

Senator  NuNN.  He  took  most  of  the  documents  relating  to  pur- 
chasing most  of  the  financial  records  and  most  of  the  bank  records? 

Ms.  HiRAOKA.  Also  by  faxing  and  correspondence. 

Senator  Nunn.  And  most  of  the  faxes  going  back  and  forth*? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Did  you  say  yes? 

Ms.  HiRAOKA.  Yes. 

Senator  Nunn.  Did  he  tell  you  why? 

Ms.  HiRAOKA.  Because  New  York  branch  office  might  be  inves- 
tigated by  police. 

Senator  NuNN.  Might  be  investigated  by  police  and  that's  the 
reason  he  took  the  records. 

Ms.  HiRAOKA.  Yes. 

Senator  NuNN.  Did  he  indicate  that  they  might  be  investigated 
relating  to  the  March  attack  in  Tokyo? 

Ms.  HiRAOKA.  No,  he  didn't  say  anything. 

Senator  Nunn.  He  didn't  say  anything  about  that? 

Ms.  HiRAOKA.  No. 

Senator  NuNN.  Did  anyone  in  the  Aum  organization  ever  tell 
you— anyone,  not  just  the  one  we  have  talked  about— that  the  at- 
tack in  Tokyo  had  been  carried  out  by  the  Aum  organization*? 

Ms.  HiRAOKA.  From  Japan  or 
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Senator  NUNN.  Any  member  of  the  organization? 

Ms.  HiRAOKA.  No.  I  told  you,  I  got  only  this  information  through 
media. 

Mr.  GUTMAN.  So  the  question  is  did  anyone  of  them  ever  say  to 
you,  yes,  we  did  it? 

Ms.  HiRAOKA.  Oh.  No,  I  haven't  heard  any. 

Senator  NuNN.  Nobody  ever  told  you  they  carried  out  the  attack? 

Ms.  HiRAOKA.  No.  I  didn't. 

Senator  NuNN.  If  Mr.  Hiramatsu  or  Mr.  Maki  called  you  today 
and  asked  you  to  contact  U.S.  companies  to  buy  equipment,  would 
you  carry  out  those  orders? 

Ms.  HiRAOKA.  No. 

Senator  NUNN.  You  would  not? 

Ms.  HiRAOKA.  No. 

Senator  Nunn.  Why? 

Ms.  HiRAOKA.  Because — well,  let  me  tell  you  my  feeling.  We  are 
strict  Buddhists,  and  we  follow — we  strictly  follow  non-violence.  We 
don't  even  kill  insects.  And  we  are  hoping  for  the  people's  liberation 
from  the  suffering. 

But  if  part  of  Aum  Shinrikyo  people  did — were  involved  in  sarin 
attack  and  other  incidents,  accidents,  I  truly  regret  it,  and  I  am 
really  feeling  sad  about  it. 

[Pause.] 

Mr.  GUTMAN.  Can  you  catch  up  with  that? 

Senator  NuNN.  Yes,  why  don't  you  tell  us  what  she  said  now  at 
this  point? 

Ms.  HiRAOKA.  I  have  been  watching  the  trial  very  closely,  and 
until  Aum  prove  its  innocence  definitely,  I  do  not — I  don't  think  I 
should — I  should  be  reserved. 

Senator  NuNN.  Thank  you  for  testifying.  We  appreciate  your  tes- 
timony, and  we  may  need  to  get  back  in  touch  with  you  through 
your  attorney. 

Mr.  Gutman,  we  appreciate  your  cooperation. 

Mr.  Gutman.  Thank  you  for  your  courtesy.  ' 

Ms.  HiRAOKA.  Thank  you. 

Senator  NuNN.  We  will  have  all  the  cameras  now  turned  away, 
and  we  will  resume  this  hearing  tomorrow  morning.  When  all  the 
cameras  have  been  turned  away,  you  can  have  the  witness  leave 
the  room. 

I  have  to  go  vote,  so  I  am  going  to  leave. 

Mr.  Gutman.  Thank  you.  Senator. 

Senator  Nunn.  We  will  include  in  the  record  a  letter  from  the 
Australian  Embassy.^ 

[Whereupon,  at  2:31  p.m.,  the  Subcommittee  was  adjourned.] 


•  The  letter  appears  as  Exhibit  No.  13b  in  the  Appendix  on  page  608. 


GLOBAL  PROLIFERATION  OF  WEAPONS  OF 
MASS  DESTRUCTION 


WEDNESDAY,  NOVEMBER  1,  1995 

U.S.  Senate, 
Permanent  Subcommittee  on  Investigations, 
Committee  on  Governmental  Affairs, 

Washington,  DC. 

The  Subcommittee  met,  pursuant  to  notice,  at  9:32  a.m.,  in  room 
342,  Dirksen  Senate  Office  Building,  Hon.  Ted  Stevens,  presiding. 

Present:  Senators  Stevens,  Nunn,  Cohen,  Cochran,  Glenn,  and 
Levin.  Also  present:  Senator  Lugar  [ex  officio]. 

Staff  Present:  Daniel  S.  Gelber,  Chief  Counsel  to  the  Minority; 
John  F.  Sopko,  Deputy  Chief  Counsel  to  the  Minority;  Mary  D. 
Robertson,  Assistant  Chief  Clerk  to  the  Minority;  Alan  Edelman, 
Counsel  to  the  Minority;  Mark  Webster,  Investigator  to  the  Minor- 
ity; Renee  Pruneau-Novakoff  (Detailee,  CIA);  Richard  Kennan 
(Detailee,  U.S.  Customs);  Harold  DameHn,  Chief  Counsel  and  Staff 
Director;  Eric  Thorson,  Chief  Investigator;  Michael  Bopp,  Counsel; 
Stephen  H.  Levin,  Counsel;  Carla  J.  Martin,  Chief  Clerk;  Mary 
Ailes,  Staff  Assistant;  Katherine  O'Connor,  Receptionist;  Albert 
McDermott  (Governmental  Affairs  Committee);  Randy  Rydell  (Sen- 
ator Glenn);  Matt  Sikes  (Senator  Nunn);  Jim  Bodner  (Senator 
Cohen);  Ken  Myers  (Senator  Lugar);  Rick  Valentine  (Senator 
Smith);  Leonard  Weiss  (Governmental  Affairs  Committee);  and 
Matthew  Sikes  (Senator  Levin). 

OPENING  STATEMENT  OF  SENATOR  STEVENS 

Senator  Stevens.  Good  morning.  Yesterday,  during  the  opening 
day  of  these  hearings,  the  Committee  heard  detailed  testimony  re- 
garding how  the  Aum  Shinrikyo,  a  Japanese  religious  cult  with 
members  worldwide,  apparently  carried  out  chemical  weapons  at- 
tacks on  the  people  of  Japan.  Yesterda/s  testimony  painted  a 
gloomy  picture  of  how  easily  an  organization  bent  on  destruction 
can  arm  itself  with  chemical  and  biological  weapons  and  how  even 
the  crude  deployment  of  these  weapons  can  be  deadly. 

The  Aum's  chemical  weapons  attacks  portray  the  threat  from  the 
proliferation  of  chemical  and  biological  weapons  as  very  much  a  re- 
ality, one  that  the  United  States  and  all  nations  must  be  aware  of, 
must  prepare  for,  and  must  work  against. 

Today,  this  Committee  turns  from  the  shocking  activities  alleg- 
edly undertaken  by  the  Aum  to  an  examination  of  how  we  can  min- 
imize such  threats  and  whether  we  are  prepared  to  respond  to 
them  if  the  need  arises.  Our  witnesses  will  examine  the  problems 
experienced  by  the  states  of  the  former  Soviet  Union  in  protecting 
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their  massive  chemical  and  biological  weapons  stockpiles,  problems 
exacerbated  by  their  struggles  to  adjust  to  democratic  governments 
and  market  economics. 

The  Committee  will  also  hear  from  representatives  of  the  agen- 
cies that  have  the  Federal  responsibility  for  combatting  the  threat 
of  and  responding  to  terrorist  incidents,  particularly  those  that  in- 
volve weapons  of  mass  destruction.  After  yesterday's  disturbing  tes- 
timony, we  are  all  looking  forward  to  hearing  how  well  prepared 
we  are  to  deal  with  the  threat  of  chemical  or  biological  weapons  at- 
tack with  the  hope  that  we  may  determine  what  else  our  citizens 
must  do  to  protect  themselves  and  ourselves  against  this  threat. 

Again,  Senator  Nunn,  I  commend  you  for  these  hearings  and  the 
minority  staff  for  conducting  the  investigation.  This  is  a  difficult 
period  for  us.  I  go  to  another  committee  chairmanship  and  will 
probably  not  be  back  today,  although  I  will  try  to  get  back.  I  do 
hope  that  you  will  call  upon  us  if  there  is  anything  we  can  do  to 
assist  you,  but  once  again,  I  turn  the  gavel  over  to  you. 

OPENING  STATEMENT  OF  SENATOR  NUNN 

Senator  Nunn  [presiding].  Thank  you  very  much,  Mr.  Chairman. 
I  know  you  are  going  to  have  to  come  and  go  during  these  hearings, 
Mr.  Chairman,  but  I  want  to  thank  you  very  much  and  thank  Sen- 
ator Roth  and  all  the  cooperation  we  have  had  from  the  majority. 

This  Subcommittee  has  been  unique  for  years.  Senator  Roth  has 
been  Chairman  of  it.  I  have  been  Chairman  of  it.  I  have  been  rank- 
ing member  and  he  has  been  ranking  member  and  we  have  always 
run  it  on  a  non-partisan  basis.  The  minority  has  a  much  smaller 
staff,  but  we  are  able  to  run  our  own  investigations  in  close  concert 
and  coordination  with  the  majority.  So  in  many  ways,  this  is  a 
unique  Subcommittee.  Mr.  Chairman,  I  appreciate  very  much  your 
splendid  cooperation. 

I  might  also  say,  Senator  Stevens,  that  your  role  on  the  Appro- 
priations Committee  in  dealing  with  the  funding  for  the  various 
elements  of  our  nonproliferation  effort  is  absolutely  crucial  and  you 
have  been  a  stalwart  in  supporting  the  Cooperative  Threat  Reduc- 
tion Program,  the  Nunn-Lugar  program,  and  all  of  the  programs 
that  are  dealing  with  these  matters  that  we  are  going  to  hear  dur- 
ing the  course  of  the  day,  some  of  the  soft  spots  and  some  of  the 
areas  where  we  really  need  to  beef  up. 

I  thank  you  for  what  you  have  already  done.  You  have  been  a 
real  leader  in  this  area  and  I  know  that  we  will  continue  to  work 
together  very  closely.  Senator  Cohen  and  Senator  Lugar  are  here 
again  today  and  they  have  been,  of  course,  leaders  in  this  whole 
effort  on  nonproliferation  also. 

Yesterday,  we  established  the  frightening  case  of  the  Aum 
Shinrikyo,  the  doomsday  cult  that  carried  out  the  sarin  gas  attack 
on  the  Tokyo  subway  system  in  March  of  this  year,  killing  12  and 
injuring  over  5,000.  The  testimony  showed  this  cult,  which 
preached  a  philosophy  of  Armageddon  between  the  United  States 
and  Japan,  was  a  clear  danger  not  only  to  the  Japanese  govern- 
ment but  also  to  the  security  interest  of  the  United  States. 

As  we  heard  yesterday,  the  Aum  was  a  worldwide  organization 
with  tens  of  thousands  of  members,  including  scientists  and  tech- 
nical experts  in  Japan  and  Russia  who  were  recruited  to  develop 
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weapons  of  mass  destruction.  The  cult  produced  chemical  weapons, 
including  toxic  chemical  agents  such  as  sarin,  VX,  phosgene,  and 
sodium  cyanide  and  had  successfully  used  sarin  on  at  least  two  oc- 
casions against  large  groups  of  innocent  civilians.  The  Aum  sci- 
entists were  in  the  process  of  developing  biological  weapons,  includ- 
ing anthrax,  botulinum  toxin,  and  "Q"  fever. 

The  cult  actively  engaged  in  obtaining  sensitive  technologies  in 
the  United  States.  We  heard  the  leader  of  the  cult  from  New  York 
yesterday  admit  that  she  had  engaged  in  purchasing  technology  to 
assist  in  weapons  development,  and  they  had  acquired  conventional 
armaments  and  attempted  to  acquire  technology  relating  to  weap- 
ons of  mass  destruction  and  technologies  from  the  former  Soviet 
Union  as  well  as  elsewhere. 

The  Aum  produces  a  remarkable  example  of  the  threat  modern 
terrorism  poses  to  all  civihzed  nations.  The  cult's  rise  and  its  ef- 
forts to  obtain  and  use  weapons  of  mass  destruction  raise  numer- 
ous policy  issues,  however,  that  extend  well  beyond  the  specific 
threat  posed  by  Asahara  and  his  followers.  The  ease  with  which 
the  Aum  accessed  the  vast  international  supermarket  of  weapons 
and  weapons  technology  is  particularly  troubling,  especially  in  light 
of  the  current  state  of  the  economies  and  governments  of  the 
former  Soviet  Union. 

How  much  this  cult  acquired  that  we  do  not  know  about  and  how 
much  more  they  could  have  obtained  is  a  major  unanswered  ques- 
tion. How  much  the  next  group  may  be  able  to  acquire  is  perhaps 
an  even  more  important  question. 

We  will  explore  some  of  these  issues  with  our  first  panel  this 
morning  as  they  discuss  the  security  and  accountability  of  chemical 
and  biological  weapon  stockpiles  in  the  former  Soviet  Union  and 
the  effectiveness  of  various  arms  control  and  nonproliferation  re- 
gimes. Included  in  this  panel  is  a  former  Russian  chemical  weap- 
ons scientist  who  will  discuss  his  concerns  with  the  controls  over 
the  massive  stockpiles  of  weapons  in  Russia. 

Another  troubling  aspect  of  this  case  is  that  despite  the  Aum's 
overt  and  far-flung  activities,  no  U.S.  law  enforcement  or  intel- 
ligence agency  perceived  them  as  dangerous,  much  less  a  threat  to 
national  security,  prior  to  the  March  20  subway  attack  this  year. 
How  does  a  fanatic  intent  on  triggering  an  Armageddon  between 
the  United  States  and  Japan  with  virtually  unlimited  funds  and  a 
worldwide  network  of  operatives  escape  the  notice  of  Western  intel- 
ligence and  law  enforcement?  What  happened  to  the  coordination 
between  the  United  States  and  Japan? 

These  are  important  and  disturbing  questions  which  we  will  ex- 
plore with  our  second  panel  later  this  morning.  They  include  Gov- 
ernment representatives  from  law  enforcement,  the  intelligence 
community,  and  public  health  services. 

The  case  of  the  Aum  can  provide  us  with  many  instructive  les- 
sons about  weapons  proliferation,  about  the  capabilities  and  hmita- 
tions  of  intelligence  and  law  enforcement,  and  about  the  adequacy 
of  our  medical  and  civil  preparedness.  It  is  my  hope,  Mr.  Chair- 
man, that  with  this  set  of  hearings  we  will  begin  the  important 
process  of  learning  these  lessons. 
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OPENING  STATEMENT  OF  SENATOR  COHEN 

Senator  Cohen.  Thank  you  very  much,  Senator  Nunn. 

As  Senator  Stevens  indicated  yesterday,  because  of  your  long 
work  in  this  area  and  your  leadership  in  this  area,  it  is  appropriate 
that  you,  in  fact,  should  be  serving  as  Chairman  of  the  hearing.  I 
think  your  statement  has  covered  the  basic  elements  that  we  wish 
to  pursue  this  morning  and  we  should  proceed,  unless,  Senator 
Lugar,  would  you  like  to  make  a  statement? 

OPENING  STATEMENT  OF  SENATOR  RICHARD  G.  LUGAR 

Senator  Lugar.  I  have  just  a  short  statement,  Mr.  Chairman, 
and  I  will  not  cover  the  same  ground  that  Senator  Nunn  has  cov- 
ered. 

We  were  told  yesterday  that  the  Japanese  cult  was  "not  on  the 
radar  screen"  of  U.S.  law  enforcement  and  intelligence  agencies  be- 
fore the  sarin  gas  attack.  That  is  surprising,  considering  the  cult 
had  accumulated  over  $1  billion  in  assets  and  established  offices  in 
six  countries  on  four  continents.  Obviously,  the  response  of  the 
United  States  to  this  threat  has  not  begun  to  approximate  our 
stakes  in  the  matter. 

A  new  level  of  commitment,  effort,  and  resources  is  required,  and 
that  obviously  is  the  basic  reason  for  this  hearing  today.  We  need 
an  effective  mechanism  to  integrate  the  full  range  of  policy  tools  in 
order  to  address  effectively  the  dangers  to  our  country  from  the 
proliferation  of  weapons  and  materials  of  mass  destruction. 

I  look  forward  to  hearing  the  panelists. 

I  thank  you,  Mr.  Chairman. 

[The  prepared  statement  of  Senator  Lugar  follows :1 

PREPARED  STATEMENT  OF  SENATOR  LUGAR 

Yesterday,  we  heard  testimony  on  the  worldwide  activities  of  the  so-called  Japa- 
nese "Dooms-Day  Cult."  We  were  told  that  the  Japanese  cult  was  not  "on  the  radar 
screen"  of  U.S.  law  enforcement  and  intelligence  agencies  before  the  sarin  gas  attack 
on  the  Tokyo  subway  last  March.  This  is  surprising,  considering  the  cult  accumu- 
lated over  $1  billion  in  assets  and  established  offices  in  six  countries  on  four  con- 
tinents. 

Cult  members  actively  recruited  scientists  and  technical  experts  in  Japan,  Russia, 
and  elsewhere  in  order  to  develop  weapons  of  mass  destruction.  They  succeeded  in 
producing  chemical  weapons,  including  toxic  chemical  agents  such  as  Sarin,  VX,  and 
sodium  cyanide;  and  they  were  in  the  process  of  developing  biological  weapons,  in- 
cluding anthrax,  botulism,  and  "Q"  fever. 

We  learned  how  close  we  came  to  witnessing  acts  of  nuclear,  chemical,  and  bio- 
logical terrorism  directed  toward  the  United  States.  We  were  told  how  much  more 
devastating  the  attacks  in  Tokyo  could  have  been  if  the  cult  had  simply  waited  a 
little  longer  and  perfected  their  delivery  systems.  While  the  probability  of  a  large 
scale  nuclear,  chemical,  and  biological  exchanges  between  Russia  and  the  United 
States  has  mercifully  decreased  since  the  end  of  the  cold  War,  the  probability  of  one 
or  several  weapons  of  mass  destruction  detonating  in  Japan,  Russia,  Europe,  the 
Middle  East  or  even  the  United  States  has  increased. 

This  morning,  we  must  look  to  the  future  to  determine  what  the  United  States 
and  its  friends  and  allies  must  do  to  guard  against  such  threats.  The  United  States 
must  devise  a  program  of  action  that  is  as  focused,  serious,  and  vigorous  as  our 
strategy  during  the  Cold  War.  If  we  do  not,  then  I  believe  the  United  States  has 
every  reason  to  anticipate  acts  of  nuclear,  chemical,  and  biological  terrorism  against 
American  targets  before  this  decade  is  out. 

To  date,  the  U.S.  response  to  this  new  threat  has  not  even  begun  to  approximate 
U.S.  stakes  in  the  matter.  A  new  level  of  commitment,  effort,  and  resources  is  re- 
quired. We  need  a  multifaceted,  integrated  strategic  response  to  the  challenge  of 
technology  diffusion. 
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It  is  clear  to  me  following  yesterday's  hearing  that  what  we  need  today  is  an  effec- 
tive mechanism  to  integrate  the  full  range  of  policy  tools  in  order  to  address  effec- 
tively the  dangers  to  this  country  from  the  proliferation  of  weapons  and  materials 
of  mass  destruction. 

During  the  course  of  yesterday's  hearings,  several  Members  focused  on  the  need 
for  effective  inelligence  in  countering  proliferation  successfully. 

Some  witnesses  yesterday  emphasized  the  need  for  effective  defense  programs  in 
order  to  counter  the  proliferation  of  weapons  of  mass  destruction. 

We  have  also  dealt  in  other  hearings  with  the  use  of  military  force  to  deal  with 
the  problem  of  proliferation. 

Subcommittee  staff  discussed  yesterday  the  utilization  of  export  controls  as  a  cen- 
terpiece of  U.S.  nonproliferation  efforts. 

And  lastly,  reference  was  made  repeatedly  during  yesterday's  hearing  to  the  sev- 
eral contributions  that  arms  control  treaties  and  agreements  can  make  to  the  fight 
against  proliferation.  Senator  Nunn  and  I  both  cited  the  Chemical  Weapons  Conven- 
tion that  has  been  submitted  to  the  Senate,  and  asked  what  contribution  that  Con- 
vention might  have  made  in  dealing  with  the  circumstances  that  gave  rise  to  the 
Tokyo  subway  attack. 

We  all  recognize  that,  as  with  any  other  policy  instrument,  arms  control  and  the 
Chemical  Weapons  Convention  in  particular,  is  not  the  total  answer.  No  one  should 
expect  the  CWC  to  carry  more  of  a  burden  than  it  was  intended  to  bear.  By  the 
same  token,  the  CWC  may  help  us  to  reduce  the  scope  of  the  chemical  problem  to 
more  manageable  proportions,  and,  for  that  reason,  it  must  be  considered  in  com- 
bination with  other  policy  tools. 

I  would  hope  that  we  might  explore  with  our  witnesses  today  an  appropriate 
package  of  policy  tools  that  will  aid  us  in  coping  with  a  threat  that  is  real  and  that 
will  be  with  us  for  many  years  to  come. 

Senator  COHEN.  Thank  you  very  much,  Senator  Lugar. 

Senator  Nunn.  We  swear  in  all  the  witnesses  for  our  Subcommit- 
tee, so  if  all  of  you  will  rise  and  raise  your  right  hand  and  take 
the  oath. 

Do  you  swear  the  testimony  you  give  before  this  Subcommittee 
will  be  the  truth,  the  whole  truth,  and  nothing  but  the  truth  so 
help  you,  God? 

Ms.  Smithson.  I  do. 

Dr.  Mirzayanov.  I  do. 

Mr.  Leitenberg.  I  do. 

Mr.  MoODiE.  I  do. 

Senator  Nunn.  Thank  you.  I  believe  this  morning  we  are  going 
to  lead  off,  Mr.  Chairman,  with  Amy  Smithson,  who  is  a  Senior  As- 
sociate at  the  Henry  L.  Stimson  Center.  Amy,  we  are  glad  to  have 
you  this  morning. 

TESTIMONY  OF  AMY  E.  SMITHSON,  SENIOR  ASSOCIATE, 
HENRY  L.  STIMSON  CENTER 

Ms.  Smithson.  Thank  you  very  much. 

Because  we  have  lived  under  the  shadow  of  a  potential  nuclear 
holocaust  for  over  half  a  century,  an  incredible  amount  of  time  and 
energy  has  been  focused  on  preventing  the  accidental  or  intentional 
launch  of  nuclear  weapons.  Few  would  argue  that  this  was  not 
time  well  spent,  but  it  is  often  the  less-obvious  threat  that  mate- 
rializes. Therefore,  I  would  like  to  thank  this  Committee  for  look- 
ing into  the  threat  that  chemical  and  biological  weapons  pose  to 
the  safety  and  security  of  U.S.  soldiers  and  citizens. 

Since  the  end  of  the  Cold  War  has  pulled  us  back  from  the  nu- 
clear brink,  the  threat  that  we  face  from  chemical  and  biological 
weapons  is  equally,  if  not  more,  tangible  than  the  nuclear  weapons 
threat.  This  argument  gains  credibility  in  the  aftermath  of  recent 
events  in  Tokyo.  The  testimony  that  we  heard  yesterday  was  quite 
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shocking,  and  this  event  was  a  wake-up  call  for  me.  In  fact,  it 
prompted  me  to  examine  more  closely  the  security  of  Russia's 
chemical  weapons  stockpile,  which  even  at  the  declared  level  of 
40,000  metric  tons  is  the  world's  largest. 

Russia's  declared  stockpile  is  stored  at  seven  different  sites,  as 
this  map  shows.  I  interviewed  individuals  who  had  been  to  four  of 
these  seven  sites.  The  results  of  my  research  are  presented  in  my 
prepared  statement,  which  I  will  summarize  for  you  now. 

Senator  NuNN.  All  of  your  complete  statements  will  be  part  of 
the  record  and  entered  into  the  record,  so  your  summaries  will 
highlight  that  and  your  complete  statement  will  be  in  the  record. 
I  have  read  the  statements,  as  well. 

Ms.  Smithson.  Thank  you.  Physical  security  is  a  catch-all  term 
for  the  barriers,  such  as  fences,  that  are  supposed  to  impede  an  at- 
tack on  one  of  these  sites  until  the  guards  can  respond.  The  phys- 
ical security  at  these  sites  is  not  nearly  as  abundant  nor  as  ad- 
vanced as  the  measures  one  would  find  at  sensitive  Western  mili- 
tary bases.  In  fact,  it  was  characterized  as  similar  to  what  one 
would  find  at  a  U.S.  chemical  weapons  storage  sites  in  the  1950s. 
One  eyewitness  described  this  physical  security  as  "good  enough  to 
keep  an  honest  man  out." 

Gaps  in  physical  security  were  more  evident  in  some  cases  than 
in  others.  For  instance,  perimeter  lights  were  seen  at  two  of  these 
sites,  although  they  were  few  in  number  and  appeared  to  be  poorly 
maintained,  but  they  were  not  seen  at  two  other  sites.  The  railway 
entrances  into  these  facilities  appeared  to  be  a  particularly  egre- 
gious security  shortcoming.  No  guards  were  seen  at  these  gates, 
which  were  closed  only  with  a  padlock. 

If  we  can  bring  up  the  second  chart  now,  I  would  like  to  talk  for 
a  moment  about  the  physical  security  that  was  observed  at  individ- 
ual storage  buildings.  Some  of  these  buildings  are  made  of  wood 
and  have  wooden  doors.  Others  are  made  of  concrete  blocks,  but  at 
the  rear  of  these  buildings,  there  are  large  mesh  grills.  At  three  of 
the  sites  that  were  visited,  the  only  physical  barrier  to  the  entrance 
of  these  buildings  was  a  single-key  padlock. 

Intrusion  detection  devices,  in  this  instance  rudimentary  circuit 
breakers,  were  observed  on  the  doors  of  the  buildings  at  one  of 
these  sites  and  possibly  at  another  site.  Such  devices  were  not  ob- 
served on  the  buildings  at  the  two  other  sites  that  were  visited,  nor 
for  that  matter  were  electronic  intrusion  detection  sensors  observed 
at  the  perimeter  of  any  of  the  four  sites. 

Senators  you  do  not  have  to  be  an  expert  in  security  to  see  the 
problems  here.  It  would  appear  that  all  that  is  necessary  to  gain 
entrance  into  these  storage  buildings  is  a  bribe,  a  dark  night,  some 
dark  clothing,  a  little  bit  of  muscle,  and  a  crowbar.  Yes,  I  said  a 
crowbar.  You  do  not  need  dynamite  to  jimmy  a  padlock,  pry  open 
a  mesh  grill,  or  loosen  the  boards  on  a  wooden  building.  Many 
American  homes  have  more  sophisticated  and  probably  more  abun- 
dant physical  security  than  was  observed  at  these  storage  build- 
ings. 

Perhaps  it  is  useful  to  recall  at  this  point  that  some  32,000  met- 
ric tons  of  Russia's  arsenal  are  lethal  nerve  agents.  Some  of  these 
munitions,  such  as  artillery  shells,  weigh  between  90  and  100 
pounds  when  they  are  fully  loaded.  They  are  quite  portable.  These 
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same  artillery  shells  can  be  fired  fi-om  any  of  the  tens  of  thousands 
of  Soviet-made  artillery  pieces  that  are  scattered  around  the  globe. 

Furthermore,  because  tamper-proof  seals  are  apparently  not 
being  used  across  the  board,  it  appears  that  chemical  agent  can  be 
siphoned  from  bulk  storage  containers. 

Such  deficiencies  in  physical  security  are  compounded  by  the 
methods  that  are  apparently  being  used  to  keep  track  of  Russia's 
chemical  arsenal,  which  offer  opportunities  for  insider  theft.  All  in 
all,  Russia's  chemical  weapon  storage  sites  may  well  be  more  vul- 
nerable to  theft  from  within  and  attack  from  without  than  Russia's 
nuclear  facilities. 

Given  these  circumstances,  I  have  two  recommendations  to  offer. 
First,  prudence  would  dictate  that  additional  funds  quickly  be  set 
aside  to  help  buttress  the  security  at  these  sites  via  the  Nunn- 
Lugar  Cooperative  Threat  Reduction  Program.  Perimeter  security 
could  be  strengthened  by  adding  lights  and  closed-circuit  TV,  which 
would  allow  guards  to  more  rapidly  identify  and  respond  to  intrud- 
ers. More  rugged  locks,  doors,  and  tamper-proof  seals  are  also  in 
order.  These  and  other  measures  could  markedly  enhance  the  secu- 
rity of  these  facilities. 

The  amount  called  for  is  modest  in  comparison  to  most  defense 
expenditures,  on  the  order  of  tens  of  thousands,  not  hundreds  of 
millions.  To  date,  $55  million  has  gone  to  assist  Russia's  chemical 
weapons  destruction  program.  These  resources  are  being  put  to 
very  good  use,  so  I  am  not  suggesting  that  Peter  be  robbed  to  pay 
Paul.  ^  ^ 

Second,  the  quickest  route  to  bring  outside  inspectors  into  these 
facilities  to  inventory  and  further  secure  these  weapons  is  through 
the  Chemical  Weapons  Convention.  As  of  this  month,  this  treaty 
has  been  waiting  2  years  for  an  up  or  down  vote  in  the  Senate.  I 
am  deeply  concerned  that  the  Senate  has  not  recognized  the  oppor- 
tunities that  the  Convention  presents  to  address  not  only  Russia's 
assorted  chemical  weapons  problems  but  the  worldwide  problem  of 
chemical  weapons  proliferation. 

With  your  permission,  Mr.  Chairman,  I  would  like  to  use  this  op- 
portunity to  introduce  a  new  Stimson  Center  report.  The  title  just 
about  says  it  all. 

Senator  NUNN.  What  is  the  title? 

Ms.  Smithson.  The  U.S.  Senate  and  the  Chemical  Weapons  Con- 
vention: The  Price  of  Inaction. i 

The  costs  of  the  Senate's  failure  to  provide  its  consent  to  ratify 
this  treaty  are  more  palpable  with  each  passing  day.  Without  the 
Convention,  there  is  a  gaping  hole  in  U.S.  nonproliferation  policy. 
Without  the  Convention,  we  deprive  ourselves  of  very  useful  tools, 
routine  and  especially  challenge  inspections,  to  investigate  our  con- 
cerns about  chemical  weapons  programs  in  Russia  and  elsewhere. 
Without  the  Convention,  we  deny  the  intelhgence  community  a 
steady  flow  of  information  that  it  has  stated  would  help  sharpen 
its  proliferation  assessments. 

The  lack  of  U.S.  participation  in  the  Convention  undercuts  not 
only  its  long-term  viability  but  other  efforts  to  control  dual-use 
technologies  and  materials.  If  this  treaty  flounders,  the  attempt  to 

1  See  Exhibit  No   lb  in  the  Appendix  on  page  445. 
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add  meaningful  verification  provisions  to  the  Biological  and  Toxin 
Weapons  Convention  will  also  probably  fail. 

The  Senate's  inaction  on  the  Convention  also  underscores  the  gap 
that  is  increasingly  evident  between  U.S.  rhetoric  and  U.S.  action. 
America  claims  to  be  the  leader  of  the  post-Cold  War  world.  This 
treaty  outlaws  a  category  of  weapons  that  is  universally  abhorred. 
A  decade  ago,  Congress  mandated  that  the  Army  unilaterally  de- 
stroy well  over  95  percent  of  this  stockpile.  If  the  Senate  cannot 
give  its  consent  to  ratify  this  treaty,  just  what  kind  of  leadership 
can  American  citizens  and  the  world  expect  of  Washington? 

These  are  just  a  few  of  the  points  identified  by  the  report's  au- 
thors, which  include  Senator  John  Glenn  and  also  Mike  Moodie, 
who  is  testifying  here  today.  This  report  also  comes  with  additional 
counsel  from  former  Secretary  of  State  Lawrence  Eagleburger, 
former  National  Security  Advisor  Brent  Scowcroft,  and  Senators 
Nancy  Kassebaum,  John  Kerry,  and  Joe  Biden,  as  well  as  the 
Chemical  Manufacturers  Association,  among  others,  to  get  on  with 
the  business  of  ratifying  this  treaty. 

Senator  Lugar,  I  think  you  hit  it  right  on  the  mark  yesterday 
when  you  asked  the  question,  why  is  the  Senate  not  debating  the 
Chemical  Weapons  Convention? 

In  conclusion,  even  though  the  specific  problems  of  lax  security 
at  Russia's  chemical  weapons  storage  sites  have  preoccupied  me  of 
late,  it  is  hard  to  ignore  the  overall  problem  of  chemical  weapons 
proliferation.  At  present,  about  30  countries  are  believed  to  be  har- 
boring chemical  weapons  capabilities  or  stockpiles. 

Senators  in  the  absence  of  purposeful  action  to  address  these 
problems,  U.S.  soldiers  are  more  likely  to  encounter  chemical  weap- 
ons on  some  foreign  battlefield  and  chemical  terrorism  is  more  like- 
ly to  migrate  to  America's  shores. 

Thank  you  for  your  attention.  I  look  forward  to  your  questions. 

[The  prepared  statement  of  Ms.  Smithson  follows:] 

PREPARED  STATEMENT  OF  MS.  SMITHSON 

On  March  20th,  religious  zealots  in  Japan  broke  a  taboo  against  use  of  weapons 
of  mass  destruction  by  terrorists  and,  in  the  process,  provided  an  ominous  glimpse 
into  future  acts  of  terrorism.  Contrary  to  most  expectations  and  fears,  the  weapon 
of  choice  was  not  nuclear,  but  chemical.  Twelve  were  killed  and  over  5,000  injured 
when  the  nerve  gas  sarin  was  released  during  the  morning  rush  hour  on  Tokyo  s 
crowded  subway  system. i  Now  that  this  line  has  been  crossed,  other  terrorists  and 
leaders  of  rogue  states  may  try  to  follow  in  Aum  Shinrikyo's  path. 

Moreover  U.S.  policy  makers  need  only  recall  the  terrorists  acts  in  New  York  City 
in  1991  and  Oklahoma  City  in  1995  that  stunned  the  whole  world  to  face  the  ugly 
possibility  that  chemical  terrorism  could  migrate  to  U.S.  shores  or  even  originate 
here.  President  Bill  Clinton  observed,  "In  light  of  what  happened  in  Japan,  all  ad- 
vanced countries  should  be  very,  very  concerned  about  the  prospect  of  the  merger 
of  terrorism  with  weapons  of  mass  destruction.'"^  For  example,  the  effective  use  of 
chemical  agents  instead  of  conventional  explosives  in  the  1991  terrorist  attack 
against  the  World  Trade  Center  would  have  totally  devastated  the  building's  occu- 
pants within  a  few  moments.^ 

'  Nicholas  D.  Kristof,  "Hundreds  in  Japan  Hunt  Gas  Attackers  After  8  Die:  Police  Tighten  Se- 
curity Steps  at  Stations,"  New  York  Times,  21  March  1995,  Al;  Lois  Ember,  "Tokyo  Subway  At- 
tack; Chemical  Weapon  Possible  Terrorist  Tool,"  Chemical  &  Engineering  News  (27  March 
1995)  6-7;  "Gas  Attacks  Renew  Fears  For  Japanese,"  Washingion  Post,  15  July  1995,  A20. 

-i  President  William  J.  Clinton,  Joint  Press  Conference  by  President  Clinton  and  President 
Boris  Yeltsin,  Moscow,  10  May  1995. 

••'See  Victor  A  Utgoff,  The  Challenge  of  Chemical  Weapons:  An  American  Perspective  (New 
York:  St.  Martin's  Press,  1991),  241-2.  See  also.  Anthony  H.  Cordesman,  "One  Half  Cheer  for 
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When  the  Soviet  Union  collapsed,  much  attention  was  given  to  the  possibility  that 
nuclear  weapons  or  their  components  could  find  their  way  into  the  wrong  hands. 
The  frightening  prospect  of  "loose  nukes"  prompted  Senators  Richard  Lugar  (R-Indi- 
ana)  and  Sam  Nunn  (D-Georgia)  to  launch  a  program  to  help  Russia,  Belarus, 
Ukraine,  and  Kazakhstan  secure  these  weapons  and  begin  safely  dismantling  their 
delivery  vehicles  according  to  treaty  requirements.  The  Cooperative  Threat  Reduc- 
tion (CTR)  program  got  off  to  a  slow  start  because  umbrella  agreements  had  to  be 
negotiated  with  the  former  Soviet  states  and  the  Defense  Department  had  to  award 
contracts  to  U.S.  companies  to  provide  the  appropriate  goods  and  services.''  How- 
ever, there  is  widespread  agreement  that  the  CTR  program  has  made  impressive 
strides  in  improving  the  security  of  former  Soviet  nuclear  weapons,  facilitating  the 
dismantlement  of  delivery  vehicles,  and  providing  assistance  and  opportunities  to 
enable  Russia's  nuclear  experts  to  apply  their  skills  to  peaceful  uses,  not  to  nuclear 
proliferators  or  terrorists. 

Perhaps  because  U.S.  policy  makers  have  been  so  preoccupied  with  addressing  the 
nuclear  agenda,  comparatively  little  thought  has  been  given  to  chemical  matters 
However,  it  is  prudent  to  examine  the  potential  for  theft  and  black  marketeering 
of  Russia's  chemical  weapons  given  Japan's  horrifying  encounter  with  chemical  ter- 
rorism. Nerve  agents,  including  VX,  sarin,  and  soman,  comprise  over  80  percent  of 
Russia  s  40,000  metric  ton  chemical  arsenal. ^  With  regard  to  Russia's  chemical 
weapons  storage  facilities,  Russian  Army  Chief  of  Staff  Gen.  Mikhail  Kolesnikov  re- 
cently described  the  security  measures  at  these  facilities  as  "inadequate,"  pointing 
out  that  the  chemicai  arsenal  is  "more  vulnerable  to  theft"  since  the  location  of  Rus- 
sia's seven  storage  facilities  has  become  a  matter  of  public  record.*^  This  information 
was  classified  until  mid-January  1994,  when  Rossiiskaya  Gazeta  published  the 
amount  and  types  of  chemical  agents  stored  at  each  site.''  Russia's  blister  agents- 
mustard  and  lewisite— are  stored  at  Gorny  and  Kambarka.  The  remaining  sites  are 
Kizner,  Leonidovka,  Maradykovsky,  Pochep,  and  Schchuche.  These  sites  store  most- 
ly nerve  agents,  such  as  VX,  sarin,  and  soman. 

Some  of  those  who  have  been  to  Russia's  chemical  weapons  storage  facilities  pro- 
vide a  disquieting  picture  regarding  the  security  of  the  sites.  The  following  para- 
graphs provide  a  general  description  of  the  security  provisions  that  appear  to  be  in 
place  at  four  of  the  seven  Russian  storage  sites. «  While  this  description  is  based  on 
first-hand  accounts,  some  caveats  must  be  attached  to  it.  First,  these  eyewitnesses 
may  not  have  noticed  all  of  the  security  measures  present.  Second,  Russian  officials 
may  have  purposefully  changed  their  practices  while  visitors  were  present  or  after 
they  left  to  protect  the  integrity  of  their  security  measures.  Third,  Russian  officiaLs 
may  have  controlled  the  visit  so  that  outsiders  saw  only  partial  views  of  the  facili- 
ties. Fourth,  the  differences  observed  in  security  from  one  site  to  another  may  be 
attributed  to  one  or  more  of  these  factors.  Finally,  these  accounts  may  be  biased  to- 
ward Western  security  practices. 

Security  for  chemical  weapons  has  three  basic  components:  physical  barriers  at 
a  particular  site,  human  controls/guards,  and  the  system  of  accountability    Ideally 
these  components  work  together  to  block  theft  from  outside  or  inside  the  facility' 
Physical  barriers  are  items  such  as  fences,  locks,  and  other  security  devices  in- 

l^L  ^^^,  Pitting  the  Chemical  Weapons  Convention  in  Military  Perspective,"  in  Ratifyine  the 
Chemical  Weapons  Convention,  ed.  Brad  Roberts  (Washington,  D.C.:  Center  for  Strategic  and 
International  Studies,  1994),  44. 

••Dunbar  Lockwood,  "Getting  Down  to  Business,"  Bulletin  of  the  Atomic  Scientists  51  no  1 
•J^^aryFebruary  1995):  12-3.  For  more  on  the  former  Soviet  nuclear  arsenal  and  the  evolution 

the  CTR  program,  see  Zachary  S.  Davis  and  Jason  D.  Ellis,  "Nuclear  Proliferation:  Problems 
in  the  States  of  the  Former  Soviet  Union,"  CRS  Issue  Brief  IB91 129  (Washington,  D.C  ■  Library 
ot  Congress,  Congressional  Research  Service,  28  June  1995);  Amy  F.  Woolf  and  Theodor  W 
Oaidi. 

s  About  70  percent  of  the  32,500  metric  tons  of  nerve  agent  in  Russia's  stockpile  is  in  air-deliv- 
ered munitionr,.  Walter  L.  Busbee,  "Now  for  the  Heavy  Lifting:  Destroying  CW  Stockpiles  in  the 
United  States  and  Russia,    in  Ratifying  the  Chemical  Weapons  Convention    111 

Russian  Security  Inadequate  for  Chemical  Weapons  Storage,"  Agence  France  Presse   2  Au- 
gust 1995. 

^Igor  Vlasov,  "Chemical  Splinters  in  Russia's  Body,"  Rossiskaya  Gazeta,  15  January  1994  3 
the  author  interviewed  people  who  had  visited  one  or  more  Russian  facilities,  asking  them 
about  security  measures  they  did  or  did  not  observe.  Those  interviewed  were  at  these  facilities 
'^.^^'■y'^g  periods  of  time,  from  hours  to  days.  Several  of  these  individuals,  who  had  different 
altiliations,  gave  descriptions  of  specific  sites.  The  author  has  elected  to  provide  a  general  de- 
scription, accompanied  by  examples,  without  identifying  the  particular  sites  involved.  She  would 
like  to  emphasize  that  no  one  who  spoke  with  her  revealed  classified  information  For  a  rare 
and  brief  public  account  of  a  U.S.  inspection  conducted  under  the  Wyoming  Memorandum  of  Un- 
derstanding, see  Joseph  D.  Richard,  "Team  Morris'  Inspects  Russia's  Pochep  Facility  "  On-Site 
/nsi^ftts  6,  no.  8  (September  1994):  4-5. 
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tended  to  deter  an  attack  against  a  facility  or  impede  the  attackers  until  guards  can 
respond.  Guards  at  a  facility  control  access  to  the  compound,  monitoring  the  perim- 
eter and  checking  vehicle  and  pedestrian  traffic  to  prevent  unauthorized  personnel 
from  entering.  If  the  physical  security  at  a  facility  were  to  be  breached,  it  is  the 
responsibility  of  these  troops  to  respond,  engage,  and  fend  off  attackers.  The  system 
of  accountability  entails  the  procedures  that  a  nation  uses  to  keep  track  of  chemical 
weapons  in  the  inventory  and  the  chemical  agent  in  bulk  storage  at  various  sites. 

PHYSICAL  SECURITY  AT  RUSSIAN  CHEMICAL  WEAPONS  STORAGE  SITES 

In  general,  outsiders  who  have  been  to  Russian  chemical  weapons  storage  facili- 
ties characterize  the  security  at  these  sites  as  similar  to  the  measures  commonplace 
at  U.S.  storage  facilities  in  the  1950s.  Since  then,  the  United  States  has  switched 
to  an  approach  that  employs  significant  physical  barriers,  intruder  alarms,  and 
other  electronic  sensors  monitored  from  a  central  security  control  room.^  In  contrast, 
Russian  chemical  weapons  storage  facilities  have  the  bare  basics  of  physical  security 
for  a  sensitive  military  site — multiple  exterior  fences,  storage  buildings,  and  pad- 
locks, lo 

One  of  the  storage  sites  visited  was  a  stand-alone  facility,  but  the  others  were  in- 
side or  collocated  with  a  larger  military  compound. ^^  Normally,  the  chemical  weap- 
ons storage  area  had  different  entrances  for  pedestrians,  road  vehicles,  and  railroad 
cars.  At  two  sites,  a  two-gate  entrapment  system  was  used  at  the  main  entry. 
Guards  were  present  at  the  main  gates  at  all  facilities. ^^  Railroad  entrances — 
padlocked  double-opening  fences  were  observed — did  not  appear  to  be  guarded. '^ 
More  than  one  individual  observed  that  the  railroad  tracks  into  the  restricted  chem- 
ical storage  area  were  rusted,  with  grass  overgrowing  the  tracks,  and  did  not  look 
like  they  had  been  used  in  a  long  time.i^  At  one  facility  that  was  adjacent  to  an- 
other compound,  an  unguarded  gate  in  the  fence  separating  the  two  areas  could  be 
seen.^""' 

Different  combinations  of  fences  are  used  for  perimeter  security  at  Russian  chemi- 
cal weapon  storage  sites.  Some  fences  were  chain-link,  some  were  barbed  wire,  and 
some  were  apparently  electrified.  Two  concentric  exterior  fences  were  erected  at 
some  sites,  three  or  four  fence  lines  at  others.  Some  fences  were  in  good  repair,  oth- 
ers appeared  to  be  poorly  maintained.  At  one  site  where  the  storage  facility  was  in- 
side a  larger  compound,  a  wall,  approximately  eight  feet  high,  had  been  erected 
around  the  chemical  weapons  storage  area.^^  One  interviewee  described  the  outer 
fencing  as  "tall  cattle  fences."^''  The  zone  between  the  innermost  and  outermost 
fences  was  cleared  and  well-maintained  at  some  sites,  allowing  for  foot  or  vehicle 
patrols.  In  some  cases,  a  clear  zone  was  established  outside  the  outermost  fence  and 
a  worn  path  indicating  perimeter  patrols  was  evident.  In  other  cases,  the  outermost 
fence  was  directly  adjacent  to  a  village  or  wooded  area,  and  the  direction  of  the  ob- 
served paths  indicated  pedestrian  traffic  to  and  from  a  nearby  village,  not  perimeter 
guard  activities.  18  According  to  one  individual,  at  one  site  "there  had  been  clear 
zones,"  but  this  area  was  not  well-maintained. ^^  At  two  sites,  perimeter  lights  along 
the  fence  line  were  seen,  but  the  lights  were  few  in  number  and  did  not  appear  to 
be  well-maintained. 20  Perimeter  lights  were  not  observed  at  the  other  facilities. ^i  No 


9  Interviews  by  author,  28  July  1995,  31  July  1995,  and  11  August  1995. 

lointerviews  by  author,  28  July  1995,  31  July  1995,  11  August  1995,  21  August  1995,  30  Au- 
gust 1995,  31  August  1995,  18  September  1995. 

II  Interviews  by  author,  28  July  1995,  31  July  1995,  31  August  1995,  18  September  1995.  Ac- 
cording to  Representative  Glen  Browder  (D-Alabama),  family  housing  units  were  inside  the  larg- 
er military  compound  at  one  storage  site,  with  children  playing  nearby  the  restricted  chemical 
storage  area.  Interview  with  Congressman  Glen  Browder,  Washington,  D.C.,  14  September  1995. 

'•^Interviews  by  author,  28  July  1995,  31  July  1995,  31  August  1995,  18  September  1995.  At 
one  of  the  entries  to  the  restricted  area  at  one  site,  the  guard  was  inside  a  plexiglass  booth 
and  pedestrians  had  to  pass  through  a  turnstile.  Interview  by  author,  21  August  1995.  In  a  two- 
gate  entrapment,  entering  vehicles  are  stopped  between  the  outer  and  inner  gates,  while  the 
guard  checks  identification  prior  to  opening  the  inner  gate. 

'■'Interviews  by  author,  31  July  1995,  21  August  1995,  31  August  1995,  18  September  1995. 

'■•Interviews,  28  July  1995,  11  August  1995. 

'•''Interview  by  author,  31  August  1995. 

'"Interviews  by  author,  28  July  1995,  31  July  1995,  11  August  1995,  21  August  1995,  31  Au- 
gust 1995,  18  September  1995. 

'''Interview  by  author,  18  September  1995. 

'^Interviews  by  author,  11  August  1995,  21  August  1995,  31  August  1995. 

'^Interview  by  author,  18  September  1995. 

■^"Interviews  by  author,  28  July  1995,  31  July  1995,  31  August  1995 

2' Interviews  by  author,  11  August  1995,  21  August  1995,  18  September  1995. 
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electronic  security  devices,  such  as  closed-circuit  or  low-light  TV  cameras,  were  ob- 
served on  or  near  the  exterior  fences. 22 

Some  storage  buildings  were  constructed  with  cement  blocks  and  had  wooden  or 
steel-faced  doors. 2a  Others  were  made  only  of  wood  and  had  wooden  doors  and  win- 
dows with  bars.  The  roofs  of  these  buildings  were  often  made  of  tile  or  wood.  At 
one  site,  holes  could  be  seen  in  the  roof,  but  at  other  sites,  the  buildings  were  well- 
maintained.  The  buildings  at  one  facility  had  just  been  reroofed.24  Several  people 
mterviewed  observed  nothing  other  than  a  single-key  padlock  on  the  doors  to  stor- 
age buildings. 25  At  one  sight,  the  doors  to  storage  buildings  had  an  additional  bar 
across  the  door  required  a  separate  device  or  key  to  unlock,  but  the  lower  section 
of  these  doors  had  unsecured  lift-up  "dog  doors"  used  for  first-entry  monitoring. 
Given  the  "material  of  construction  and  the  kinds  of  locks  they  used,  it  was  nothing 
that  a  locksmith  couldn't  defeat,"  said  one  interviewee.26  Intruder  detection  de- 
vices—probably a  circuit-breaker  mechanisms— were  observed  on  the  doors  to  indi- 
vidual storage  buildings  at  second  site  and  possibly  at  a  third. 2?  No  one  recalled 
electronic  or  other  intruder  detection  sensors  on  the  other  openings  to  these  build- 
ings (e.g.,  windows). 28 

Inside  these  buildings,  munitions  were  kept  in  racks,  similar  to  the  storage  of 
wine  bottles,  or  stacked  horizontally  on  wooden  pallets.  Bulk  storage  drums  were 
elevated  on  beams  to  facilitate  monitoring  for  corrosion  or  a  clean-up  effort  in  the 
event  of  a  leak.29  Smaller  items,  like  munitions  and  storage  drums  were  numbered 
most  likely  with  production  lot,  not  serial,  numbers. 3°  Missile  warheads  also  ap- 
peared to  be  marked  with  production  lot  numbers.  Each  warhead  had  its  own  num- 
bered storage  container.^i  At  one  site,  caged  birds  were  kept  inside  the  cement  stor- 
age buildings— a  time-tested  method  of  detecting  whether  chemical  agent  is  present. 
The  death  of  the  bird  is  a  likely  indicator  of  a  leaking  weapon  or  container.32 

The  munitions  and  bulk  storage  containers  observed  were  well-maintained  in 
good  to  excellent  condition.33  As  Congressman  Glen  Browder  (D-Alabama)  reported 
after  a  visiting  a  Russian  storage  site  in  1994,  "The  chemical  shells  and  warheads 
which  we  inspected  appeared  to  be  in  good  condition,  having  been  manufactured  be- 
tween the  early  1950s  and  mid-1980s,  and  were  battiefield-ready."34 

Interviewees  did  not  observe  physical  barriers,  such  as  an  large  obstacle  that 
would  have  to  be  moved,  in  front  of  storage  building  doors.  Nor  were  tamper  detec- 
tion seals  seen  on  any  storage  building  doors.35  Seals  were  used  sporadically  at 
some  sites,  apparently  not  at  all  at  others.  For  example,  the  large  50-cubic  meter 
storage  tanks  and  storage  drums  were  scaled  at  one  site,  but  at  another,  these  large 
storage  tanks  apparently  were  not  sealed.  The  containers  for  missile  warheads  were 
sealed  at  one  site,  but  the  other  items  there  were  not  sealed.  The  seals  that  were 


!  ?oa7'oT^^^  ^''^^°'''  ^^  •^"•y  ^^^^'  31  July  1995,  11  August  1995,  21  August  1995,  30  Au- 
gust 1995,  21  August  1995,  18  September  1995,  Browder  did  not  observe  any  electronic  surveil- 
lance or  intruder  detection  equipment  at  one  site.  Interview  with  Browder,  14  September  1995 

."^alTV^^^y  ^''^^'"■'  ^^  -^"^y  ^^^^'  31  July  1995,  11  August  1995,  21  August  1995,  31  Au- 
gust 1995,  18  September  1995.  Some  of  the  cement  block  buildings  at  one  site  had  large  open- 

28^JurS™^^^     ^         ^^  ^  ^^^^'  ^^^^  '^^''^  covered  by  a  wire  mesh  grill.  Interview  by  author, 

temb^r  ^199r^  ^^  ^"''^°'^'  ^^  "^"^^  ^^^^'  ^^  '^"'^  ^^^^'  ^^  ^"^^*  ^^^^'  ^^  ^""^^^  ^^^^'  ^^  ^^P' 
"Interviews  by  author,  31  July  1995,  11  August  1995,  21  August  1995,  30  August  1995. 
^••Interview  by  author,  18  September  1995. 

27Interview  by  author,  28  July  1995.  At  one  site,  an  individual  saw  what  might  have  been 
a  roller  or  switch  on  the  door,  but  could  not  be  certain  that  that  was  the  case.  The  accompanying 
soldier  did  telephone  someone  before  unlocking  the  door  to  enter  the  building.  Interview  by  au- 
thor, 31  August  1995. 

28  Browder  did  not  observe  any  electronic  surveillance  or  intruder  detection  equipment  at  one 
site.  Interview  with  Browder,  14  September  1995.  Nor  did  others  observe  such  devices  on  stor- 
toL  oT^a"''  '^.^Anr^o'i'^i"^^-  Interviews  by  author,  28  July  1995,  31  July  1995,  11  August 
1995   21  August  1995,  30  August  1995,  18  September  1995 

Interviews  by  author,  31  July  1995,  11  August  1995,  21  August  1995,  18  September  1995 

tembe^'r  199^^  °'''  ^^  "^"'^  ^^^^'  ^^  '^"'^  ^^^^'  ^^  ^"^^*  ^^^^'  ^1  August  1995,  18  Sep- 

3'  Interviews  by  author,  31  August  1995,  18  September  1995 
32  Interview  by  author,  31  July  1995 

cn'f\''QQ^'?^o^^/"u^°''',^£'^"'y  ^^^^'  31  July  1995,  11  August  1995,  21  August  1995,  31  Au- 
gust iy95,  18  September  1995. 

A  ^^^Pc  ^^^"  Browder,  Memorandum  to  Representative  Ronald  V.  Dellums,  Chairman    House 

Armed  Services  Comniittee,  "July  3-10  Codel  to  Concerning  Chemical  Weapons,"  25  Jul'y  1994 

35 Interviews  by  author,  31  July  1995,  11  August  1995,  31  August  1995,  18  September  1995' 
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observed  were  wire-loop  or  lead  seals  that  were  dated  and  numbered.  Ostensibly, 
either  the  seal  has  to  be  broken  or  the  wire  cut  to  open  them.^^ 

GUARDS  AND  ACCOUNTABILITY  AT  RUSSIAN  CHEMICAL  WEAPONS  STORAGE  SITES 

Physical  security  aside,  more  than  one  individual  interviewed  dwelled  on  the 
human  component  of  security  at  Russia's  chemical  weapons  storage  facilities.  As 
noted,  main  gates  were  guarded  and  the  identification  of  visitors  was  checked  before 
they  were  allowed  to  enter.  Visitors  were  issued  badges.-'^  Armed  perimeter  patrols 
were  seen  at  some  sites,  but  not  at  others.  Guards  were  not  stationed  at  individual 
storage  buildings  at  the  time  that  visitors  were  there.  The  troops  encountered  were 
courteous  and  well-disciplined.  Morale  was  good;  these  soldiers  did  not  appear  to  be 
discontent.-'**  One  individual  observed  that  there  were  "No  signs  of  things  falling 
apart  around  the  seams,"  but  another  noted  that  one  site  was  poorly  maintained.-*^ 
Soldiers  had  expressed  concerns  about  "bandits"  in  the  area,  recalled  one 
interviewee. ■^^ 

Following  Soviet  precedent  for  tracking  the  whereabouts  of  weapons,  the  soldiers 
at  these  facilities  use  a  "personalized"  system  of  accountability.  Officers  are  person- 
ally responsible  for  the  chemical  weapons  stored  within  a  given  number  of  buildings, 
usually  one  to  five  buildings.  With  smaller  items  such  as  artillery  shells,  this  means 
that  a  single  officer  can  be  responsible  for  hundreds  of  weapons.  If  something  is 
missing,  this  officer  is  held  accountable.  Written  records  are  kept,  and  the  location 
of  munitions  or  drums  is  noted  on  a  planograph  or  a  diagram  of  the  building's  con- 
tents. A  computer  database,  however,  is  not  used."*^ 

At  some  sites,  soldiers  stated  that  they  entered  storage  buildings  frequently,  even 
on  a  daily  basis,  for  maintenance  and  inventory  activities. '^^  Such  statements  could 
not,  of  course,  be  confirmed.  However  some  individuals  witnessed  inventory  and 
maintenance  procedures.  For  example,  racks  of  munitions,  stacked  from  the  floor  to 
the  ceiling,  were  painstakingly  inventoried,  as  were  rows  of  storage  drums.  Results 
were  recorded  on  the  aforementioned  planograph.'*^  Soldiers  used  a  15-foot  long  dip- 
stick to  measure  the  level  of  agent  in  the  50-cubic  meter  storage  tanks.  They  also 
conducted  an  analysis  of  the  contents  to  ascertain  the  concentration  of  key  chemi- 
cals. To  prevent  the  rupture  of  storage  drums,  it  is  standard  Russian  procedure  to 
open  these  drums  periodically  to  relieve  the  gas  pressure  that  builds  up  inside.  Stor- 
age drums,  tanks,  and  munitions  were  checked  for  signs  of  disrepair  or  corrosion.'''* 

EVALUATING  THE  SECURITY  OF  RUSSIA'S  CHEMICAL  ARSENAL 

In  some  respects,  the  security  measures  described  above  do  not  appear  to  be  too 
far  out  of  order.  Thieves  cannot  just  walk  off  with  a  50-cubic  meter  tank  full  of 
chemical  agent. '•^  Racks  of  artillery  shells  are  placed  so  close  together  that  it  would 
be  difficult  to  maneuver  lifting  equipment  inside  the  building  to  cart  off  several 
racks  of  artillery  shells.''^  Some  storage  sites  are  a  restricted  area  inside  of  a  larger 
military  compound,  which  would  make  it  more  difficult  to  violate  security.  In  other 
words,  the  way  that  Russian  chemical  weapons  and  bulk  agent  are  stored  creates 
some  built-in  security  features. 

In  other  instances,  this  account  raises  some  grave  concerns,  especially  for  those 
who  are  familiar  with  routine  security  procedures  at  sensitive  U.S.  military  sites. 
By  U.S.  standards,  Russian  chemical  weapon  storage  facilities  unquestionably  ap- 
pear to  be  vulnerable  to  attack  from  outside  and  theft  from  within.  In  the  discussion 
that  follows,  apparent  shortfalls  are  identified  and  possible  scenarios  for  foul  play 
are  raised.  General  U.S.  standards  of  physical  security  and  accountability  practices 
are  presented  as  a  point  of  comparison. 


36  Interviews  by  author,  28  July  1995,  31  July  1995,  11  August  1995,  18  September  1995. 

37  Interviews  by  author,  31  July  1995,  21  August  1995,  31  August  1995,  18  September  1995. 

38  Interviews  by  author,  28  July  1995,  31  July  1995,  11  August  1995,  21  August  1995.  At  one 
site,  the  enlisted  soldiers  were  "run-of-the-mill,"  not  the  type  of  soldier  that  would  be  assigned 
to  guard  sensitive  military  facilities  in  the  West.  The  officers  were  "clearly  disgruntled  at  having 
to  open  the  facility"  to  outsiders.  Interview  by  author,  18  September  1995.  In  contrast,  Browder 
noted  that  inside  the  chemical  weapons  storage  section,  his  hosts  were  quite  open  to  having  him 
look  around  the  site.  Browder,  interview  by  author,  14  September  1995. 

3^  The  first  comment  was  made  in  an  11  August  1995  interview;  the  second  in  a  18  September 
1995  interview. 
'"'Interview  by  author,  31  August  1995. 
■«i  Interviews  by  author,  30  August  1995,  31  August  1995. 
"^Interviews  by  author,  31  July  1995,  30  August  1995. 
''3  Interviews  by  author,  31  July  1995,  31  August  1995. 
''■'Interviews  by  author,  31  July  1995,  11  August  1995. 
''"'Interview  by  author.  11  August  1995. 
'"'Interview  by  author,  21  August  1995. 
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Shortcomings  in  the  physical  security  were  readily  apparent  at  the  Russian  stor- 
age facilities  visited.  For  example,  perimeter  fences  lacked  electronic  sensors  and  in- 
trusion detection  devices.  In  the  absence  of  well-maintained  clear  zones  and  perim- 
eter lighting,  attackers  have  more  cover  for  a  stealthy  approach.  Railroad  entrances 
at  these  facilities  could  be  a  particularly  egregious  breach  of  perimeter  security 
since  they  were  apparently  unguarded  and  secured  only  with  a  single-key  padlock  ^^ 
Single-key  padlocks  were  frequently  the  only  visible  barrier  to  entrance  at  individ- 
ual storage  buildings.  Additional  physical  barriers  were  not  seen.  In  the  majority 
of  cases,  intrusion  detection  devices  apparentiy  were  not  instailed.""  A  lone  padlock 
on  any  door,  especially  a  wooden  door,  is  hardly  an  impediment  to  thieves  or 
attackers.  At  the  one  site  where  storage  tanks  and  drums  were  sealed  the  tech- 
nology used  was  not  tamper-proof''^ 

These  measures  fall  far  short  of  the  physical  security  at  U.S.  chemical  weapons 
storage  sites.  For  example,  two  continuous  lines  of  intrusion  detection  sensors  as 
well  as  imaging  systems  (e.g.,  closed-circuit  TV,  radar,  and  infrared  detectors)  but- 
tress perimeter  fencing,  lighting,  and  clear  zones.  Where  appropriate  vehicle  bar- 
riers such  as  concrete  blocks,  ditches,  and  posts  embedded  in  the  ground  are  situ- 
ated to  prevent  vehicles  from  crashing  gates  or  fences.  In  addition,  huge  concrete 
blocks  are  placed  immediately  in  front  of  the  entrance  of  U.S.  bulk  storage  build- 
mgs,  which  are  built  of  concrete  and  sometimes  also  bermed.  These  so-called  "King 
lut  blocks  are  so  heavy  that  a  forklift  must  remove  them  to  enable  access  US 
regulations  require  that  two  soldiers  be  present  to  open  a  storage  building  Each  has 
possession  of  a  separate  key  to  unlock  one  of  the  two  high-security  padlocks  on  the 
door.  When  entry  occurs,  at  least  one  other  soldier  will  be  alerted.  Balanced  mag- 
netic switches  or  other  intrusion  detection  sensors  are  placed  on  all  doors  windows 
and  movable  openings  of  U.S.  storage  buildings.  These  sensors,  which  are  tamper- 
protected  automatically  notify  the  security  control  center,  which  is  manned  24 
hours  a  day,  of  intrusions  of  perimeter  and  individual  building  security  ^o  Table  1 
compares  the  security  measures  generally  practiced  at  U.S.  storage  sites  with  the 
physical  security  observed  at  some  Russian  storage  sites. 

Of  the  physical  security  at  Russian  chemical  weapons  storage  sites  one 
interviewee  characterized  it  as  suitable  "to  keep  an  honest  man  out,"  another  as  "ru- 
dimentaij.  -1  A  much  harsher  assessment  was  offered  by  another  individual  who 
concluded  'You  could  really  walk  into  that  place  without  any  problem  "52  Browder 
observed  that  "Their  facilities  were  not  as  secure  as  ours,  especially  regarding  phys- 
ical security^  53  Yet  another  person  acknowledged  the  shortcomings  in  physical  se- 
curity, but  thought  that  Russia's  chemical  weapons  are  probably  "secure  as  long  as 
the  people  who  are  guarding  them  want  them  to  be  safe." 54  This  statement  brings 
up  a  different  set  of  concerns  related  to  the  Russian  system  of  accountability  and 
potential  problems  among  Russian  troops  and  chemical  weapons  experts. 

A  fair  amount  of  Russia's  chemical  agent  is  in  bulk  storage  containers  One  is  not 
counting  munitions  as  much  as  tons  of  agent.  While  measurements  from  large  stor- 
age tanks  provide  a  rough  idea  of  how  much  agent  is  there,  these  circumstances 

^Hnterviews  by  author,  21  August  1995,  30  August  1995,  31  August  1995 
49^"  f'^,'!u^  ^y  author,  11  August  1995,  21  August  1995,  31  August  1995' 
««..lTLfi  "^""^  '°°P  ""  le^l  seals  without  detection,  the  thief  would  need  to  replicate  the 

1970s  Fhl?nnL^  '°'P"'''  """r  ^^^,  '^^^  This  type  of  sealing  technology  was  common  in  the 
Jqq?  Anofhl^  '  hamper-proof  seals  can  now  be  readily  obtained.  Interview  by  author,  28  July 
Jtrifif^^'^°''  u°^u'^  ^^^l  ^^^  Russians  also  use  a  "primitive"  string  Ld  clay  pot  seal 
rethreiH?n/f hi  f  ■'  "^^^u^  '^u  ^u  ^^r^^''  ^l  un-threadmg  the  string  to  gain  access  and  then 
nnln^  il^^  ^  K1  i"f  ^*"'°"1^  the  clay  m  the  pot.  As  noted,  much  more  advanced  seal  tech- 
nology IS  available.  Interview  by  author,  30  August  1995 

DC  Tii'm^^i!rr?u''T''''^  ^^^f  ^'',".'^y  P'-°Sram,  Army  Regulation  190-59  (Washington, 
1995  ?i^ir^«riQq^  -^fr^'  ^J  i^^f  k^^u*'-  ^^^'  1^^^-  3^-  Interviews  by  author,  11  Augus 
nr;r.'i5=  f  1 1^  ^  f  t't  1^  1"^^^  l^^^'  ^^^"  documents  that  stipulate  the  security  and  safety 
LtlnnTJfi  ^r\^*  }1^  *=^^/?'*=?^  weapons  storage  sites  include  Chemical  Surety.  Army  Regu 
rlZ,  ^A  'Washington  DC.:  Department  of  the  Army,  12  November  \9m-  Safely:  Toxic 
Chemical  Agent  Safety  Standards  Ps^mpMet  385-61  (Washington,  D.C.:  Department  of  the 
unf^nn  nnTr  ^,  being  revised);  Medical  Seruices:  Occupational  Health  Guidelines  for  the  Eval- 
'if'°'lf"^.Control  of  Occupational  Exposure  to  Mustard  Agents  H,  HD,  and  HT,  Pamphlet  40- 
/,nL/  W  5T^"' Pr  ■  D^artment  of  the  Army,  30  August  1991);  Medical  Services-  Occupa- 
ZeZ,CArn''^n'^'J^/^n^r  ^valuation  and  Control  of  Occupational  Exposure  to  Nerve 
Agents  GA,  GB    GD   and  VX  {Washington,  D.C.:  Department  of  the  Army,  4  December  1990) 

51  Interview  by  author,  11  August  1995,  18  September  1995 

''''Interview  by  author,  21  August  1995. 

53  Interview  with  Browder,  14  September  1995 

54  Interview  by  author,  28  July  1995. 
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could  present  an  accountability  problem.^^  Chemical  agents  are  not  stable  and  tend 
to  deteriorate  gradually.  Unless  the  seals  on  these  tanks  are  tamper-proof  and  daily 
measurements,  both  of  quantity  and  quality,  are  taken  and  cross-checked  by  individ- 
uals that  are  not  within  the  immediate  chain  of  accountability,  it  would  be  difficult 
in  the  event  of  a  discrepancy  to  tell  whether  chemical  agent  leaked  or  was  stolen. 
In  other  words,  there  did  not  appear  to  be  significant  obstacles  to  prevent  someone 
from  systematically  skimming  small  quantities  of  agent  out  of  bulk  storage  contain- 


ers 
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Moreover,  the  soldiers,  not  the  ofTicer  accountable,  are  apparently  conducting  the 
inventory  and  maintenance  chores.  Therefore,  another  possibility  is  that  with  so 
many  munitions,  a  number  of  artillery  rounds  could  disappear  before  the  officer  in 
charge  might  notice.-^''  What  is  not  known  at  this  point  is  what  procedures,  if  any, 
the  Russian  military  has  for  cross-checking  these  records.  If  inventory  records  are 
not  routinely  and  randomly  cross-checked  by  others  outside  the  immediate  unit  and 
facility  where  accountability  in  the  Russian  system  apparently  rests,  it  would  not 
be  a  great  challenge  for  one  or  more  soldiers  to  falsify  these  records.  In  short,  theft 
appears  to  be  possible  if  Ivan,  the  individual  soldier,  is  so  inclined;  if  a  colleague 
and  Ivan  conspire;  or  if  an  outsider  coopts  or  disables  Ivan. 

In  contrast,  accountability  at  U.S.  storage  facilities  is  institutionalized,  collective, 
and  computerized.  U.S.  storage  igloos  and  bunkers  are  infrequently  opened  for  ran- 
dom inventory  and  maintenance  activities.  When  a  soldier  engages  in  maintenance 
chores  or  takes  an  inventory  count,  his  work  is  double-checked  and  cross-checked 
by  others  to  ensure  its  accuracy.  A  written  planograph  and  computerized  records  are 
updated  accordingly.  These  records  account  for  the  number  and  type  of  munitions 
in  each  bunker  and  at  each  storage  facility.  Munitions  are  tracked  by  serial  number 
and/or  production  lot  number.  Officials  at  a  central  record  keeping  unit  in  Rock  Is- 
land, Illinois,  also  review  this  data.  The  commanding  officer  here  is  the  individual 
accountable  for  the  U.S.  chemical  weapons  inventory.  Units  from  this  central  com- 
mand are  randomly  sent  to  the  eight  storage  depots  in  the  United  States  to  check 
the  accuracy  of  these  records. ^^ 

In  all  fairness,  U.S.  security  and  accountability  at  U.S.  chemical  storage  facilities 
are  not  perfect.  Furthermore,  U.S.  newspapers  often  describe  breaches  in  security 
or  acts  of  vandalism  at  U.S.  regular  military  bases.  Problems  also  occur  with  the 
reliability  of  the  military  personnel  at  sensitive  U.S.  facilities.  The  armed  services 
do  no  publicize  such  incidents  because  they  are  embarrassing  and  detract  from  pub- 
lic confidence  in  the  safety  of  the  military  bases  in  their  midst.  At  U.S.  chemical 
weapons  storage  sites,  disgruntled  soldiers — "the  Timothy  McVeighs  of  this  world," 
as  one  interviewee  put  it — could  be  among  the  personnel.  However,  because  of  the 
redundancies  in  the  U.S.  physical  security  and  in  the  system  of  accountability,  a 
malcontent  would  have  to  recruit  others  in  different  units  in  order  to  defeat  the 
physical  security  and  the  system  of  accountability.  The  odds  of  an  insider  success- 
fully stealing  chemical  agent  or  munitions  from  a  U.S.  facility  without  being  caught 
somewhere  along  the  way  are  quite  low.^^ 

One  must  also  understand  that  the  redundancy  and  technical  sophistication  that 
gird  the  physical  security  and  accountability  at  U.S.  chemical  weapons  storage  sites 
did  not  appear  overnight.  For  instance,  U.S.  recordkeeping  has  been  computerized 
to  some  extent  for  a  long  time  and  has  gradually  improved  to  make  the  records 
more  specific.  Also,  it  was  not  that  long  ago  that  rabbits  were  kept  in  U.S.  storage 
bunkers  to  indicate  whether  the  munitions  within  had  leaked.  What  may  be  viewed 
as  old-fashioned  methods  are  nonetheless  proven  and  work  well. 

Some  of  the  fundamental  differences  in  apparent  Russian  and  U.S.  security  provi- 
sions are  due  to  the  nature  of  the  respective  Russian  and  American  chemical  weap- 


^^  Interview  by  author,  8  August  1995. 

5fi  Interviews  by  author,  28  July  1995,  30  July  1995. 

57  Interviews  by  author,  21  August  1995,  30  August  1995,  31  August  1995. 

5«  Interviews  by  author,  7  September  1995,  30  August  1995,  and  31  August  1995.  The  arsenal 
at  a  ninth  U.S.  facility,  on  Johnston  Island  in  the  Pacific  Ocean,  is  currentiy  being  destroyed. 
The  one-ton  bulk  storage  tanks  present  at  some  U.S.  facilities  are  sealed  and  occasionally 
weighed  to  ascertain  whether  any  agent  is  missing. 

•^^  Interview  by  author,  30  August  1995.  Note  that  there  have  been  numerous  threats  of  terror- 
ist use  of  chemical  weapons,  including  one  instance  in  1975  where  53  canisters  of  the  blister 
agent  mustard  were  stolen  from  a  U.S.  chemical  weapons  storage  facility  in  West  Germany.  The 
terrorists,  probably  associated  with  the  Baader-Meinnof  gang,  did  not  carry  out  their  threat  and 
some,  but  not  all  of  the  stolen  agent  was  recovered.  In  another  example,  a  neo-Nazi  skinhead 
group  had  plans  in  1992  to  kill  children  in  a  Dallas  Jewish  day-care  center  using  cyanide.  For 
a  listing  of  reported  threats,  possession,  and  use  of  chemical  agents  for  terrorist  purposes,  see 
Ron  Purver,  Chemical  and  Biological  Terrorism:  The  Threat  According  to  the  Open  Literature 
(Toronto:  Canadian  Security  Intelligence  Service,  June  1995),  82,  84-5.  See  also  Robin  Wright, 
"Many  Nations  Seen  Vulnerable  to  Poison  Use,"  Los  Angeles  Times,  21  March  1995,  1. 
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ons  stockpiles.  For  instance,  many  U.S.  chemical  weapons  such  as  the  M-55  rocket 
are  "full-up,"  with  the  explosives  and  propellents  inside  the  munition.  U.S.  storage 
buildings  are  therefore  built  to  withstand  an  explosion  of  high  explosives  and  to  con- 
tain the  chemical  agent.  The  explosives  and  propellents  for  Russian  chemical  weap- 
ons are  reportedly  stored  apart  from  the  part  of  the  munition  that  contains  the 
chemical  agent.  Since  there  is  less  inherent  danger  for  an  explosion  within  a  Rus- 
sian chemical  weapons  storage  building,  there  is  not  a  pressing  safety  requirement 
for  especially  sturdy  storage  buildings. 

As  for  some  of  the  noticeable  disparities  related  to  accountability,  the  current  Rus- 
sian system  is  manpower-intensive  largely  because  the  Soviet  Union  could  command 
significant  human  resources  for  a  task.  The  officers  in  charge  of  Russia's  chemical 
facilities  are  simply  following  precedent.  The  U.S.  approach  to  accountability  grew 
out  of  necessity.  U.S.  bunkers  are  tightly  secured  and  not  entered  as  frequently  be- 
cause as  the  U.S.  stockpile  aged,  more  leaks  occurred.^"  In  other  words,  the  United 
States  battened  down  the  hatches  and  switched  to  a  system  of  quarterly  storage 
monitoring  inspections  and  random  checks  initially  for  personnel  and  public  safety 
reasons. 

However,  with  a  personalized  system  of  accountability  and  minimal  physical  bar- 
riers, there  appear  to  be  some  gaps  in  security  at  Russian  facilities.  Moreover,  as 
one  interviewee  pointed  out,  the  storage  sites  are  a  long  way  from  Moscow  and  the 
borders  of  the  former  Soviet  Union  are  becoming  increasingly  porous.  "Sooner  or 
later,  someone  will  make  [the  soldiers  at  these  sites]  a  better  offer  than  Moscow 
does.  If  something  was  missing,  it  is  likely  to  be  an  inside  job."  ^^  With  Russia's  ail- 
ing economy  and  the  limited  resources  now  available  to  the  Russian  armed  forces, 
the  potential  thus  exists  for  insider  theft  and  black  marketeering  for  personal  eco- 
nomic gain. 62  Wayward  political  affiliations  could  also  be  the  motivating  factor  be- 
hind an  inside  theft  from  a  Russian  chemical  weapons  facility. 

If  such  an  incident  were  to  occur,  another  concern  raised  was  the  preparedness 
of  Russian  authorities  to  respond.  Do  local  military  units  and  national  authorities 
routinely  assess  the  security  vulnerabilities  of  these  facilities?  Do  they  have  recov- 
ery plans  and  the  equipment  to  execute  them?  Do  they  conduct  training  exercises 
to  practice  the  recovery  of  chemical  weapons?  How  quickly  can  Russian  authorities 
mobilize  to  respond?  ^3  At  this  point,  the  answers  to  such  questions  are  not  known. 

Some  might  ask  why  anyone  would  bother  to  steal  Russian  chemical  weapons 
when  chemical  agents  are  not  that  difficult  to  make,  compared  to  a  nuclear  device. 
The  ingredients  and  equipment  are  commercially  available,  and  the  formulas  for 
many  chemical  agents  are  common  scientific  knowledge. 6"*  Of  course,  it  has  always 
been  difficult  to  predict  what  disturbed  workers,  rebels,  or  terrorists  will  do,  but 
those  who  want  to  inflict  the  most  serious  harm  may  seek  military-strength  chemi- 
cal agent.  Terrorists  may  be  able  to  concoct  a  chemical  agent,  but  it  as  not  as  easy 
as  some  might  believe  to  make  highly  eflective  chemical  agent.  For  instance,  evi- 
dence indicates  Aum  Shinrikyo's  chemists  were  unsuccessful  in  their  attempts  to 


60  From  1983  to  1994,  there  were  1,862  leaks  within  the  U.S.  stockpile.  U.S.  Army  Chemical 
Demilitarization  and  Remediation  Activity,  Annual  Status  Report  on  the  Disposal  of  Lethal 
Chemical  Weapons  and  Materiel  (Department  of  the  Army,  15  December  1994),  37. 

61  Interview  by  author,  28  July  1995. 

62  During  a  report  on  French  television  showing  an  image  of  Saratov,  a  reporter  intoned,  "You 
can  get  in  here  almost  at  will.  But  it  ought  to  be  one  of  the  best  guarded  places  in  Russia,  one 
of  the  six  or  seven  storage  centers  for  thousands  of  tonnes  of  toxic  gas  formerly  produced  by 
the  Soviet  Union.  .  .  .  Everything  leads  one  to  believe  that  the  least  self-respecting  terrorist 
would  have  no  difficulty  in  hold  of  a  few  liters.  Here  everything  is  for  sale  and  everything  can 
be  bought."  "Official  On  Availability  of  Chemical  Weapons  in  Russia,"  France-2  Television  Net- 
work, 21  March  1995,  FBIS  Translation.  Saratov  is  actually  a  military  academy,  where  training 
of  Russia's  chemical  troops  occurs,  not  one  of  Russia's  chemical  weapons  storage  facilities.  The 
equivalent  in  the  United  States  is  Ft.  McClellan  in  Alabama. 

63  Interview  by  author,  31  August  1995.  In  a  related  readiness  issue,  Browder  noted  that  the 
preparedness  of  Russian  soldiers  to  respond  to  an  accident  or  incident  with  chemical  weapons 
appeared  to  be  meager.  Interview  with  Browder,  14  September  1995.  Noting  that  the  fire-fight- 
ing equipment  within  the  restricted  area  consisted  of  axes,  sand-filled  buckets,  and  buckets  for 
bailing  water,  another  interviewee  described  their  "ability  to  respond  to  fire  or  security  threats 
was  marginal  to  nonexistent."  Interview  by  author,  18  September  1995.  All  U.S.  storage  facili- 
ties conduct  routine  vulnerability  assessments  and  have  plans  and  drills  to  practice  a  response 
to  locate  and  recover  stolen  munitions.  Chemical  Agent  Security  Program,  22,  31-2. 

6'' Many  of  the  same  chemicals  that  can  be  used  to  produce  pharmaceuticals,  textile  dyes,  and 
{jesticides  can  also  be  used  to  make  chemical  agents.  For  this  reason,  the  Chemical  Weapons 
Convention  contains  unprecedented  verification  provisions  that  control  such  "precursor"  chemi- 
cals and  require  reporting  and  inspection  within  commercial  chemical  industry.  While  such  pro- 
cedures will  help  international  inspectors  track  and  assess  commercial  activities  with  dual-use 
chemicals,  the  ingredients,  equipment,  and  know-how  to  make  chemical  weapons  will  be  on  the 
open  market  indefmitely. 


164 

manufacture  high-grade  sarin. ^^  Their  failure  ultimately  saved  the  lives  of  thou- 
sands who  were  in  the  Tokyo  subway  last  March  20th. 

Another  factor  to  consider  is  that  chemical  weapons  are  easier  to  use  than  nuclear 
weapons.  With  chemical  weapons,  thieves  do  not  have  to  overcome  the  security  de- 
vices or  Permissive  Action  Links  (PALS)  that  are  often  placed  on  individual  nuclear 
weapons.  Nor  do  they  have  to  figure  out  the  launch  codes  and  sequences  that  are 
likely  to  frustrate  an  attempt  to  use  a  stolen  nuclear  weapon.  Instead,  the  would- 
be  users  of  chemical  weapons  purchased  on  the  black  market  or  stolen  from  a  facil- 
ity can  shield  themselves  with  protective  clothing  and  gas  masks  that  are  commer- 
cially available.  If  they  have  artillery  guns  or  aircraft,  they  have  the  option  to  use 
chemical  munitions  as  is  or  to  drain  them  and  fashion  their  own  crude  delivery  sys- 
tem.*'*' "Once  stolen,  a  chemical  weapon  is  far  easier  for  a  terrorist  or  rebel  military 
group  to  use  than  a  nuclear  weapon."  ^^  Moreover,  the  use  of  poison  gas  is  not  per- 
ceived as  being  as  heinous  as  the  use  of  nuclear  weapons. ^^ 

When  asked  to  assess  the  threat  of  Russian  nuclear  weapons  being  stolen  versus 
the  possibility  of  Russian  chemical  weapons  theft,  one  interviewee  viewed  the  threat 
as  "very  much  the  same."^^  Others  interviewed  differed  with  this  opinion.  They  be- 
lieved that  Russia's  chemical  arsenal  presents  a  far  more  exposed  and  appealing 
target  for  potential  thieves  or  attackers.''" 

Although  security  apparently  varies  from  facility  to  facility,  security  at  Russian 
nuclear  facilities  was  described  as  generally  better  than  the  security  observed  at 
Russian  chemical  weapons  storage  sites.  Russian  nuclear  facilities  have  redundant 
perimeter  fences;  steel  doors  on  storage  buildings;  electronic  sensors;  and  serial 
numbers,  seals,  and  PALs  on  warheads,  which  have  accompanying  containers  that 
each  have  their  own  "passport"  control  documents.  Using  a  1  to  10  scale,  with  10 
being  the  highest  grade  of  security,  one  interviewee  rated  U.S.  nuclear  security  a 
9.9,  Russian  nuclear  security  an  8,  U.S.  chemical  weapons  security  a  9-i-,  and  Rus- 
sian chemical  weapons  security  a  3.''^  From  another  individual,  the  security  of  Rus- 
sian chemical  weapons  also  received  a  rating  of  3,  while  security  at  U.S.  storage 
sites  was  rated  from  8  to  10,  depending  upon  the  facility. ^^ 

Finally,  U.S.  policy  makers  should  also  be  cognizant  of  the  gradual  disintegration 
that  has  taken  place  throughout  Russia's  complex  of  research,  production,  and  stor- 
age facilities.  Tne  effects  of  economic  hardship  show  not  only  in  the  apparent  dif- 
ferences in  physical  security  and  maintenance  observed  from  one  storage  facility  to 
another.  Hundreds  of  chemical  weapons  experts  are  out  of  work.  With  less  and  less 
cohesion  among  this  research  community,  the  temptation  for  these  experts  to  sell 
their  knowledge  to  the  highest  bidder  will  increase  if  they  cannot  find  more  produc- 
tive and  peaceful  ways  to  support  themselves  and  their  families.  Unlike  nuclear  de- 
velopment programs,  where  a  relatively  small  number  of  people  know  all  of  the  cru- 
cial information  about  making  a  nuclear  weapon,  the  knowledge  threshold  for  chem- 
ical weapons  is  not  nearly  as  high.  A  larger  number  of  Russian  chemical  weapons 
specialists  know  enough  to  benefit  greatly  the  efforts  of  would-be  chemical  weapons 
proliferators.''^ 


''"'Interview  with  Kyle  Olson,  Washington,  D.C.,  14  September  1995.  Olson  is  writing  a  book 
about  the  recent  events  in  Japan. 

^^The  Aum  Shinrikyo  cult  executed  its  attack  on  Tokyo's  subway  by  placing  low-grade  sarin 
in  two-ply  plastic  bags  and  using  umbrellas  or  other  sharp  objects  to  puncture  these  bags 
quickiy  before  exiting  the  subway  cars.  Unsuspecting  passengers  left  on  those  cars  were  quickly 
overcome  with  fumes,  which  also  made  their  way  into  the  subway  stations  when  the  effected 
trains  stopped  to  release  passengers.  Interview  with  Olson,  14  September  1995.  Olson  also  ob- 
served that  Russian  chemical  weapons  are  comparatively  safe  to  transport  since  the  high-explo- 
sive component  reportedly  is  stored  separately  from  the  chemical  munition. 

•^■^  Interview  by  author,  30  August  1995. 

^8 Throughout  history,  warring  parties  have  resorted  to  chemical  weapons  more  frequently 
than  nuclear  weapons,  which  the  United  States  used  twice  against  Japan  at  the  end  of  World 
War  II.  Chemical  weapons  were  a  hallmark  of  World  War  I  and  the  1980s  Iran-Iraa  War.  China 
and  Abyssinia  also  suffered  chemical  attacks  during  World  War  II.  For  more  on  the  history  of 
chemical  weapons  use,  see  Edward  M.  Spiers,  Chemical  Weaponry:  A  Continuing  Challenge 
(New  York:  St.  Martin's  Press,  1989). 

<=9  Interview  by  author,  28  July  1995. 

■'"Interviews  by  author,  30  August  1995  and  31  August  1995. 

""This  individual  had  been  to  numerous  Russian  nuclear  facilities  and  had  in-depth  knowl- 
edge of  Russian  chemical  weapons  storage  facilities.  Interview  by  author,  30  August  1995. 

■^2  Interview  by  author,  18  September  1995. 

^■'Interview  by  author,  8  August  1995.  For  more  on  the  different  technology  thresholds  under- 
lying nuclear  and  chemical  weapons,  see  U.S.  Congress,  Office  of  Technology  Assessment,  Tech- 
nologies Underlying  Weapons  of  Mass  Destruction  (Washington,  DC:  U.S.  Government  Printing 
Office,  December  1993).  On  chemical  weapons  proliferation,  see  U.S.  Congress,  Office  of  Tech- 
nology Assessment,  Proliferation  of  Weapons  of  Mass  Destruction  (Washington,  DC:  U.S.  Gov- 
ernment Printing  Office,  December  1993);  Gordon  M.  Burck  and  Charles  C.  Flowerree,  Inter- 
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OBSERVATIONS  AND  RECOMMENDATIONS 

From  outward  appearances,  Russia's  chemical  weapons  storage  sites  appear  to  be 
vulnerable — to  theft  from  within  and  attack  from  without.  In  all  candor,  many 
American  homes  have  more  sophisticated  physical  security  than  was  observed  at 
some  Russian  chemical  weapons  storage  sites.  For  about  $200,  sometimes  less,  U.S. 
citizens  can  have  motion  sensors,  door  and  window  contacts,  and  alarms  installed 
and  monitored  24  hours  a  day  for  an  additional  $22  monthly  fee.  Alarms  bring  pri- 
vate security  or  local  police  to  the  scene.'''' 

Failure  to  improve  the  security  at  Russian  chemical  weapons  storage  facilities  in- 
creases the  odds  that  chemical  agent  of  Russian  origin  will  find  its  way  onto  the 
black  market  and  into  an  ethnic  conflict,  subway  system,  or  building  somewhere. 
Innocent  civilians  will  suffer  the  repercussions. 

Again,  the  Russian  government  appears  to  have  recognized  the  security  at  these 
sites  as  an  issue  in  need  of  attention.  Col.  Gen.  Stanislav  Petrov,  the  commander 
of  the  Radiation,  Chemical,  and  Biological  Defense  Troops,  has  requested  additional 
funding  to  upgrade  security  at  Russia's  chemical  weapons  storage  facilities  since  the 
locations  have  become  a  matter  of  public  knowledge.  Worried  that  this  disclosure 
might  fuel  the  worsening  crime  situation  in  Russia,  Petrov  noted  that  his  already 
strained  budget  has  been  stretched  even  further  by  a  Ministry  of  Defense  effort  to 
increase  guard  duty,  upgrade  the  effectiveness  of  "engineering  protection,  and  carry 
out  vigilance  exercises"  at  chemical  weapons  storage  sites. ''^  With  few  rubles  avail- 
able, the  Kremlin  must  balance  requests  for  improved  security  against  domestic  con- 
cerns about  the  environmental  safety  of  Russia's  chemical  weapons  stockpile,  espe- 
cially the  blister  agents  at  Gorny  and  Kambarka,  and  proposals  to  upgrade  safety 
at  chemical  sites  at  an  estimated  cost  of  21.6  billion  rubles.''^  If  environmental  con- 
cerns are  not  addressed,  it  may  be  more  difficult  for  the  Russian  government  to  per- 
suade local  communities  to  cooperate  with  the  program  to  destroy  the  Russian 
chemical  arsenal.  For  a  government  being  pressed  to  keep  its  treaty  commitments 
to  eliminate  its  chemical  stockpile,  the  choice  is  a  difficult  one. 

While  the  CTR  program  was  initiated  to  address  the  safety  and  security  of  all 
weapons  of  mass  destruction  in  the  former  Soviet  Union,  the  overwhelming  majority 
of  the  Nunn-Lugar  funds  have  gone  toward  nuclear  security  and  disarmament.  This 
focus  on  nuclear  safety,  security,  and  dismantlement  was  appropriately  geared  to 
the  problems  recognized  at  the  time.  To  date,  $55  million  or  roughly  five  percent 
of  the  over  $1  billion  in  CTR  funds  has  gone  toward  assisting  the  chemical  weapons 
destruction  program  in  Russia. 

For  a  rather  modest  amount,  the  United  States  could  help  Russia  markedly  en- 
hance security  at  these  sites.  Perimeter  security  could  be  strengthened  to  allow 
guards  to  detect  and  respond  to  intruders  more  rapidiy.  Lights  and  closed-circuit  TV 
could  be  added.  Physical  security  at  individual  buildings  could  be  reinforced  with 
better  doors,  locks,  and  King  Tut  blocks.  More  advanced  seals  would  also  appear  to 
be  in  order.  Such  low-tech  improvements  will  be  less  expensive  and  easier  for  the 
Russians  to  operate  and  maintain. 

The  United  States  might  also  consider  providing  early  warning  monitors  or  in- 
truder detection — systems  for  heightened  perimeter  and  storage  building  security. 
Another  option  would  be  to  furnish  computers  so  central  inventory  records  could  be 
maintained  in  a  computerized  database.  To  address  the  problem  of  "brain  drain"  of 
Russia's  chemical  weapons  expertise,  the  United  States  might  set  up  employment 
and  aide  projects  under  the  umbrella  of  the  CTR  program,  similar  to  those  set  up 
for  Russia's  nuclear  experts. 

In  addition,  U.S.  officials  might  also  constructively  engage  Russian  authorities  in 
a  dialogue  about  response  and  recovery  procedures  to  be  used  in  the  event  of  an 
attack  or  theft  of  chemical  weapons.  The  U.S.  Army  routinely  conducts  vulnerability 
assessments  of  U.S.  storage  facilities.  Response  plans  are  tailored  to  each  site  and 
troops  train  and  practice  drills  to  test  them  and  ensure  readiness  in  the  event  of 


national  Handbook  on  Chemical  Weapons  Proliferation  (New  York:  Federation  of  American  Sci- 
entists and  Greenwood  Press,  1991);  U.S.  House  of  Representatives,  Committee  on  Armed  Serv- 
ices, Countering  the  Chemical  and  Biological  Weapons  Threat  in  the  Post-Soviet  World,  102d 
Cong.,  2d  sess..  Committee  Print  No.  15  (Washington,  D.C.:  U.S.  Government  Printing  OfTice, 
1993). 

''''This  information  reflects  prices  and  services  quoted  by  two  home  security  companies,  ADT 
and  Brinks,  on  30  August  1995.  More  elaborate  systems  are  available. 

■'^Ahatoliy  Yurkin,  "General  Urges  More  Funds  for  Guarding  Chemical  Weapons,"  ITAR- 
TASS,  2  August  1995,  FBIS  Translation. 

''^"Over  R509  Billion  Needed  to  Destroy  Chemical  Weapons,"  Novosti,  Moscow,  1  August  1995, 
FBIS  Translation 
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an  actual  theft  or  attack.''''  Such  capabiHties  and  experience  would  be  well  worth 
sharing  with  Russian  authorities. 

In  the  midst  of  a  struggle  to  bring  federal  spending  under  control,  Congress  cor- 
rectly has  its  sights  focused  on  improving  government  services  to  U.S.  citizens  at 
the  lowest  practicable  cost.  Such  an  intense  focus  on  domestic  matters  can  often  re- 
sult, however,  in  proposals  that  win  points  with  the  voters  but  in  the  end  weaken 
U.S.  national  security.  For  example,  some  in  Congress  have  called  for  cuts  in  the 
CTR  program  as  a  whole.''"  Others  in  Congress  have  proposed  reducing  funds  for 
assistance  to  Russia's  chemical  weapons  destruction  program  or  have  sought  to  por- 
tray certain  CTR  programs,  such  as  those  geared  toward  conversion  of  defense  facili- 
ties, as  ill-conceived.  Such  proposals  are  short-sighted. 

The  CTR  program  is  an  astute  investment  in  U.S.  and  international  security.  U.S. 
security  interests  are  being  well  served  by  aiding  the  security  and  dismantlement 
of  former  Soviet  nuclear  weapons,  and  funds  should  not  be  diverted  from  the  impor- 
tant tasks  that  the  CTR  has  underway  in  order  to  attend  to  security  at  Russian 
chemical  weapons  storage  facilities. 

The  measures  recommended  above  could  yield  substantial  improvements  in  the 
security  of  Russia's  chemical  weapons  stockpile,  and  exorbitant  sums  would  not  be 
required  to  enact  them.  Given  the  line  crossed  by  Aum  Shirtkyo  and  the  political 
and  economic  circumstances  in  the  former  Soviet  Union,  the  U.S.  Senate  would  be 
prudent  to  set  aside  additional  funds  for  assistance  to  reinforce  security  at  these 
sites.  The  price  of  assisting  Russia  now  is  much  lower  than  the  cost  that  may  be 
incurred  later  if  this  problem  is  not  promptly  addressed. 

Senator  NUNN.  Thank  you  very  much,  Ms.  Smithson. 

Our  next  witness  will  be  Dr.  Vil  Mirzayanov,  Former  Chief  of 
Counterintelligence  Department,  State  Research  Institute  of  Or- 
ganic Chemistry  and  Technology  in  Russia.  Dr.  Mirzayanov  has 
been  an  outspoken  critic  of  the  continuing  Russian  chemical  weap- 
ons program.  Dr.  Mirzayanov  will  give  us  his  firsthand  account  of 
the  Russian  program  and  any  of  his  other  concerns  he  might  like 
to  share  with  us. 

Dr.  Mirzayanov,  we  are  glad  to  have  you  this  morning.  I  believe 
you  are  going  to  be  giving  your  opening  statement  in  English,  as 
I  understand  it,  and  then  you  will  for  questions  need  the  inter- 
preter, is  that  correct? 

Dr.  Mirzayanov.  Yes. 

Senator  NuNN.  Anytime  you  need  the  interpreter,  raise  your 
hand.  If  we  are  going  too  fast,  raise  your  hand.  We  want  you  to 
not  only  understand  clearly  the  questions  we  ask  but  also  under- 
stand the  dialogue  here  at  the  table,  so  let  us  know  if  we  are  going 
too  rapidly  because  I  certainly  would  like  an  interchange  between 
the  various  people  testifying,  if  you  have  comments  on  the  other 
persons'  testimony. 

You  may  proceed. 

TESTIMONY  OF  DR.  VIL  S.  MIRZAYANOV,  FORMER  CHIEF, 
COUNTERINTELLIGENCE  DEPARTMENT,  STATE  RESEARCH 
INSTITUTE  OF  ORGANIC  CHEMISTRY  AND  TECHNOLOGY, 
MOSCOW,  RUSSIA 

Dr.  Mirzayanov.  Respected  ladies  and  gentlemen  and  honorable 
Senators,  I  have  the  honor  of  testifying  in  front  of  you  because  of 
my  personal  experience,  knowledge  in  my  26  years  of  work  in  the 
State  Research  Institute  of  Organic  Chemistry  and  Technology, 
GosNIIOKhT,  which  is  the  main  developer  of  chemical  weapons  in 


''''Military  Police:  Chemical  Agent  Security  Program,  Army  Regulation  190-59,  22,  25,  31-3. 

■"Tor  fiscal  year  1996,  the  Clinton  administration  requested  $731  million  for  the  CIR  pro- 
gram. The  House  of  Representatives  cut  this  request  by  $171  million,  the  Senate  by  $6  million. 
As  of  this  writing.  House  and  Senate  conferees  had  not  arrived  at  a  final  decision  about  CTR 
funding. 
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Russia.  I  worked  there  in  the  capacity  of  the  senior  lead  scientific 
researcher,  chief  of  the  department  in  charge  of  protection  against 
foreign  technical  intelligence,  up  until  I  was  dismissed  from  my 
work  in  January  of  1992. 

Over  my  many  long  years  at  GosNIIOKhT,  I  became  conscious 
of  my  own  involvement  in  criminal  work  on  the  development  and 
production  of  weapons  of  mass  destruction.  This  feeling  became  in- 
tolerable for  me  around  the  beginning  of  the  perestroika  period, 
when  the  announcement  was  made  that  all  problems  would  be 
solved  by  the  peace  and  disarmament  process  and  by  the  democra- 
tization of  Russia. 

Nonetheless,  these  claims  were  contradicted  by  reality,  especially 
at  my  institute.  It  seemed  that  for  the  top  level  of  the  military- 
chemical  complex,  times  had  not  changed.  On  the  contrary,  work 
on  the  development  and  testing  of  new  chemical  weapons  intensi- 
fied, becoming  more  goal-oriented. 

That  was  the  reason  why  I  published  an  article  on  October  10, 
1991,  in  Kuranty  about  the  two-faced  policy  of  the  leadership  of  the 
military-chemical  complex.  Their  programs  to  produce  chemical 
weapons  went  against  the  bilateral  agreement  negotiated  between 
the  United  States  and  the  USSR  about  stopping  the  development, 
production,  and  testing  of  chemical  weapons,  even  though  that 
treaty  was  not  yet  activated. 

Events  of  that  time  connected  with  the  collapse  of  the  USSR 
overshadowed  my  allegations.  Despite  additional  attempts  to  bring 
these  problems  to  the  attention  of  the  Russian  politicians,  for  a 
long  time,  my  revelations  did  not  become  the  substance  of  discus- 
sion in  either  Russia  or  the  West.  This  changed  after  I  published 
a  second  article  with  coauthor  Lev  Fedorov  in  the  daily  Moscow 
News  on  September  16,  1992. 

This  time,  there  was  an  immediate  reaction  from  the  KGB.  On 
October  22,  1992,  a  month  after  publication  and  after  giving  an 
interview  to  the  Baltimore  Sun,  my  apartment  was  searched  and 
I  was  arrested  and  sent  to  the  notorious  Lefortovo  Prison.  I  was  ac- 
cused of  divulging  state  secrets,  on  the  basis  of  secret  lists  which 
were  never  published.  I  was  fi'eed  from  jail  pending  trial  but  re- 
mained under  house  arrest  during  the  period  of  investigation, 
which  lasted  more  than  a  year  and  a  half. 

An  expert  commission  was  established,  consisting  largely  of  rep- 
resentatives ft-om  the  military-chemical  complex.  They  confirmed 
that  the  information  contained  in  my  article  regarding  the  creation 
and  testing  of  new  systems  of  chemical  weapons,  including  binary 
weapons,  was  accurate.  The  information  was  not  technical  and 
could  not  be  classified.  Nevertheless,  a  deputy  from  the  Procurator 
General's  office  in  Russia,  which  is  equivalent  to  your  Attorney 
General's  office,  signed  an  accusation  and  a  trial  followed. 

Since  the  court  refused  to  admit  the  unlawfulness  of  the  charges 
which  were  based  on  classified  lists  of  secrets  that  violated  the 
Russian  Constitution,  I  refused  to  participate  in  my  own  trial  in 
order  not  to  become  an  accessory  to  the  crime  of  violating  the  con- 
stitution. I  was  arrested  again,  sent  to  a  maximum  security  prison 
and  held  there  for  26  days  along  with  common  criminals. 

The  mounting  pressure  of  world  public  opinion,  expressed  by 
science  and  political  leaders,  caused  the  Procurator  to  overturn  the 
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charges.  The  trial  was  stopped.  I  was  found  not  guilty  because  of 
lack  of  evidence  and  I  was  released  from  prison  in  February  1994. 

My  concerns  are  reflected  in  detail  in  my  article,  "Dismantling 
the  Soviet-Russian  Chemical  Weapons  Complex:  An  Insider's 
View",  which  the  Stimson  Center  published  in  October  1995  in  a 
report  titled  "Chemical  Weapons  Disarmament  in  Russia:  Problems 
and  Prospects".  I  am  not  going  to  dwell  on  these  concerns  in  detail. 

However,  we  should  all  be  aware  of  existing  loopholes  that  might 
permit  wrongdoing.  If  I  am  not  mistaken,  regulations  that  prohibit 
the  export  of  potentially  dangerous  chemical  compounds  from  Rus- 
sia currently  do  not  include  the  new  chemical  agents  developed  at 
GosNIIOKhT  and  their  precursors.  This  could,  of  course,  create 
some  opportunities  for  the  misuse  of  these  chemicals. 

A  further  confirmation  of  this  danger  is  that  General  Anatoly 
Kuntsevich  and  his  people  are  currently  under  investigation  by  the 
KGB  for  theft  of  chemical  weapons  in  1993  and  attempted  theft  in 
1994.  It  is  important  to  stress  that  General  Kuntsevich  and  his 
people  are  not  brave  enough  to  act  on  their  own  without  their 
bosses'  consent. 

A  good  cover  for  any  efforts  to  proliferate  chemical  weapons  could 
have  been  a  1992  agreement  between  the  governments  of  Russia 
and  Syria  on  the  creation  of  a  pan-Arabic  ecological  center  that  was 
supposed  to  be  dealing  with  not  only  ecological  problems  but  also 
with  the  problems  of  protection  against  chemical  weapons. 
Kuntsevich  became  the  executive  administrator  of  this  program 
from  the  Russian  side,  organizing  experiments  in  GosNIIOKhT 
with  the  participation  of  Director  Viktor  Petrunin  and  Professor 
Georgi  Drozd. 

According  to  Drozd,  his  laboratory  synthesized  the  standard  sam- 
ples of  the  chemical  agents,  registering  their  physical  and  chemical 
characteristics,  et  cetera.  Several  airplanes  with  cargo  were  sent  to 
the  aforementioned  center  in  Syria.  The  investigation  initiated  by 
the  KGB  after  the  complaint  of  the  deputy  director  of 
GosNIIOKhT,  Viktor  Polyakov,  ended  in  the  dismissal  of  General 
Kuntsevich,  who  was  then  chairman  of  the  presidential  committee 
that  is  supposed  to  oversee  chemical  weapons  disarmament  in  Rus- 
sia. 

My  concern  here  is  not  about  the  amount  of  stolen  or  intended 
dichloranhydride  of  m ethyl phosphonic  acid,  even  though  this  chem- 
ical is  a  precursor  for  the  synthesis  of  soman,  sarin,  Substance  33, 
Substance  A-230,  and  other  chemical  agents.  Even  if  several  tons 
of  this  chemical  precursor  were  sent  to  Sjrria,  this  amount  would 
not  be  enough  to  organize  the  production  of  weapons,  though  it 
could  be  enough  to  begin  scientific  research  for  the  development 
and  testing  of  new  poisonous  agents.  My  understanding  is  that 
S3rria  does  not  have  its  own  scientists  working  in  the  field  of  chemi- 
cal weapons.  Therefore,  I  naturally  concluded  that  Russian  special- 
ists were  supposed  to  work  with  this  precursor. 

This  statement  brings  me  to  one  of  my  main  worries.  I  would  like 
to  point  out  the  problem  of  the  brain  drain  of  chemical  weapon  spe- 
cialists from  Russia  to  other  countries.  Because  of  the  deteriorating 
condition  of  the  military-industrial  complex  in  the  former  Soviet 
Union,  many  specialists  in  the  field  of  chemical  weaponry  do  not 
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have  enough  sources  of  income  to  support  their  famiHes  and  are 
ready  to  go  anywhere  to  earn  money. 

In  my  opinion,  we  were  all  very  lucky  that  the  notorious  gas  at- 
tack in  the  Tokyo  subway  was  prepared  and  carried  out  by  dilet- 
tantes. Had  true  professionals  from  Russia  executed  it  using  mili- 
tary-strength sarin,  there  would  have  been  a  real  catastrophe.  Nat- 
urally, professionals  would  know  how  to  carry  out  such  horrible  at- 
tacks with  the  most  effectiveness.  They  would  fmd  ways  to  disperse 
chemical  agents  that  caused  much  more  damage.  I  hope  that  you 
will  take  steps  to  prevent  this  from  happening. 

If  the  United  States  could  provide  funds  to  support  employment 
or  retraining  of  Russian  chemical  weaponry  specialists,  as  they  so 
wisely  did  in  the  case  of  the  nuclear  specialists,  it  would  be  an  im- 
portant contribution  to  strengthening  world  peace  and  security. 

Another  one  of  my  principal  concerns  is  the  danger  of  dissemina- 
tion of  chemical  weapons,  a  danger  far  greater  than  the  spread  of 
nuclear  weapons.  I  will  be  direct.  Russia's  stockpiles  are  stored  in- 
appropriately, without  proper  provisions  to  make  sure  that  they  are 
not  stolen. 

Unfortunately,  this  is  not  only  my  opinion.  My  view  is  shared  by 
some  representatives  from  Duma  I  talked  with  in  February  of  this 
year.  The  general  contractor  of  the  Basalt  Research  and  Develop- 
ment Association  informed  me  that  there  are  several  million  units 
of  weapons — missiles,  bombs,  rockets,  et  cetera — kept  in  store- 
houses in  Russia.  Naturally,  it  is  virtually  impossible  to  control 
this  huge  amount  of  weaponry  without  computerized  inventory-tak- 
ing methods. 

Since  corruption  flourishes  in  contemporary  Russia,  including  in 
the  military,  the  possibility  of  theft  of  chemical  weapons  by  guards 
is  very  high.  One  factor  which  would  make  such  theft  easy  to  ac- 
complish is  that  the  warheads  with  chemical  weapons  are  kept  sep- 
arately from  the  powder  charges,  so  a  potential  criminal  would  not 
have  to  worry  about  accidental  explosion. 

Also,  the  warheads  are  hermetically  sealed  against  possible 
transportation  accidents,  meaning  a  thief  would  run  no  risk  of  acci- 
dental exposure  to  poisonous  gas.  Furthermore,  considering  that  no 
customs  agency  has  any  equipment  to  detect  poisonous  agents, 
there  are  very  few  obstacles  to  prevent  illegal  export  of  chemical 
weapons  from  Russia. 

Chemical  agents  can  also  be  easily  carried  out  from  the  scientific 
research  institutes  which  are  working  with  chemical  weapons.  The 
procedures  to  take  inventory  of  chemical  weapons  there  are  purely 
formal  and  not  an  obstacle  to  those  workers  who  might  want  to 
steal  these  weapons. 

My  own  efforts  to  improve  the  system  during  my  work  at 
GosNIIOKhT  were  not  successful.  Later,  I  warned  about  such  dan- 
ger in  my  presentations  at  the  public  conferences  in  1993  and  1994. 
I  stressed  that  the  KGB  is  not  particularly  interested  in  fir-m  con- 
trol over  poisonous  substances  and  chemical  weapons.  As  to  the 
possibility  of  theft  in  military  institutes,  it  is  even  more  likely  be- 
cause the  army  has  control  over  its  own  resources  and,  as  far  as 
I  know,  up  until  recent  years,  KGB  activity  there  was  almost  non- 
existent. 
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I  am  sure  that  the  system  of  international  inspections  provided 
for  under  the  Chemical  Weapons  Convention  will  help  address  this 
problem.  International  inspectors  would  be  able  to  count  these 
weapons  and  keep  track  of  them  until  they  are  destroyed  safely. 
Given  the  aforementioned  circumstances,  it  is  very  important  that 
outside  inspectors  begin  to  exercise  control  over  this  situation  as 
soon  as  possible. 

In  addition,  the  Convention's  inspections  can  bring  under  proper 
control  the  new  kinds  of  chemical  weapons  I  wrote  about  in  my  ar- 
ticles, the  ones  not  included  in  the  list  of  controlled  chemical  sub- 
stances, including  some  dual-use  chemical  compounds,  the  Conven- 
tion for  the  first  time  provides  for  routine  inspections  in  industry 
to  make  sure  that  these  chemical  components  are  used  only  for 
commercial  products.  It  also  allows  challenge  inspections  at  any 
place  to  investigate  problem  situations.  These  are  very  strong  tools 
and  I  hope  that  you  will  do  your  part  to  see  that  they  are  applied 
in  Russia  by  pressing  for  the  Senate's  ratification  of  the  Conven- 
tion. Thank  you. 

Senator  NuNN.  Thank  you  very  much,  Dr.  Mirzayanov. 

Milton  Leitenberg,  is  that  the  correct  pronunciation? 

Mr.  Leitenberg.  Light,  like  electric  light. 

Senator  NUNN.  Mr.  Leitenberg  has  spent  the  last  several  years 
studjdng  the  Russian  biological  weapons  programs.  Mr.  Leitenberg 
has  completed  a  detailed  study  of  the  biological  warfare  program 
in  Russia  and  the  former  Soviet  Union,  which  I  believe  is  part  of 
your  testimony  today.  Mr.  Leitenberg  is  a  Senior  Fellow  at  the 
Center  for  International  and  Security  Studies  at  the  University  of 
Maryland. 

Mr.  Leitenberg,  we  are  glad  to  have  you. 

TESTIMONY  OF  MILTON  LEITENBERG,  SENIOR  FELLOW,  CEN- 
TER FOR  INTERNATIONAL  AND  SECURITY  STUDIES,  UNIVER- 
SITY OF  MARYLAND 

Mr.  Leitenberg.  Thank  you  very  much,  Senators.  I  appreciate 
the  opportunity  to  testify.  I  will  talk  a  bit  more  broadly  on  biologi- 
cal arms  control,  in  addition  to  the  Russian  program.  I  wanted  to 
talk  about  four  issues:  First,  what  we  know  about  the  Russian  pro- 
gram; second,  a  bit  about  proliferation  of  BW  to  other  countries, 
and  as  a  subset  of  that,  something  about  potential  terrorist  use  of 
biological  weapons  or  the  absence  of  past  terrorist  use;  and  third, 
a  bit  about  developments  in  BW  arms  control,  particularly  in  the 
last  5  or  6  years. 

The  Biological  Weapons  Convention  has  5-year  Review  Con- 
ferences. It  was  signed  in  1972  and  went  into  force  in  1975.  After 
the  Third  Review  Conference  in  1991,  when  the  Cold  War  was 
over,  there  began  a  move  for  verification.  There  had  been  no  ver- 
ification under  the  treaty.  That  was  not  something  the  Soviet 
Union  would  consider  until  1986,  with  the  European  CBMs  in 
Stockholm  and  then  the  INF  treaty  in  1987.  But  from  1991  on,  that 
has  been  accelerating  and  I  want  to  say  a  bit  about  that  and  a  lit- 
tle bit  about  the  problems  of  verification. 

But  first  three  things  about  BW  and  BW  arms  control  which  are 
unique.  First,  that  the  treaty  was  the  only  one,  the  first  and  for 
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a  long  time  the  only  one,  which  did  away,  we  thought,  with  a  whole 
category  of  one  of  the  three  weapons  of  mass  destruction. 

Second,  the  United  States  had  a  BW  stockpile,  and  in  advance 
of  the  treaty  did  away  with  the  stockpile,  between  1969  and  1972. 
That  is  altogether  unique. 

The  third  thing  is  unfortunate  and  is  also  unique  and  that  is 
that  one  of  the  two  major  superpowers,  the  former  Soviet  Union, 
was  in  generic  violation  of  the  treaty.  We  did  not  and  could  not  get 
an  admission  of  that.  Our  official  Government  statements  since 
1984  in  the  annual  noncompliance  statement  to  the  Congress  had 
stated  that  they  were  in  violation. 

It  was  not  until  1992  that  President  Yeltsin,  coming  to  this  coun- 
try, was  forced  by  the  Nunn-Lugar  legislation,  which  said  that  be- 
fore any  Nunn-Lugar  monies  could  be  given  to  aid  dismantling  of 
the  Soviet  nuclear  infrastructure,  the  President  had  to  state  that 
the  Soviet  Union  and  then  Russia  was  at  least  in  the  process  of 
compliance  with  all  arms  control  treaties.  That  forced  Mr.  Yeltsin 
to  admit  that  the  Soviet  Union  had  been  in  violation. 

Then  it  took  a  bit  longer,  until  in  September  1992,  under  what 
was  called  the  trilateral  process  between  the  Americans,  the  Brit- 
ish, and  the  Russians,  to  obtain  an  admission  that  the  Russian  gov- 
ernment, too,  perhaps  had  been  in  violation  for  a  while.  In  a  con- 
tinuation of  the  old  style,  was  the  Russian  government  issued  an 
edict,  a  decree,  saying  that  the  BW  program  was  ended,  and  that 
from  that  point  on  there  would  not  be  an  offensive  BW  program. 
The  United  States  has  had  its  doubts  about  that  since. 

First,  a  bit  about  BW  proliferation.  The  BW  treaty  was  signed  in 
1972,  and  came  into  force  in  1975  and  at  that  time,  according  to 
U.S.  Government  statements,  there  were  four  countries  that  had 
biological  weapons.  France  and  Britain  had  them,  too,  but  the  Brit- 
ish probably  gave  up  their  offensive  program  around  1956  or  so, 
the  French  just  around  1972.  But  since  the  treaty  came  into  force, 
the  U.S.  government  states  that  about  10  countries  have  BW  pro- 
grams, and  we  have  to  examine  that  word  "about".  I  understand 
that  former  CIA  Director  Woolsey  recently  raised  the  10  to  12. 

The  problem  is  that  the  official  U.S.  Government  statements 
which  I  am  going  by,  either  in  the  arms  control  treaty  noncompli- 
ance documents  to  the  Congress,  or  in  the  testimony  by  the  heads 
of  Naval  Intelligence — there  were  three  successive  statements  in 
1989  and  1990 — these  I  find,  as  an  arms  controller,  unfortunate. 
They  are  always  ambiguous.  They  are  full  of  phrases  about  "sus- 
pected of  having,"  or  "capability",  and  no  one  outside  the  govern- 
ment knows  what  "capability"  means.  Does  that  mean  an  offensive 
research  program?  Does  it  mean  testing?  Does  it  mean 
weaponization?  Does  it  mean  production  and  stockpiling?  Those 
things  are  never  explained. 

There  is  a  classified  statement  to  the  Congress  in  the  Chemical 
and  Biological  Weapons  Elimination  Act,  Public  Law  of  1991,  102- 
182.  The  Congress  receives  a  classified  statement  describing  which 
countries  in  the  world  have  biological  and  chemical  weapons  pro- 
grams. However,  a  non-governmental  arms  control  specialist  has 
no  means  to  match  that  against  the  public  unclassified  non-compli- 
ance statements. 
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That  would  be  very  important  for  you  to  do,  particularly  in  the 
last  year  or  two,  for  example,  when  both  the  American  and  British 
government  identified  South  Africa  as  having  had  a  BW  program. 
South  Africa  never  appeared  in  the  public  non-compliance  state- 
ment. Israel  would  be  also  a  country  that  one  should  examine  as 
to  whether  it  was  on  that  classified  statement  or  not. 

My  prepared  submission  includes  a  table  based  on  unclassified 
official  Government  statements,  including  a  Russian  Foreign  Intel- 
ligence Service  report  of  1993.  I  included  a  British  press  compen- 
dium because  I  assumed  it  was  based — I  am  guessing,  I  have  no 
direct  knowledge — that  it  was  based,  nevertheless,  on  British  gov- 
ernment information  because  it  matches  the  number  of  countries, 
10,  that  the  British  Defense  Ministry  also  refers  to  as  having  BW 
capability. 

It  is  important  to  notice  that  the  countries  that  developed  BW 
after  World  War  II,  both  major  powers  and  now  third  world  coun- 
tries that  we  think  are  developing  or  have  these  programs,  if  you 
go  down  this  list,  you  will  see  that  every  one  of  them  either  has 
also  developed  nuclear  and  chemical  weapons  or  at  least  two  of  the 
three.  According  to  former  CIA  Director  Woolsey,  again,  most  coun- 
tries who  do  go  on  to  develop  BW  do  this  after  having  developed 
CW. 

A  large  number  of  those  10  countries,  about  half  of  those  that  we 
suspect  of  having  BW  programs,  are  in  the  Middle  East.  The  fact 
of  Israeli  nuclear  weapons  has  to  be  taken  into  account  and  usually 
never  is.  It  is  always  assumed  that  that  Israeli  nuclear  weapons 
are  relevant  to  why  Arab  mideast  states  make  chemical  weapons 
but  nobody  has  explicitly  drawn  that  connection  to  their  BW  pro- 
grams. We  do  not  know  if  there  is  a  specific  casual  relation,  but 
nobody  has  drawn  it,  in  any  case,  to  BW,  even  though  it  is  always 
drawn  to  CW. 

A  few  comments  about  Iraq  because  we  know  the  most  about 
Iraq's  BW  program,  due  to  the  aftermath  of  the  Gulf  War  and  the 
UNSCOM  process.  UNSCOM  is  the  U.N.  commission  that  is  able 
to  travel  inside  Iraq  and  to  look  anyplace  at  any  time.  The  first  im- 
portant point  is  that  we  would  never  have  learned  all  that  we  did 
except  for  that  process. 

The  second  important  point  is  that  Iraq  has  lied  all  through  the 
5  years,  consistently,  every  6  months  or  so,  as  late  as  July  and  Au- 
gust. Only  the  defection  of  the  general  who  headed  the  entire 
weapons  of  mass  destruction  programs,  which  forced  Iraq  to  dis- 
close a  lot  of  information.  That  is  very  important  because  it  would 
have  been  catastrophic  if  the  sanctions  had  been  revoked  before 
that,  which  was  exactly  what  Iraq  was  hoping  for,  and  what  France 
and  Russia  and  China  were  urging  at  the  UN  Security  Council.  It 
was  only  the  defection  of  General  Kamel  that  ended  that  pressure. 
Therefore  the  sanctions  are  still  there,  and  we  know  the  Iraqi  BW 
program  was  not  disclosed  to  UNSCOM  before  in  anything  close  to 
its  completeness. 

The  other  thing  that  is  very  important  is  that  every  nation  from 
the  developing  world  that  has  gone  into  the  development  of  weap- 
ons of  mass  destruction,  either  nuclear  or  chemical  or  biological, 
has  had  to  depend  on  technology  transfer  from  advanced  industrial 
countries,  and  not  just  those  in  the  West.  China,  can  be  the  sup- 
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plier  as  well.  But  they  have  all  had  to  depend  on  that,  and  we 
know  that  in  several  of  these  countries — Iraq  was  a  perfect  case — 
a  large  amount  of  the  technology,  a  great  majority  of  it  came  from 
Western  countries  in  Europe — France,  Britain,  West  Germany  in 
particular,  Switzerland.  The  bacterial  cultures  came  from  the  Unit- 
ed States. 

There  are  several  important  lessons  here.  The  first  is  that  infor- 
mation about  such  technology  transfers  was  available  to  Western 
intelligence  agencies.  We  were  apparently  monitoring  that,  and  we 
were  adding  up  the  sum  of  money  that  Iraq  was  spending  for  such 
imports. 

The  second  is  that  nothing  was  done  in  response  to  that  informa- 
tion. The  late  1980s  was  a  particular  period  in  which  the  Bush  ad- 
ministration made  the  diplomatic  judgment  that  it  would  be  more 
useful  to  try  and  talk  Iraq  into  collaboration,  rather  than  publicly 
disclosing  and  explaining  what  Iraq  was  doing. 

The  third  point  is  that  the  technology  importation  process  would 
have  been  hindered  by  export  control  measures.  The  Australia 
Group,  which  has  negotiated  export  control  measures  for  chemical 
weapons  among  26  countries  did  not  do  this  for  biological  weapons 
until  mid- 1993.  It  is  not  insignificant  that  Iran,  who  the  United 
States  suspects  of  having  a  biological  weapons  program,  has  spent 
several  years  of  diplomatic  effort  trying  to  get  the  Australia  Group 
abolished. 

A  brief  comment  regarding  BW  and  terrorism.  Historically — for 
50  years  after  World  War  II — there  has  been  no  terrorist  use  of 
BW.  I  wrote  my  testimony  before  listening  to  yesterday's  study  by 
the  Committee  staff.  Nevertheless,  I  am  still  skeptical  regarding 
some  of  the  allegations  that  relate  to  BW  agents  in  the  activities 
of  the  Aum  group  in  Japan,  and  which  we  can  go  into  in  questions. 

I  state  repeatedly  in  my  prepared  statement  that  the  Aum  group 
failed  in  making  botulinum  toxin.  They  were  trying  to  for  3  or  4 
years,  but  the  product  apparently  did  not  work.  That  is  very  sig- 
nificant, because  that  group  had  an  incredible  amount  of  money.  It 
had  its  own  facilities  to  work  in.  It  imported  the  appropriate  tech- 
nology: fermenters,  milling  machines,  vacuum  dryers  and  so  forth, 
and  it  had  some  technically  trained  people,  and  again,  no  lack  of 
money. 

As  an  arms  controller  I  have  always  heretofore  thought  that  the 
biological  weapon  problem,  and  I  have  been  working  on  this  subject 
for  over  30  years  now,  since  the  early  1960s,  was  a  problem  of  pro- 
liferation to  states,  and  at  least  heretofore  was  not  a  problem  of 
terrorist  use.  Several  of  the  countries  in  the  Mid-East  that  we  sus- 
pect of  having  BW  programs — Syria,  Iraq,  Iran,  Libya — these  are 
all  countries  that  have  sponsored  terrorist  groups,  and  have  sup- 
plied such  groups  with  explosives  and  other  kinds  of  technology. 
They  have  not  heretofore — at  least,  heretofore — helped  terrorist 
groups  do  an3dhing  in  the  way  of  BW. 

The  best  thing  that  I  think  the  Senate  could  do  to  stop  further 
biological  weapon  proliferation,  however,  would  be,  to  pass  the 
Chemical  Weapons  Convention.  That  would  show  that  the  United 
States  was  interested  in  a  serious  verification  regime  in  the  chemi- 
cal and  biological  weapons  area,  and  these  two  are  usually  consid- 
ered together.  That  would  show  that  we  are  really  interested  in  a 
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verification  regime  in  at  least  the  chemical  area  and  hopefully  it 
is  going  to  move  to  the  biological  area. 

That  means  getting  the  Chemical  Weapons  Convention  to  the 
Senate  floor,  and  not  having  a  situation  where  one  Senator  can 
block  an  arms  control  treaty  on  a  weapon  of  mass  destruction — in 
fact,  two  treaties  on  weapons  and  mass  destruction  if  you  include 
START — a  treaty  that  was  presented  in  1984  by  Mr.  Bush  when 
he  was  Vice  President,  was  signed  by  the  Bush  administration,  and 
which  took  over  20  years  to  negotiate.  That  just  does  not  make 
sense  to  any  arms  controller  who  does  not  sit  in  the  Senate. 

Just  a  few  words  on  verification  and  we  will  turn  to  the  BW  pro- 
gram of  Russia  and  the  former  Soviet  Union.  Consideration  of  BW 
verification  has  proceeded  since  1991  and  then  particularly  since 
the  end  of  1993,  when  a  report  was  submitted  by  a  group  of  experts 
convened  by  a  special  session  of  the  nations  that  are  treaty  signato- 
ries. They  are  referred  to  as  "states  parties  to"  the  Biological  Weap- 
ons Convention. 

The  American  Government  is  now  interested  in  seeing  the  same 
kinds  of  transparency  measures  that  we  worked  out  with  Russia  in 
1992  in  the  trilateral  process  become  part  of  a  protocol  which 
would  be  attached  to  the  Biological  Weapons  Convention.  These  in- 
clude on-site  inspections,  a  verification  capability  with  on-site  in- 
spections and  with  mandatory  data  exchanges;  both  of  these  being 
mandatory,  the  data  exchanges  and  the  on-site  inspection  capabil- 
ity. The  protocal  would  have  to  be  separate  from  the  Convention, 
and  it  would  have  to  be  ratified  separately. 

Most  other  Western  countries  have,  in  fact,  been  interested  in 
such  additions  of  verification  capability  since  1991.  We  were  a  bit 
over-cautious  for  various  reasons  in  the  Bush  administration.  That 
has  changed  now,  and  hopefully  the  verification  protocal  will  go 
ahead  by  next  year  when  there  is  the  next  BWC  Review  Con- 
ference. 

Along  with  the  verification  experts  meetings  that  have  been 
going  on  during  the  past  2  or  3  years,  a  series  of  model  inspection 
exercises  were  held,  some  international  and  some  national.  The 
international  ones  were  the  U.S.,  British,  and  Russian  ones  under 
the  trilateral  process,  where  we  have  gone  to  some  of  their  facilities 
and  they  have  gone  to  some  of  our  facilities. 

However,  in  the  verification  experts  process,  Canada,  The  Neth- 
erlands, and  Britain  did  inspection  exercises  of  pharmaceutical 
plants  in  their  own  countries.  One  purpose  was  to  examine  a  con- 
sideration that  the  Bush  administration  had  raised,  which  was  that 
such  inspection  exercises  could  compromise  commercial  security  re- 
quired by  industrial  firms.  These  three  nations  carried  out  inspec- 
tion exercises  in  pharmaceutical  companies  in  their  countries  and 
decided  that  the  problem  could  be  overcome,  and  that  there  would 
not  be  any  compromise  of  commercial  secrecy. 

One  last  word  on  verification.  The  material  that  was  prepared  for 
Congress  in  recent  years  in  two  reports  by  the  Office  of  Technology 
Assessment,  and  also  in  a  Congressional  Research  Service  report, 
were  very  pessimistic,  negative  overall,  about  the  capabilities  of 
BW  verification.  The  basic  reasons  given  are  because  the  produc- 
tion equipment  is  dual  purpose,  and  as  people  repeat,  the  facilities 
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do  not  have  to  be  very  large  in  size,  though  most  of  them  that  have 
been  built  by  nations  in  the  past  have  been  sizeable. 

My  prepared  statement  includes  a  set  of  tables  prepared  by  the 
Armed  Forces  Medical  Intelligence  Center  in  1993.  Those  are  the 
U.S.  BW  intelligence  people.  The  tables  consider  five  indicators  of 
BW  facilities — BW  facilities  of  states,  not  terrorist  ones:  Funding 
and  personnel,  facility  design,  equipment  and  security,  technical 
considerations,  safety  and  process  flow.  They  total  40  different  as- 
pects. The  tables  match  the  40  aspects  in  BW  facilities  and  in 
pharmaceutical  and  vaccine  plants  to  see  whether  they  are  similar 
or  whether  they  are  different.  They  indicate  a  rather  substantial 
capability  to  differentiate  between  the  civil  and  the  military  facili- 
ties. 

Now  to  turn  to  the  question  of  the  BW  program  of  the  former  So- 
viet Union  and  the  present  Russian  program.  As  I  indicated,  the 
U.S.  and  UK  finally  obtained  an  admission  that  the  former  Soviet 
Union  had  been  in  violation.  I  will  just  read  a  brief  statement  from 
the  1992  U.S.  Arms  Control  Compliance  Report  which  sums  it  up: 

"The  United  States  has  determined  that  the  Russian  offensive  bi- 
ological warfare  program,  inherited  from  the  Soviet  Union,  violated 
the  BWC,  at  least  through  March  1992.  The  Soviet  offensive  BW 
program  was  massive  and  included  production,  weaponization,  and 
stockpiling.  The  status  of  the  program  since  that  time  remains  un- 
clear. The  modernization  of  biological  agent  capability  and  its  toxin 
research  and  production  in  the  territory  of  the  former  Soviet  Union 
remains  a  problem."  That  was  in  January,  1993,  in  other  words, 
written  at  the  end  of  1992. 

We  then  got  the  trilateral  statement  with  the  Russians,  and  the 
critically  important  sentences  in  that  statement,  signed  by  the 
three  countries  together,  were  that  a  so-called  mobilization  capac- 
ity— mothballed  agent  production  facilities — that  these  now  be  dis- 
mantled. The  Russians  call  them  "experimental  technological  lines 
for  the  production  of  agents,"  that  these  were  to  be  closed  down 
once  and  for  all.  In  addition,  the  group  that  ran  this  program  in 
the  Ministry  of  Defense  should  be  disbanded.  Apparently,  it  was 
just  renamed.  And  also  that  the  program  was  to  be  cut  by  half,  by 
50  percent  in  personnel  and  30  percent  in  budgeting. 

The  U.S.  and  UK  nevertheless  remained  worried  about  the  pro- 
gram, largely  because  of  a  series  of  defectors  from  first  the  Soviet 
Union  and  then  Russia,  who  reported  that  it  had  not  been  stopped. 
President  Clinton  and  Secretary  of  Defense  Perry  have  been  con- 
tinuing through  1994,  and  I  assume  in  1995  as  well — to  press  the 
most  senior  members  of  the  Russian  government,  their  counter- 
parts on  the  Russian  side,  to  make  sure  that  the  offensive  portion 
of  the  Russian  BW  program  is  absolutely  ended. 

Under  the  trilateral  process  we  have  the  ability  to  visit  their  BW 
facilities.  How  many  were  there?  How  big  was  the  program?  That 
was  a  bit  of  a  surprise  to  an  arms  controller.  The  United  States 
had  one  R&D  institution.  Fort  Dietrick.  We  had  one  test  site  in 
Utah,  Dugway.  We  had  one  production  facility.  Pine  Bluff. 

It  turns  out  that  the  Russians  had  about  20  facilities  in  all. 
There  were  five  under  the  jurisdiction  of  the  Ministry  of  Defense, 
two  under  branches  of  the  Ministry  of  Defense,  and  there  were  an- 
other 15  or  16  under  a  non-Ministry  of  Defense  organization  re- 
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sponsible    for    microbiological    production.    It    is    referred    to    as 
Biopreparat  in  short.  It  has  a  much  longer  name  in  Russian. 

The  Biopreparat  facilities  did,  some  of  them,  partly  civilian  along 
with  military  work,  some  only  military  work,  some  all  civilian 
work.  But  there  were  that  many  (15-16)  that  did  at  least  some  BW 
work.  In  fact,  in  the  early  1990's  our  greatest  concern  appeared  to 
be  the  Biopreparat  facilities,  and  those  were  the  ones  that  we  went 
to  inspect  first  under  the  trilateral  program. 

So  the  program  was  very  large.  It  may  have  had  tens  of  thou- 
sands of  employees.  Again,  at  least  an  order  of  magnitude  larger 
than  the  U.S.  program  had  been  at  its  peak  in  1968  or  1969. 

Because  of  some  of  the  questions  that  the  Committee  has  been 
most  interested  about  in  terms  of  the  Russian  chemical  weapons 
program,  the  size  of  the  stockpile  and  the  security  of  that  stockpile, 
those  questions  may  not  pertain  to  the  Soviet  "B"  program.  The 
only  time  that  the  U.S.  Government  has  referred  to  a  Soviet  BW 
"stockpile"  was  in  its  1992  statement.  There  followed  a  leak  to  the 
press  which  indicated  that  our  intelligence  people  had  some  notion 
about  the  size  of  that  stockpile. 

But  there  has  never  again  been  an  official  public  statement  by 
the  Americans  or  the  British  about  a  Soviet  BW  stockpile,  and  it 
does  not  appear  in  the  U.S. -UK-Russian  trilateral  statement  of 
September  1992.  So  I  think  the  present  assumption  is  that  there 
is  not  a  stockpile  of  BW  agents  sitting  somewhere  in  Russia,  weap- 
ons or  agents,  and  that,  therefore,  security  of  such  a  stockpile  is 
not  an  issue.  The  BW  issue  was  that  mobilization  capacity,  in  other 
words  mothballed  production  capability,  and  was  that  gone  or  was 
it  not  gone?  Then  there  is  the  same  question  about  the  possible  ex- 
odus, brain  drain,  of  former  Soviet  and  presently  Russian  people 
working  in  BW. 

Regarding  the  conversion  of  the  former  Russian  BW  facilities,  I 
prepared  a  large  study  about  their  conversion  last  year,  and  Ms. 
Harrington  in  the  Department  of  State,  who  is  the  person  that 
works  the  most  closely  on  that,  has  just  published  a  paper  on  the 
same  subject  a  few  days  ago,  of  three  or  four  pages. 

There  is  not  a  good  understanding  of  what  all  the  20,000  or  so 
people  that  formerly  worked  in  the  Russian  BW  program  are  pres- 
ently doing.  The  latest  Russian  submission  under  the  confidence- 
building  measures  of  the  treaty  states  that  there  are  only  6,000 
people  still  working  in  those  institutions.  In  its  1993  declaration 
Russia  still  named  12  institutions,  the  five  military,  and  the  seven 
formerly  Biopreparat.  (In  1994  this  was  apparently  further  reduced 
to  eight.)  But  we  do  not  have  a  good  grasp,  I  do  not  think,  of  the 
overall  picture. 

My  own  training  before  I  went  into  arms  control  was  in  bio- 
chemistry. I  taught  subjects  such  as  molecular  biology,  and  I  there- 
fore have  an  understanding  of  the  nature  of  research  in  a  BW  lab- 
oratory. There  should  be  no  group  of  technical  personnel  working 
on  any  kind  of  weapon:  nuclear,  chemical,  missile,  all  the  rest,  that 
should  be  easier  to  convert  than  personnel  working  on  BW.  All  the 
production  facilities  are  essentially  the  same  as  would  be  used  for 
civilian  production  and  the  kind  of  technical  knowledge  and  capa- 
bility that  the  researcher  has  is  exactly  the  same  as  in  the  civilian 
area. 
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In  the  former  Soviet  Union,  there  is  an  incredible  need  for  medi- 
cal products  and  pharmaceuticals,  and  everybody  agrees  on  that.  I 
think  we  have  been  suggesting  approaches  to  Russian  conversion 
that  are  misdirected.  We  have  been  stressing  joint  ventures  with 
Western  companies  that  could  produce  pharmaceutical  products  for 
export  that  meet  the  production  standards  in  the  West.  Most 
former  Soviet  pharmaceutical  production  and  vaccine  facilities  do 
not  meet  those  standards.  But  to  get  the  maximum  number  of  peo- 
ple into  civilian  work  that  were  previously  at  work  in  the  BW  field 
in  Russia,  you  should  focus  on  products  that  can  be  sold  in  Russia 
and  in  the  other  former  Soviet  Republics. 

There  is  in  fact  some  Nunn-Lugar  funds,  a  very  small  amount, 
that  is  being  used  in  one  of  these  former  Biopreparat  facilities. 
That  is  under  the  Department  of  Defense.  There  is  also  a  bit  more 
out  of  the  Department  of  Energy  and  NASA. 

Another  problem  with  some  of  these  U.S.  aided  "conversion"  ef- 
forts is  that  because  of  the  way  those  programs  are  designed,  they 
could  be  open  to  criticism  that  we  are  tr3dng  to  obtain  benefits  for 
our  own  BW  defense  program.  I  think  that  is  a  motivation  that 
should  be  entirely  avoided.  What  we  should  be  interested  in  is  get- 
ting the  maximum  number  of  Russian  research  and  related  person- 
nel in  those  facilities  at  work  on  commercial  pharmaceutical  prod- 
ucts that  can  be  sold  within  the  former  Soviet  Union,  in  all  the  CIS 
countries,  for  consumption  there. 

[The  prepared  statement  of  Mr.  Leitenberg  follows:] 

PREPARED  STATEMENT  OF  MR.  LEITENBERG 

Senator  Roth,  Senator  Nunn,  Committee  members,  I  appreciate  the  opportunity 
to  testify  on  issues  deahng  with  Biological  Weapons  Arms  Control. 

I  have  submitted  a  background  study  for  the  record,  which  discusses  four  subjects: 

•  what  was  learned  in  recent  years  regarding  the  BW  program  of  the  USSR, 
and  now  Russia,  and  what  is  its  present  status; 

•  proHferation  of  BW:  the  state  of  pubhc  knowledge  regarding  those  other  coun- 
ties known  or  strongly  suspected  of  having  BW  programs,  and  the  question 
of  possible  use  of  biological  weapons  by  terrorists; 

•  developments  in  BW  arms  control  since  1975,  particularly  in  the  last  half- 
dozen  years,  and  the  move  towards  a  verification  capability  for  the  Biological 
Weapons  Convention  (BWC); 

•  some  discussion  of  the  possibilities  and  problems  of  BW  verification. 

Most  of  my  presentation  will  be  devoted  to  the  issues  dealing  with  the  BW  pro- 
gram of  the  USSR  and  now  Russia,  but  I  would  like  to  make  several  points  regard- 
ing each  of  these  other  major  topics. 

First,  some  basic  points  dealing  with  biological  weapons  arms  control. 

The  Biological  Weapons  Convention  was  signed  on  April  10,  1972,  and  came  into 
force  on  March  26,  1975,  when  the  U.S.,  the  UK  and  the  USSR  deposited  their  in- 
struments of  Ratification  of  the  Convention. 

It  has  had  three  unique  distinctions.  It  was  the  first,  and  for  a  long  time  only, 
post  WWII  disarmament  treaty  in  which  an  entire  class  of  weapons  of  mass  destruc- 
tion was  done  away  with.  Or  so  it  was  assumed  at  the  time,  and  the  arms  control 
community  by  and  large  thought  biological  warfare  had  been  removed  from  the 
scene.  Contrary  to  the  nuclear  nonproliferation  treaty  of  1968,  there  were  to  be  no 
preferred  group  of  countries  that  would  continue  to  retain  the  weapons.  Biological 
weapons  were  to  be  prohibited  to  all,  into  the  future.  This  was  the  first  major  and 
unique  distinction  of  the  subject 

The  second  was  that  one  of  the  two  superpowers — the  United  States— which  did 
possess  biological  weapons,  gave  them  up  and  destroyed  them,  even  before  the  trea- 
ty came  into  being: 

Biological  weapons  provide  a  case  in  which  the  usual  approach  to  arms  in- 
filtration was  reversed.  Instead  of  first  negotiating  a  treaty  and  then  imple- 
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meriting  its  provisions,  an  entire  class  of  weapons  was  renounced  by  a 
major  possessor  without  any  prior  international  agreement.  This  was  in  No- 
vember 1969,  when  President  Nixon,  after  extensive  review,  declared  that 
the  United  States  would  unconditionally  renounce  the  deployment,  procure- 
ment, and  stockpiling  of  biological  weapons,  would  destroy  all  stocks  of 
agents  and  weapons,  and  would  convert  facilities  for  their  development  and 
production  to  peaceful  purposes. 

The  United  States  chose  this  policy  at  the  time  to  dissociate  biological  from  chemi- 
cal weapons,  the  combined  and  historical  framework  under  which  arms  control  de- 
liberations on  them  had  been  carried  on  for  many  years  in  Geneva.  Article  9  of  the 
BWC  was  an  undertaking  to  continue  negotiations  to  achieve  a  chemical  weapon 
disarmament  treaty — but  an  additional  22  years  would  pass  before  that  would  be 
achieved  on  January  1993.  The  BWC  additionally  carried  no  verification  provisions; 
on-site  verification  was  not  something  that  the  USSR  would  consider  or  accept  be- 
fore Stockholm  in  1986  and  the  INF  Treaty  in  December  1987. 

There  was  however  a  third  major  and  unique  distinction  of  the  BWC:  in  1992, 
Russia  admitted  that  the  USSR  had  been  in  gross,  generic  violation  of  the  treaty, 
the  only  instance  in  which  one  of  the  superpowers  admitted  to  having  been  in  total 
violation  of  a  post  WWII  arms  control  treaty.  By  the  end  of  the  1980's  it  had  also 
become  clear  that  a  half  dozen  or  more  countries  had  decided  to  develop  biological 
weapons  in  the  intervening  years.  Thus  the  assumed  achievement  of  the  1970's  had 
been  at  least  in  part  reversed.  Chemical  weapons  had  been  used  in  the  war  between 
Iraq  and  Iran  in  the  1980's,  and  in  1991,  allied  troops  that  fought  Iraq  ran  a  risk 
of  being  attacked  by  both  chemical  and  biological  weapons.  From  the  mid- 1980's  on, 
there  had  also  been  movement  to  strengthen  the  BWC  and  add  some  kind  of  ver- 
ification provisions  to  it,  accelerated  by  the  verification  provisions  in  the  chemical 
Weapons  Convention,  signed  in  January  1993.  In  1994  it  was  also  reported  that 
"U.S.  military  doctrine  on  nuclear  weapons  since  1993  has  assumed  the  possible  use 
of  nuclear  weapons  to  deter  or  respond  to  a  chemical  or  biological  attack  .  .  .,"  al- 
though there  is  no  official  U.S.  statement  to  this  effect.  All  of  these  factors  put  BW 
back  in  the  active  arms-control  agenda. 

THE  PROLIFERATION  OF  BIOLOGICAL  WEAPONS 

The  years  since  1972  and  1975,  when  the  Biological  Weapons  Convention  was 
signed  and  then  entered  into  force,  have  been  a  disappointment  for  arms  control  in 
the  biological  field.  One  official  U.S.  estimate  is  that  "The  number  of  nations  having 
or  suspected  of  having  offensive  biological  and  toxin  warfare  programs  has  increased 
from  4  to  10  since  1972,"  and  as  the  same  statement  noted,  some  of  the  10  nations 
in  question  ".  .  .  are  signatories  of  the  BWC."  A  recent  statement  by  former  CIA 
Director  Woolsey  has,  I  understand,  raised  the  "10"  to  "12."  A  substantial  number 
of  these  countries  are  in  the  Middle  East,  and  these  have  either  not  signed  or  not 
ratified  the  BWC.  In  1992  the  Bush  administration  made  a  concerted  effort  but 
failed  in  the  attempt  to  convince  several  of  the  major  Middle  East  antagonists  to 
either  sign  and/or  ratify  the  BW  Convention. 

With  the  exception  of  the  USSR  and  then  Russia,  and  Iraq  as  a  result  of  the  Gulf 
War  and  the  UNSCOM  process  which  followed  it,  there  has  however  been  no  inter- 
national pressure  or  penalty  applied  against  any  of  the  suspected  BW  states.  Until 
around  1988  no  national  or  international  spokesman  even  made  reference  to  the  de- 
velopment, and  since  then,  it  has  been  virtually  only  U.S.  spokesmen  that  have  done 
so,  but  within  severely  restrained  limits.  The  statements  have  been  constantly 
plagued  with  ambiguities  in  their  descriptive  terminology,  such  as  the  words  ".  .  . 
or  suspected  of  having  .  .  ."  in  the  statement  quoted  above.  In  1990  the  Chief  of 
Naval  Operations  told  Congress  that  "3  countries  worldwide  now  have  bacterio- 
logical weapons,"  and  that  15  others  were  suspected  of  developing  them.  Three 
weeks  later  the  Director  of  Naval  Intelligence  identified  Iraq,  Syria,  and  the  USSR 
as  the  three  "assessed  to  have  (BW)  capability."  His  predecessor  had  also  identified 
China,  Taiwan,  and  North  Korea  by  name.  But  what  the  U.S.  governments'  criteria 
were  for  the  categories  of  "suspected",  "developing",  and  "capability"  was  never  spec- 
ified, although  in  this  particular  pair  of  statements  "capability"  apparently  meant 
weapons  possession.  A  statement  in  the  1992  British  Defense  White  Paper  uses  the 
same  pattern  of  ambiguous  phrasing,  noting  that  "about  ten  (nations)  have  or  are 
seeking  biological  weapons."  What  was  worse,  the  number  of  nations  "developing" 
or  with  "capability"  were  frequently  aggregated  with  those  doing  the  same  for  chem- 
ical weapons.  What  one  wanted  to  know  explicitly  was  which  nations  had  BW  pro- 
grams, which  had  gone  into  weapons  development,  testing  or  weaponization,  and 
which  into  production  or  stockpiling  of  BW  agents  and  weapons.  That  information 
was  publicly  unavailable.  The  Chemical  and  Biological  Weapons  Elimination  Act  of 
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1991  (P.L.  102-182)  requires  an  annual  report  by  the  President  to  Congress  which 
contains  a  complete  list  of  known  or  suspected  BW  programs,  including  those  that 
are  classified. 

Since  the  U.S.  government  has  been  severely  and  persistently  restrictive  in  the 
information  that  it  has  released  on  BW  proliferation,  perhaps  it  is  assumed  that 
more  explicit  information  would  prompt  additional  nations  to  take  up  BW  develop- 
ment. I  do  not  know  if  that  is  the  reason  or  whether  other  diplomatic  considerations 
are  the  cause.  But  I  believe  that  the  ambiguities  are  bad  for  BW  arms  control,  and 
had  for  anti-proliferation  efforts.  Since  the  U.S.  listings  obviously  omit  countries 
that  have  biological  defensive  research  programs — such  as  the  UK,  Sweden,  The 
Netherlands,  in  addition  to  the  U.S.  and  others — by  implication  at  a  minimum  those 
countries  it  identifies  are  to  be  assumed  to  have  offensive  programs  of  varying  de- 
grees. My  understanding  is  that  the  U.S.  government  does  not,  however,  think  that 
any  nation  is  currently  "producing"  or  stockpiling  BW  agents. 

An  important  additional  question  for  Congress  is  whether  the  annual  classified 
compilation  it  receives  from  the  U.S.  government  is  complete  or  not.  There  were  ap- 
parently years  in  which  the  Bush  Administration  withheld  inclusion  of  China,  and 
with  the  recent  U.S.  and  British  government  disclosures  on  the  former  South  Afri- 
can program,  it  would  be  important  to  check  if  that  appeared  in  the  classified  notifi- 
cation in  former  years,  as  well  as  perhaps  other  countries. 

I  have  compiled  a  table  on  BW  proliferation  based  on  unclassified  U.S.  disclo- 
sures, and  on  entries  in  the  1993  Russian  Foreign  Intelligence  Service  report  on  pro- 
liferation of  weapons  of  mass  destruction.  It  is  important  to  note  that  virtually  no 
nation  that  has  gone  into  a  BW  development  program  has  done  that  without  also 
developing  or  procuring  one  of  the  other  weapons  of  mass  destruction,  chemical,  or 
nuclear  weapons.  The  paper  that  I  have  submitted  for  the  record  includes  a  discus- 
sion on  each  of  the  listed  countries,  containing  the  maximum  information  that  is 
publicly  available. 


Nations  Having  BW  Programs  At  Least  Approaching  Weaponization 

Russia:  Ambiguity  regarding  continuation  of  offensive  program 


U.S.  Gov't  Arms 

Adm.'s  Brooks,' 

U.S.  and 

Russian  Federa- 

Control Compli- 

Studeman, Trost 

UK  govern- 

tion 2  Foreign  In- 

The Guardian^ 

ance  Reports  to 

(1988,  '90,  '91); 

ments 

telligence  Report, 

(UK.  1991) 

Congress  (93.95) 

Sec.  Cheney,  '90 

(1995) 

1993 

Middle  East 

Iraq  XX  X 

Libya  XX  XX 

Syria  X  .  X  X 

Iran  XX  X 

Israel  X 

Egypt  X  X 

South/East  Asia 

China  XX  X 

North  Korea  X  XX 

Taiwan  ?  X  X 

India"  ? 

South  Korea  ? 

Vietnam  X 

Laos  X 

Africa 
South  Africa  X 

'  "Statement  of  Rear  Admiral  Thomas  A.  Brooks,  USN,  Director  of  Naval  Intelligence,  before  the  Seapower,  Strate- 
gic, and  Critical  Materials  Subcommittee  of  the  House  Armed  Services  Committee,  on  Intelligence  Issues,"  14  March 
1990,  p.  54. 

"Statement  of  Rear  Admiral  William  O.  Studeman,  USN,  Director  of  Naval  Intelligence,  before  the  Seapower,  Stra- 
tegic, and  Critical  Materials  Subcommittee  of  the  House  Armed  Services  Committee,  on  Intelligence  Issues,"  1  March 
1988,  p.  48 

"Statement  of  Admiral  C.A.H.  Trost,  USN,  Chief  of  Naval  Operations,  before  the  Senate  Armed  Services  Commit- 
tee on  the  Posture  and  Fiscal  Year  1991  Budget  of  the  United  States  Navy,"  February  28,  1990. 

"Remarks  Prepared  for  Delivery  by  the  Honorable  Dick  Cheney,  Secretary  of  Defense,  American  Israel  Public  Af- 
fairs Committee,  Washington,  DC,  11  June  1990,"  News  Release,  No.  294-90,  p.  4. 

2  Proliferation  Issues:  A  New  Challenge  After  the  Cold  War.  Proliferation  of  Weapons  of  Mass  Destruction,  Russian 
Federation  Foreign  Intelligence  Report,  (translation),  JPRS-TN[5-93-007,  March  5,  1993. 

^  The  Guardian,  (UK),  September  5,  1991.  This  source  is  included  because  it  is  assumed  to  derive  its  information 
from  UK  government  sources,  which  have  referred  to  "around  10"  nations  with  "or  seeking"  BW.  However,  the  inclu- 
sion of  Laos  and  Vietnam  seem  very  dubious,  particularly  if  they  refer  to  the  U.S.  '"/ellow  Rain"  allegations  of  the 
mid-1980s. 
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"In  1994,  a  Congressional  Research  Service  report  included  a  table  of  nations  either  possessing  or  having  "pro- 
grams" of  weapons  of  mass  destruction  For  Biological  Weapons  it  listed  Russia  as  the  only  nation  with  "possession 
confirmed,"  Iraq  as  "clear  intent"  (which,  by  1994,  should  also  have  been  in  the  "confirmed"  column),  China,  India, 
Pakistari,  North  Korea.  Taiwan,  Iran  and  Syria  as  "probable  possession"  and  Egypt  and  Libya  as  "suspected  pro- 
grams "  The  interesting — or  anomalous — listings  are  of  India  and  Pakistan,  which  have  not  otherwise  been  included  in 
any  unclassified  official  US,  listings. 

J  M.  Collins  el.  al.  Nuclear.  Biological  and  Chemical  Weapons  Proliferation:  Potential  Military  countermeasures. 
Congressional  Research  Service,  94-528S.  July  5.  1994,  page  2. 

(Other  versions  of  this  table,  essentially  based  on  the  sources  in  footnote  1,  were 
published  by  Elisa  Harris  (1991),  Nicole  Ball  and  Robert  McNamara  (1990),  and 
Steve  Fetter  (1991),  the  Office  of  Technology  Assessment,  U.S.  Congress,  Prolifera- 
tion of  Weapons  of  Mass  Destruction,  1993,  p.  82,  and  Ivo  Daalder  (1994).) 

Of  those  countries  that  developed  BW  after  World  War  II  to  the  stage  of  weapons 
acquisition,  virtually  all  either  acquired  all  three  categories  of  weapons  of  mass  de- 
struction (nuclear,  chemical,  and  biological),  or  at  least  two  and  have  made  attempts 
at  a  third: 

•  the  United  States,  USSR,  France,  the  UK,  China,  and  South  Africa  procured 
all  three; 

•  Iraq,  had  chemical  and  biological,  and  was  in  advanced  development  of  nu- 
clear; 

•  Israel,  has  nuclear  and  chemical;  biological  is  unknown; 

•  Iran,  has  chemical  and  biological;  seeks  nuclear; 

•  Libya,  has  chemical;  has  sought  nuclear  for  decades,  and  is  seeking  biological; 

•  Syria  has  chemical  and  biological; 

•  North  Korea  has  chemical;  sought  nuclear,  and  accepting  the  Russian  assess- 
ment, apparently  has  biological; 

•  India  and  Pakistan  have  nuclear,  chemical  and  biological  are  unknown; 

•  Taiwan  has  chemical.  South  Korean  chemical  is  ambiguous,  and  both  had  in- 
cipient nuclear  programs  in  the  late  1970's. 

According  to  a  statement  by  former  CIA  Director  Woolsey  in  1994,  nations  devel- 
oping and  procuring  BW  have  usually  done  so  following  their  procurement  of  CW, 
and  it  has  frequently  been  stated  that  various  Arab  states  in  the  Middle  East  devel- 
oped chemical  weapons  because  of  Israel's  possession  of  nuclear  weapons.  There  are 
no  statements  or  analyses  that  have  extended  this  rationale  specifically  to  their  de- 
velopment of  biological  weapons  as  well,  although  it  is  an  easy,  logical  extension  to 
make.  In  Anthony  Cordesman's  phrase.  "Nations  that  are  interested  in  biological 
weapons  are  already  interested  because  they  offer  an  alternative  to  nuclear  weap- 
ons. .  .  ."  It  would  not  be  altogether  surprising  if  one  learned  that  some  govern- 
mental policy  group  in  these  states  that  had  considered  or  was  urging  the  acquisi- 
tion of  nuclear  weapons  had  spun  off  the  suggestion  to  develop  biological  weapons. 
Nevertheless,  nothing  is  publicly  known  regarding  the  policy  decisions  in  these 
states  regarding  BW  development. 

I  want  to  comment  here  in  particular  only  on  Iraq,  about  whose  BW  program  we 
now  know  the  most. 

•  First,  that  we  learned  what  we  did  only  as  a  coincidence  of  the  Gulf  War,  the 
severe  and  intrusive  restrictions  that  were  placed  on  Iraq  under  resolutions 
of  the  United  Nations  Security  Council,  including  the  UNSCOM  process  [the 
United  National  Special  Commission],  with  its  authority  to  go  anywhere  in 
Iraq,  inspect  any  site,  repeatedly,  and  obtain  all  information  dealing  with  all 
of  Iraq's  former  programs  to  develop  and  produce  weapons  of  mass  destruc- 
tion. Economic  sanctions  would  have  obviously  never  have  produced  any  of 
these  disclosures. 

•  Second,  that  the  Iraqi  government  had  lied  continuously,  even  as  late  as  in 
its  July  6  "disclosures"  and  its  August  4  "Full,  Final,  and  Complete  Disclo- 
sure." Iraq's  credibility  is  nil,  and  everything  must  be  verified.  Under  condi- 
tions of  a  police  state  determined  to  lie,  UNSCOM  and  the  inspections  were 
not  able  to  turn  up  major  portions  of  the  relevant  evidence  regarding  docu- 
ments, culture  media,  research  personnel,  destruction  or  non-destruction  of 
agents,  etc.,  only  strong  suspicions  as  a  result  of  discrepancies.  UNSCOM 
noted  in  August  that  "Iraq  has  now  acknowledged  a  much  more  extensive 
program  than  UNSCOM  had  been  able  to  piece  together  over  four  years 
through  a  process  of  gathering  independent  information  outside  the  country 
and  then  confronting  Iraq  with  it." 

•  Finally,  that  it  would  have  been  catastrophic  to  have  revoked  the  sanctions, 
as  Iraq  continuously  demanded  and  its  UN  Security  Council  advocates — Rus- 
sia, France,  and  China — urged,  prior  to  UNSCOM's  absolute  certainty  that 
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Iraq  had  thoroughly  compHed  with  the  original  provisions  of  the  UN  Security 
Council's  resolutions.  Clearly,  Iraq  had  hoped  to  get  the  economic  sanctions 
lifted  without  fully  disclosing  its  BW  program.  Only  the  defection  on  August 
7  of  General  Kame  ruined  that  plan. 

In  addition,  every  nation  that  has  produced  weapons  of  mass  destruction — nuclear, 
chemical,  and  biological — and  most  particularly  those  in  the  less  industrialized  or 
"developing"  nations,  have  relied  on  external  assistance:  the  purchase  and  importa- 
tion of  technology,  equipment,  and  personnel.  The  personnel — advisers,  scientists, 
technicians — bring  knowledge.  Iraq's  BW  program  was  no  exception.  Equipment, 
technology,  and  materials  were  procured  overseas,  from  the  USSR,  France,  West 
Germany,  and  even  the  United  States.  And  a  substantial  amount  of  this  was  late 
in  the  game. 

In  1989  Iraq  bought  a  wide  variety  of  biotechnology  equipment  from  various  Ger- 
man supply  firms,  and  additional  fermenters,  also  from  Germany.  Altogether,  24 
West  German  firms  were  involved  in  the  construction  of  production  facilities  for  bio- 
logical and  chemical  weapons  in  Iraq;  the  chemical  weapons  production  infrastruc- 
ture being  by  far  the  larger  of  the  two.  During  the  late  1980s  U.S.  intelligence  serv- 
ices reportedly  tracked  the  exports  of  dual  use  equipment  that  could  be  used  for  pro- 
ducing biological  weapon  agents  from  European  countries  to  Iraq,  and  concluded 
that  Iraq  had  spent  approximately  $100  million  on  its  BW  program  between  1980 
and  1990,  and  that  Iraq  was  producing  and  stockpiling  BW  agents. 

This  has  several  clear  implications: 

•  Information  was  available  to  Western  intelligence  agencies. 

•  Nothing  was  done,  however.  In  fact,  the  late  1980s  was  a  period  in  which  the 
Bush  Administration  was  following  a  diplomatic  agenda  of  courting  Iraq  to 
solicit  its  good  behavior. 

•  The  process  could  have  been  severely  handicapped,  if  not  stopped,  by  Western 
export  controls.  The  Australia  Group,  26  nations  with  agreed  export  control 
procedures  for  materials  that  could  lead  to  the  production  of  chemical  weap- 
ons, extended  its  agreements  in  June  1993  to  manufacturing  equipment  and 
agents  that  could  produce  BW.  It  is  certainly  significant  that  Iran — a  country 
that  possesses  chemical  weapons  and  is  suspected  of  having  developed  biologi- 
cal weapons — spent  several  years  trying  to  get  other  nations  to  support  it  in 
a  campaign  to  pressure  the  Australia  Group  to  disband. 

THE  POTENTIAL  USE  OF  BW  BY  EXTRA-NATIONAL,  OR  "TERRORIST"  GROUPS 

There  have  been  many  warnings  over  a  period  of  several  decades  of  the  possible 
use  of  BW  by  terrorist  groups.  The  reason  given  is  the  ostensible  ease  of  preparation 
of  such  agents.  Nevertheless  to  this  date  no  such  use  has  ever  taken  place.  The  most 
serious  attempt  to  produce  an  agent,  which  nevertheless  failed,  was  made  by  the 
Japanese  Aum  Shinrikyo  group  in  the  early  1990s.  The  same  group  did  go  on  to 
manufacture  and  use  the  chemical  agent  Sarin  in  1994,  and  then  in  March  1995 
in  Tokyo.  Over  a  period  of  50  years,  there  is  a  record  of  no  more  than  a  half  dozen 
threats  worldwide  by  groups  or  individuals  to  use  BW. 

There  are  two  significant  aspects  of  the  Aum  Shinrikyo  attempt.  The  first  is  that 
although  it  appears  to  have  been  the  most  serious  attempt  on  record,  with  no  lack 
of  resources  and  time,  it  failed.  The  second  is  that  the  perpetrating  group  was  most 
certainly  not  an  ordinary  "terrorist"  group.  As  for  resources,  they  were  virtually  un- 
limited in  financial  terms,  the  group  had  established  front  companies  for  purchas- 
ing, had  bought  the  appropriate  equipment,  had  years  in  which  to  work,  and  had 
a  small  staff  of  scientifically  trained  personnel.  Nevertheless,  they  failed  to  produce 
the  agent  that  they  were  trying  to  make. 

My  own  view  is  that  the  major  problem  regarding  biological  weapons  is  to  prevent 
its  development  by  states.  I  still  think  that  is  the  case.  The  greater  number  of  states 
that  develop  BW,  the  greater  will  be  the  eventual  likelihood  that  it  may  be  taken 
up  for  use  by  terrorist  groups.  If  the  U.S.  Senate  wants  to  inhibit  the  possible  even- 
tual use  of  BW  by  terrorists  the  most  effective  thing  that  it  could  do  would  be  to 
support  the  forthcoming  protocol  to  the  Biological  Weapons  Convention  that  would 
have  greatly  strengthened  verification  provisions,  including  provisions  for  manda- 
tory on-site  inspection,  even  though  such  a  convention  would  have  direct  impact 
only  on  states.  And  the  best  way  to  do  that  would  be  to  have  the  Senate  ratify  the 
Chemical  Weapons  Convention.  That  would  be  a  crucially  important  step,  establish- 
ing the  U.S.  interest  in  a  serious  verification  regime  in  the  C  and  B  area.  And  that 
obviously  means  getting  the  treaty  to  the  Senate  floor,  and  ending  the  ability  of  a 
single  U.S.  Senator  to  prevent  a  major  arms  control  treaty  on  one  of  the  three  cat- 
egories of  weapons  of  mass  destruction — a  treaty  that  the  Bush  Administration  had 


182 

championed,  that  the  United  States  signed,  and  that  took  over  twenty  years  of 
international  negotiations  to  achieve — from  being  put  to  the  U.S.  Senate  for  ratifica- 
tion. 

BIOLOGICAL  WEAPONS  ARMS  CONTROL  SINCE  THE  THIRD  BWC  REVIEW  CONFERENCE 
(1991);  MOVEMENT  TOWARD  VERIFICATION  CAPABILITIES,  AND  THE  POSSIBILITIES  AND 
PROBLEMS  OF  VERIFICATION 

By  1994  the  United  States  was  interested  in  seeing  that  a  series  of  "transparency 
measures"  similar  to  those  that  the  United  States,  Russia,  and  the  UK  had  agreed 
on  in  the  trilateral  process  in  September  1992,  be  extended  on  an  international 
basis  to  all  States  Parties  of  the  BWC.  That  included  mandatory  data  exchanges, 
or  declarations,  and  mandatory  on-site  visits.  Both  aspects  are  essential:  whatever 
will  be  decided  on  must  be  mandatory  and  there  must  be  some  on-site  inspection  ca- 
pability. The  administration  should  be  pushing  as  hard  as  it  can  to  see  that  a  new 
Protocol  to  the  BWC  that  will  be  ready  in  time  for  consideration  at  the  Fourth  Re- 
view Conference  in  1996. 

The  purpose  of  the  mandatory  declarations  would  be  to  provide  a  database  on  the 
facilities  that  were  of  the  greatest  potential  danger  to  the  BWC,  the  most  convert- 
ible, and  the  easiest  to  disguise.  That  includes  all  facilities  with  high  containment, 
all  that  used  listed  organisms,  and  all  national  biological  defense  programs.  Over 
a  period  of  years  such  declarations  would  presumably  provide  a  profile  of  "a  national 
pattern  of  activity."  If  that  profile  changed  it  could  provide  reason  for  an  on-site 
visit.  Such  visits  would  have  to  take  place  on  relatively  short  notice,  and  they  would 
be  to  any  declared  or  undeclared  site,  or  to  a  site  of  alleged  use  of  BW. 

The  U.S.  government's  position  is  now  the  same  as  that  of  all  the  other  Western 
nations,  that  having  more  information  is  unquestionably  better  than  having  less, 
and  that  there  must  be  an  on-site  inspection  capability.  Nations  that  stay  out  of  the 
regime  will  be  suspect.  For  those  that  join  the  regime,  the  ability  to  demand  inspec- 
tions will  supply  the  international  community  with  leverage  and  pressure.  There  is 
no  leverage  at  all  without  such  a  regime.  The  important  point  is  not  that  there 
might  still  not  be  100  percent  absolute  certainty  of  discovering  a  violator,  but  that 
without  it,  there  is  no  ability  whatsoever  to  go  in  and  look.  The  Protocol  would  re- 
quire a  new  cycle  of  ratifications,  separate  from  the  BWC.  There  would  have  to  be 
some  kind  of  secretariat  and  inspecting  agency,  analogous  to  the  OPCW  provided 
for  by  the  Chemical  Weapons  Convention. 

The  verification  problem  is  simply  the  ability  to  find  and  then  to  distinguish  pro- 
hibited from  permitted  activity.  In  BW  this  is  complicated  by  the  fact  that  the  facili- 
ties— at  least  in  theory — need  not  be  very  large,  although  all  the  national  facilities 
identified  to  date  have  been  sizable,  and  the  equipment  is  for  the  most  part  dual 
purpose. 

In  the  1990s,  two  circumstances  gave  rise  to  a  substantial  group  of  BW  inspec- 
tions, some  as  national  exercises,  and  some  on  an  international  and  official  level: 

•  The  U.S.-Russia-UK  "Trilateral"  process  led  to  U.S.-UK  inspection  visits  to 
Russian  facilities,  and  to  Russian  inspections  of  facilities  in  the  U.S.  and  UK. 

•  As  part  of  the  VEREX  process,  three  Western  governments — the  UK,  The 
Netherlands,  and  Canada — ran  trial  inspections  of  commercial  facilities  in 
their  respective  countries. 

The  British,  Canadian  and  Dutch  government  exercises  were  carried  out  specifi- 
cally to  ascertain  if  serious,  intrusive  inspections  of  commercial  facilities  could  be 
carried  out  without  the  compromise  of  commercial  proprietary  information.  Their  re- 
ports to  the  VEREX  stated  that  that  was  possible  without  any  great  problems. 

Reports  to  the  U.S.  Congress  by  the  Congressional  Research  Service  (1994)  and 
the  Office  of  Technology  Assessment  (1993)  have  emphasized  the  similarities  be- 
tween equipment  used  for  peaceful  purposes — ^vaccine  production — and  military 
ones — the  production  of  BW  agents — and  the  resulting  difficulties  in  inspection  and 
verification  for  BW. 

I  would  like  to  submit  evidence  that  emphasizes  the  ability  to  distinguish.  These 
are  a  set  of  tables  prepared  by  the  Armed  Forces  Medical  Intelligence  Center  in 
1993  entitled  "Signatures  for  Biological  Warfare  Facilities."  It  divided  indicators 
into  five  categories: 

•  funding  and  personnel, 

•  facility  design,  equipment,  and  security, 

•  technical  considerations, 

•  safety,  and 

•  process  flow. 
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Under  each  of  these  categories  it  Hsted  a  series  of  either  common  or  quite  dissimi- 
lar characteristics  in  a  "BW  facihty"  and  in  a  "legitimate  faciUty."  For  example,  the 
nature  of  waste  treatment,  location  of  air  filters,  air  pressure  gradients,  the  location 
of  refrigerated  bunkers,  facility  security,  etc.  Forty  such  characteristics  were  evalu- 
ated and  provide  substantial  differentiation  between  the  BW  facility  and  the  pre- 
sumptive pharmaceutical  or  other  commercial  site. 

Signatures  for  Biological  Warfare  Facilities 

(ARMED  FORCES  MEDICAL  INTELLIGENCE  CENTER) 


1.  Funding  and  Personnel 
BW  Facility 

1.  Military  funding 

2.  High  Salary 

3.  Funding  exceeds  product/research 
output 

4.  Scientists/technician  ratio  high 

5.  Limited  Ethnic  diversity 

6.  Elite  work  force/foreign  trained 

7.  Foreign  language  competency 

8.  High  ratio  of  military  to  civilian 

2.  Technical  Considerations 
BW  Facility 

1.  Pathogenic  or  toxic  strains 

2.  Test  aimed  at  killing  animals 

3.  Facilities  for  large  animals  such  as 
monkeys 

4.  Negative  air  flow 

5.  No  commercial  products 

6.  Weapons  filing  equipment 

3.  Facilities,  Security,  and  Equipment 
BW  Facility 

1.  Access  control:  High  walls,  guard 
towers,  motion  detectors,  video 
cameras,  elite  security  force,  badges 
and  clearances 

2.  Transportation  provided 

3.  Quarantine  facilities  on  compound 

4.  Foreign  travel  restricted,  highly 
available 

5.  Refrigerated  bunkers  secure  area 

6.  Advanced  software,  external  data  base 
access  ADP  security  high  foreign 
access 

7.  Static  aerosol  test  chambers 

8.  Military  with  weapons  expertise 

9.  Rail  or  heavy  truck  required  for 
weapons  filling  facility 

4.  Safety 

BW  Facility 

1.  Physical  barriers  to  prevent  animal  to 
animal  and  animal  to  human 
transmission 

2.  HEPA  filters  present,  exhaust 

3.  Dedicated  biosafety  personnel 

4.  Infectious  and  toxic  agent  trained 
medical  staff 

5.  Decontamination  equipment  and 
showers 

6.  Large  capacity  pass  through 
autoclaves 

7.  Dedicated  waste  treatment 

8.  Special  sterilization  of  waste 

9.  Test  animals  sterilized  before  final 
disposal 


Legitimate  Facility 

1.  Private  enterprise  or  nonmilitary 

2.  Salary  within  normal  limits 

3.  Average  or  underfunded  for  expected 
output 

4.  Average  ratio 

5.  Integrated  work  staff 

6.  Local  trained  work  force 

7.  Limited  foreign  language  capability 

8.  Military  personnel  unlikely 

Legitimate  Facility 

1.  Non-pathogenic  or  non-toxic  strains 

2.  Test  aimed  at  protecting  animals 

3.  Facilities  for  smaller  animals,  specific 
inbred  strains 

4.  Positive  air  flow 

5.  Commercial  products 

6.  Bottle  filling  equipment 

Legitimate  Facility 

1.  Average  security,  badges  at  most 

2.  Public/private  transport 

3.  No  quarantine 

4.  Unrestricted  but  not  readily  available 

5.  Cold  rooms  in  facility 

6.  Open  information  except  for 
proprietary  information 

7.  No  aerosol  test  chambers 

8.  No  need 

9.  Only  light  truck  transportation 


Legitimate  Facility 

1.  Physical  barriers  designed  to  prevent 
animal  to  animal  and  human  to 
animal  transmission 

2.  HEPA  filters  possible,  intake 

3.  May  or  may  not  be  present 

4.  Dedicated  highly  trained  staff  not 
likely 

5.  Not  needed  or  large  scale 

6.  Small  bench  top  autoclaves 

7.  Waste  treatment  common  with  local 
facilities 

8.  May  or  may  not  exist 

9.  Animals  may  not  need  to  be  sterilized 
before  final  disposal 
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5.  Process  Flow 

BW  Facility  Legitimate  Facility 

1.  Raw  material  consumption  doesn't  1.  Raw  material  consumption  relates  to 
equal  output  output 

2.  Large  volume  fermenters  (greater  2.  Large  or  small  scale  fermentation  but 
than  500  liters)  cell  cultures  (lOOO's  of  cell  culture  and  eggs  in  smaller 
culture  flasks/roller  bottles)  volume 

embryonated  eggs  (lOO's  thousands)  3.  Air  pressure  gradients  keep 

3.  Air  pressure  gradients  keep  microbes  contaminants  out  of  vessels 

in  vessel  4.  Labelled  by  product,  batch  number, 

4.  finished  product — wet  stored  at  low  date,  etc. 

temperature  in  sealed  (often  double  5.  Milling  equipment  is  not  operated  in 

packaging)  containers — not  readily  biohazard  areas 

identifiable  6.  Storage  in  temperature  controlled 

5.  Milling  equipment  operated  in  environment,  clean  warehouse 
biohazard  protective  suits  conditions 

6.  Storage — low  temperature,  high  7.  Non-issue 
security,  bunkers  with  biocontainment 

7.  Munitions — special  filling  buildings 
and/or  explosives  handling  facilities 

THE  BIOLOGICAL  WEAPONS  PROGRAM  OF  THE  FORMER  USSR  AND  PRESENT-DAY  RUSSIA 

The  1992  U.S.  government  arms  control  compliance  report  (released  on  January 
19,  1993)  stated 

The  United  States  has  determined  that  the  Russian  offensive  biological 
warfare  program,  inherited  from  the  Soviet  Union,  violated  the  Biological 
Weapons  Convention  through  at  least  March  1992.  The  Soviet  offensive  BW 
program  was  massive,  and  included  productions  weaponization,  and  stock- 
piling. The  status  of  the  program  since  that  time  remains  unclear.  .  .  .  The 
modernization  of  biological  agent  capability  and  its  toxin  research  and  pro- 
duction in  the  territory  of  the  former  Soviet  Union  remains  a  concern. 

The  only  other  reference  to  former  Soviet  BW  "stockpiles"  was  an  April  1992 
Washington  Post  press  report  that  claimed  that  "Western  Intelligence"  had  devel- 
oped an  estimate  of  the  size  of  that  stockpile  by  stating  that  Russia  was  only  report- 
ing "10  percent"  of  the  amount  that  these  intelligence  sources  believed  existed.  How- 
ever, there  has  never  again  been  any  official  government  reference  to  a  Russian  BW 
stockpile,  and  no  suggestion  of  one  appears  in  the  September  1993  U.S. -UK-Russian 
trilateral  statement.  In  addition,  as  the  Russians  have  constantly  denied  having 
maintained  any  BW  stockpiles,  it  is  not  clear  when  or  under  what  circumstances 
the  "10  percent  .  .  .  reporting"  by  Russia  took  place. 

For  these  reasons,  some  of  the  questions  that  the  Committee  focussed  on  in  rela- 
tion to  the  Russian  chemical  weapons  stockpile — its  size,  its  location,  its  security, 
risks  of  diversion  of  any  portion  of  it — may  not  pertain  to  the  Russian  biological 
weapons  program.  The  key  questions  that  do  exist  are  the  nature  and  size  of  the 
remaining  Russian  BW  program  and  the  "mobilization  capacity" — mothballed  agent 
production  facilities — and  the  degree  to  which  it  had  or  has  not  been  dismantled  or 
destroyed.  The  possible  emigration  of  relevant  Russian  scientific  personnel  is  also 
an  issue,  or  the  transfer  of  their  knowledge  by  working  for  a  foreign  nation  while 
remaining  in  the  USSR. 

In  1984,  the  U.S.  government  stated  that  the  USSR  was  violating  the  Biological 
Weapons  Convention.  However,  it  was  a  defector  from  within  the  Soviet  BW  R&D 
establishment  who  reached  London  in  1989  that  prompted  President  Bush  and 
Prime  Minister  Thatcher  to  repeatedly  press  Soviet  President  Gorbachev  on  the 
issue.  It  was  only  on  the  eve  of  President  Yeltsin's  visit  to  the  United  States  in  Feb- 
ruary 1992  that  the  conditions  stipulated  in  the  Nunn-Lugar  legislation  forced  a 
Russian  admission  that  the  USSR  had  maintained  a  BW  program  that  violated  the 
Biological  Weapons  Convention.  That  legislation  required  President  Bush  to  certify 
that  the  USSR  and  then  Russia  was  committed  toward  compliance  with  all  arms 
control  agreements  before  any  U.S.  financial  assistance  could  be  provided  to  aid  in 
the  dismantling  of  nuclear  weapons  and  other  weapons  of  mass  destruction  in  the 
USSR/Russia. 

In  the  succeeding  months,  however,  the  British  and  U.S.  governments  remained 
apprehensive  about  the  Russian  BW  program  and  whether  activities  continued  that 
violated  the  BWC.  In  September  1992  they  obtained  Russian  agreement  to  the  es- 
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tablishment  of  a  "trilateral"  process  of  information  sharing  and  mutual  site  visits 
in  an  effort  to  increase  the  transparency  of  the  Russian  program  and  to  bring  an 
end  to  any  possible  activities  not  permitted  by  the  BWC.  The  trilateral  statement 
"confirmed  the  termination  of  offensive  research,  the  dismantlement  of  experimental 
technological  lines  for  the  production  of  agents,  and  the  closure  of  the  biological 
weapons  testing  facility"  in  Russia.  It  also  "dissolved  the  department  in  the  Ministry 
of  Defense  responsible  for  the  offensive  biological  .  .  .,  cut  the  number  of  personnel 
involved  in  military  biological  programmes  by  50%,  (and)  reduced  military  biological 
research  funding  by  30%." 

U.S.  and  British  concerns  apparently  continued,  however.  In  April  1994  U.S.  offi- 
cials were  quoted  in  the  press  as  saying,  "We  have  evidence  that  leads  us  to  under- 
stand that  there  is  still  an  offensive  biological  weapons  program  underway  (in  Rus- 
sia). .  .  .  We  are  very  concerned  that  large  aspects  of  the  program  are  continuing. 
.  .  .  Yeltsin's  decrees  have  not  filtered  down  to  the  working  levels."  The  unclassified 
version  of  a  special  U.S.  government  report  in  October  1994  on  Russian  compliance 
with  biological  and  chemical  arms  control  agreements  stated  that  "The  U.S.  contin- 
ues to  have  concerns  about  Russia's  compliance  with  the  BWC."  The  U.S.  govern- 
ment has  continued  to  press  these  issues  directly  with  President  Yeltsin,  by  Presi- 
dent Clinton  during  his  visit  to  Moscow  in  January  1994,  during  U.S.  Secretary  of 
Defense  Perry's  visit  to  Moscow  in  March  1994,  and  at  the  September  1994  Yeltsin- 
Clinton  Summit  meeting.  Given  the  history  of  these  events  since  1989 — a  period  of 
six  years — it  is  unfortunate  that  neither  the  Soviet  nor  the  Russian  senior  military 
or  political  leadership  hasn't  sought  to  do  away  with  any  residual  portions  of  the 
USSR's  offensive  BW  program  in  a  patently  open  and  visible  way  so  as  to  remove 
as  much  grounds  for  doubt  as  feasible. 

How  big  was  the  Soviet  and  then  Russian  BW  program?  It  was  apparently  an 
order  of  magnitude  larger  than  that  of  the  United  States  at  its  pre- 1969  peak.  In 
1987,  under  the  BWC  CBMs,  the  USSR  reported  the  five  BW  laboratories  that  it 
maintained  under  the  direct  control  of  the  Soviet  Ministry  of  Defense.  However,  the 
U.S.  and  British  governments  became  concerned  about  a  second  system  of  facilities 
that  were  under  the  nominal  jurisdiction  of  the  USSR  Ministry  of  the  Medical  and 
Microbiological  Industry,  which  has  mostly  been  referred  to  as  the  "Biopreparat"  or- 
ganization (or  Glavmikrobioprom,  the  Main  Administration  of  the  Microbiology  In- 
dustry). A  still-classified  1992  U.S.  intelligence  report  referred  to  "16  known  and 
suspected  (Soviet)  biological  weapons  facilities,"  up  from  nine  previously  "identified," 
a  number  that  was  soon  increased  to  twenty.  What  is  even  more  important  is  that 
this  entire  secondary  system  was  only  established  in  1973:  the  Soviet  institutes,  lab- 
oratories, and  administrative  structure  that  were  in  violation  of  the  BWC  were  es- 
tablished for  the  greatest  part  after  the  1972-1975  period,  after  the  United  States 
dismantled  most  of  its  BW  research  apparatus  and  destroyed  its  production  facility 
and  BW  stockpile,  and  the  BWC  came  into  force. 

In  its  1993  BWC  declaration,  Russia  listed  the  five  primary  Ministry  of  Defense 
facilities  and  seven  others  as  remaining,  with  a  combined  staff  of  at  least  6,000. 
Under  the  trilateral  process,  the  U.S.  and  UK  have  been  able  to  make  visits  to  the 
Biopreparat  facilities,  but  although  it  has  been  trying  to  negotiate  visits  to  the  five 
facilities  run  by  the  Ministry  of  Defense,  these  site  inspections  still  have  not  taken 
place. 

Conversion  of  former  BW  R&D  institutions  should  be  easier  than  in  perhaps  any 
other  kind  of  former  defense  facility.  The  need  within  Russia  for  civiHan  products 
that  these  institutions  could  produce  is  both  manifest  and  enormous.  Nevertheless, 
it  is  extremely  difficult  to  obtain  information  on  what  is  taking  place  in  these  twen- 
ty-odd institutions  by  way  of  conversion.  The  U.S.  Department  of  Defense,  NASA, 
and  the  Department  of  Energy  all  have  small  programs  of  aid  and  involvement  with 
several  of  these  institutes.  However,  I  think  there  are  important  questions  regard- 
ing the  judiciousness  of  some  of  these  programs.  The  International  Science  and 
Technology  Centers  (ISTC)  are  also  attempting  to  aid  the  conversion  of  several  of 
these  institutes.  The  major  issues  should  not  be  privatization  or  the  production  of 
products  exportable  to  the  West,  but  rather 

•  large-scale  and  more  rapid  demilitarization  of  the  institutes 

•  broader  employment  within  them  by  the  production  of  products  needed  within 
Russia  and  the  other  areas  of  the  former  USSR. 

Regarding  the  emigration  of  personnel  from  these  institutes,  information  is  very 
sketchy,  but  there  has  apparently  been  some.  My  only  information  is  dated,  over 
two  years  old,  and  indicates  a  low  level  in  numbers,  some  tens  of  individuals  appar- 
ently, and  some  of  those  have  come  to  the  United  States. 
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SUMMARY 


Biological  weapons  were  fortunately  not  laid  to  rest  in  the  years  1972  to  1975. 
Several  nations  nave  gone  on  to  develop  the  capability  to  produce  BW  at  short  no- 
tice, and  have  done  so  precisely  in  the  years  since  the  Biological  Weapons  Conven- 
tion came  into  force. 

The  USSR's  and  presently  Russia's  continuing  slowness  in  putting  a  certain  and 
definitive  end  to  any  portions  of  its  own  BW  program  not  permitted  under  the  BWC 
has  been  a  severe  impediment  to  international  efforts  to  stop  and  to  reverse  any 
further  trends  towards  BW  proliferation.  First,  because  Russia  inherited  one  of  the 
two  major  post-WWII  offensive  BW  programs,  and  which  the  USSR  had  continued 
despite  signing  and  ratifying  the  BWC.  That  established  an  extremely  damaging 
precedent  and  the  apparent  continued  resistance  to  making  a  determined  show  of 
reparations  by  wiping  out  any  non-permitted  remainders  of  the  program  once  and 
for  all  only  add  further  damage  to  the  BWC.  It  is  important  that  Russia  remove 
whatever  secrecy  remains  surrounding  its  BW  establishments,  both  military  and  ci- 
vilian. Second,  because  it  weakens  the  combined  efforts  of  the  major  powers  in  ap- 
plying pressure  on  those  nations  that  have  more  recently  developed  BW  programs 
to  begin  reversing  and  expunging  them. 

Nations  that  have  developed  BW  programs  in  recent  years  such  as  Iran  and  Libya 
are  not  particularly  open  to  argument.  The  major  institutional  indicators,  secrecy 
and  the  role  of  military  or  intelligence  agencies  in  funding  and  managing  BW  pro- 
grams, are  constant  indicators  of  problems,  and  most  certainly  when  all  three  occur 
together.  Much  more  thought  should  be  given  to  the  pressure  of  sanctions  by  the 
international  community.  Following  the  additional  example  of  Iraq,  a  state  that  had 
gone  on  to  develop  BW  despite  having  signed  (although  not  ratified)  the  BWC,  much 
more  thought  particularly  needs  to  be  given  to  the  circumstances  in  which  a  State 
Party  to  the  BWC  shows  evidence  of  developing  the  prohibited  weapon  system,  and 
the  sanctions  that  should  be  applied  in  such  instances. 

It  appears  that  the  next  year  will  see  the  proposal  of  an  international  verification 
regime  as  a  Protocol  to  the  BWC.  It  would  require  an  international  monitoring  orga- 
nizations probably  similar  to  that  which  has  been  established  under  the  Chemical 
Weapons  Convention.  It  is  very  likely  that  such  a  regime  will  provide  for  the  oppor- 
tunity for  both  routine  and  challenge  on-site  inspections  to  facilities  or  locations  in 
member  states.  Domestically,  the  U.S.  government  runs  the  risk  of  having  impeded 
its  current  efforts  to  defeat  the  further  spread  of  a  weapon  of  mass  destruction  by 
greatly  exaggerated  concerns  several  years  ago  regarding  corporate  commercial  se- 
crecy. Trial  inspections  carried  out  by  several  western  nations  in  recent  years  as  a 
contribution  toward  producing  a  strengthened  verification  regime  for  the  BWC 
showed  that  this  was  a  manageable  concern.  It  will  be  important  for  the  U.S.  gov- 
ernment to  maintain  its  focus  on  stemming  BW  proliferation  as  its  first  and  over- 
whelming priority  in  that  field,  and  that  all  its  other  considerations  that  relate  to 
that  effort  be  so  adapted  as  to  aid  in  that  endeavor. 

Senator  Nunn.  Thank  you,  Mr.  Leitenberg. 

Mr.  Moodie,  we  are  pleased  to  have  you  back  with  us.  Michael 
Moodie  is  the  President  of  the  Chemical  and  Biological  Arms  Con- 
trol Institute,  a  non-profit  research  organization  established  to  pro- 
mote the  goals  of  arms  control  and  nonproliferation  and  former  As- 
sistant Director  of  Multilateral  Affairs  of  the  U.S.  Arms  Control 
and  Disarmament  Agency.  Mr.  Moodie  will  discuss  what  actions 
the  U.S.  Government  needs  to  take  regarding  the  chemical  and  bio- 
logical area. 

TESTIMONY  OF  MICHAEL  MOODIE,  PRESIDENT,  CHEMICAL 
AND  BIOLOGICAL  ARMS  CONTROL  INSTITUTE 

Mr.  Moodie.  Thank  you  very  much,  Mr.  Chairman.  It  is  a  privi- 
lege to  appear  before  the  Subcommittee  today. 

I  was  asked  to  begin  to  try  to  bridge  the  previous  discussions  of 
yesterday  and  this  morning  on  the  nature  of  the  current  prolifera- 
tion threat  and  the  panel  to  follow  addressing  policy  responses.  I 
would  begin  with  a  basic  question:  Are  current  U.S.  policy  ap- 
proaches adequate  to  the  task  of  responding  to  the  problem  of  pro- 
liferation in  the  post-Cold  War  order? 
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I  would  submit  that  both  the  international  security  environment 
and  the  global  processes  for  developing  and  disseminating  tech- 
nology have  radically  altered  in  the  last  several  decades;  yet,  con- 
ceptual and  policy  thinking  remains  locked  in  modes  more  appro- 
priate to  an  earlier  time.  My  bottom  line  is  that  the  United  States 
needs  an  innovative  strategy  that  challenges  traditional  ways  of 
thinking  about  proliferation. 

I  would  like  to  highlight  four  aspects  of  conventional  thinking 
that  must  be  critically  reexamined.  First,  discussions  of  prolifera- 
tion, official  and  unofficial,  have  been  fixated  on  the  nuclear  dimen- 
sion. Other  dimensions  of  the  proliferation  challenge,  however,  that 
I  have  pointed  out  in  my  written  statement,  pose  risks  potentially 
as  consequential  and  perhaps  more  imminent  than  the  spread  of 
nuclear  weapons. 

To  me,  this  nuclear  fixation  must  be  overcome.  The  problem  is 
not  just  about  nuclear  weapons  or  even  about  weapons  of  mass  de- 
struction. One  could  argue  it  is  not  even  about  weapons  an3miore. 
In  my  mind,  the  core  of  the  proliferation  problem  in  the  post-Cold 
War  security  environment  is  the  diffusion  of  technology,  some  of  it 
advanced,  some  of  it  simple,  all  of  it  potentially  deadly.  Prolifera- 
tion today  is  as  much  about  lasers  and  computer  software  as  it  is 
about  plutonium  and  anthrax. 

If  the  problem  is  recast  in  these  terms,  it  is  essential  to  recognize 
that  it  is  not  the  technology  itself  that  is  beneficial  or  harmful  but 
how  that  technology  is  used,  and  that  is  the  result  of  human 
choice.  It  is  critical  to  appreciate  this  fundamental  point  because 
the  essential  focus  of  our  policies  should  not  be  on  den3ring  key 
technologies,  as  is  now  often  the  case,  but  on  channeling  the 
choices  of  those,  whether  leaders  of  states  or  non-state  actors,  to 
whom  that  technology  is  increasingly  available. 

Second,  more  attention  must  be  paid  to  the  decision  making  proc- 
esses of  proliferators,  both  at  the  state  and  the  sub-state  level.  The 
efforts  of  Iraq,  North  Korea,  and  other  proliferators  reflect  deci- 
sions as  complex  as  the  multiple  capabilities  they  are  trying  to  ac- 
quire. Although  it  is  admittedly  difficult  to  secure  information  re- 
garding these  decision  making  processes  in  many  countries  and 
particularly  with  sub-state  groups,  getting  inside  that  process  is 
absolutely  essential,  and  insights  gained  from  looking  at  that  proc- 
ess may  open  new  policy  approaches. 

At  the  sub-state  level,  a  major  question  raised  by  the  attack  in 
Tokyo  is  why  terrorist  groups  have  not  used  such  weapons  before, 
despite  WMD  technology  that  is  now  many  decades  old.  The  fact 
that  it  was  the  Aum  Shinrikyo  in  Japan  that  resorted  to  chemical 
weapons  perhaps  provides  one  clue. 

In  my  view,  the  Aum  is  not  a  group  akin  to  those  which  emerged 
in  the  late  1960s  and  early  1970s,  such  as  the  IRA  or  some  of  the 
militant  Palestinian  groups.  These  groups  resorted  to  terror  to 
achieve  specific  political  objectives.  Their  weapons  of  choice  were 
the  gun  and  the  bomb,  those  favored  by  terrorists  throughout  his- 
tory. An  important  part  of  their  approach  was  to  claim  responsibil- 
ity for  particular  incidents,  sending  the  message  that  similar  inci- 
dents would  occur  in  the  future  if  the  desired  action  by  govern- 
ments were  not  taken. 
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The  Aum  Shinrikyo's  attack  in  Japan  had  none  of  these  features. 
In  not  claiming  responsibihty  for  the  subway  tragedy,  the  attack 
was  not  tied  to  any  government  action  or  concrete  objective.  With 
no  stated  goal,  the  attack  appeared  more  as  an  act  of  random  vio- 
lence than  a  political  undertaking.  In  general,  in  my  view,  the  Aum 
Shinrikyo  appears  to  have  more  in  common  with  bizarre  religious 
cults,  only  that  the  Aum  directed  its  violence  outward  towards  soci- 
ety as  well  as  inward  toward  members  of  the  sect  itself. 

A  group  such  as  the  Aum,  therefore,  is  something  new,  some- 
thing of  a  hybrid,  and  groups  such  as  these  seem  to  be  willing  to 
use  violence,  including  weapons  of  mass  destruction,  just  to  hurt 
society.  A  critical  first  step  in  dealing  with  these  new  groups  is  to 
learn  better  how  such  a  group  thinks  and  the  factors  involved  in 
the  decisions  they  make. 

Third,  not  all  members  of  the  international  community  view  the 
proliferation  problem  through  the  same  lenses.  Some  developing 
countries,  for  example,  consider  nonproliferation  efforts  of  the  Unit- 
ed States  and  the  other  industrial  nations,  such  as  the  Australia 
Group  and  the  missile  technology  control  regime,  as  hypocritical, 
selective,  and  discriminatory. 

Major  differences  exist  over  the  competing  needs  to  protect  tech- 
nology on  one  hand  and  share  technology  on  a  global  base  on  the 
other.  Those  differences  are  now  a  theme  in  virtually  every  current 
or  recent  multilateral  arms  control  forum,  including  the  conference 
to  decide  on  the  extension  of  the  Nuclear  Nonproliferation  Treaty, 
the  work  in  The  Hague  on  implementation  of  the  Chemical  Weap- 
ons Convention,  and  efforts  to  develop  measures  to  bolster  con- 
fidence in  compliance  with  the  Biological  Weapons  Convention. 
Some  means  must  be  found  to  bridge  these  differences  over  tech- 
nology sharing. 

Finally,  if  this  portrayal  of  the  proliferation  problem  as  a  multi- 
faceted  challenge  of  technology  diffusion  is  correct,  no  single  solu- 
tion to  the  problem  will  suffice.  Too  often  in  the  past,  those  respon- 
sible for  different  aspects  of  policy  have  worked  in  isolation  from 
one  another.  An  effective  government  mechanism  to  integrate  the 
full  range  of  policy  tools,  an  approach  that  is  sensitive  to  the  bal- 
ance that  must  be  drawn  among  the  use  of  these  instruments,  has 
not  really  existed. 

But  a  number  of  tough  questions  exist  with  respect  to  each  policy 
element  that  should  be  incorporated  into  such  an  integrated  strat- 
egy, and  let  me  briefly  highlight  a  couple. 

First,  effective  intelligence,  as  has  been  pointed  out  here  over  the 
last  2  days,  is  absolutely  critical  in  countering  proliferation  suc- 
cessfully. It  is  also  difficult.  The  biggest  intelligence  coups  related 
to  biological  weapons  programs,  for  example,  in  Russia  and  Iraq, 
have  been  for  the  most  part  in  some  way  related  to  defectors. 

What  then  are  or  should  be  our  expectations  regarding  intel- 
ligence capabilities  in  this  area?  How  should  the  traditional  tension 
between  investment  in  national  technical  means  and  investment  in 
human  intelligence  capabilities  be  resolved  in  meeting  the  pro- 
liferation challenge? 

Another  issue  not  often  examined  is  what  intelligence  demands 
are  created  when  proliferation  occurs?  One  example  is  the  use  of 
intelligence  for  target  identification  supporting  the  possible  use  of 
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military  power  to  take  out  a  WMD  facility.  Do  we  today  have  the 
necessary  intelligence  capabilities,  recognizing  that  during  the  Gulf 
War,  a  number  of  Iraqi  WMD  facilities  apparently  were  not  identi- 
fied? 

The  impact  of  the  proliferation  of  weapons  of  mass  destruction 
can  be  diminished  if  effective  defensive  programs  are  incorporated 
into  the  strategic  approach.  One  defense  program  issue  raised  by 
the  Tokyo  tragedy  is  civil  preparedness  against  a  potential  terrorist 
attack.  To  what  extent  should  it  be  made  a  national  priority?  As 
an  open  society,  the  United  States  will  never  enjoy  total  invulner- 
ability against  those  committed  to  making  such  attacks.  But  how 
can  civil  emergency  preparedness  be  improved  so  that  the  con- 
sequences of  an  attack,  should  it  occur,  are  minimized? 

The  U.S.  Government  has  made  progress  in  this  area  and  some 
municipalities  have  conducted  exercises  to  facilitate  coordination  of 
law  enforcement,  medical,  and  other  services  that  must  be  in- 
volved, but  are  those  efforts  enough?  Have  efforts  been  adequate 
across  the  country? 

Another  aspect  of  the  defense  program  is  military  preparedness 
and  the  capability  of  U.S.  forces  to  operate  effectively  in  a  WMD 
environment.  A  number  of  published  reports  over  the  summer  raise 
questions  regarding  the  level  of  preparedness  and  the  proper  con- 
figuration and  training  of  U.S.  forces  for  operations  in  areas  where 
proliferation  has  occurred.  It  also  poses  the  question  of  acquisition 
policies  for  such  contingencies,  including  missile  defenses,  an  issue 
with  which  Congress  has  struggled  for  some  time. 

Export  controls  have  been  a  centerpiece  of  U.S.  nonproliferation 
efforts.  Their  effectiveness,  however,  in  my  view,  is  of  growing  con- 
cern in  light  of  the  dual  use  nature  of  much  of  the  technology  that 
now  has  relevance  in  the  security  arena.  In  a  report  for  our  insti- 
tute provided  to  the  Subcommittee,  Brad  Roberts  of  the  Institute 
for  Defense  Analyses  provides  some  striking  statistics  on  trade  in 
these  materials  that  are  summarized  in  my  written  statement. 

These  trade  and  investment  figures  do  not  necessarily  imply  that 
the  recipients  are  pursuing  weapons  of  mass  destruction  programs. 
They  do  suggest  that  the  issue  is  no  longer  whether  a  state  has  the 
technological  capability  or  the  access  to  technology  and  material  to 
provide  itself  with  weapons  of  mass  destruction  but  whether  it  has 
the  political  will  and  makes  the  choice  to  do  so. 

Arms  control  treaties  and  agreements,  such  as  the  as-yet 
unratified  CWC,  can  also  make  several  contributions  to  the  fight 
against  proliferation.  You  have  heard  about  some  of  them  already 
this  morning.  I  would  note,  however,  that  arms  control,  as  any 
other  policy  instrument,  is  not  a  panacea,  and  we  should  not  expect 
arms  control  agreements  to  carry  more  of  a  burden  than  they  were 
originally  designed  to  bear. 

One  aspect  of  arms  control  in  my  view  deserves  special  attention. 
It  has  been  an  issue  that  the  international  community  has  tradi- 
tionally avoided  raising  in  polite  company.  That  is,  what  to  do  in 
response  to  instances  of  noncompliance.  In  1963,  Dr.  Fred  Ikle 
wrote  a  classic  article  entitled,  "After  Detection,  What?"  I  expect 
Dr.  Ikle  is  still  looking  for  an  answer. 

Differences  with  our  allies  as  well  as  with  the  Russians  over  the 
Krasnoyarsk  radar,  the  incident  in  Sverdlovsk,  or  the  reluctance  of 
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the  Security  Council  to  move  against  a  North  Korea  clearly  in  vio- 
lation of  its  NPT  obligations  demonstrate  that  responding  to  non- 
compliance is  one  of  the  most  politically  contentious  questions  in 
the  arms  control  arena  today.  More  deliberate  attention  must  be 
given  to  appropriate  responses  to  violations  of  arms  control  agree- 
ments before  they  occur,  as  we  should  expect  they  will. 

Finally,  an  integrated  anti-proliferation  strategy  must  involve  a 
wider  range  of  players  than  has  heretofore  been  the  case.  For  ex- 
ample and  perhaps  most  importantly,  how  do  we  integrate  into 
nonproliferation  efforts  the  private  sector,  which  today  is  by  far  the 
most  significant  conduit  for  the  global  dissemination  of  technology? 

Clearly,  there  is  a  strong  need  for  innovative  thinking  in  order 
to  fashion  an  effective  approach  to  the  problem  of  the  diffusion  of 
militarily-relevant  technology.  An  integrated  strategy  that  chal- 
lenges conventional  wisdom,  that  focuses  on  the  gaps  in  thinking 
and  policy,  and  that  addresses  these  and  other  tough  questions  is 
essential.  Thank  you  very  much. 

[The  prepared  statement  of  Mr.  Moodie  follows:] 

PREPARED  STATEMENT  OF  MR.  MOODIE 

Mr.  Chairman,  thank  you  very  much  for  your  invitation  to  testify  before  the  Sub- 
committee. It  is  an  honor  to  do  so. 

I  have  been  asked  to  begin  to  bridge  the  previous  discussion  of  the  nature  of  the 
current  proUferation  threat  and  the  panel  to  follow  addressing  policy  responses.  I 
would  like  to  do  so  by  focusing  on  a  series  of  questions  raised  by  the  current  U.S. 
approach  to  the  challenge  of  nonproliferation  and  possible  policy  options. 

THE  FUNDAMENTAL  QUESTION 

The  challenge  of  proliferation  today  reflects  the  complexity  of  the  post-Cold  War 
world  in  that  responding  effectively  to  the  challenge  requires  balancing  several  com- 
peting, equally  valid  interests.  The  critical  issues  not  only  relate  to  national  security 
and  global  peace  and  stability,  but  they  also  have  significant  repercussions  for  eco- 
nomic interests  including  U.S.  high  technology  trade  and  economic  development  in 
industrializing  countries. 

Are  current  U.S.  policy  approaches  adequate  to  the  task  of  responding  to  the  chal- 
lenge of  proliferation  in  the  post-Cold  War  era?  The  collapse  of  the  Soviet  Union, 
Iraq's  challenge  to  the  international  community.  North  Korea's  rogue  actions,  and 
the  subway  attack  in  Japan,  have  all  highlighted  new  dimensions  of  the  threat  con- 
fronting the  global  community.  Serious  questions  exist  as  to  whether  business  as 
usual — embodied  in  strategies  of  technology  denial — will  work  in  today's  world.  That 
world  is  one  in  which  many  of  the  same  technologies  that  can  be  used  in  potentially 
destabilizing  military  applications,  can  also  make  widespread  and  valuable  contribu- 
tions to  society.  It  is  a  world  in  which  those  technologies  are  increasingly  available 
on  a  global  basis.  Although  both  the  international  security  environment  and  the 
global  processes  for  developing  and  disseminating  technology  have  radically  altered 
in  the  last  twenty  years,  conceptual  and  policy  thinking  remains  locked  in  modes 
more  appropriate  to  an  earlier  time.  The  United  States  needs  an  innovative  strategy 
that  challenges  traditional  ways  of  thinking  about  proliferation  in  order  to  identify 
new  policy  approaches  more  responsive  to  the  problems  Washington  will  confront  in 
the  years  ahead. 

REEXAMINING  CONVENTIONAL  WISDOM 

Five  aspects  of  conventional  thinking  about  proliferation  in  particular  must  be 
critically  examined. 

First,  discussions  of  proliferation — official  and  unofficial — have  been  fixated  on  the 
nuclear  dimension  of  the  issue.  The  problem,  however,  is  far  more  complex  that  just 
the  spread  of  nuclear  weapons.  Other  dimensions  of  the  proliferation  challenge  pose 
risks  potentially  as  consequential  and  perhaps  more  imminent  than  the  spread  of 
nuclear  weapons,  including 

•  increased  interest  in  biological  and  chemical  weapons; 

•  ongoing  acquisition  of  advanced  conventional  weapons; 
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•  development  of  missiles  of  increasing  range  and  accuracy; 

•  widespread  availability  of  light  arms  that  have  killed  many  more  people  than 
weapons  of  mass  destruction; 

•  growing  interest  among  many  countries  in  the  world  in  acquiring  subsystems 
and  components; 

•  increasing  acquisition  by  the  global  community  of  enabling  technologies  that 
enhance  military  performance  such  as  computer-aided  design  and  manufac- 
turing systems,  systems  integration  software,  precision  guidance,  advanced 
information  technology,  etc.; 

•  global  dissemination  of  sophisticated  technology  production  techniques;  and 

•  greater  application  of  technology  generated  in  the  commercial  sector  to  the  se- 
curity arena. 

The  nuclear  fixation  in  proliferation  discussions  must  be  overcome.  The  problem 
is  not  just  about  nuclear  weapons,  or  even  weapons  of  mass  destruction.  One  could 
argue  it  is  not  even  about  weapons  anymore.  The  core  of  the  proliferation  problem 
in  the  post-Cold  War  security  environment  is  the  diffusion  of  technology — some  ad- 
vanced, some  simple,  but  all  potentially  deadly.  Indeed,  the  term  "nonproliferation" 
may  no  longer  be  adequate  to  describe  the  goal;  perhaps  a  more  accurate  description 
of  the  task  is  "managing  diffusion  of  militarily-relevant  technology. 

If  the  problem  is  recast  in  these  terms,  the  first  step  in  dealing  with  it  is  to  recog- 
nize that  the  impact  of  technology  in  the  security  arena  is  the  product  of  human 
choice.  Technology  may  help  define  the  context  within  which  choices  are  made,  cre- 
ate new  paths  for  the  chooser,  or  change  the  calculations  of  costs  and  benefits  asso- 
ciated with  certain  courses  of  action.  The  result,  however,  is  determined  by  individ- 
uals. It  is  not  technology  itself  that  is  beneficial  or  harmful,  but  how  it  is  used.  This 
fundamental  point  is  critical  to  those  who  must  respond  to  the  proliferation  chal- 
lenge, because  it  highlights  the  fact  that  the  basic  task  should  not  be  focused  on 
the  technology,  but  on  channeling  the  choices  of  those  to  whom  that  technology  is 
available. 

Second,  much  of  the  recent  analysis  tends  to  define  proliferation  as  the  primary 
concern  and  the  political  environment  in  which  it  occurs — usually  characterized  by 
conflict — as  derivative.  (This  portrayal  is  suggested  in  the  labeling  by  some  Clinton 
administration  spokesmen  of  regional  security  problems  as  "demand  side  prolifera- 
tion.") Such  an  approach  tends  to  drive  policy  toward  a  narrow  focus  on  technology 
and  its  denial  to  countries  of  concern. 

A  strong  case  can  be  made,  however,  that  the  relationship  between  conflict — 
whether  it  is  between  states  or  within  a  state — and  proliferation  is  just  the  reverse 
of  this  now-common  portrayal.  It  is  the  existence  of  conflict  that  drives  the  parties 
to  consider  using  new  tools  of  violence.  The  impact  of  this  view  should  be  to  promote 
policy  approaches  that  emphasize  both  national  and  global  norms  against  the  mis- 
use of  technology  and  heighten  the  disincentives  for  potential  proliferators.  It  should 
also  lead  to  emphasis  on  combining  policy  instruments — intelligence,  defense  pro- 
grams, military  options,  export  controls,  in  some  cases  law  enforcement,  arms  con- 
trol, and  so  on — into  an  integrated  approach  which  has  been  largely  absent  to  date. 

Third,  more  attention  must  be  paid  to  the  decision  making  process  of  proliferators 
both  at  the  state  and  sub-state  level.  In  many  proliferation  discussions,  that  process 
is  often  portrayed  as  if  a  state  moves  in  sequence  from  one  weapons  systems  to  the 
next  ("Well,  nukes  were  too  hard  or  too  expensive,  so  I'll  try  biological  weapons"). 
In  reality,  the  process  is  usually  not  sequential,  but  simultaneous  and  across  the 
board.  Iraq,  for  example,  not  only  had  an  elaborate  nuclear  weapons  program,  but 
also  had  tens  of  thousands  of  munitions  filled  with  chemical  agents,  an  active  offen- 
sive biological  weapons  program,  an  indigenous  missile  development  program,  and 
a  tank  army  larger  than  those  of  Britain  and  France  combined.  North  Korea  is  on 
everyone's  list  for  pursuing  all  weapons  of  mass  destruction  as  well  as  a  missile  pro- 
gram, to  say  nothing  of  the  concern  over  its  army  with  its  huge  artillery  capability 
deployed  not  far  from  Seoul. 

The  efforts  of  these  and  other  states  do  not  reflect  simple  choices,  dependent  on 
single  factors  such  as  technology  capability  or  costs.  Rather,  those  decisions  are  as 
complex  as  the  multiple  capabilities  they  are  trying  to  acquire.  Although  it  is  admit- 
tedly difficult  to  secure  information  regarding  decision  making  processes  in  many 
countries,  insights  gained  from  looking  at  that  process  may  open  new  policy  ap- 
proaches. It  is  particularly  imperative  because  many  of  the  states  who  are  on  vir- 
tually all  the  lists  of  suspected  proliferators — Syria,  Libya,  and  Iran  for  example — 
are  also  often  on  lists  of  states  sponsoring  terrorism. 

At  the  sub-state  level,  a  major  question  raised  by  the  attack  in  Tokyo  is  why  have 
terrorist  groups  not  used  such  weapons  before.  Chemical  weapons  technology  is 
more  than  eighty  years  old;  modern  biological  weapons  were  first  developed  sixty 
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years  ago.  As  the  Aum  Shinrikyo  demonstrated,  the  science  involved  in  developing 
these  capabilities  is  not  beyond  the  grasp  of  many  people  with  reasonable  scientific 
backgrounds.  The  self-restraint  that  terrorist  groups  have  shown  is  difficult  to  ex- 
plain. 

The  fact  that  it  was  the  Aum  Shinrikyo  in  Japan  that  resorted  to  chemical  weap- 
ons perhaps  provides  a  clue.  The  Aum  is  not  a  group  akin  to  those  which  emerged 
in  the  late  1960s  and  early  1970s,  such  as  the  IRA,  the  Basque  separatists,  or  some 
of  the  militant  Palestinian  groups,  who  resorted  to  terror  to  achieve  specific  political 
objectives.  These,  groups  used  terror  to  attempt  to  move  governments  toward  de- 
sired concrete  actions.  Their  weapons  of  choice  were  those  favored  by  terrorists 
throughout  history — the  gun  and  the  bomb.  An  important  part  of  their  approach 
was  to  claim  responsibility  for  particular  incidents,  sending  the  message  that  simi- 
lar incidents  would  occur  in  the  future  if  the  desired  action  were  not  taken.  The 
use  of  terror  was  often  directed  toward  prompting  such  an  excessive  government  re- 
sponse that  it  would  alienate  the  general  populations.  With  respect  to  these  political 
terrorist  groups,  the  question  remains  whether  they  are  interested  in  exploring  the 
chemical  and  biological  weapons  options.  It  should  not  be  taken  for  granted  that 
they  are. 

The  Aum's  action  in  Japan  had  none  of  these  features.  In  not  claiming  respon- 
sibility for  the  subway  tragedy,  the  attack  was  not  tied  to  any  government  action 
or  concrete  objective.  With  no  stated  goal,  the  attack  appeared  more  as  an  act  of 
random  violence  than  a  political  undertaking.  In  general,  Aum  Shinrikyo  appears 
to  have  more  in  common  with  bizarre  religious  sects,  only  the  Aum  directed  its  vio- 
lence outward  toward  society  as  well  as  inward  toward  members  of  the  sect.  The 
Aum  Shinrikyo  also  seems  to  have  combined  its  use  of  violence  with  activity  resem- 
bling the  workings  of  organized  crime.  A  group  such  as  the  Aum,  therefore,  is  sorne- 
thing  new,  some  kind  of  hybrid.  The  appearance  of  groups  such  as  these — willing 
to  use  violence,  including  perhaps  weapons  of  mass  destruction,  just  to  hurt  soci- 
ety^omplicates  the  ability  of  responsible  officials  to  develop  effective  counters.  It 
increases  the  burden  on  law  enforcement  and  intelligence  capabilities,  which  remain 
the  foundation  for  dealing  with  terrorists,  regardless  of  their  weapon  of  choice.  A 
critical  first  step  is  to  learn  better  how  such  groups  think  and  the  factors  involved 
in  the  decisions  they  make. 

Fourth,  not  all  members  of  the  international  community  view  the  problem  of  tech- 
nology diffusion  through  the  same  lenses.  Some  developing  countries,  for  example, 
view  nonproliferation  efforts  of  the  United  States  and  other  industrial  nations  as 
hypocritical,  selective,  and  discriminatory.  The  traditional  approach  of  technology 
denial  through  mechanisms  such  as  the  Australia  Group  and  the  Missile  Technology 
Control  Regime  (MTCR)  are  especially  resented. 

Disputes  over  proliferation  and  how  to  balance  the  competing  needs  to  protect  and 
to  share  technology  on  a  global  basis  have  become  a  leitmotif  of  multilateral  arms 
control.  Major  differences  over  technology  are  a  theme  in  virtually  every  current  or 
recent  multilateral  arms  control  effort,  including  the  conference  to  decide  on  exten- 
sion of  the  nuclear  Nonproliferation  Treaty  (NPT),  the  work  in  The  Hague  on  imple- 
mentation of  the  Chemical  Weapons  Convention  (CWC),  and  efforts  to  develop  meas- 
ures to  bolster  compliance  with  the  Biological  Weapons  Convention  (BWC). 

These  differences  over  technology  are  part  of  a  broader  challenge  that  makes  it 
more  difficult  to  deal  with  technology  diffusion  problems,  raises  the  stakes  regarding 
what  is  involved,  and  generates  an  urgency  that  cannot  be  ignored.  A  new  tier  of 
increasingly  technologically-capable  states  has  emerged.  The  fundamental  challenge 
is  to  integrate  this  new  tier  of  states  into  a  global  system  that  promotes  stable  re- 
gional and  global  security  yet  meets  their  growing  insistence  for  a  meaningful  role 
in  the  evolving  international  system.  What  is  at  issue  is  no  less  than  the  distribu- 
tion and  exercise  of  global  power  into  the  foreseeable  future. 

If  these  states  are  denied,  they  can  prompt  enormous  disruption  in  the  security 
environment,  impede  important  arms  control  progress,  and  exacerbate  a  festering 
sore  created  by  profoundly  different  views  over  the  appropriate  distribution  of  power 
in  the  post-Cold  War  system.  The  challenge  for  the  United  States  and  its  allies  is 
not  to  give  in  to  the  demands  of  these  states.  Rather,  the  challenge  is  to  recast  the 
system  in  such  a  way  that  these  states  share — and  see  they  share — a  stake  in  it. 
If  they  do,  then  they  can  formulate  their  requirements  in  ways  that  will  diminish 
proliferation  pressures. 

Finally,  if  this  portrayal  of  the  proliferation  problem  as  a  multifaceted  challenge 
of  technology  diffusion  is  correct,  no  single  solution  to  the  problem  will  suffice.  Rath- 
er, a  multifaceted,  integrated  strategic  response  is  required.  Too  often  in  the  past, 
however,  those  responsible  for  different  aspects  of  policy  have  worked  in  isolation 
from  one  another — arms  controllers  focused  on  negotiating  and  implementing  agree- 
ments, export  controls  were  applied  by  a  different  group,  defense  programs  devel- 
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oped  by  yet  another  bureaucracy.  An  effective  government  mechanism  to  integrate 
the  full  range  of  policy  tools,  one  that  is  sensitive  to  the  balance  that  must  be  drawn 
among  the  use  of  different  instruments,  has  not  really  existed. 

INTEGRATING  DIVERSE  POLICY  INSTRUMENTS 

A  number  of  tough  questions  exists,  however,  with  respect  to  each  policy  element 
that  should  be  incorporated  into  an  integrated  strategy.  Answering  these  questions 
entails  hard  policy  choices  with  significant  ramifications.  Highlighting  some  of  those 
questions  briefly  include  the  following: 

1.  Intelligence 

Effective  intelligence  is  critical  in  countering  proliferation  successfully.  It  is  also 
difficult.  The  U.S.  government  has  made  important  progress  in  this  area,  through 
such  measures  as  creation  of  the  Nonproliferation  Center  at  the  Central  Intelligence 
Agency.  But  the  task  remains  daunting.  The  biggest  intelligence  coups  related  to  bi- 
ological weapons  programs — for  example,  in  Russia  and  Iraq — have  been  for  the 
most  part  the  result  of  defectors.  As  already  mentioned,  it  is  extremely  difficult  to 
get  inside  the  decision  making  process  of  some  countries  of  greatest  proliferation 
concern  and  an  even  harder  challenge  when  addressing  sub-state  groups.  These  are 
processes  that  do  not  lend  themselves  to  examination  through  national  technical 
means.  What  then  are  or  should  be  our  expectations  regarding  intelligence  capabili- 
ties in  this  area?  How  should  the  traditional  tension  between  investment  in  national 
technical  means  and  investment  in  human  intelligence  capabilities  be  resolved  in 
meeting  the  proliferation  challenge? 

Another  issue  not  often  examined  is  what  intelligence  demands  are  created  when 
proliferation  occurs?  In  such  situations,  what  are  the  intelligence  requirements  to 
support  implementation  of  other  options?  One  example  is  the  use  of  intelligence  for 
target  identification  supporting  the  possible  exercise  of  military  power  to  take  out 
a  WMD  facility.  Do  we  today  have  the  necessary  capabilities,  recognizing  that  dur- 
ing the  war  in  the  Gulf  a  number  of  Iraqi  WMD  facilities  apparently  were  not  iden- 
tified? 

2.  Defense  Programs 

The  impact  of  the  proliferation  of  weapons  of  mass  destruction  can  be  diminished 
if  effective  defensive  programs  are  developed.  These  programs  have  several  dimen- 
sions: 

Medical  and  scientific  research  must  be  supported  to  protect  U.S.  forces  in  the 
field  with  effective  antidotes  and  vaccines.  But,  given  limited  resources,  what  bal- 
ance should  be  drawn  between  working  on  traditional  agents  that  are  the  most  like- 
ly candidates  for  CW  and  BW  weapons  programs  while  hedging  against  surprise 
through  examination  of  exotic,  new  agents?  How  far  should  U.S.  work  go  in  the  ex- 
amination of  weapons  effects,  recognizing  that  such  information  also  could  be  used, 
if  it  became  publicly  available,  to  support  an  offensive  weapons  program? 

The  question  of  protecting  civil  populations  is  also  difficult.  In  the  event  of  U.S. 
intervention  into  regions  in  which  chemical  or  biological  weapons  could  be  used, 
what  priority  should  be  given  to  protecting  civilians  working  in  areas  of  military  sig- 
nificance, such  as  ports,  airfields,  or  logistics  centers,  that  could  be  subject  to  WMD 
attack?  Their  vulnerability  demonstrates  that  biological  weapons  in  particular  do 
not  necessarily  have  to  be  massive  in  terras  of  casualties  to  be  strategic  in  impact. 

One  issue  raised  by  the  Tokyo  tragedy  is  civil  preparedness  against  potential  ter- 
rorist attack.  To  what  extent  should  it  be  made  a  national  priority?  As  an  open  soci- 
ety, the  United  States  will  never  enjoy  total  invulnerability  against  those  committed 
to  making  such  attacks.  But  how  can  civil  emergency  preparedness  be  improved  so 
that  the  consequences  of  an  attack,  should  it  occur,  be  minimized?  Some  municipali- 
ties have  conducted  exercises  in  responding  to  such  scenarios  to  facilitate  coordina- 
tion of  the  law  enforcement,  medical,  and  other  services  that  must  be  involved.  Have 
those  efforts  been  adequate  across  the  country? 

Another  aspect  of  the  defense  program  is  military  preparedness  and  the  capability 
of  U.S.  forces  to  operate  in  a  WMD  environment.  At  the  Global  '95  wargame  played 
in  Newport  this  summer,  biological  and  chemical  weapons  scenarios  were  the  sub- 
ject of  significant  play  for  the  first  time.  According  to  published  reports,  the  mili- 
tary's operational  planning  for  such  contingencies  was  found  lacking.  There  were 
also  media  stories  in  June  1995  commenting  on  a  Department  of  Defense  report  in 
which  the  detection,  identification,  and  characterization  of  chemical  and  biological 
weapons  was  determined  to  be  the  greatest  shortfall  in  U.S.  military  capabilities  to 
counter  weapons  of  mass  destruction.  Other  shortfalls  included  robust  passive  de- 
fenses to  enable  continued  operations  in  a  WMD  environment,  including  defense 
against  cruise  missiles,  and  theater  missile  defenses.  The  issue  of  defense  against 
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missile  attack  is  one  with  which  the  Congress  has  struggled  for  some  time.  While 
controversial,  exploration  of  the  technical  and  political  options  should  be  continued. 
These  reports  raise  questions  regarding  the  proper  configuration  and  training  of 
U.S.  forces  for  possible  operations  in  areas  where  proliferation  has  occurred.  It  also 
poses  the  question  of  acquisition  priorities  for  such  contingencies.  The  U.S.  military 
has  recognized  the  need  to  confront  these  tough  choices,  and  all  the  services  have 
initiated  efforts  to  determine  their  future  requirements. 

3.  Military  Options 

The  use  of  military  force  in  dealing  with  the  problem  of  proliferation  is  also  a  con- 
troversial issue.  If  the  goal  of  U.S.  efforts,  however,  is  to  deter  proliferation  by  rais- 
ing the  costs  too  high,  by  demonstrating  that  such  efforts  will  not  bring  proliferators 
closer  to  their  goals,  or  by  denying  them  the  ability  to  exercise  the  option  even  if 
they  acquire  it,  then  military  capabilities  must  be  part  of  the  U.S.  policy  repertoire. 
Secretary  of  Defense  Perry  reportedly  has  given  Special  Operations  Command  the 
mission  to  develop  preemptive  ways  to  deal  with  chemical  and  biological  attacks, 
but  the  exploration  of  options  certainly  will  extend  beyond  this  single  organization. 

4.  Export  Controls 

Export  controls  have  been  a  centerpiece  of  U.S.  nonproliferation  efforts.  Their  ef- 
fectiveness, however,  is  of  growing  concern  in  light  of  the  dual-use  nature  of  much 
of  the  materials,  technology,  and  equipment  that  now  has  relevance  in  the  security 
arena.  In  a  report  for  the  Chemical  and  Biological  Arms  Control  Institute,  Brad 
Roberts  of  the  Institute  of  Defense  Analysis  provides  some  striking  statistics: 

— The  value  of  chemical  exports  from  the  developed  world  to  the  developing  one 
increased  from  $33  billion  to  $57  billion  between  1980  and  1991;  materials  con- 
trolled by  the  Australia  Group  constitute  less  than  one  percent  of  this  amount. 

— Annual  direct  investment  in  developing  countries  by  U.S.  chemical  manufactur- 
ers doubled  from  $4.05  billion  to  $9.98  billion  between  1983  and  1983. 

— In  the  biological  arena,  the  number  of  licenses  for  the  export  of  microorganisms 
and  toxins  grew  from  90  in  1991  to  531  in  1994  (while  denials  numbered  one 
in  1991  and  four  in  1994). 

— The  Centers  for  Disease  Control  and  Prevention  shipped  biological  reagents  to 
41  mostly  developing  countries  in  1994,  up  from  24  in  1991;  every  year  virtually 
every  country  in  the  world  receives  shipments  from  the  American  Type  Culture 
Collection  covering  a  range  of  types  of  biologies  but  including  pathogenic  mate- 
rials, presumably  for  medical  diagnostic  and  treatment  purposes  related  to  con- 
trolling the  outbreak  of  infectious  diseases. 

— One  survey  of  the  unconventional  weapons  programs  of  Iran,  Syria,  and  Libya 
reveals  that  over  300  suppliers  in  38  countries  have  provided  them  with  dual- 
use  items. 

These  trade  and  investment  figures  do  not  necessarily  imply  that  recipients  are 
pursuing  weapons  of  mass  destruction  programs:  They  do  suggest,  however,  that  the 
dual-use  nature  of  technology  and  materials  relevant  to  proliferation  of  weapons  of 
mass  destruction  are  increasingly  available  if  states  make  the  decision  to  exploit 
them. 

Another  aspect  of  this  issue  relates  to  training.  In  the  United  States,  a  significant 
proportion  of  graduate  students  in  the  subspecialties  of  the  natural  sciences  are 
non-American.  Leaders  of  firms  in  the  rapidly  growing  biotechnology  sector  point 
out  they  could  not  be  competitive  if  they  could  not  hire  non-U. S.  nationals.  Most 
of  these  students  and  employees  are  pursuing  their  efforts  for  beneficial  medical, 
scientific,  or  commercial  purposes.  Some  of  them,  however,  could  return  to  their  re- 
spective countries  and  turn  their  knowledge  to  more  malevolent  purposes. 

The  future  utility  of  export  controls,  therefore,  must  be  questioned  in  a  world  in 
which  technological  capability  is  so  widespread.  It  has  become  fashionable  in  pro- 
liferation discussions  to  talk  about  'Virtual  nuclear  powers,"  that  is,  states  with  the 
capability  quickly  to  provide  themselves  with  nuclear  weapons  should  they  make  the 
decision  to  do  so.  The  world  is  also  replete  with  "virtual  biological  and  chemical 
weapons  states."  Increasingly,  the  issue  is  not  whether  a  state  has  the  technological 
capability  to  provide  itself  with  weapons  of  mass  destruction,  but  whether  it  has  the 
political  will  and  makes  the  choice  to  do  so. 

5.  Arms  Control 

Arms  control  treaties  and  agreements  can  make  several  contributions  to  the  fight 
against  proliferation: 

•  They  establish  global  norms  against  which   the  behavior  of  states  can   be 
measured; 
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•  They  create  important  legal  regimes  criminalizing  a  range  of  behavior  deemed 
unacceptable  by  the  international  community  and  providing  a  concrete  basis 
for  action  against  those  involved  in  illicit  activity. 

•  They  represent  levers  to  mobilize  the  international  community  in  the  face  of 
potential  threats;  and 

•  They  can  reinforce  deterrence  by  denying  proliferators  the  benefits  that  might 
be  derived  from  pursuing  such  a  program  or  by  forcing  them  along  paths  that 
are  more  difficult,  more  costly,  more  complex,  and  arguably  more  visible. 

Arms  control,  however,  as  any  other  policy  instrument,  is  not  a  panacea.  As  a 
product  of  hard-fought  negotiations,  an  arms  control  agreement  entails  compromises 
among  competing  political  objectives  of  the  negotiating  parties.  As  such,  we  should 
not  expect  arms  control  agreements  to  carry  more  of  a  burden  than  they  were  in- 
tended to  bear.  Arms  control  can  reduce  the  scope  of  a  potential  problem,  but  it  does 
not  eliminate  it.  That  is  why  it  must  be  used  in  combination  with  other  policy  tools. 

One  aspect  of  arms  control  deserves  special  mention  given  its  implications  for  the 
fight  against  proliferation.  It  has  been  an  issue  that  the  international  community 
has  traditionally  avoided  raising  in  polite  company — that  is,  what  to  do  in  response 
to  instances  of  noncompliance.  In  1963,  Dr.  Fred  Ikle  wrote  a  classic  article  entitled 
"After  Detection — What?"  I  expect  Dr.  Ikle  is  still  looking  for  an  answer.  The  issue 
of  responding  to  noncompliance  is  one  of  the  most  politically  contentious  questions 
in  the  arms  control  arena.  One  need  only  remember  the  Russian  violation  of  the 
ABM  Treaty  with  the  Krasnoyarsk  radar  or  its  noncompliance  with  the  BWC  as  evi- 
denced by  the  1979  Sverdlovsk  anthrax  incident.  These  issues  were  almost  as  dif- 
ficult political  issues  between  Washington  and  its  allies  as  they  were  with  Moscow. 
Another  example  is  the  reluctance  of  the  United  Nations  Security  Council  to  act  in 
the  face  of  a  clear  violation  by  North  Korea  of  its  NPT  obligations. 

If  the  international  community  is  unwilling  to  act  in  the  face  of  violations  of  glob- 
al norms  embodied  in  international  agreements,  regardless  of  the  elegance  of  their 
provisions,  they  are  useless  documents.  More  deliberate  attention  must  be  given, 
therefore,  to  appropriate  responses  to  violations  of  arms  control  agreements  before 
they  occur — as  we  should  expect  they  will. 

Finally,  an  integrated  strategy  to  meet  the  challenge  of  technology  diffusion  must 
involve  a  wider  range  of  players  than  has  heretofore  been  the  case.  Here,  too,  tough 
questions  appear.  For  example,  how  do  we  arrive  at  common  answers  to  these  ques- 
tions with  other  technology  suppliers,  both  among  our  traditional  allies  and  among 
the  new  suppliers?  Can  regions  committed  to  their  own  end-use  monitoring  build 
new  forms  of  trans-governmental  and  trans-business  control  mechanisms  (eg.,  the 
European  Union's  license-free-zone  concept)?  Perhaps  most  important,  how  do  we  in- 
tegrate into  nonproliferation  efforts  the  private  sector  which  today  is  by  far  the  most 
significant  conduit  for  the  global  dissemination  of  technology?  What  ultimately  is  in- 
volved is  a  shift  away  from  coordinated,  but  essentially  unilateral  strategy  of  tech- 
nology denial  to  a  genuine  multilateral,  and  multifaceted  strategy  of  technology 
management. 

Clearly,  there  is  a  strong  need  for  innovative  thinking  in  order  to  fashion  an  effec- 
tive approach  to  the  problem  of  the  diffusion  of  militarily-relevant  technology.  A 
process  that  challenges  the  conventional  wisdom,  that  focuses  on  the  gaps  in  think- 
ing and  policy,  and  that  addresses  these  and  other  tough  questions  is  essential. 

Thank  you. 

Michael  Moodie 
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"It  is  not  the  critic  that  counts  .  .  .  The  credit  belongs  to  the  man  in  the  arena" — 
Theodore  Roosevelt 

Rethinking  Export  Controls  on  Dual-Use  Materials  and  Technologies:  From 

Trade  Restraints  to  Trade  Enablers 

By  Brad  Roberts 

Between  rhetoric  and  disinterest  lies  an  important  story  about  the  function  of  ex- 
port controls  on  dual-use  materials  and  technologies.  The  rhetoric  is  offered  by  the 
Non-Aligned  Movement,  which  attacks  such  controls  as  contrary  to  the  cooperative 
frameworks  established  in  the  global  treaties — and  as  intended  to  keep  undeveloped 
nations  both  weak  and  insecure.  The  disinterest  is  offered  by  western  arms  control- 
lers, whose  belief  in  supply-side  control  as  an  essential  tool  of  nonproliferation  leads 
them  to  pay  little  heed  to  the  nonaligned  view  (or  to  uncomfortably  and  quietly  ac- 
cept it  as  on  the  mark).  The  reality  of  dual-use  export  controls  is  rather  different 
from  the  picture  painted  by  both  camps.  To  understand  their  function  clearly  re- 
quires an  appreciation  both  of  the  changing  nature  of  the  global  economy  and  of  the 
chaotic  political  forces  unleashed  in  the  international  system  by  the  end  of  the  Cold 
War. 

DUAL-USE  controls 

The  structure  of  export  controls  on  materials  and  technologies  with  both  commer- 
cial applications  and  military  utility  in  terms  of  the  construction  of  weapons  of  mass 
destruction  has  grown  quite  elaborate  over  the  last  decade,  as  concerns  about  weap- 
ons proliferation  have  deepened.  In  the  nuclear  domain,  export  controls  are  coopera- 
tively applied  by  the  exporting  states  in  support  of  the  global  control  regime  (the 
Nuclear  Non-Proliferation  Treaty  (NPTI));  illicit  diversion  is  monitored  under  the 
safeguards  system  as  supplemented  by  national  technical  means.  In  the  biological 
domain,  trade  in  sensitive  materials  and  technologies  is  monitored  by  the  Australia 
Group  in  support  of  the  global  disarmament  regime  (the  Biological  and  Toxin  weap- 
ons Convention  [BWCI]);  efforts  are  currently  underway  to  strengthen  the  verifica- 
tion and  compliance  components  of  this  regime.  In  the  chemical  domain,  the  Aus- 
tralia Group  plays  the  critical  coordinating  role  in  what  its  members  define  as  a 
bridging  function  until  the  new  Chemical  weapons  Convention  (CWC)  is  fully  and 
effectively  implemented.  Each  treaty  establishes  as  a  principle  that  compliance  will 
bring  benefits  of  cooperation  for  peaceful  purposes  in  the  relevant  materials  and 
technologies.  Outside  of  this  regime  encompassing  these  three  treaties  are  other  ad 
hoc  export  control  mechanisms,  such  as  the  missile  technology  control  regime  and 
the  nascent  successor  to  the  cold  war-vintage  CoCom  (Coordinating  Committee  on 
Export  Controls). 

Over  the  last  decade  there  has  been  a  major  effort  among  supplier  states  to  tight- 
en and  otherwise  improve  these  controls.  The  Australia  Group  itself  was  founded 
in  1985  in  order  to  tighten  national  licensing  procedures  for  export  controls  and  to 
improve  international  coordination;  its  original  focus  on  the  precursors  of  chemical 
warfare  agents  expanded  subsequently  to  include  the  technology  of  their  production 
and  then  biological  warfare  materials  and  technologies. 

The  gist  of  the  nonaligned  critique  is  that  the  major  states  have  excessively  fo- 
cused on  the  punitive  functions  of  these  regimes  while  ignoring  their  obligations  to 
promote  cooperation.  They  reject  export  controls  as  trade  restraints  and  call  instead 
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for  programs  to  subsidize  technology  transfer  and  cooperation.  A  few  members  of  the 
Non-Aligned  Movement  have  attempted  to  hold  the  process  of  strengthening  and  ex- 
panding the  global  treaty  regime  hostage  to  more  substantial  efforts  by  the  devel- 
oped states  to  implement  the  cooperative  agenda.  They  reject  the  other  ad  hoc  mech- 
anisms as  illegitimate  because  they  are  not  founded  on  a  globally  negotiated  bar- 
gain. 

PATTERNS  OF  COOPERATION  FOR  PEACEFUL  PURPOSES 

Have  export  controls  functioned  to  constrain  trade  and  cooperation?  A  brief  survey 
gives  some  basis  for  arriving  at  an  answer. 

In  the  nuclear  domain,  despite  rigorous  controls  on  both  technologies  and  mate- 
rials at  a  time  of  growing  concern  about  nuclear  proliferation — and  a  virtual  aban- 
donment of  nuclear  power  as  a  source  of  power  generation  in  the  United  States — 
international  trade  and  cooperation  have  flourished.  One  indicator  is  the  flow  of  nu- 
clear dual-use  technology  from  the  United  states:  between  1985  and  1992,  the  Unit- 
ed states  issued  336,000  licenses  for  the  export  of  nuclear-related  dual-use  items, 
valued  at  $264  billion. i 

This  trade  is  supplemented  by  various  formal  governmental  programs  to  promote 
cooperation.  In  the  case  of  the  United  States,  these  are  numerous.  The  United 
States  has  agreements  with  EURATOM  as  well  as  27  mostly  developing  countries 
to  cooperate  on  deriving  the  benefits  of  nuclear  energy  in  the  fields  of  physical  and 
chemical  sciences,  food  and  agriculture,  industry  and  earth  science,  human  health, 
radiation  protection,  nuclear  power,  safety  of  nuclear  installations,  nuclear  fuel 
cycle,  and  radioactive  waste  management.  It  has  supported  over  2,500  specific  tech- 
nical cooperation  projects.  Between  1958  and  1989,  the  United  States  gave  $79  mil- 
lion to  the  Technical  Assistance  and  Cooperation  Fund  of  the  International  Atomic 
Energy  Agency  (IAEA);  from  1990  to  1994,  it  contributed  an  additional  $60  million. 
Voluntary  additional  support  to  the  IAEA  in  the  form  of  extrabudgetary  contribu- 
tions has  also  regularly  been  provided  by  the  United  states  and  includes  an  annual 
series  of  training  courses,  the  provision  of  cost4ree  experts  to  the  IAEA  head- 
quarters, and  fellowships  for  foreign  students  and  professionals  to  train  in  nuclear- 
related  fields  in  the  United  States.  Almost  4,000  foreign  nationals  from  more  than 
80  other  NPT  countries  received  Ph.D.  training  in  nuclear  physics,  nuclear  chem- 
istry, and  nuclear  engineering  between  1974  and  1995.  The  United  States  also  as- 
sists NPT  parties  in  peaceful  nuclear  development  by  performing  technical  training 
missions  overseas  and  hosting  foreign  visitors  in  the  United  States.  Since  1986, 
45,000  Department  of  Energy  (DoE)  specialists  have  performed  technical  assistance 
missions  overseas  while  nearly  54,000  scientists  and  engineers  from  numerous  de- 
veloping countries  party  to  the  NPT  have  visited  DoE  facilities  for  training  pur- 
poses.^ 

In  the  chemical  domain,  trade  and  cooperation  are  also  extensive.  In  1993,  the 
global  market  for  chemical  and  allied  products  totalled  $1.26  trillion  (in  the  U.S. 
economy,  these  products  constitute  the  largest  exporting  sector).  The  value  of  ex- 
ports of  chemicals  from  the  developed  world  to  the  developing  one  increased  from 
$33  billion  to  $57  billion  between  1980  and  1991.3  Materials  controlled  by  the  Aus- 
tralia Group  constitute  less  than  one  percent  of  this  amount.  Direct  investment  in 
developing  countries  by  U.S.  chemical  manufacturers  doubled  from  $4.05  billion  to 
$9.98  billion  between  1983  and  1993  (these  are  annual  investments). •*  Furthermore, 
in  the  period  of  tightened  controls  by  the  Australia  Group,  the  developing  worlds 
share  of  the  U.S.  investment  pie  has  not  shrunk-investment  in  the  developing  world 
by  U.S.  chemical  manufacturers  remained  a  steady  21  percent  of  total  U.S.  industry 
investment  between  1983  and  1993. ^  Formal  government-to-government  cooperative 
programs  for  the  peaceful  uses  of  chemicals  have  not  been  initiated,  not  least  be- 
cause their  relevance  in  the  face  of  this  extensive  global  trade  would  be  nil. 

In  the  biological  domain,  patterns,  are  more  difficult  to  discern.  In  the  commercial 
area,  trade  and  investment  patterns  vary  among  different  sectors,  with  extensive 


^Nuclear  Nonproliferation:  Export  Licensing  Procedures  for  Dual-Use  Items  Need  to  Be 
Strengthened.  GAO/NSIAD-94-119  (Washington,  D.C.:  General  Accounting  Office,  April  1994). 

^Fact  Sheet:  The  United  States  Commitment  to  the  Nuclear  Non-Proliferation  Treaty,  1995 
(Washington,  D.C.:  U.S.  Arms  Control  and  Disarmament  Agency,  1995).  Data  drawn  from  pp. 
13-20.  ^^ 

3  Figures  in  current  year  dollars.  In  constant  dollars,  with  1987  as  base,  the  growth  was  from 
$42  billion  to  $47  billion.  United  Nations  Yearbook  on  International  Trade  Statistics.  1992.  dd: 
S  50-53.  *^^ 

*  Figures  provided  by  the  U.S.  Chemical  Manufacturers  Association,  April  1995.  Figures  in 
current  year  dollars.  In  constant  dollars,  with  1987  as  base,  the  growth  was  from  $4.57  billion 
to  $7.63  billion. 

5  Figures  provided  by  the  U.S.  Chemical  Manufacturers  Association,  April  1995. 
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international  diversification  of  the  pharmaceutical  industry,  a  growing  global  mar- 
ket in  the  agricultural  applications  of  biotechnology,  and  a  capital  intensive  research 
and  development  effort  with  regard  to  biotechnologies  generally.^  In  the  govern- 
mental area,  programs  of  collaboration  on  disease  control  are  numerous.  Extensive 
international  collaboration  on  childhood  vaccines  has  been  undertaken  under  the 
aegis  of  the  world  Health  Organization.  The  United  Nations  International  Develop- 
ment Organization  (UNIDO)  helped  to  launch  the  International  Center  for  Genetic 
Engineering  and  Biotechnology,  an  autonomous  intergovernmental  organization,  to 
promote  training  in  and  the  transfer  of  biotechnologies.  The  world  Bank  has  created 
investment  programs  for  agricultural  applications  in  biotechnology,  thereby  facilitat- 
ing the  creation  of  specialist  firms  in  many  parts  of  the  world.  The  U.S.  Agency  for 
International  development  sponsors  basic  research  in  biotechnology  in  foreign  uni- 
versities and  elsewhere. 

There  is  also  a  little  noted — and  growing — trade  in  biomedical  applications.  Micro- 
organisms and  toxins  are  exported  by  the  United  States  (among  others)  and  the 
number  of  licenses  issued  for  the  export  such  materials  grew  from  90  in  1991  to  531 
in  1994  (license  application  denials  numbered  one  in  1991  and  4  in  1994).''  The  Cen- 
ters for  Disease  Control  and  Prevention  shipped  biological  reagents  to  41  mostly  de- 
veloping countries  in  1994,  up  from  24  in  1991.^  Every  year  virtually  every  country 
in  the  world  receives  shipments  from  the  American  Type  Culture  Collection  covering 
a  range  of  types  of  biologies  but  including  pathogenic  materials,  presumably  for 
medical  diagnostic  and  treatment  purposes  related  to  controlling  the  outbreak  of  in- 
fectious diseases. 

There  are  other  indicators  of  the  nature  and  extent  of  the  international  flow  of 
dual-use  materials  and  technologies.  In  1991,  the  United  States  issued  38,000  dual- 
use  export  licenses;  only  a  few  hundred  license  applications  were  denied  or  not  acted 
upon.  In  1992,  that  figure  dropped  to  21,060,  in  large  part  because  of  a  revision  to 
U.S.  export  laws  and  a  narrowing  of  the  scope  of  restraint.^  Another  indicator  is  the 
success  of  key  states  of  proliferation  concern  in  tapping  into  the  global  dual-use 
market.  One  recent  survey  of  the  unconventional  weapons  programs  of  Iran,  Syria, 
and  Libya  reveals  that  over  300  suppliers  in  38  countries  have  provided  dual-use 
items  to  them.^'' 

To  be  sure,  this  data  is  incomplete.  Its  focus  on  U.S.  industries  and  programs  ob- 
scures the  existence  of  numerous  other  sources  of  supply  and  cooperation.  In  the  nu- 
clear and  chemical  domains  at  least,  non-U. S.  sources  are  substantial.  Moreover,  the 
trade  statistics  are  gross  calculations  and  not  always  comparable  across  years  or 
trade  sectors.  Furth,er  research  would  certainly  cast  far  greater  light  on  these  pat- 
terns. 

But  the  essential  outlines  are  nonetheless  clear.  The  global  trade  in  dual-use  ma- 
terials and  technologies  is  booming.  So  too  is  technology  transfer  through  invest- 
ment by  developed  countries  in  the  developing  world.  The  dual-use  component  has 
not  been  isolated  from  broader  trends  in  the  global  economy  of  the  last  decade — 
an  economy  in  which  the  volume  of  exports  has  grown  at  a  rate  twice  that  of  cumu- 
lative GDP  growth,  while  the  volume  of  foreign  direct  investment  has  grown  at  a 
rate  twice  that  of  export  growth.  This  growth  of  the  dual-use  sectors  is  striking-es- 
pecially  at  a  time  Of  heightened  proliferation  concerns  in  the  developed  countries. 

THE  IMPACT  OF  CONTROLS 

Thus  the  rhetoric  of  the  nonaligned  appears  to  be  at  odds  with  the  facts.  The  pat- 
tern of  extensive  cooperation  in  the  peaceful  application  of  these  items  is  undeni- 
able. This  pattern  extends  far  beyond  what  governments  alone  might  be  capable  of 
creating  with  aid  programs  or  government-subsidized  investment  in  technologies 
and  materials  of  specific  treaty  relevance.  And  in  a  global  economy  of  the  type  that 
has  emerged  over  the  last  decade,  with  rapid  growth  in  exports  and  investments, 
the  foundations  are  being  laid  for  future  growth. 

But  what  then  are  the  utility  of  export  controls?  If  technology  is  flowing  so  freely, 
do  they  have  any  utility  at  all?  The  classic  case  for  export  controls  is  that  they  re- 
tard weapons  acquisition  programs  while  also  making  them  moire  costly.  They  con- 


^U.S  Congress,  Office  of  Technology  Assessment,  Biotechnology  in  a  Global  Economy,  OTA- 
BA-94  (Washington,  D.C.:  GPO,  October  1991). 

''U.S.  Department  of  Commerce,  Bureau  of  Export  Administration,  Special  Licensing  Division, 
April  13,  1995. 

"Centers  for  Disease  Control  and  Prevention,  National  Center  for  Infectious  Diseases,  March 
29,  1995. 

^  U.S.  Department  of  Commerce,  Office  of  Export  Enforcement,  1993. 

^°  Weapons  of  Mass  Destruction:  The  Cases  of  Iran,  Syria,  and  Libya,  a  report  of  the  Simon 
Wiesenthal  Center,  Los  Angeles,  Calif.,  August  1992. 
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tinue  to  serve  this  function  even  in  a  time  of  technology  diffusion,  although  the  time 
they  buy  and  the  costs  they  impose  are  shrinking.  Reaping  these  benefits  requires 
a  broader  international  effort  that  integrates  new  sources  of  supply — as  seen  in  the 
chemical  and  biological  (and  missile)  area,  but  less  so  in  the  nuclear  one. 

But  export  controls  take  on  new  functions  in  the  new  global  economy.  In  an  econ- 
omy in  which  industry  and  the  firm  are  the  primary  conduits  of  trade  and  invest- 
ment, such  controls  provide  a  way  for  industry  to  police  itself  In  an  economy  in 
which  dual-use  items  are  rapidly  diffusing,  such  controls  provide  a  way  for  states 
to  maintain  a  degree  of  transparency  in  international  exchange  so  that  egregious 
misuses  can  be  investigated,  identified,  and  isolated.  In  an  economy  of  multiple  sup- 
pliers of  sensitive  technologies,  they  provide  a  way  to  balance  competitive  and  coop- 
erative interests  of  different  states. 

Put  simply,  the  primary  utility  of  export  controls  is  trade  enabling,  not  trade  re- 
stricting. Their  function  is  to  create  confidence  among  suppliers  that  recipients  will 
use  their  acquisitions  for  peaceful  permitted,  not  military,  purposes.  If  they  were  to 
be  with  drawn,  trade,  investment,  and  cooperation  would  likely  suffer.  In  the  bio- 
logical area,  the  coming  boom  in  biotechnologies  might  be  severely  constrained  by 
a  loss  of  such  confidence,  as  the  industry  is  hemmed  in  by  doubts  about  misuse  in 
countries  whose  nonproliferation  credentials  are  suspect.  In  the  chemical  area,  trade 
and  investment  would  be  increasingly  constrained  by  the  kind  of  political  pressure 
put  on  German  industry  in  the  wake  of  revelations  about  sales  to  the  Libyan  chemi- 
cal warfare  program.  In  the  nuclear  area,  the  passing  of  safeguards  would  cause  a 
significant  diminution  in  the  international  trade  in  sensitive  items,  and  a  curtail- 
ment of  cooperative  programs  to  all  but  a  few  key  allies. 

Some  leaders  of  the  nonaligned  assert  that  the  problem  with  export  controls  is 
not  their  restrictive  character  but  their  selective  application.  To  be  sure,  the  export 
controllers  have  not  always  been  fair  or  effective.  But  statistics  do  not  even  support 
the  case  that  export  controls  have  kept  all  sensitive  materials  out  of  the  hands  of 
suspect  proliferators.  In  the  nuclear  domain,  during  the  period  1985  to  1992,  the 
United  States  approved  54,862  licenses  (worth  $29  billion)  for  nuclear-related  ex- 
ports to  36  countries  of  proliferation  concern,  one-half  of  which  went  to  8  countries 
that  have  sought  or  are  seeking  nuclear  weapons;  of  these,  approximately  1,500  li- 
censes were  issued  for  exports  to  end-users  involved  in  or  suspected  of  being  in- 
volved in  nuclear  weapons  development  or  the  manufacture  of  special  nuclear  mate- 
rials. ^^  This  suggests  that  exports  are  being  restricted  only  where  their  proliferation 
significance  is  clearly  established  (and  perhaps  not  even  consistently  in  those  cases). 
It  also  illuminates  the  role  of  industry  in  helping  to  redress  concerns  about  dual- 
use  technology  diversion.  Backed  by  the  U.S.  legal  system  and  intelligence-derived 
information,  and  infused  with  a  nonproliferation  ethic,  U.S.  industry  plays  an  im- 
portant role  in  making  transparent  technology  usage  even  in  countries  of  prolifera- 
tion concern. 

The  fact  that  some  developing  countries  are  less  successful  in  gaining  access  to 
international  trade  and  investment  flows  may  also  have  an  explanation  other  the 
export  control  one.  Some  such  countries  are  as  isolated  from  the  global  economy  as 
they  are  unaligned  in  the  diplomatic  community,  and  have  failed  to  adopt  the  eco- 
nomic reforms  that  have  opened  others  to  foreign  economic  inputs.  Chemical  indus- 
try specialists  report,  for  example,  that  the  significant  barriers  to  further  invest- 
ment in  developing  countries  derive  from  the  failure  of  some  such  countries  to  pro- 
tect intellectual  property  rights  and  to  remove  other  domestically  created  invest- 
ment restrictions. 

IMPLICATIONS 

Four  stand  out. 

First,  the  international  debate  on  dual-use  export  controls  needs  a  new  founda- 
tion. Allies  of  effective  control — and  of  broader  international  cooperation — do  a  dis- 
service to  their  cause  in  leaving  the  debate  about  export  controls  to  those 
nonaligned  states  that  depict  them  in  their  most  reprehensible  form.  The  inter- 
national political  economy  of  the  1990s  and  the  future  is  not  the  one  that  gave  birth 
to  the  nonaligned  worldview.  Export  controls  can  play  a  positive  role — especially 
where  they  are  essentially  implementation  mechanisms  for  the  global  treaty  regime. 

Second,  in  joining  this  debate,  it  is  not  good  enough  for  the  developed  countries 
simply  to  state  their  bonafides  or  to  tout  the  virtues  of  export  controls  as  trade 
enablers.  There  is  a  political  significance  to  the  nonaligned  critique  that  has  gained 
momentum  in  the  developing  world.  That  critique  now  extends  beyond  export  con- 


^^ Nuclear  Nonproliferation:   Export   Licensing   Procedures  for   Dual-Use   Items   Need   to   Be 
Strengthened,  GAO/NSIAD-94-119  (Washington,  D.C.:  General  Accounting  Office,  April  1994). 
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trols  and  the  ad  hoc  coordinating  mechanisms  to  the  global  treaty  regime  itself.  Ex- 
tension of  the  NPT  was  held  up  at  least  in  part  to  Iran's  success  in  gathering  sup- 
port for  its  view  that  Article  IV  has  been  inadequately  implemented.  Strengthening 
of  the  BWC  through  addition  of  a  verification  and  compliance  protocol  is  being  held 
up  at  least  in  part  by  demand  of  the  nonaligned,  led  again  by  Iran,  for  more  sub- 
stantial enforcement  of  Article  X  (the  parallel  to  Article  IV  in  the  NPT).  The  effort 
to  bring  the  CWC  into  force  is  also  held  hostage  to  those  who  prefer  that  the  Aus- 
tralia Group  cease  to  exist  when  the  CWC  enters  into  force,  in  contrast  to  the  pref- 
erence of  Australia  Group  members  that  their  harmonized  controls  of  chemical  pre- 
cursors remain  in  place  until  the  CWC  is  fully  and  effectively  implemented.  The  de- 
bate over  the  purpose  and  utility  of  dual-use  export  controls — and  thus  over  the  cri- 
teria for  participation  in  the  various  export  control  regimes — has  held  up  the  cre- 
ation of  the  CoCom  successor  regime. 

In  the  face  of  this  political  agenda,  to  assert  that  export  controls  have  positive 
and  not  negative  value  is  not  enough.  The  control  community  must  deal  better  than 
it  has  with  the  charges  of  bias  and  ineptitude.  It  must  make  the  case  that  such  con- 
trols are  fairly  applied  to  block  trade  only  to  those  with  weapons  programs  or  aspi- 
rations, and  not  simply  to  states  out  of  favor  with  one  or  two  powerful  states  in  the 
international  system. 

Third,  the  dual-use  export  control  debate  should  and  can  be  an  opportunity  for 
deepening  the  patterns  of  political  cooperation  among  states.  Such  patterns  have 
grown  very  fluid  with  the  passing  of  the  Cold  War.  Coalitions  are  forged,  wane,  and 
are  then  remade  along  new  lines  as  international  exigencies  require.  The  ad  hoc  ex- 
port control  coordinating  mechanisms  and  the  global  treaties  are  tools  for  creating 
sustainable  coalitions  derived  from  globally  embraced  norms  of  state  behavior.  If 
this  is  a  luxury  created  by  the  new  political  circumstance,  it  is  a  necessity  born  of 
the  diffusion  of  dual-use  materials  and  technology. 

Yet  this  opportunity  seems  hardly  noticed  by  the  people  interested  in  arms  control 
and  nonproliferation  in  the  United  States.  The  international  export  control  debate 
has  largely  become  a  shouting  match  between  the  United  States  and  Iran,  from 
which  others  seek  to  distance  themselves.  Sharp  emotions  distract  attention  from 
the  important  lesson  for  the  United  States  in  sustaining  effective  export  controls. 
It  is  no  longer  leader  of  a  cold  war  coalition  against  the  Evil  Empire,  but  first 
among  equals  in  a  globalizing  economy  and  an  unstable  international  political  order, 
where  the  exigencies  of  multilateral  diplomacy  are  borne  uncomfortably  by  a  United 
States  that  finds  them  unfamiliar  and  discomfiting.  When  individual  states  are  con- 
sistently targeted  for  selective  denial,  there  is  a  political  requirement  to  make  a 
public  case  for  such  treatment  that  withstands  international  scrutiny. 

A  fourth  implication  is  for  arms  control.  Although  a  post<old  war  agenda  has  yet 
to  come  into  clear  focus,  future  tasks  can  be  discerned  in  the  patterns  of  economic, 
technological,  and  political  activities  described  here.  Whether  or  not  weapons  pro- 
liferate will  turn  increasingly  on  political  decisions  shaped  by  a  wide  ^'ariety  of  fac- 
tors-domestic, regional,  and  global-to  turn  weapons  potential  into  weapons  prowess, 
not  simply  on  decisions  to  acquire  weapons  potential.  This  points  to  the  growing  im- 
portance of  the  NPT,  BWC,  and  CWC  as  embodiments  of  internationally  agreed 
norms  and  as  mechanisms  for  marshalling  coalitions  to  meet  the  challenges  of 
states  not  party  to  those  norms.  Their  importance  derives  also  from  what  U.S.  par- 
ticipation in  them  implies  about  U.S.  engagement  in  cooperative  strategies  in  its 
unipolar  moment. 
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challenges  to  government,  industry,  and  other  interested  entities  that  share  these 
principles. 

If  you  have  ideas  for  future  issue  papers  or  questions  about  points  raised  in  this 
paper  or  relating  to  arms  control  and  proliferation  in  general,  contact  the  Institute 
by  phone  at  (703)  739-1538,  or  send  a  fax  to  (703)  739-1525. 

Michael  L.  Moodie,  Executive  Editor 

Geoffrey  W.  Nagler,  Managing  Editor 

Senator  NUNN.  Thank  you  very  much,  Mr.  Moodie. 

I  am  going  to  make  my  questions  short.  We  have  a  lot  of  ques- 
tions we  would  like  to  ask  this  panel  but  we  have  another  panel 
and  we  have  a  target  of  trjdng  to  get  through  here  by  12  to  12:30, 
so  I  am  going  to  make  my  questions  short  and  then  rotate  it. 

Dr.  Mirzayanov,  could  you  tell  us  more  about  the  case  of  General 
Kuntsevich,  who  was  a  former  member  of  President  Yeltsin's  Com- 
mittee on  chemical  weapons  and  who,  I  understand,  was  recently 
indicted  by  the  Russians  for  smuggling  chemical  weapons  to  the 
Middle  East?  Could  you  tell  us  what  you  know  about  that? 

Dr.  Mirzayanov.  [Translated  from  Russian.)  I  can  say  that  on 
April  4,  1994,  the  KGB  had  started  an  investigation  on  General 
Kuntsevich  and  a  group  of  researchers,  including  Mr.  Petrunin,  Di- 
rector of  GosNIIOKhT,  and  Mr.  Drozd.  On  April  6,  already,  Gen- 
eral Kuntsevich  was  dismissed  from  his  post,  but  the  main  problem 
is  that  all  those  people  were  only  witnesses  in  the  case.  The  inves- 
tigation was  especially  interested  in  Mr.  Drozd  confirming  the  alle- 
gation that  along  with  laboratory  equipment,  a  precursor  was  also 
sent  to  Syria. 

My  opinion  is  that  part  of  it  is  true  but  part  of  it  is  a  political 
game.  During  this  last  year,  bosses  of  General  Kuntsevich  were  not 
satisfied  with  the  way  he  handled  his  job.  This  is  especially  true 
of  General  Petrov  and  his  assistant,  General  Yevstafyev,  who 
thought  that  Kuntsevich  was  paying  too  much  attention  to  the 
process  of  destruction  of  chemical  weapons  and  was  not  too  much 
worried  about  saving  the  potential  of  Russia. 

My  opinion  is  that  General  Kuntsevich  is  not  the  worst  among 
the  generals  in  the  chemical  forces  of  Russia,  but  to  a  certain  ex- 
tent, he  is  not  quite  sincere.  He  is  not  a  sincere  person. 

I  think  that  part  of  this  truth  that  the  investigation  already 
knows  is  enough  to  take  more  severe  measures  towards  General 
Kuntsevich. 

I  must  say  that  General  Kuntsevich  did  not  act  on  his  own.  No 
doubt  that  he  was  in  agreement,  he  acted  in  consent  with  his  supe- 
riors. In  particular,  cooperation  with  Syria  was  not  the  initiative  of 
Kuntsevich.  He  was  only  told  to  do  this. 

This  is  why  I  think  that,  at  the  moment,  someone  has  just  de- 
cided to  sacrifice  Kuntsevich  for  the  sake  of  some  political  goals. 

Senator  NuNN.  Let  me  ask  you  this  question,  if  I  could,  because 
I  want  to  be  able  to  rotate  it.  Some  people  would  cite,  including 
some  in  the  Congress,  some  outside,  would  cite  this  example  of  a 
person  very  high  up,  a  senior  general  now  being  indicted  for  selling 
those  weapons,  cite  that  as  evidence  that  we  are  not  able  to  enter 
into  a  chemical  weapons  agreement  with  Russia  and  other  coun- 
tries because  of  corruption  and  because  of  that  kind  of  a  breach  of 
trust.  How  would  you  respond  to  that? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  I  would  answer  to 
this  that  certainly  those  generals  who  have  initiated  this  whole 
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case  are  strongly  against  chemical  disarmament.  But  the  Chemical 
Weapons  Convention  is  a  product  of  20  years  of  hard  work  of  many 
researchers,  politicians  in  many  countries.  So  any  negative  im- 
pulse, any  negative  effect  on  this  process  of  ratification  would  make 
Russia  even  more  non-transparent  in  the  sense  of  chemical  weap- 
ons and  we  would  return  to  the  starting  point. 

Mr.  MOODIE.  Mr.  Chairman,  could  I  make  a  comment  on  your 
question? 

Senator  NUNN.  Yes. 

Mr.  MOODIE.  Two  quick  points.  First,  one  of  the  reasons  that 
some  Senators  are  concerned  about  the  CWC  in  relation  to  General 
Kuntsevich  is  that  they  have  described  him  as  a  "key  negotiator" 
of  the  Convention.  When  I  was  at  ACDA,  my  bureau  had  respon- 
sibility for  the  interagency  leadership  on  the  CWC  negotiations,  so 
I  had  to  follow  those  talks  very  closely  and  spend  some  time  in  Ge- 
neva at  the  talks. 

It  is  my  recollection,  it  is  the  recollection  of  some  of  the  people 
in  the  U.S.  delegation,  and  it  is  the  recollection  of  the  head  of  the 
Russian  delegation  to  the  talks  that  General  Kuntsevich  may  have 
come  to  Geneva  for  1  or  2  days,  but  he  never  was  involved  in  the 
negotiations  at  the  table. 

The  second  point  I  would  make  is  that  until  the  CWC  enters  into 
force,  there  is  no  legal  international  law  against  trade  in  these  ma- 
terials. The  only  international  legal  prohibition  on  chemical  weap- 
ons is  the  1925  Geneva  Protocol,  which  bans  use  of  CW.  All  the 
other  aspects — production,  development,  research,  trade — there  is 
no  prohibition  against  those.  So  if  he  was  in  violation  of  anything, 
it  would  have  been  in  violation  of  Russian  domestic  law  and  the 
CWC  does  provide  some  measures  to  strengthen  that  area,  as  well. 

Senator  NuNN.  Thank  you. 

The  final  question  I  have.  Dr.  Mirzayanov,  to  your  knowledge, 
were  chemical  weapons  ever  sent  by  the  Soviet  government  to  the 
Middle  East? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  Yes,  I  am  aware  of 
testimony  of  one  of  the  colonels  who  participated  in  transportation 
of  modern  chemical  weapons  to  the  Middle  East  in  the  former  So- 
viet Union. 

Senator  NuNN.  What  country?  To  what  country  did  those  weap- 
ons go? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  He  did  not  say.  He 
did  not  name  the  country,  but  we  can  take  a  guess.  What  he  was 
saying  is  that  those  chemical  weapons  were  not  meant  for  use  in 
only  one  country,  but  including  Syria. 

Senator  Nunn.  Was  that  during  the  days  of  the  Soviet  Union  or 
has  that  kind  of  shipment  continued  under  Russia? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  No,  this  took  place 
in  the  Soviet  days  and  this  colonel  was  ready  to  go  public  in  a  situ- 
ation that  would  become  critical  for  him. 

Senator  NuNN.  Did  he  go  public? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  No,  he  did  not.  He 
did  not  go  public  because  the  current  Russian  laws  and  the  absence 
of  a  ratified  Convention  on  chemical  weapons  do  not  inspire  people 
to  go  public  with  revelations  of  this  sort. 

Senator  NUNN.  Thank  you. 
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Senator  Cohen? 

Senator  COHEN.  Thank  you,  Senator  Nunn. 

Dr.  Mirzayanov,  there  are  some  ironies  in  what  you  have  been 
testifying  to  here  today.  No.  1,  you  have  indicated  that  the  chemi- 
cal weapons  developed  by  the  Soviet  and  Russian  governments  are 
hermetically  sealed  so  they  are  very  safe.  One  would  hope  that  the 
craftsmanship  that  has  been  dedicated  to  Russian  military  weap- 
onry is  superior  to  that  in  the  commercial  sector,  such  as 
Chernobyl,  in  terms  of  protecting  the  public  against  leakage  of  ma- 
terials. We  assume  that  to  be  the  case. 

The  system  of  protection  for  these  hermetically-sealed  weapons 
was  always  that  of  personnel.  You  had  many  armed  personnel  that 
were  stationed  to  protect  their  being  stolen  or  used  for  other  pur- 
poses. Now  we  have  the  situation  in  which  the  personnel  are  no 
longer  there  or,  in  many  cases,  have  been  corrupted,  either  by 
those  seeking  to  purchase  some  of  these  materials  or  by  organized 
crime. 

We  have  heard  nothing  here  today  about  the  role  of  Russian  or- 
ganized criminal  gangs.  We  have  had  other  testimony  in  other  set- 
tings that  there  may  be  as  many  as  5,500  gangs  operating  in  Rus- 
sia, even  in  Moscow.  They  have  been  successful  in  many  respects 
in  penetrating  both  the  military  and  the  government  officials 
through  corruption. 

None  of  our  witnesses  have  addressed  themselves  to  that  issue 
and  perhaps  you  could  enlighten  us  as  to  whether,  from  your  expe- 
rience, you  know  whether  organized  crime  is  actively  seeking  to 
gain  access  to  such  materials. 

Dr.  Mirzayanov.  [Translated  from  Russian.]  I  would  like  to  say 
that  I  agree  with  you  completely  that  chemical  weapons  in  Russia 
face  tremendous  danger  of  theft,  both  from  personnel  and  from  or- 
ganized crime.  To  my  mind,  we  are  just  simply  lucky  that  this  has 
not  happened  yet.  We  are  just  fortunate,  because  nobody  has  yet 
ordered  for  such  theft  to  take  place.  I  think  if  someone  has  an 
order  to  get  these  chemical  weapons,  there  will  not  be  many  prob- 
lems of  getting  them. 

Senator  COHEN.  Could  you  tell  us  whether  or  not  the  Russians 
are  prepared  or  were  prepared  to  violate  the  Chemical  Weapons 
Convention  upon  its  ratification?  In  other  words,  were  steps  being 
taken  to  surreptitiously  violate  the  treaty,  assuming  that  it  is  rati- 
fied? 

Dr.  Mirzayanov.  [Translated  from  Russian.]  To  my  mind,  the 
Chemical  Weapons  Convention  is  created  in  such  a  way  that  any 
potential  violations  can  be  overturned.  I  have  indicated  in  my  arti- 
cles that  the  lists  of  chemical  agents  that  are  being  controlled  do 
not  include  some  of  the  agents  that  are  being  developed.  This  was 
my  main  concern.  That  is  why  I  went  public  in  my  articles  before, 
when  the  process  of  ratification  started.  But  after  my  articles  and 
after  a  number  of  consultations  with  my  fellow  researchers,  I  have 
come  to  the  conclusion  that  all  these  types  of  agents  can  be  con- 
trolled under  the  Chemical  Weapons  Convention. 

Senator  Cohen.  Let  me  express  a  personal  opinion  here  at  this 
time.  I  think  there  is  no  treaty  that  can  be  drafted  that  cannot  be 
circumvented  by  any  country  that  is  dedicated  to  doing  so.  It  is  my 
personal  belief  that  the  Russian  government  was  undertaking  ac- 
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tivities  to  prepare  for  the  circumvention  of  the  Chemical  Weapons 
Convention,  as  they  did  for  the  Biological  Weapons  Convention. 

That  is  a  personal  judgment  on  my  part.  It  does  not  mean  we 
should  not  have  such  conventions,  but  that  is  an  issue  that  we 
have  to  address.  I  know  that  Senator  Nunn  is  anxious  to  move  on 
quickly,  but  just  let  me  make  a  couple  of  quick  points. 

I  think  in  your  statement.  Dr.  Leitenberg,  you  pointed  out  the 
issue  of  the  trilateral  countries  sa5ang  that  they  have  confirmed  the 
termination  of  offensive  research  and  dismantlement  of  experi- 
mental technological  lines  for  production  of  agents,  etc.  That  may 
be  true,  but,  in  fact,  we  know  that  the  Russians  lied  in  the  past 
about  Krasnoyarsk  for  years.  Do  you  recall  this?  We  maintained 
that  they  were  building  an  ABM  battle  management  station  in  vio- 
lation of  the  ABM  Treaty.  They  said,  no,  we  are  building  it  for 
tracking  satellites.  It  took  years  of  pressure  until  they  finally  yield- 
ed the  truth  that  they  were,  in  fact,  building  it  in  violation  of  the 
treaty. 

They  lied  for  years.  Mr.  Gorbachev,  the  architect  of  glasnost,  lied 
about  their  biological  weapons  activities  for  years.  Finally,  when 
President  Yeltsin  came  to  the  United  States,  he  admitted  that  they, 
in  fact,  had  a  biological  weapons  program. 

So  there  is  a  history  behind  this.  The  question  is,  why  should  we 
believe  them  now?  I  would  come  back  to  what  President  Reagan 
said.  We  must  trust,  but  verify.  So  the  verification  regime  is  going 
to  be  the  most  extensive  and  the  most  intense  that  we  can  call 
upon. 

But  I  want  to  say  something  else,  one  final  point.  Senator  Nunn 
and  others,  if  you  would  permit  me  just  to  comment  briefly  on  a 
subject  matter  that  is  in  the  news  today.  One  of  the  lead  stories 
in  both  The  New  York  Times  and  The  Washington  Post,  and  I  as- 
sume every  other  major  paper,  deals  with  the  CIA  and  the  issue 
about  the  contamination  of  intelligence  that  was  given  to  our  policy 
makers.  Great  criticism  is  being  directed  toward  the  CIA  at  this 
time. 

The  American  people  ought  to  know  also  that  it  is  an  institution 
filled  with  human  beings  with  human  failures,  but  there  are  great 
successes  that  are  being  achieved  even  as  we  speak  which  will 
never  be  told  and  cannot  be  told.  Successes  cannot  be  discussed  in 
public,  but  there  are  many  successes  underway  in  the  field  of 
human  intelligence. 

It  is  true  that,  on  the  one  hand,  we  need  this  extraordinary  tech- 
nological capability  for  verification,  but  we  also  need  human  intel- 
ligence. And  many  times,  success  results  not  just  because  of  the 
scientists  in  the  labs  but  also  operatives  in  the  field,  in  that  very 
dark  and  dangerous  world  of  espionage. 

So  I  think  that  story  has  to  be  told,  as  well,  because  I  think  that 
people  are  getting  the  impression  that  the  United  States  intel- 
ligence agencies,  and  the  CIA  in  particular,  have  done  nothing  but 
misuse  their  powers  and  are  filled  with  individuals  who  cannot  per- 
form up  to  standards  of  excellence  that  we  demand.  They  do  out- 
standing work,  notwithstanding  the  failures  that  we  are  all  reading 
about. 

I  think  that  has  to  be  said  because  to  verify  treaty  compliance 
in  the  field  of  biological  weapons  and  chemical  weapons  we  are 
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going  to  have  to  rely  upon  human  intelUgence,  as  well  as  all  of  the 
scientific  equipment  that  we  can  develop  and  deploy. 

Thank  you,  Mr.  Chairman. 

Senator  Nunn.  Thank  you,  Senator  Cohen. 

I  would  subscribe  to  that  statement.  The  mistakes  of  the  CIA  are 
going  to  have  to  be  rectified.  There  is  going  to  have  to  be  some 
house  cleaning  and  there  is  going  to  have  to  be  some  restructuring. 
There  is  going  to  have  to  be  a  modernization.  The  missions  are 
going  to  have  to  be  reexamined,  all  of  that,  but  we  are  going  to  con- 
tinue to  need  the  best  intelligence  that  we  can  possibly  gather. 

The  world  today  is  not  as  high-risk  as  it  was.  There  is  not  as 
much  high  risk  of  a  nuclear  confrontation,  but  there  is  also  less 
stability  than  we  had  during  the  Cold  War  and  more  dangers  of 
proliferation  by  far  and  even  more  dangers  of  the  use  of  a  weapon 
of  mass  destruction  than  there  was  during  the  Cold  War,  so  we  all 
have  to  put  that  in  perspective. 

I  might  also  say  the  same  thing  about  our  domestic  law  enforce- 
ment. The  FBI  is  going  to  have  to  correct  a  lot  of  the  mistakes  that 
were  made,  Waco  and  other  places,  but  if  you  look  at  the  number 
of  terrorist  incidents  we  have  had  in  this  country  compared  to  the 
number  we  could  have  had  over  the  last  10  or  15  years,  I  think 
there  are  some  real  success  stories  that,  again,  have  not,  as  Sen- 
ator Cohen  has  said,  been  told,  that  those  of  us  dealing  with  this 
are  familiar  with. 

One  success  story  that  has  been  told  now  is  the  fact  that  our  in- 
telligence community  kept  insisting  that  Iraq  was  not  coming  clean 
during  these  U.N.  inspections.  As  we  have  heard  one  of  our  wit- 
nesses say  today — I  believe  it  was  Mr.  Leitenberg — it  would  have 
been  a  disaster  had  we  lifted  the  sanctions  while  they  were  still 
Ijdng  in  Iraq  about  their  BW  program  and  about  their  chemical  and 
about  some  of  their  nuclear  programs.  So  that  is  one  that  you  have 
to  chalk  up  on  the  plus  side. 

Let  me  again  rotate  over  to  Senator  Lugar. 

Senator  LuGAR.  Thank  you  very  much,  Senator  Nunn. 

Mr.  Moodie,  I  have  just  a  short  question  but  it  deals  with  your 
thought  that  proliferation  of  both  technology  as  well  as  materials 
may  occur  and  is  non-stoppable.  The  point  you  have  made  is  that 
our  mission  really  is,  as  you  said,  the  channeling  of  choices  of  those 
leaders  to  whom  such  technology  is  increasingly  available. 

In  other  words,  given  the  fact  that  these  instruments  of  destruc- 
tion will  come  into  the  hands  of  various  countries,  or  sub-state 
groups  or  even  religious  cults,  our  challenge  is  trying  to  determine 
how  we  channel  or  frame  the  decisions  of  leaders  possessing  such 
destructive  means.  Why  do  groups  such  as  this  think  as  they  do? 
Why  does  somebody  want  to  destroy  a  society  without  having  a  po- 
litical objective? 

Can  you  sketch  out  how  you  do  this?  In  other  words,  what  in- 
struments do  we  need  in  policy  making,  so  that  the  President,  Cab- 
inet officials,  the  CIA  and  so  forth  may  begin  to  think  through  how 
to  channel  those  decision-making  processes?  What  institutional 
changes  are  implied  by  this? 

Mr.  Moodie.  Thank  you,  Mr.  Chairman.  I  wish  I  had  all  day. 

I  think  the  first  point  is  that  no  single  instrument  is  going  to  do 
it.  You  have  to  make  everything  work  together  towards  the  same 
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objective — having  an  impact  on  the  decision  making  that  is  in- 
volved in  choices  to  go  for  weapons  of  mass  destruction. 

At  the  government  level,  I  think  what  you  have  to  do  is  raise  the 
costs  as  high  as  you  can  through  both  international  and  national 
activities.  You  have  to  demonstrate  that  the  weapons  of  mass  de- 
struction program  that  a  state  might  embark  upon  is  not  going  to 
get  it  to  the  point  that  it  wants  to  go,  that  you  can  deny  it  its  objec- 
tives regardless  of  whether  it  acquires  weapons  of  mass  destruc- 
tion. 

You  raise  the  cost  too  high,  which  is  why,  although  I  have  some 
problems  with  export  controls  as  the  centerpiece  of  our  strategy,  I 
do  not  think  you  should  throw  them  out  entirely  because  I  think 
they  help  raise  the  costs. 

I  think  that  you  demonstrate  that  proliferators  are  going  to  be 
severely  punished  if  they,  in  fact,  violate  the  kinds  of  international 
norms  that  people  are  trying  to  enshrine  in  things  like  the  Chemi- 
cal Weapons  Convention,  the  Biological  Weapons  Convention.  That 
means,  in  my  view — I  did  not  mention  it  in  my  oral  statement,  but 
in  my  written  remarks — that  we  have  to  consider  what  kinds  of 
military  options  should  be  part  of  our  policy  repertoire  to  raise  the 
costs,  in  fact,  to  channel  their  choices  away  from  this  option,  basi- 
cally because  they  are  not  going  to  get  what  they  want  to  get  by 
the  use  of  these  kinds  of  instruments  of  violence. 

You  incorporate  a  diplomatic  effort.  You  have  to  create  an  inter- 
national norm  embodied  in  legal  agreements  like  the  CWC,  the 
BWC.  You  have  to  have  export  controls.  You  have  to  have  diplo- 
matic activities.  You  have  to  have  defense  capabilities  so  that 
proliferators  will  be  denied  the  fruits  in  the  event  that  they  want 
to  use  them  against,  say,  U.S.  interventionary  forces.  We  must 
have  an  adequate  defense  so  that  they  are  denied  that  objective 
through  the  use  of  these  programs.  It  is  only  by  this  kind  of  inte- 
grated approach  that  you  are  going  to  get  to  the  point  where  you 
want  to  be. 

Senator  LUGAR.  Is  this  likely  to  be  ultimately  effective  if  we  take 
a  position  that  essentially  all  of  these  sanctions  have  to  be  multi- 
lateral, or  should  we  make  clear  that  some  situations  are  serious 
enough  that  we  are  prepared  to  act  unilaterally  to  deal  with  such 
violations?  I  raise  this  question  because  I  tend  to  come  down  on 
that  side. 

If  we  are  to  channel  the  decisions  of  would-be  proliferators,  our 
credibility  comes  down  to  the  fact  that  the  U.S.  is  prepared  to  use 
military  force,  export  controls,  and  other  instruments  to  ensure 
that  proliferators  are  severely  punished — in  other  words,  land  on 
top  of  them  with  a  ton  of  bricks  so  that  there  is  no  ambiguity.  Ab- 
sent that,  we  will  remain  in  a  debate,  even  with  good  friends  like 
the  British,  the  French,  the  Germans,  the  Japanese,  as  to  whether, 
collectively,  we  are  prepared  to  do  this  and  who  should  do  what 
and  so  forth.  I  do  not  think  that  gets  the  job  done,  if  I  follow  your 
logic. 

Mr.  MOODIE.  I  think  you  have  to  do  both,  in  the  sense  that  ulti- 
mately it  has  got  to  be  the  psychological  orientation  of  the  entire 
international  community  that  helps  channel  these  choices  away 
from  proliferation.  That  means  getting  more  states  willing  to  take 
this  problem  seriously. 
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One  of  the  points  I  tried  to  raise  was  that  there  are  a  number 
of  countries  in  the  world  that  do  not  see  the  issue  quite  the  way 
we  do  and  would  handle  it  differently.  They  view  the  MTCR,  the 
Australia  Group,  as  hypocritical.  These  states  are  not  just  the  radi- 
cals in  Iran  but  others.  These  export  control  regimes  are  seen  as 
discriminatory.  They  are  seen  as  an  economic  ploy,  in  essence,  to 
keep  the  underdeveloped  countries  down  while  the  industrialized 
world  goes  ahead  with  the  benefits  of  things  that  we  are  denying 
them. 

There  is  a  psychology  there  that  has  to  be  addressed  seriously  so 
that  countries  can  follow  the  lead  of  a  country  like  Argentina, 
which  has  changed  significantly  its  attitude  towards  international 
proliferation  issues  and  the  protection  of  technology  in  the  last  4 
or  5  years. 

So  part  of  it  has  to  be  a  multilateral  agreement  because  some  of 
the  tools  we  have  available  are  not  going  to  work  unless  they  are 
multilaterally  imposed.  Sanctions,  I  think,  is  a  good  example.  We 
can  impose  sanctions  unilaterally.  If  others  do  not,  they  are  going 
to  have  no  impact  whatsoever. 

At  the  same  time,  I  think  we  also  have  to  demonstrate  that  in 
some  situations  where  it  is  appropriate,  we  are  willing  to  take  ac- 
tion ourselves.  I  am  not  advocating  that  we  conduct  a  series  of  U.S. 
"Osiraq  reactor"  raids  of  the  kind  the  Israelis  did,  but  it  is  not 
something  that  we  should  dismiss  out  of  hand,  either,  for  every  sit- 
uation. It  should  be  part  of  our  policy  options,  our  contingencies, 
and  we  have  to  continue  to  explore  what  the  best  kinds  of  activities 
are  that  will  help  us  in  that  area. 

So  I  do  not  think  it  is  an  either/or  choice.  I  think  we  are  going 
to  have  to  work  aggressively  in  both  areas. 

Senator  LuGAR.  Thank  you. 

Senator  NUNN.  I  believe  Mr.  Leitenberg  wanted  to  respond  to 
that,  also. 

Mr.  Leitenberg.  I  wanted  to  comment  on  two  points,  and  to  Sen- 
ator Cohen.  In  Mike  Moodie's  original  statement  he  talked  about 
what  to  do  when  we  know  about  noncompliance.  I  think  unilateral 
sanctions  are  much  more  important  than  we  usually  give  them 
credit  for.  Regarding  the  statement  that  they  are  not  effective  un- 
less everybody  else  joins  in;  you  cannot  get  them  to  be  effective  un- 
less you  start  them. 

Back  in  the  late  1970s,  when  the  United  States  convened  the 
London  Suppliers  Group  on  nuclear  problems  and  we  were  fiercely 
battling  the  French  regarding  their  reactor  sales  to  Pakistan  and 
the  Germans  regarding  their  reactor  sales  to  Brazil,  all  of  that 
would  never  have  succeeded  unless  the  Carter  administration  had 
not  made  certain  domestic  decisions:  to  cancel  the  Clinch  River 
Breeder  reactor,  to  cancel  plutonium  reprocessing.  It  would  have 
been  diplomatically  inconceivable  to  apply  the  pressure  on  coun- 
tries with  the  economic  potential  of  France  and  Germany,  which 
had  their  own  notions  about  the  desirability  of  reactor  sales,  unless 
we  had  shown  that  we  were  ready  to  put  something  of  our  own  on 
the  line. 

I  think  much  more  has  to  be  done  in  the  circumstances  when  we 
know  that  there  is  a  treaty  violator.  We  have  said  in  noncompli- 
ance statements  that  some  of  the  nations  with  BW  programs  are 
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signatories  of  the  treaty.  They  have  not  ratified,  but  they  have 
signed  it,  we  beheve  they  are  violating  its  provisions,  but  nothing 
is  done.  There  is  no  penalty,  and  there  has  to  be  a  penalty. 

I  would  like  to  comment  on  Senator  Cohen's  statement.  When 
the  IAEA  was  embarrassed  to  discover  that  Iraq  had  violated  the 
IREA  nuclear  safeguards  also,  nobody  thought  that  those  safe- 
guards should  be  abolished.  We  never  can  say,  "you  are  going  to 
be  1,000  percent  certain  that  you  are  going  to  fmd  every  violation." 
But  if  the  problem  is  that  big,  the  regime  hopefully  will  deal  with 
95  percent  of  it,  at  least.  But  without  that,  there  is  no  handle  at 
all.  We  would  not  get  those  Russian  admissions  of  those  past  lies 
if  there  was  not  that  trilateral  process 

Senator  COHEN.  Or  present  lies. 

Mr.  Leitenberg  [continuing] .  If  there  was  not  some  way  of  get- 
ting into  the  Russian  laboratories  and  getting  a  handle  on  the  situ- 
ation. 

Yesterday  you  asked  a  very  important  question  which  I  would 
like  to  be  able  to  answer:  The  question  was  not  addressed  to  the 
right  group  yesterday.  You  referred  to  the  instance  at  the  recent 
meeting  in  London,  the  anthrax  meeting  where  the  Russians  had 
come  forward  and  said  they  had  put  in  the  genetic  markers  for  an- 
tibiotic resistance.  You  were  rather  astonished  that  they  admitted 
it. 

Well,  we  have  been  pressuring  them  for  3  years  to  admit  to 
things  like  that.  We  have  been  very,  very  persistent  because  under 
the  CBMs  of  the  Biological  Weapons  Convention  there  is  a  thing 
called  the  Form  F  submission,  in  which  they  were  supposed  to  re- 
port on  all  their  past  offensive  BW  programs  back  to  1945,  and 
they  did  not.  And  we  have  been  repeating  that  they  did  not.  So  we 
want  them  to  admit  to  those  things.  That  is  the  first  point. 

The  second  is  that  under  our  own  definitions  of  what  is  per- 
mitted under  defensive  research — and  the  Russians  are  permitted 
a  defensive  program,  we  have  a  defensive  program,  the  British  do, 
the  Swedes  do,  the  Dutch  do — that  gets  very,  very  difficult.  Be- 
cause we  have  defined  the  permissibility  of  defensive  research  in 
a  very  maximalist  way,  that  we  can  look  at  any  potential  threat, 
develop  it  in  the  laboratory,  and  be  able  to  test  against  it.  By  our 
own  definition,  therefore,  that  would  definitely  be  permitted  under 
a  defensive  research  program. 

The  third  point  is  that  they  probably  did  that  back  in  1985  or 
1986.  It  is  not  likely  that  they  did  it  since  1992,  since  the  trilateral 
statement.  They  probably  did  that  in  the  mid-1980s,  or  at  least  we 
think  so. 

Senator  Cohen.  Thank  you. 

Senator  NUNN.  Senator  Cochran? 

Senator  CoCHRAN.  Mr.  Chairman,  thank  you  very  much. 

I  was  thinking  as  I  was  reading  your  statements  and  listening 
to  the  testimony  and  questions  about  the  unfortunate  experience 
that  we  had  when  the  Chernobyl  accident  occurred.  We  were  fear- 
ing the  intentional  use  of  nuclear  power  as  a  threat  to  the  security 
of  the  United  States  and  then  we  found  out  from  that  experience 
that  a  nuclear  accident  anywhere  can  be  a  nuclear  accident  every- 
where and  can  affect  the  well-being  of  people  all  around  the  world. 
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I  wonder  if  that  is  a  similar  concern  in  the  biological  and  chemi- 
cal weapons  area.  Given  the  signing  of  these  Conventions,  is  it 
enough  just  to  sign  the  Conventions  or  should  we  insist,  or  is  it  a 
provision  in  the  Convention  that  these  stockpiles  should  be  de- 
stroyed, should  be  done  away  with? 

I  know  when  we  were  negotiating  with  the  Soviet  Union  on  the 
subject  of  chemical  weapons  banning,  the  question  came  up.  Do  we 
continue  to  produce  chemical  weapons  and  stockpile  them  in  Ar- 
kansas or  wherever  we  had  them,  or  should  we  begin  a  unilateral 
program  along  with  that  to  show  good  faith  that  we  are  not  going 
to  produce  these  weapons?  They  are  inherently  dangerous  and  we 
are  not  going  to  ever  use  them.  Why  produce  them? 

Is  it  a  part  of  the  regime,  or  should  it  be,  that  these  stockpiles 
should  be  done  away  with,  and  how  do  we  go  about  achieving  that 
goal?  I  ask  that  question  to  everyone.  Ms.  Smithson? 

Ms.  Smithson.  Thank  you.  We  have  already  stopped  our  produc- 
tion programs  unilaterally.  We  have  also  unilaterally  begun  to  de- 
stroy our  chemical  weapons  stockpile.  The  Chemical  Weapons  Con- 
vention requires  that  states  possessing  these  weapons  destroy  them 
within  a  10-year  time  frame. 

In  the  case  of  Russia,  I  think  that  everyone  recognizes  that  eco- 
nomic circumstances  there  will  make  it  very  difficult  for  them  to 
meet  this  deadline,  and  we  have  begun  offering  them  assistance  in 
destroying  their  stockpile.  Russia  can  request  a  5-year  maximum 
extension  of  this  deadline.  Thus,  the  Convention  does  include  a  re- 
quirement for  states  around  the  world  to  begin  destroying  these 
stockpiles. 

Senator  COHEN.  Mr.  Leitenberg? 

Mr.  Leitenberg.  The  answer  is  the  same.  We  have  no  "B"  stock- 
pile. We  do  not  think  any  other  Western  country  does.  In  fact,  my 
understanding  is  that  the  U.S.  Grovemment  does  not  think  that 
anyone  is  presently — any  of  those  nations  it  talks  about  as  having 
BW  programs — that  none  of  them  are  presently  producing  "B" 
agents.  I  understand  that  is  the  Government's  assessment. 

So  there  may  be  no  stockpiles  in  this  case,  and  under  the  memo- 
randum of  understanding  in  1989  between  the  United  States  and 
the  former  Soviet  Union  and  transferred  to  Russia,  there  was  the 
agreement  to  destroy  bilaterally  our  stockpile  and  theirs  and  that 
was  transferred  to  the  Chemical  Weapons  Convention. 

Senator  COHEN.  Thank  you,  Mr.  Chairman. 

Senator  NUNN.  Thank  you.  Senator  Cochran. 

Senator  Cohen,  do  you  have  any  other  questions? 

Senator  COHEN.  Just  one  other  question.  Doctor,  Senator  Nunn 
had  indicated  that  the  Russians  had  transferred  some  chemical 
weapons  to  Syria  and  possibly  other  nations.  Could  you  tell  us  if 
you  know  in  what  amounts,  how  much  was  transferred  and  when? 

Dr.  MiRZAYANOV.  [Translated  from  Russian.]  Unfortunately,  I  am 
not  aware,  not  only  me,  but  my  colleagues,  as  well,  are  not  aware 
of  the  details  and  this  aspect  still  needs  to  be  worked  on. 

Senator  Nunn.  I  want  to  thank  all  of  our  panel,  Mr.  Moodie,  Mr. 
Leitenberg,  Ms.  Smithson,  Dr.  Mirzayanov.  We  appreciate  very 
much  you  being  here.  This  Subcommittee  is  going  to  continue  our 
focus  in  this  area  for  some  time  to  come.  We  think  it  is  one  of  the 
most  important  national  security  problems  we  face  and  I  know  all 
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of  you,  by  your  own  priorities  in  life,  agree  that  it  is  a  very  impor- 
tant matter.  We  look  forward  to  continuing  to  receive  the  benefit 
of  your  research  and  your  wisdom  and  your  views.  Thank  you  very 
much. 

Our  next  panel,  if  I  could  ask  all  the  panel  members  to  come  up, 
includes  Dr.  Gordon  Oehler,  Director,  Nonproliferation  Center, 
Central  Intelligence  Agency;  Ms.  Connie  Fenchel,  Director,  Strate- 
gic Investigations  Division,  Office  of  Operations  of  the  U.S.  Cus- 
toms Service;  John  O'Neill,  Chief  of  the  Counterterrorism  Section, 
Federal  Bureau  of  Investigation;  H.  Allen  Holmes,  Assistant  Sec- 
retary of  Defense,  Special  Operations  and  Low  Intensity  Conflict, 
U.S.  Department  of  Defense,  and  Dr.  Frank  E.  Young,  Director,  Of- 
fice of  Emergency  Preparedness,  Public  Health  Service. 

Before  all  of  you  get  comfortable  and  settle  down,  we  swear  in 
all  the  witnesses  before  the  Subcommittee,  so  if  each  of  the  wit- 
nesses could  please  hold  up  your  right  hand  and  we  will  swear  all 
of  you  in. 

Do  you  swear  the  testimony  you  give  before  the  Subcommittee 
will  be  the  truth,  the  whole  truth,  and  nothing  but  the  truth,  so 
help  you,  God? 

Mr.  Oehler.  I  do. 

Ms.  Fenchel.  I  do. 

Mr.  O'Neill.  I  do. 

Mr.  Holmes.  I  do. 

Dr.  Young.  I  do. 

Senator  NuNN.  Thank  you.  Please  have  a  seat. 

Dr.  Oehler,  I  believe  we  will  start  with  you  and  just  work  our 
way  from  left  to  right  down  the  table.  We  welcome  your  statements 
today  and  we  will  introduce  your  entire  statement  in  the  record.  I 
would  encourage  our  witnesses  to  summarize  in  about  10  minutes, 
if  you  can  do  that.  We  do  not  want  to  leave  out  any  important 
points  but  we  would  like  to  have  some  time  for  questions. 

Dr.  Oehler? 

TESTIMONY   OF   GORDON   C.    OEHLER,   DIRECTOR,   NONPRO- 
LIFERATION CENTER,  CENTRAL  INTELLIGENCE  AGENCY 

Mr.  Oehler.  Thank  you.  Senator.  I  thank  you  for  the  invitation 
to  be  here  today,  as  well,  and  I  would  like  to  thank  Senator  Cohen 
and  Senator  Nunn  for  their  kind  remarks  about  the  work  that  the 
CIA  does  do  that  is  done  well.  We  deserve  criticism  where  we  make 
mistakes  but  I  think  we  also  deserve  some  credit  where  we  do 
things  right,  and  I  thank  you  very  much  for  those  comments. 

I  certainly  do  not  need  to  convince  this  group  of  the  importance 
of  weapons  of  mass  destruction  and  what  they  can  do  to  civiliza- 
tions around  the  world.  Currently,  we  have  pointed  out  that  there 
are  some  20  countries,  nearly  half  of  them  in  the  Middle  East,  that 
have  weapons  of  mass  destruction  of  one  type  or  another  or  are  try- 
ing to  develop  them. 

As  you  have  heard  in  some  of  your  briefings,  the  technologies  as- 
sociated with  chemical  and  biological  weapons  have  legitimate  civil- 
ian and  military  applications,  and  while  we  attempt  to  restrict 
trade  in  these  goods  and  technologies,  obviously  all  trade  cannot  be 
banned.  Thus,  countries  wanting  to  develop  chemical  and  biological 
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weapons  mask  acquisitions  as  part  of  legitimate  business  trans- 
actions. 

Much  of  our  attention  in  the  past  has  been  focused  on  state-spon- 
sored mihtary  programs,  and  as  recent  revelations  from  Iraq  show, 
this  attention  has  not  been  misplaced.  The  unprecedented  inspec- 
tions conducted  in  Iraq  by  the  United  Nations  revealed  much  about 
Iraq's  weapons  of  mass  destruction  program  and  underscores  the 
complexity  faced  by  international  efforts  to  curb  the  spread  of  these 
weapons. 

In  the  wake  of  the  recent  defection  of  two  high-level  Iraqis,  the 
Baghdad  government  turned  over  to  the  United  Nations  Special 
Commission,  the  UNSCOM,  and  the  International  Atomic  Energy 
Agency  a  large  cache  of  weapons  of  mass  destruction-related  docu- 
ments and  they  have  revealed  even  more  information  in  extensive 
discussions  with  both  U.N.  organizations. 

These  revelations  underscore  our  longstanding  judgment  that  the 
Iraqis  have  made  efforts  to  deceive  the  UNSCOM  and  the  IAEA. 
This  resulted  in  UNSCOM  Chairman  Rolf  Ekeus's  delivery  of  a 
strongly-worded  report  to  the  U.N.  Security  Council  several  weeks 
ago  critical  of  Iraq's  progress  in  fiilfilling  its  obligations  to  come 
clean. 

The  recent  declarations  show  the  mind-boggling  scale  of  Iraq's 
chemical  and  biological  weapons  program.  For  example,  in  the  area 
of  chemical  warfare,  in  addition  to  the  150  tons  of  nerve  agent 
sarin  and  411  tons  of  the  blister  agent  mustard  that  they  declared 
earlier,  the  Iraqis  finally  admitted  to  an  extensive  program  to  de- 
velop the  more  toxic  and  more  persistent  nerve  agent  VX.  They  ad- 
mitted to  producing  65  tons  of  chlorine  intended  for  the  production 
of  VX  and  to  more  than  200  tons  each  of  two  controlled  precursors. 
Together,  these  would  have  been  sufficient  to  produce  almost  500 
tons  of  VX.  I  would  like  to  point  out  that  only  10  milligrams  are 
needed  for  a  lethal  dose. 

Iraq  developed  a  true  binary  sarin-filled  artillery  shell,  122-milli- 
meter rockets,  and  aerial  bombs  in  quantities  beyond  prototype 
level.  They  admitted  that  they  flight  tested  a  long-range  variant  of 
the  scud  missile  with  a  chemical  warhead  in  April  1990. 

If  it  is  possible,  the  declarations  concerning  their  BW  program 
are  even  more  terrifying.  According  to  their  oral  declarations  made 
since  mid-August,  a  total  of  6,000  liters  of  concentrated  botulinum 
toxin  and  8,400  liters  of  anthrax  were  produced  at  the  Al  Hakam 
facility  during  1990.  An  additional  5,400  liters  of  concentrated 
botulinum  toxin  were  produced  at  the  Daura  Foot  and  Mouth  Dis- 
ease Institute  during  the  period  November  1990  to  January  15, 
1991.  Four  hundred  liters  of  concentrated  botulinum  toxin  were 
produced  at  Taji  and  150  liters  of  concentrated  anthrax  were  pro- 
duced at  Salman  Pak. 

Continuing,  they  produced,  as  they  say,  340  liters  of  concentrated 
Clostridium  perfringens,  which  is  a  biological  agent  that  causes  gas 
gangrene.  They  said  that  they  had  static  field  tests  of  anthrax 
simulant  and  botulinum  toxin  conducted  using  aerial  bombs  as 
early  as  March  1988.  Animals  were  used  as  test  subjects  and  they 
had  live  firings  of  122-milUmeter  rockets  filled  with  BW  agents 
conducted  in  May  of  1990. 
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Large-scale  weaponization  of  BW  agents  began  in  December  of 
1990.  Iraq  declared  that  they  filled  more  than  150  bombs  and  50 
warheads  with  agents.  All  of  these  weapons  were  dispersed  to  for- 
ward storage  locations  during  the  Gulf  War. 

And  finally,  Iraq  worked  to  adopt  a  modified  cargo  aircraft  with 
a  drop  tank  for  biological  agent  spray  during  operations  beginning 
in  December  1990.  The  tank  could  be  attached  either  to  a  piloted 
fighter  or  to  remotely-piloted  aircraft.  It  was  designed  to  spray  up 
to  2,000  liters  of  anthrax  on  a  target.  While  the  Iraqis  claim  the 
test  was  a  failure,  they  noted  that  there  were  three  additional  drop 
tanks  modified  and  stored,  probably  ready  for  use. 

Iraq  is  certainly  not  our  only  concern.  Iran's  chemical  weapons 
buildup,  for  example,  runs  contrary  to  the  image  it  is  trying  to 
present  in  the  disarmament  arena.  Even  after  signing  the  CWC  in 
January  1993,  Tehran  continues  to  upgrade  and  expand  its  chemi- 
cal weapons  production  infrastructure  and  chemical  munitions  ar- 
senal. Iran  is  spending  large  sums  of  money  on  long-term  capital 
improvements  to  its  chemical  weapons  program  as  part  of  this  ex- 
pansion, and  this  tells  us  that  Tehran  fully  intends  to  maintain  a 
chemical  weapons  capability  well  into  the  foreseeable  future. 

As  further  evidence  of  Iran's  intention,  Tehran  is  continuing  its 
drive  begun  during  the  Iran-Iraq  War  to  acquire  increasingly  toxic 
nerve  agents  and  soon  should  have  a  production  capability  for 
these  agents,  as  well.  It  is  also  developing  a  production  capability 
for  the  precursor  chemicals  to  alleviate  the  need  to  import  re- 
stricted raw  materials. 

As  I  noted  earlier,  much  of  our  attention  in  the  past  had  been 
focused  on  military  programs.  We  are  beginning  to  see  that  the  use 
of  weapons  of  mass  destruction  is  no  longer  restricted  to  the  battle- 
field. Terrorist  groups  are  showing  an  increased  interest  in  using 
these  chemical  agents  to  kill  their  opponents. 

For  example,  Tajik  opposition  members  laced  champagne  with 
cyanide  at  last  year's  New  Year's  celebration,  killing  six  Russian 
soldiers  and  the  wife  of  another  and  sickening  several  others.  Press 
reports  of  the  PKK,  the  Kurdistan  Workers'  Party,  in  Southeast 
Turkey  poisoned  Turkish  water  supplies  with  cyanide. 

But  as  has  been  discussed  at  length  in  your  hearings,  the  attacks 
by  the  Japanese  cult  Aum  Shinrikyo  really  brought  this  trend  to 
the  front  pages.  The  attacks  in  Matsumoto,  Japan,  in  June  of  1994 
and  Tokyo  in  March,  as  you  know,  killed  a  total  of  19  people  and 
injured  more  than  5,500. 

The  forthcoming  trial  of  Aum  Shinrikyo's  leader,  Shoko  Asahara, 
has  resulted  in  a  number  of  revelations  about  the  cult's  activities. 
The  press  reports  state  that  in  1993,  Asahara  ordered  his  followers 
to  pursue  a  capability  to  produce  sarin.  The  large,  agent  production 
facility  which  resulted  from  that  order  was  operational  in  about 
March  of  1994. 

You  have  heard  of  the  evidence  of  possible  testing  of  sarin  on 
sheep  in  Australia.  Aum  Shinrikyo  planned  to  produce  enough 
chemical  agent  to  annihilate  a  large  Japanese  city  by  spraying  it 
from  a  helicopter.  Aum  Shinrikyo  had  purchased  a  Russian  heli- 
copter and  two  drones  that,  with  modifications,  could  have  been  ca- 
pable of  delivering  these  chemical  or  biological  weapons. 
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Japanese  authorities  have  determined  that  Aum  Shinrikyo  was 
working  on  developing  the  chemical  agent  VX  in  addition  to  the 
sarin  used  in  the  subway  attack.  And  again,  if  that  were  not 
enough,  Aum  Shinrikyo  was  working  on  biological  agents,  as  well. 
Press  reports  allege  that  atomizers  were  found  at  the  cult's  Mount 
Fuji  compound  that  were  intended  to  spread  botulinum  toxin. 

Testimony  by  Aum  Shinrikyo  followers  state  that  in  June  1993, 
senior  Aum  leaders  released  anthrax  from  the  top  of  a  building  in 
Tokyo.  Some  local  residents  complained  of  a  bad  smell  over  a  4-day 
period  around  the  attack  and  reported  it  to  the  police. 

Aum  Shinrikyo  was  able  to  legitimately  buy  all  of  the  compo- 
nents that  it  needed  to  build  its  chemical  and  biological  infrastruc- 
tures. The  technical  know-how  to  put  the  pieces  together  is  avail- 
able through  open-source  literature,  including  over  the  Internet. 

Terrorists'  interest  in  chemical  and  biological  weapons  really  is 
not  surprising,  given  the  relative  ease  with  which  these  chemicals 
can  be  produced  in  simple  laboratories.  The  large  numbers  of  cas- 
ualties they  can  cause  is  of  interest  to  some  of  the  new  terrorist 
groups,  and,  of  course,  they  have  great  interest  in  residual  disrup- 
tion of  infrastructures,  as  we  have  seen  with  other  terrorist  acts. 
Although  popular  fiction  and  national  attention  have  focused  on 
terrorist  use  of  nuclear  weapons,  chemical  and  biological  weapons 
are  more  likely  choices  for  these  groups. 

Stopping  the  spread  of  weapons  of  mass  destruction  can  only  be 
accomplished  through  international  cooperation,  and  several  inter- 
national organizations  have  been  established  or  are  in  the  process 
of  being  established  for  just  this  purpose.  You  are  familiar  with 
them.  There  is  the  Treaty  on  Nonproliferation  of  Nuclear  Weapons 
which  just  passed  the  indefinite  extension  here  this  year;  the  CWC, 
which  you  have  discussed  at  length;  the  Biological  Weapons  Con- 
vention; the  Australia  Group,  which  restricts  the  flow  of  chemical 
weapons  and  biological  weapons  materials  and  production  tech- 
nologies; and  the  Missile  Technology  Control  Regime  for  hindering 
the  development  of  ballistic  missiles  of  proliferation  concern. 

The  U.S.  intelligence  community,  participating  with  other  Gov- 
ernment agencies,  is  waging  an  aggressive  campaign  to  curb  the 
spread  of  these  weapons  of  mass  destruction.  These  efforts  encom- 
pass developing  new  technologies  to  detect  research  and  develop- 
ment, testing,  production,  weaponization,  and  deployment  and  use 
of  chemical  and  biological  weapons.  We  are  developing  a  list  of  col- 
lection indicators  to  alert  policy  makers  to  possible  impending  use 
of  chemical  and  biological  weapons  and  we  are  working  with  U.S. 
law  enforcement  agencies  to  try  to  minimize  the  threat  to  U.S.  in- 
terests. 

In  sum,  the  revelations  from  Iraq  verif3dng  the  horrendous  extent 
of  CW  and  BW  programs  and  the  actual  terrorist  use  in  Japan 
should  serve  as  a  wake-up  call  to  all  governments  of  the  world. 
Preventing  the  use  of  weapons  of  mass  destruction  by  terrorist 
groups  and  the  development  of  military  capabilities  in  third  world 
countries  will  require  both  a  careful  internal  scrutiny  by  all  coun- 
tries and  an  aggressive  and  cooperative  international  effort.  Thank 
you. 

[The  prepared  statement  of  Mr.  Oehler  follows:] 
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PREPARED  STATEMENT  OF  MR.  OEHLER 
THE  CHEMICAL  AND  BIOLOGICAL  WEAPONS  THREAT 

Overview 

The  proliferation  of  Weapons  of  Mass  Destruction  (WMD) — a  term  that  includes 
chemical  weapons  and  biological  weapons,  among  others — is  a  global  problem  that 
cuts  across  geographic,  political,  and  technological  lines.  Proliferation  oi  these  weap- 
ons is  being  undertaken  by  some  of  the  largest  and  smallest,  richest  and  poorest 
countries,  led  by  some  of  the  most  reactionary  and  unstable  regimes.  Currently, 
some  20  countries — nearly  half  of  them  in  the  Middle  East  and  South  Asia — already 
have  or  may  be  developing  these  weapons.  Many  proliferators  are  convinced  that 
they  need  to  develop  WMD  and  associated  delivery  systems  to  protect  their  national 
security.  (See  Annexes  A  and  B  for  descriptions  of  chemical  and  biological  agents.) 

Many  of  the  technologies  associated  with  WMD  programs,  especially  chemical  and 
biological  technologies,  have  legitimate  civilian  or  military  applications  unrelated  to 
WMD.  Trade  in  those  technologies  cannot  be  banned.  This  paradox  enables  pro- 
liferating nations  to  acquire  technologies  and  materials  to  develop  chemical  and  bio- 
logical weapons.  For  example,  chemicals  used  to  make  nerve  agents  are  also  used 
to  make  plastics  and  to  process  foodstuffs.  A  modern  pharmaceutical  industry  could 
produce  biological  warfare  agents  as  easily  as  vaccines  and  antibiotics. 

As  dual-use  technology  and  expertise  continue  to  spread  internationally,  the  pros- 
pects for  chemical  and  biological  terrorism  increase.  The  relative  ease  of  production 
increases  our  concern  that  the  use  of  both  chemical  and  biological  weapons  is  attrac- 
tive to  terrorists.  Moreover,  the  proliferation  of  WMD  to  more  and  more  nations  has 
increased  the  possibility  that  one  or  more  of  these  states  may  choose  to  provide  such 
weapons  to  terrorists. 

At  least  as  worrisome  is  the  likelihood  that  terrorist  groups  or  cults  may  have  the 
technical  sophistication  to  acquire  or  develop  chemical  and  biological  weapons.  The 
incidents  staged  earlier  this  year  by  the  Japanese  cult  Aum  Shinnkyo  demonstrate 
that  the  use  of  WMD  is  no  longer  restricted  to  the  battlefield.  Japanese  authorities 
have  determined  that  the  Aum  was  working  on  developing  the  chemical  nerve 
agents  sarin  and  VX.  The  Aum  was  able  to  legitimately  obtain  all  of  the  components 
that  it  needed  to  build  its  massive  chemical  and  biological  infrastructures.  However, 
terrorist  gr6ups  and  violent  sub-national  groups  need  not  acquire  the  massive  infra- 
structure that  the  Aum  had  assembled.  Only  small  quantities  of  precursors,  avail- 
able on  the  open  market,  are  needed  to  manufacture  deadly  chemical  or  biological 
weapons  for  terrorist  acts.  Extremist  groups  worldwide  are  increasingly  learning 
how  to  manufacture  chemical  and  biological  agents,  and  the  potential  for  additional 
chemical  and  biological  attacks  by  such  groups  continues  to  grow. 

Iraq:  A  Country  Study 

This  country  study  examines  the  magnitude  of  Iraq's  chemical  and  biological  war- 
fare programs  and  underscores  the  complexity  faced  by  international  efforts  to  curb 
the  spread  of  these  weapons.  Details  about  the  breadth  of  Iraq's  chemical  and  bio- 
logical warfare  programs  are  presented  to  demonstrate  the  broad  range  of  weapons 
that  a  state  sponsor  of  terrorism  has  available  in  its  arsenal  and  could  provide  to 
terrorists  if  it  so  chooses. 

The  unprecedented  inspections  conducted  in  Iraq  by  the  UN  have  revealed  much 
about  Iraqi  WMD  programs.  In  the  wake  of  the  recent  defection  of  two  high-level 
Iraqis,  the  Baghdad  government  turned  over  to  the  United  Nations  Special  Commis- 
sion (UNSCOM)  and  the  International  Atomic  Energy  Agency  (IAEA)  a  large  cache 
of  WMD — related  documents  and  have  revealed  even  more  information  in  extensive 
discussions  with  both  UN  organizations.  The  sudden  revelation  of  new  information 
underscores  the  longstanding  judgment  that  the  Iraqis  have  made  efforts  to  deceive 
UNSCOM  and  the  IAEA.  Such  behavior  resulted  in  UNSCOM  Chairman  Ekeus's 
delivery  of  a  strongly  worded  report  to  the  UN  Security  Council  several  weeks  ago 
that  was  critical  of  Iraq's  progress  in  fulfilling  its  obligations  under  the  UN  Resolu- 
tions imposed  following  the  Gulf  War.  Iraq's  latest  revelations  include: 

Iraq's  Chemical  Warfare  Program.  The  recent  revelations  demonstrate  the  ability 
of  countries  to  hide  these  capabilities  in  the  face  of  intrusive  international  inspec- 
tion regimes. 

•  The  Iraqi  program  to  develop  the  nerve  agent  VX  actually  began  as  early  as 
May  1985  and  continued  until  December  1990  without  interruption;  Iraq 
claimed  previously  that  its  program  spanned  only  the  period  April  1987  to 
September  1988. 

•  Iraq  admitted  producing  65  tons  of  chlorine,  intended  for  the  production  of 
VX,  and  had  more  than  200  tons  each  of  the  precursor  chemicals  phosphorous 
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pentasulfide  and  diisopropylamine.  Together,  these  three  precursors  would 
have  been  sufficient  to  produce  almost  500  tons  of  VX. 

•  Iraq  developed  a  true  binary  sarin-filled  artillery  shell,  122-mm  rockets,  and 
aerial  bombs  in  quantities  beyond  prototype  level. 

•  An  Al  Husayn  missile  with  a  chemical  warhead  was  flight-tested  in  April 
1990. 

•  Iraq  received  significant  assistance  from  outside  suppliers. 

Iraq's  Biological  Warfare  Program.  The  Iraqi  Government  adopted  a  policy  to  ac- 
quire biological  weapons  in  1974.  Research  and  development  began  in  1975,  but 
went  into  hiatus  in  1978.  In  1985,  Iraq  restarted  biological  weapons  research  and 
development.  Initial  work  focused  on  literature  studies,  until  bacterial  strains  were 
received  from  overseas  in  April  1986. 

(The  following  information  is  based  on  oral  declarations  made  since  mid-August. 
Assurances  as  to  the  validity  or  comprehensiveness  of  the  information  cannot  be 
given  until  the  formal  declaration  is  received.) 

•  A  total  of  6,000  liters  of  concentrated  botulinum  toxin  and  8,425  liters  of  an- 
thrax were  produced  at  Al  Hakam  during  1990.  An  additional  5,400  liters  of 
concentrated  botulinum  toxin  were  produced  at  the  Daura  Foot  and  Mouth 
Disease  Institute  during  the  period  November  1990  to  January  15,  1991;  400 
liters  of  concentrated  botulinum  toxin  was  produced  at  Taji;  and  150  liters  of 
concentrated  anthrax  were  produced  at  Salman  Pak. 

•  Production  of  Clostridium  perfringens  (a  biological  agent  that  causes  gas  gan- 
grene) began  in  August  1990.  A  total  of  340  liters  of  concentrated  agent  was 
produced. 

•  Static  field  trials  of  anthrax  simulant  and  botulinum  toxin  were  conducted 
using  aerial  bombs  as  early  as  March  1988.  Effects  were  observed  on  test  ani- 
mals. Additional  weaponization  tests  took  place  in  November  1989,  with  122- 
mm  rockets.  Live  firings  of  122-mm  rockets  filled  with  agents  were  conducted 
in  May  1990. 

•  Large-scale  weaponization  of  BW  agents  began  in  December  1990.  Iraq  filled 
more  than  150  bombs  and  50  warheads  with  agent.  All  these  weapons  were 
dispersed  to  forward  storage  locations. 

•  Iraq  worked  to  adapt  a  modified  aircraft  drop  tank  for  biological  agent  spray 
operations  beginning  in  December  1990.  The  tank  could  be  attached  either  to 
a  piloted  fighter  or  to  a  remotely  piloted  aircraft  that  would  be  guided  to  the 
target  by  another,  piloted  aircraft.  The  tank  was  designed  to  spray  up  to 
2,000  liters  of  anthrax  on  a  target.  Iraq  claims  the  test  was  a  failure,  but 
three  additional  drop  tanks  were  modified  and  stored,  ready  for  use. 

THE  GROWING  TERRORIST  THREAT 

The  Aum  Shinrikyo  attacks  in  June  1994,  in  Matsumoto,  Japan,  which  killed 
seven  and  injured  500,  and  on  the  subway  in  Tokyo  in  March,  which  killed  12  and 
injured  5,500,  were  the  first  instances  of  large-scale  terrorist  use  of  chemical  agents, 
but  a  variety  of  incidents  and  reports  over  the  last  two  years  indicate  a  growing 
terrorist  interest  in  these  weapons.  These  incidents  include,  but  are  not  limited  to; 

•  Tajik  opposition  members  lacing  champagne  with  cyanide  at  a  New  Year's 
celebration  in  January  1995,  killing  six  Russian  soldiers  and  the  wife  of  an- 
other, and  sickening  other  revelers. 

•  Press  reports  of  the  PKK  (Kurdistan  Workers'  Party,  a  guerrilla  group  that 
opposes  the  Turkish  Government)  in  southeast  Turkey  poisoning  Turkish 
water  supplies  with  cyanide. 

Such  examples  reflect  an  increased  interest  in  and  a  capability  to  produce  chemi- 
cal and  biological  agents.  Open  source  literature — including  access  to  the  Internet — 
provides  instructions  on  how  to  make  some  chemical  agents. 

Terrorist  interest  in  chemical  and  biological  weapons  is  not  surprising,  given  the 
relative  ease  with  which  some  of  these  weapons  can  be  produced  in  simple  labora- 
tories, the  large  number  of  casualties  they  can  cause,  and  the  residual  disruption 
of  infrastructure.  Although  popular  fiction  and  national  attention  have  focused  on 
terrorist  use  of  nuclear  weapons,  chemical  and  biological  weapons  are  more  likely 
choices  for  such  groups. 

•  In  contrast  to  the  fabrication  of  nuclear  weapons,  the  production  of  biological 
weapons  requires  only  a  small  quantity  of  equipment. 

•  Even  very  small  amounts  of  biological  and  chemical  weapons  can  cause  mas- 
sive casualties.  The  fact  that  only  12  Japanese  died  in  the  Tokyo  subway  at- 
tack de-emphasizes  the  significance  of  the  5,500  people  who  required  treat- 
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ment  in  hospital  emergency  rooms.  Such  a  massive  influx  of  injured — many 
critically — has  the  potential  to  overwhelm  emergency  medical  facilities,  even 
in  a  large  metropolitan  area. 

•  Terrorist  use  of  these  weapons  also  makes  them  "weapons  of  mass  disruption" 
because  of  the  necessity  to  decontaminate  affected  areas  before  the  public  will 
be  able  to  begin  feeling  safe. 

The  Aum  Shinrikyo 

The  forthcoming  trial  of  Aum  leader  Shoko  Asahara  has  resulted  in  a  number  of 
revelations  about  the  cult's  activities.  Press  reports  allege  that: 

•  Asahara  ordered  the  capability  to  produce  sarin  beginning  in  1993;  a  large — 
agent  production  complex  was  not  operational  until  March  1994. 

•  Some  evidence  suggests  that  the  group  may  have  tested  sarin  on  sheep  in 
Australia.  Press  reports  claim  that  examination  of  some  30  sheep  carcasses 
at  an  abandoned  Aum  site  in  Australia  revealed  the  presence  oi  sarin  and 
other  organophosphorous  pesticides. 

•  Aum  planned  to  produce  enough  agent  to  annihilate  a  large  Japanese  city  by 
spraying  it  from  a  helicopter.  Aum  possessed  a  Russian  helicopter  and  two 
drone  airplanes  that,  with  modifications,  could  have  been  capable  of  deliver- 
ing chemical  and  biological  weapons.  A  high-ranking  Aum  member  reportedly 
obtained  a  helicopter  pilot's  license  in  the  U.S.  Press  reports  also  allege  that 
Aum  was  considering  chemical  attacks  using  remote-controlled  aircraft. 

•  Afler  the  breakup  of  the  Soviet  Union,  Aum  expanded  its  activities  in  Russia, 
claiming  some  30,000  followers  there  in  addition  to  the  10,000  in  Japan. 

•  Aum's  Russian  element  broadcast  religious  radio  programs  into  Japan  from 
the  Russian  Far  East. 

•  Video  news  footage  indicates  that  a  Russian-made  GSP-11  toxic  gas  detector 
was  found  at  the  Aum  compound  in  Japan.  Designed  to  be  used  on  the  battle- 
field, the  Russian  detector  can  also  be  used  in  a  nerve  agent  production/han- 
dling facility. 

•  Asahara  intended  the  simultaneous  chemical  strike  on  10  locations  in  the 
Tokyo  subway  to  be  a  massive  mystery  attack  that  would  divert  attention 
from  the  cult. 

Although  the  Aum  Shinrikyo  case  demonstrates  that  terrorists  can  produce  CW, 
they  also  may  be  able  to  directly  acquire  these  weapons  via  other  means: 

•  theft  of  agents  from  research  labs; 

•  acquisition  of  commercially  available  poisons; 

•  theft  of  chemical  munitions  held  by  the  military; 

•  black  market  activity; 

•  receipt  of  ready-made  chemical  weapons  from  a  state  sponsor. 

EFFORTS  TO  CONTROL  CHEMICAL  AND  BIOLOGICAL  WEAPONS  PROLIFERATION 

U.S.  Policy  Initiatives 

Stopping  the  proliferation  of  weapons  of  mass  destruction  has  been  a  prominent 
goal  of  U.S.  national  security  and  foreign  policy  planning  for  several  decades.  Since 
the  1960s,  when  the  U.S.  sponsored  the  Treaty  on  the  Non-Proliferation  of  Nuclear 
Weapons  (NPT),  this  country  has  recognized  that  proliferation  is  a  global  problem 
and  that  combating  it  requires  high  levels  of  international  cooperation.  The  United 
States  has,  at  times,  exerted  unilateral  influence,  successfully  in  several  cases,  to 
discourage  proliferation,  but  remains  committed  to  supporting  multilateral  efforts  to 
stem  proliferation. 

The  U.S.  and  other  countries  seeking  ways  to  address  proliferation  of  WMD  have 
focused  efforts  on  four  aspects  of  the  problem: 

•  Preventing  states  from  acquiring  WMD  through  the  use  of  obstacles,  such  as 
export  controls,  sanctions  against  suppliers,  or,  in  extreme  cases,  military  ac- 
tion; and  by  fostering  improvements  in  the  international  security  environ- 
ment directed  toward  reducing  the  perceived  needs  for  such  weapons  through 
implementation  of  arms  control  arrangements,  such  as  the  NPT,  the  Chemical 
Weapons  Convention  (CWC),  and  the  Biological  Weapons  Convention  (BWC). 

•  Capping  or  rolling  back  existing  programs  by  creating  disincentives  to  deter 
states  from  developing  such  weapons  or  persuading  them  to  reverse  course  by 
imposing  sanctions,  severing  of  travel  and  communications  links,  diplomatic 
isolation,  implementing  and  strengthening  credible  verification  regimes  to 
international  controls,  and  even  military  action  under  the  provisions  of  Chap- 
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ter  VII  of  the  United  Nations  charter;  or  with  incentives,  such  as  ofTering  ben- 
efits to  states  that  agree  to  forgo  efforts  to  acquire  WMD — financial  or  tech- 
nical assistance  or  exemptions  from  some  export  controls. 

•  Fostering  deterrence  of  the  use  of  WMD  through  regional  or  global  arms  con- 
trol arrangements  such  as  political  accommodations,  economic  measures,  mili- 
tary confidence-building  measures,  and  arms  controls  that  reduce  the  security 
threats  used  to  justify  the  acquisition  of  WMD. 

•  Adapting  military  forces  and  emergency  assets  to  respond  to  threats,  ensuring 
U.S.  forces'  ability  to  operate  against  proliferated  weapons. 

International  Measures 

Chemical  and  biological  weapons  treaties  are  one  element  in  the  strategy  to  elimi- 
nate such  weapons.  The  1925  Geneva  Protocol  prohibits  the  use  of  chemical  and  bio- 
logical weapons,  but  places  no  restriction  on  their  production  or  possession.  The 
CWC,  opened  for  signature  in  1993  and  subsequently  signed  by  159  countries,  bans 
the  use,  development,  storage,  or  transfer  of  chemical  warfare  agents  and  their  asso- 
ciated technology.  The  CWC  will  enter  into  force  180  days  after  the  65th  country 
deposits  its  instruments  of  ratification.  (To  date,  40  countries  have  ratified  the 
CWC.)  In  addition,  the  Convention  requires  States  Parties  to  enact  national  legisla- 
tion to  control  and  monitor  the  export  of  some  dual-use  chemicals.  The  CWC  will 
make  it  both  more  difficult  and  more  costly  for  CW  proliferators  and  terrorists  to 
carry  out  their  activities. 

The  BWC,  ratified  by  137  countries,  prohibits  the  development,  production,  stock- 
piling, or  transfer  of  biological  agents  and  weapons  and  mandated  the  destruction 
of  all  existing  stocks.  At  a  BWC  Special  Conference,  held  in  Geneva  in  September 
1994,  the  U.S.  promoted  the  development  of  a  legally  binding  instrument  that  in- 
creased transparency  of  activities  and  facilities  that  could  have  biological  weapons 
applications  in  order  to  help  deter  violations  of,  and  enhance  compliance  with,  the 
BWC. 

The  Australia  Group  (AG)  was  formed  in  1984  as  a  result  of  the  use  of  chemical 
weapons  in  the  Iran-Iraq  war.  It  is  an  informal  forum  of  states  whose  goal  is  to  dis- 
courage and  impede  proliferation  by  harmonizing  national  export  controls  on  CW 
precursor  chemicals  and  manufacturing  equipment,  sharing  information  on  target 
countries,  and  seeking  other  ways  to  curb  the  use  of  chemical  weapons.  It  has  since 
been  expanded  to  include  biological  weapons. 

However,  we  believe  that,  despite  international  prohibitions,  many  countries  with 
offensive  chemical  and  biological  weapons  programs  probably  will  press  ahead  with 
those  efforts  over  the  next  ten  years.  Several  countries  of  proliferation  concern — in- 
cluding Libya,  Syria,  and  Iraq — have  so  far  refused  to  sign  the  CWC,  and  some 
chemical  weapons-capable  countries,  such  as  Iran,  have  signed  the  CWC  but  show 
no  signs  of  ending  their  programs. 

Existing  nonproliferation  regimes  and  embargoes  on  chemical  and  biological  weap- 
ons-relevant material  and  equipment  have  impeded  but  not  stopped  proliferation  of 
those  weapons.  However,  with  the  eventual  ratification  of  the  CWC  and  the  imple- 
mentation of  a  mandatory  BWC  compliance  regime,  new  modalities  will  be  emplaced 
that  may  increase  the  transparency  of  some  biological  and  chemical  weapons-related 
activities.  By  continuing  to  focus  on  export  controls,  the  AG  also  will  remain  a  via- 
ble force  in  curtailing  the  spread  of  chemical  and  biological  weapons. 

Iran's  chemical  weapons  buildup,  for  example,  runs  contrary  to  the  image  it  is  try- 
ing to  present  in  the  disarmament  arena.  Even  after  signing  the  CWC  in  January 
1993,  Tehran  continues  to  upgrade  and  expand  its  chemical  weapons  production  in- 
frastructure and  chemical  munitions  arsenal.  Iran  is  spending  large  sums  of  money 
on  long-term  capital  improvements  to  its  chemical  weapons  program  as  part  of  this 
expansion,  which  tells  us  that  Tehran  fully  intends  to  maintain  a  chemical  weapons 
capability  well  into  the  foreseeable  future.  As  further  evidence  of  Iran's  intentions, 
Tehran  is  continuing  its  drive — begun  during  the  Iran-Iraq  war — to  acquire  increas- 
ingly toxic  nerve  agents  and  soon  should  have  a  production  capability  for  these 
agents.  It  also  is  developing  a  production  capability  for  precursor  chemicals  it  needs 
to  support  chemical  agent  production,  and  within  several  years  may  become  vir- 
tually independent  of  imported  raw  materials. 

A  further  example  of  Tehran's  deceptive  disarmament  initiatives  is  the  drive  it 
is  leading  among  lesser  developed  countries  to  link  ratification  of  the  CWC  with 
elimination  of  AG  export  controls.  AG  controls  are  complicating  Iran's  chemical 
weapons  program  expansion.  If  Iran  were  to  succeed  in  eliminating  these  tougher 
controls,  it  would  be  able  to  acquire  much  more  easily  the  precursor  chemicals,  pro- 
duction equipment,  and  technology  it  needs  for  its  chemical  weapons  program. 


218 

Intelligence  Community  Support 

In  support  of  U.S.  policy  and  international  regimes,  the  U.S.  Intelligence  Commu- 
nity, together  with  other  government  entities,  is  waging  an  aggressive  campaign  to 
curb  the  spread  of  WMD.  These  efforts  encompass: 

•  developing  new  technologies  to  detect  chemical  and  biological  weapons. 

•  developing  a  list  of  collection  indicators  to  alert  collectors  and  analysts  prior 
to  use  of  chemical  and  biological  weapons. 

•  working  more  closely  with  other  governments  and  with  U.S.  law  enforcement 
for  early  detection  of  WMD  programs. 

Outlook 

Curbing  the  spread  of  weapons  of  mass  destruction  among  Third  World  countries 
and  their  acquisition  by  terrorist  groups  will  require  the  continuation  of  an  aggres- 
sive and  cooperative  international  effort.  Successful  measures  toward  this  end  in- 
clude educating  the  public,  policymakers,  and  other  government  entities  about  the 
complex  issue  of  proliferation  and  making  available  a  mix  of  resources  to  address 
this  troublesome  problem. 

Annex  A 

Chemical  Agents 

Chemical  warfare  *  agents  are  among  the  easiest  WMD  to  produce.  The  toxicity 
of  chemical  agents  falls  generally  between  that  of  the  more  deadly  biological  agents 
and  that  of  conventional  weapons.  The  earliest  chemical  agents,  first  used  in  World 
War  I,  were  far  less  sophisticated  and  far  less  lethal  than  those  developed  in  subse- 
quent decades.  Proliferating  nations  have  tended  to  first  produce  blister  agents  and, 
as  their  technologies  advance,  to  develop  the  more  lethal  nerve  agents. 

Types  of  CW  Agents 

Choking  agents  are  the  oldest  CW  agents.  This  class  includes  chlorine  and  phos- 
gene, first  used  in  World  War  I.  These  agents  have  a  corrosive  effect  on  the  res- 
piratory system  that  causes  the  lungs  to  fill  with  water  and  choke  the  victim.  These 
agents  are  delivered  as  heavy  gases  that  remain  near  ground  level  and  tend  to  fill 
depressions.  They  dissipate  rapidly  in  a  breeze  and  are  among  the  least  effective 
traditional  CW  agents. 

Blood  agents  are  absorbed  into  the  body  primarily  by  breathing;  they  prevent  the 
normal  utilization  of  oxygen  by  the  cells  and  cause  rapid  damage  to  body  tissues. 
This  class  includes  cyanide  and  cyanogen  chloride.  They  are  highly  volatile  and  in 
a  gaseous  state  dissipate  rapidly  in  air.  These  agents  are  most  effective  when  deliv- 
ered in  a  surprise  attack. 

Blister  agents  are  used  to  cause  medical  casualties;  they  affect  the  eyes  and  lungs 
and  blister  the  skin.  Such  agents  are  simple  to  produce,  and  include  sulfur  mustard, 
nitrogen  mustard,  and  lewisite.  Sulfur  mustard  is  considered  by  some  as  the  ideal 
CW  agent.  It  presents  both  a  respiratory  and  a  percutaneous  (skin)  hazard,  forcing 
personnel  to  wear  masks  and  protective  clothing.  It  is  persistent  and  presents  a 
long-term  hazard,  forcing  decontamination  of  the  battlefield. 

G-series  nerve  agents,  developed  in  the  1930s,  cause  paralysis  of  the  respiratory 
musculature  and  subsequent  death,  in  sufficient  concentration.  They  include  tabun, 
sarin,  soman,  and  GF.  These  agents  act  rapidly  and  may  be  absorbed  through  the 
skin  or  the  respiratory  tract.  Some  agents,  such  as  tabun  and  sarin,  tend  to  be  rel- 
atively nonpersistent,  creating  a  short-term  respiratory  hazard  on  the  battlefield. 

V-series  nerve  agents,  developed  in  the  1950s,  are  similar  to,  but  more  advanced 
than,  G-series  agents.  This  class  includes  VE,  VG,  VM,  VS,  and  VX.  These  agents 
are  more  toxic  and  more  persistent  than  the  G-agents  and  present  a  greater  skin 
hazard.  They  are  used  for  long-term  contamination  of  territory. 

Production  of  CW  Agents 

Many  CW  agents,  particularly  choking,  blood,  and  blister  agents,  are  relatively 
easy  to  produce.  Some  of  their  technologies  are  more  than  80  years  old,  making 


'Chemical  warfare  (CW)  can  be  considered  the  military  use  of  toxic  substances  such  that  the 
chemical  effects  of  these  substances  on  exposed  personnel  result  in  incapacitation  or  death.  It 
is  the  impact  of  chemical  effects  instead  of  physical  effects  (such  as  blast  and  heat)  that  distin- 
guishes chemical  weapons  from  conventional  weapons,  even  though  both  contain  chemicals.  In 
many  cases  in  the  Third  World,  there  can  be  considerable  confusion  as  to  what  is  a  chemical 
weapon  and  what  is  not.  Some  countries  consider  smoke,  flame,  incendiary,  or  riot  control  weap- 
ons to  be  chemical  weapons  and  label  them  as  such.  In  addition,  conventional  weapons  can  in- 
flict casualties  resembling  those  caused  by  chemical  weapons. 
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them  accessible  by  virtually  any  Third  World  country  and  many  terrorist  groups. 
Newer  agents,  particularly  nerve  agents,  are  somewhat  more  difficult  to  produce. 
However,  much  of  the  technology  to  produce  these  agents  is  widely  available  in  the 
public  domain  and,  as  demonstrated  by  the  Aum  Shinrikyo  in  Japan,  these  agents 
can  be  produced  by  a  determined  terrorist  group. 

Production  of  CW  agents  is  similar  to  that  of  legitimate  commercial  compounds. 
Both  involve  use  of  standard  chemical  process  equipment.  Some  of  the  more  sophis- 
ticated equipment  is  distinctive  enough  to  warrant  special  consideration,  and  some 
of  this  equipment  is  controlled  by  the  Australia  Group.  In  particular,  equipment 
that  is  exceptionally  resistant  to  corrosion  has  important  applications  for  CW  be- 
cause of  the  highly  corrosive  compounds  encountered  in  CW  agent  production. 

Methods  of  Delivery 

Development  of  a  dispersal  device  is  somewhat  more  technologically  complex  than 
the  production  of  chemical  agents.  Many  conventional  munitions,  such  as  bombs,  ar- 
tillery shells,  grenades,  and  mines,  can  be  modified  to  deliver  chemical  agents.  A 
spray  tank,  commercially  available  for  dissemination  of  agricultural  chemicals  from 
aircraft,  can  be  used  to  disseminate  chemical  agents.  Similarly,  ground-based  aero- 
sol generators  used  to  disseminate  pesticides  can  be  used  for  CW  purposes. 

Annex  B 
biological  agents 

Many  developing  countries  see  biological  weapons — like  chemical  weapons — as 
having  a  twofold  utility:  as  a  "poor  man's  atomic  bomb,"  intended  to  deter  attacks 
from  stronger,  unconventionally  armed  neighbors;  and  as  a  relatively  cheap  force 
multiplier  that  can  help  compensate  for  shortcomings  in  conventional  arsenals. 

Because  much  of  the  same  biotechnology  equipment  employed  by  modern  pharma- 
ceutical programs  or  laboratories  associated  with  modern  hospitals  can  be  used  to 
foster  a  biological  weapons  program,  identification  of  an  offensive  biological  war- 
fare ^  program  can  be  extremely  difficult.  Most  equipment  used  in  BW-related  pro- 
grams has  legitimate  applications,  providing  potential  proliferators  with  the  ability 
to  conceal  BW  activity  within  legitimate  research  and  development  and  industrial 
programs.  The  manufacture  of  vaccines  for  human  or  veterinary  use  can  camouflage 
the  production  of  large  quantities  of  BW  agents. 

A  number  of  experts  speculate  that  terrorists  might  acquire  biological  agents  more 
easily  than  chemical  agents.  And  both  BW  and  CW  would  be  far  easier  to  develop 
than  nuclear  weapons. 


Types  of  BW  Agents 

BW   a 
lethality 


ifpes  of  BW  Agents 

BW   agents   differ   widely   in   infectiousness,    length   of  incubation    period,    and 
thality. 


•  Bacteria  are  single-cell  organisms  that  are  the  causative  agents  of  anthrax, 
brucellosis,  tularemia,  plague,  and  numerous  other  diseases.  They  vary  con- 
siderably in  infectivity  and  lethality. 

•  Rickettsiae  are  microorganisms  that  resemble  bacteria  in  form  and  structure 
but  differ  in  that  they  are  intracellular  parasites  that  can  reproduce  inside 
animal  cells.  Examples  of  rickettsial  diseases  that  might  be  used  for  BW  in- 
clude typhus.  Rocky  Mountain  spotted  fever,  and  Q  fever. 

•  Viruses  are  intracellular  parasites  that  are  about  100  times  smaller  than  bac- 
teria. They  can  infect  humans,  crops,  or  domestic  animals.  An  example  of  a 
virus  that  might  be  used  for  BW  is  Venezuelan  Equine  Encephalitis.  VEE 
virus  causes  a  highly  infectious  disease  that  incapacitates  but  rarely  kills.  A 
virus's  strength  can  be  altered  to  increase  its  efficiency.  A  particularly  power- 
ful strain  of  an  endemic  pathogen  could  simply  be  blamed  on  a  chance  natural 
mutation. 

•  Fungi  do  not  generally  cause  disease  in  healthy  humans.  Fungal  diseases 
are, .however,  devastating  to  plants  and  might  be  used  to  destroy  staple  crops 
and  cause  widespread  hunger  and  economic  hardship.  Examples  of  plant 
fungal  pathogens  include  rice  blast,  cereal  rust,  and  potato  blight. 

•  A  toxin  is  a  poisonous  substance  made  by  a  living  system,  or  a  synthetic  ana- 
logue of  a  naturally  occurring  poison.  An  enormous  variety  of  toxins  are  man- 


^  Biological  warfare  (BW)  can  be  considered  the  military  use  of  living  organisms  or  associated 
materials  that  are  intended  to  cause  disability,  disease,  or  death  in  humans,  animals,  or  crops — 
for  hostile  purposes.  Agents  include  pathogenic  micro-organisms,  toxins  and  bioactive  sub- 
stances, which  may  be  weaponized,  using  both  military  and  civilian-type  delivery  systems. 
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ufactured  by  bacteria,  fungi,  marine  organisms,  plants,  insects,  spiders,  and 
animals. 

Production  of  BW  Agents  f  „„  fhof  ha« 

RW  agents  are  relatively  easy  and  inexpensive  to  produce  for  any  nation  that  has 

a  modesUy  sophistka  ed  pharmaceutical  or  fermentation  industry.  Mass-production 

iSS&pi::rs?coS;^.n^^^^ 

mate  production. 

Methods  of  Delivery  .     ,    ,     -^u       oo  o  \\n,,^\A 

BW  aeents  are  nonvolatile  solids  that  would  be  disseminated  either  as  a  liquid 
slurry  or  a  dry  powder  of  freeze-dned  orgamsms  or  toxin.  Possible  delivery  systems 
range  in  Complexity  and  effectiveness  from  an  agricu Rural  ^P^ay^^^^V^'lt^ed  on  a 
[fuck  to  a  specialized  cluster  warhead  carried  on  a  ballistic  missile.  The  key  to  pro 
ducing  large-scale  respiratory  infections  is  to  generate  an  f  ^.^^  ,  "^^^f^^f^Sia 
suspended  microscopic  droplets,  each  containing  from  one  to  thousands  of  bacterial 
or  vims  particles.  Fogs  and  smokes  are  examples  of  visible  aerosols. 
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^Senator  NUNN.  Thank  you,  Dr.  Oehler.  I  appreciate  your  testi- 
Ms.  Fenchel? 

TESTIMO>JY  OF  CONNIE  J.  FENCHEL,  DIRECTOR    STRATEGIC 
INVESTIGATIONS    DIVISION,    OFFIck    OF    OPERAT  ONS     OF 
FICE  OF  INVESTIGATIONS,  U.S.  CUSTOMS  SERVICE  ' 

Ms.   Fenchel.   Thank  you,   Senator  and   members  of  the  Sub- 
committee. 

the  irs^^n^jn^rc? ^^^•'  ^^?  P'^'^'l^"  °^  Strategic  Investigations  for 
the  U.S.  Customs  Service.  I  have  been  a  special  agent  for  the  Cus- 

ye^i  ^fTgrO^aWhrerT^'  ''  ^''"^-  '''"'""'  ''  ""''  ^^  "^'"^ 

I  would  like  to  summarize  my  remarks  before  the  Subcommittee 

r^cord^^"^^  ^^  complete   statement  be  submitted   for  the 

partofthe  reTd.^^'^'^'  '^^'''^'"'  ""  '^  ^^"^  statements  will  be 
Ms^Fenchel.  Thank  you.  Senator,  I  come  here  today  to  describe 
the  efforts  of  the  U.S.  Customs  Service  to  thwart  the  proliferation 
ot  weapons  of  mass  destruction  by  countries,  organizations  and 
groups  who  threaten  our  global  security.  As  you  are  well  aware 

iJli  ''''''  ""xf  ^-^  ^^^'■dians  of  our  borders,  the  Customs  Service  pro- 
tects our  Nation  from  the  illegal  importation  of  goods  that  are 
harmful  to  our  security  and  economy.  We  are  at  the  front  lines  in 

nil'i^fff  "'^^Z'?^^  international  and  domestic  terrorism,  enforcing 
nine  different  laws  in  this  arena.  ^ 

We  are  tasked  with  the  mission  of  stopping  terrorist  tools  from 
entering  this  country  before  they  can  harm  our  Nation's  people.  In 
our  over  200-year  history,  the  Customs  Service  has  been  the  Lard 
lans  of  our  Nation's  borders  from  illegal  imports.  Over  the  past  15 
years  our  authorities  have  been  expanded  to  include  the  protection 
of  our  country  from  illegal  exports,  as  well 

of  hnw^^Tc?'""^^^'  ^  T'"  F'''''''^^  ^°"  ^^^h  «°"^e  tangible  examples 
of  how  Customs  investigates  subjects  whose  goal  is  to  supply  ter- 
ronst  countries  and  organizations.  But  first,  I  would  like  to  convey 
some  important  information  about  how  our  export  control  program 
works.  This  information  will  illustrate  to  you  how  complex^SS  eT 

Our  export  control  program  is  the  mechanism  through  which  the 
Customs  Service  protects  the  global  community  from  the  prolifera- 
tion of  weapons  of  mass  destruction,  including  nuclear  chemical 
and  biological  weapons.  As  the  Subcommittee  is  aware,  no  US 
company  still  manufactures  chemical  weapons,  but  the  precursors 
and  components  used  to  manufacture  these  agents  are  still  avail- 
able in  the  United  States  because  many  of  these  components  have 
a  legitimate  and  necessary  purpose 

thpr^-h'^^'^  charged  with  ensuring  that  the  legitimate  export  of 
these  chemicas  and  equipment  is  conducted  without  harm  to  our 
iho  K!"f  "^i"'^^  ensuring  that  these  same  materials  do  not  fall  into 
J^lcTft  rT  ^d^^^^^?^^-  ™s  daunting  task  is  essential  to  the 
role  of  the  Customs  export  control  program. 
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The  Customs  Service  conducts  its  export  control  pro-am 
through  a  four-pronged  approach.  This  approach  is  known  as  the 
four  "F's  and  it  is  divided  into  interdiction,  investigations,  intel- 
Hgence  coordination,  and  international  cooperation  and  training. 

Customs  interdiction  efforts  are  conducted  at  the  more  than  300 
ports  of  entry  and  exit,  including  international  airports,  land  bor- 
ders and  sea  ports.  Customs  has  6,000  inspectors  assigned  to  in- 
spect people  and  cargo  upon  entry  into  the  United  States.  Author- 
ity is  derived  from  the  export  control  statutes,  as  well  as  other  laws 
and  regulations  that  permit  the  warrantless  search  of  persons,  ves- 
sels, vehicles,  other  conveyances,  and  cargo  for  detecting  illegal  ex- 
ports. r>.  .  i.      «•     4-    • 

The  investigations  prong  of  the  Customs  Service  export  ettort  is 
the  responsibility  of  the  Customs  Office  of  Investigations.  We  have 
4  400  employees.  It  is  composed  of  over  2,400  special  agents,  ma- 
rine enforcement  officers,  and  air  interdiction  officers,  along  with 
323  pilots  and  300  Customs  intelligence  analysts.  This  workforce  is 
charged  with  the  investigation  of  smuggling  both  inbound  and  out- 
bound, money  laundering,  narcotics  trafficking,  and  the  fraudulent 
importation  of  goods.  j  oi   r^ 

Customs  has  20  domestic  special  agents  in  charge  and  Zl  Cus- 
toms attache  offices  overseas.  These  offices  are  composed  of  a  cadre 
of  investigators  that  possess  highly-developed  expertise  m  enforc- 
ing Customs  laws  and  regulations.  . 

In  the  export  investigations  field,  special  agents  are  trained  m 
the  detection  and  investigation  of  illegal  technology  and  arms  ex- 
ports. Export  control  investigations  last  year  resulted  in  the  arrest 
of  242  people  and  the  seizure  of  809  illegal  shipments  of  goods. 

One  of  the  most  important  elements  of  export  enforcement  strat- 
egy is  our  industry  outreach  program  called  Operation  Gemini.  Op- 
eration Gemini  is  a  program  where  Customs  agents  solicit  the  co- 
operation of  exporters,  manufacturers,  and  freight  forwarders 
throughout  the  United  States  to  act  as  the  eyes  and  ears  of  the  Of- 
fice of  Investigations. 

The  Gemini  program  has  a  two-fold  purpose.  The  first  purpose 
is  to  provide  exporters  and  freight  forwarders  with  the  information 
to  ensure  that  their  exports  comply  with  the  appropriate  export 
regulations.  Aside  from  ensuring  compliance,  the  Gemini  contacts 
also  afford  Customs  with  the  ability  to  gain  the  lawful  cooperation 
of  exporters  and  to  sensitize  them  to  the  possibility  that  some  of 
the  commodities  they  export  could  be  sought  by  individuals  who 
seek  to  divert  technology  into  weapons  programs  or  seek  to  obtain 
a  commodity  or  munition  for  an  end  user  that  would  not  be  li- 
censed. 

Information  is  provided  to  exporters  during  Gemini  contacts  to 
ensure  compliance  with  all  the  applicable  export  regulations.  Gain- 
ing the  cooperation  of  the  exporting  community  may  be  the  single 
most  important  factor  in  detecting  subjects  who  pose  a  threat  to 
our  national  security  by  dealing  in  weapons  of  mass  destruction. 

The  third  prong  in  our  export  control  strategy  is  intelligence  co- 
ordination. The  Customs  Service  works  in  close  cooperation  with 
the  intelligence  community  to  glean  valid  intelligence  data  to  assist 
Customs  export  investigations.  The  intelligence  community  has  a 
vast  apparatus  for  the  collection  and  dissemination  of  intelligence 
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data  regarding  potential  persons  and  entities  involved  in  weapons 
proliferation. 

I  would  like  to  provide  the  Subcommittee  with  more  details  of 
how  we  have  fostered  better  cooperation  and  coordination  with  the 
mtelhgence  community,  but  I  would  prefer  to  discuss  these  matters 
in  a  closed  session  as  they  are  sensitive. 

The  fourth  prong  of  our  enforcement  strategy  is  international  co- 
operation and  training.  The  U.S  Customs  Service  possesses  a 
wealth  of  talent  and  information  in  the  export  enforcement  field 
Many  countries  have  little  to  no  export  control  laws  or  regulations 
Although  many  of  these  countries  have  been  willing  to  assist  in 
U.S.  export  investigations  and  have  cooperated  with  our  attaches 
overseas,  they  have  not  had  the  ability  to  investigate  export  viola- 
tions. 

Customs  lends  its  expertise  through  hands-on  training,  lectures, 
seminars,  and  other  training  schools  to  countries  around  the  world' 
The  newly-independent  states  of  the  former  Soviet  Union  have 
been  particularly  receptive  to  U.S.  efforts  to  develop  export  controls 
and  enforcement  programs.  Customs  officers  have  participated  in 
training  programs  for  30  countries  in  the  past  2  years.  The  inter- 
national cooperation  of  customs  services  and  police  agencies  to 
thwart  weapons  proliferation  is  the  cornerstone  of  these  training 
programs. 

As  recently  as  September  of  this  year,  the  U.S.  Customs  Service 
co-hosted,  along  with  the  German  Customs  Service,  a  seminar  on 
nuclear  smuggling  in  Garmisch,  Germany.  The  seminar  was  at- 
tended by  over  100  participants  representing  32  countries,  all  ex- 
changing information  on  methodologies  for  detecting  the  smuggling 
of  radioactive  materials. 

In  1995  alone.  Customs  provided  export  control  and  enforcement 
training  assistance  to  Khazakstan,  Russia,  Latvia,  Lithuania,  Esto- 
nia, Belarus,  Poland,  Krygstan,  Romania,  Ukraine,  Bulgaria,  Mac- 
edonia, Slovakia,  and  the  Czech  Republic.  In  addition.  Customs 
maintains  numerous  mutual  assistance  agreements  and  customs- 
to-customs  cooperation  agreements  with  many  countries. 

It  IS  important  to  understand  that  the  nuclear-biological-chemical 
threat  is  a  global  one.  As  you  can  see  from  the  two  world  and  re- 
gional maps  illustrating  countries  of  chemical-biological  warfare 
concerns,  the  issue  of  CBW  proliferation  is  not  localized.  The  coun- 
tries colored  in  red  are  CBW  countries  of  concern.  The  countries 
colored  in  green  are  countries  of  diversion  concern. 

Now  I  would  like  to  speak  specifically  of  some  of  the  investiga- 
tions the  Customs  Office  of  Investigations  has  conducted  recently 
that  illustrate  our  efforts  in  controlling  CBW  agents,  pathogens 
and  equipment. 

I  know  the  Subcommittee  is  particularly  interested  in  the  Aum 
Shinrikyo  cult.  The  Customs  Service  has  three  investigations  that 
involve  this  cult,  two  in  San  Jose,  California,  and  one  in  New 
Haven  Connecticut.  One  of  the  San  Jose  cases  resulted  in  the  sei- 
zure of  400  gas  masks  which  were  purchased  by  the  Aum  cult  and 
destined  for  Japan.  This  shipment  was  scheduled  to  be  exported  on 
March  22,  1995.  However,  the  shipment  was  recalled  from  the 
treight  forwarder  on  March  20,  1995,  when  the  broker  heard  of  the 
sarin  gas  attack. 


228 


I  have  with  me  today  one  of  the  gas  masks  that  was  subse- 
quently surrendered  to  the  Customs  Service  by  the  broker.  As  you 
can  see,  these  masks  are  Israeh  mihtary  surplus.  You  can  see  the 
Israeli  markings  on  the  box,  the  Hebrew  markmgs  on  the  box  _We 
have  399  other  ones  of  these  in  seizure  right  now.  Our  mvestiga- 
tion  IS  continuing  in  New  York,  where  the  gas  masks  were  origi- 
nallv  purchased  by  a  member  of  the  Aum  cult 

The  San  Jose  Customs  office  also  conducted  an  investigation  into 
the  Aun?s  attempt  to  acquire  a  sophisticated  laser  from  a  Northern 
California  manufacturer.  On  March  3  1995,  an  Aum  sect  member 
attempted  to  purchase  a  custom  welding  and  cutting  laser  trom 
this  company.  The  value  of  the  laser  was  estimated  at  $400,000. 

TheTct  member  who  was  negotiating  for  the  laser  with  the 
California  company  did  not  possess  the  technical  expertise  to  an- 
swer specific  information  from  the  laser  company.  The  Aum  mem- 
ber initiated  a  telephone  conference  between  the  California  com- 
pany and  an  individual  identified  as  Mr.  Murai,  who  was  sup- 
posedly the  Aum  sect's  lead  engineer.  Our  investigation  has 
fearned  that  Mr.  Murai  has  been  identified  as  Hidel  Murai,  the 
Aum  cult's  minister  of  science  and  technology. 

Despite  additional  information  received  from  Murai,  the  company 
was  unable  to  identify  the  exact  application  for  which  the  laser  was 
needed  by  the  Aum  cult.  The  sect  members  never  contacted  the 
California  company  again  about  the  laser. 

On  April  23,  1995,  Murai  was  murdered  outside  the  Aum  head- 
quarters in  Tokyo.  Murai's  assailant  was  identified  as  an  individ- 
Saf  associated  with  Japanese  organized  crime^The  exact  motive  for 
Murai's  assassination  has  not  been  estabhshed. 

In  1993  Aum  representatives  approached  a  Middietieid,  Con- 
necticut, company  for  the  purpose  of  purchasing  an  interferometer. 
The  company  manufacturers  interferometers,  which  are  sophisti- 
cated devices  used  to  make  critical  measurements  of  pohshed  sur- 
faces by  means  of  a  laser.  This  technology  has  nuclear  applications^ 
The  international  sales  administrator  for  the  company  advised 
the  U  S  Customs  Service  through  the  Operation  Gemini  program 
that  the  company  planned  to  demonstrate  the  system  to  the  Aum 
representatives,  but  the  Aum  representatives  failed  to  bring  the 
material  they  wanted  measured  by  the  interferometer.  There  were 
no  sales  and  no  exports  by  the  company  to  the  Aum  cult. 

I  would  like  to  give  an  example  of  one  other  case  that  Customs 
conducted  involving  sarin  gas.  In  1988,  Juwhan  Yun,  a  naturalized 
U  S  citizen,  formerly  Korean,  was  doing  business  as  president  ot 
Komex  International  in  Newark,  New  Jersey.  Komex  was  an  ex- 
porting company  involved  in  weapons  shipments  and  did  most  ot 
its  business  with  South  Korea.  Yun  made  inquiries  of  a  New  York 
company  about  purchasing  ammunition  for  South  Korea  However, 
the  company  beheved  that  the  end  user  was  other  than  the  Kepub- 
lic  of  South  Korea  and  contacted  the  U.S.  Customs  Service. 

A  Customs  undercover  special  agent  contacted  Yun  under  tne 
guise  of  an  arms  broker.  From  June  1988  until  Yun's  arrest  in  Jan- 
uary 1989,  the  Customs  agent,  posing  as  an  arms  dealer,  nego- 
tiated with  Yun  for  purchase  of  TWO  missiles,  stinger  missiles, 
classified  U.S.  missile  technology,  radar  systems,  and  other  detense 
articles  and  munitions.  In  all  of  the  dealings  with  Yun,  he  failed 
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to  obtain  a  valid  export  license  issued  by  the  United  States  Depart- 
ment of  State  and  thereby  violated  the  Arms  Export  Control  Act. 
A  court-ordered  wiretap  of  Yun's  phone  and  fax  machine  con- 
ducted m  1988— in  November  1988,  a  fax  from  a  co-conspirator  in 
London  named  Charles  Caplan  was  received  which  requested  Yun 
to  procure  from  his  American  supplier,  which  was  the  Customs  un- 
dercover front  company,  a  large  quantity  of  sarin  nerve  gas. 

In  an  overt  act  to  further  the  conspiracy,  Yun  traveled  to  London 
to  meet  Caplan  and  his  associates  and  opened  a  bank  account  at 
the  Korea  First  Bank  under  a  fictitious  name.  Yun  eventually  wire 
transferred  funds  to  the  undercover  front  company  and  returned  to 
the  U.S.  with  specific  instructions  for  procuring  the  CW  agent.  Yun 
asked  the  undercover  agent  for  500  MK94  gas  bombs  and  500 
MK116  "weteye"  bombs  filled  with  hquid  sarin.  This  was  over  250 
tons  of  sarin.  This  amount  would  contain  over  1.25  billion  lethal 
doses  of  the  nerve  gas.  Both  of  these  bombs  were  designed  to  be 
dropped  from  an  aircraft. 

Yun  suggested  to  the  Customs  undercover  agent  that  he  mislabel 
the  sarin  bombs  as  crankshafts  on  the  export  documents  and  to 
procure  a  false  export  license.  Yun  agreed  to  pay  $100,000  to  the 
undercover  agent  to  obtain  the  falsely-documented  license.  Yun  ex- 
plained to  the  undercover  agent  that  he  should  provide  a  false  end 
user  for  the  crankshafts  and  stated  they  were  destined  for  Mozam- 
bique or  Pakistan,  rather  than  the  intended  destination  of  Iran. 

On  January  12,  1989,  Yun  was  arrested  in  Newark.  Yun  was 
tried  in  the  District  of  New  Jersey  and  convicted  of  conspiring  to 
export  nerve  gas,  but  acquitted  of  attempting  to  export  bombs.  No 
bombs  ever  left  the  United  States.  Yun  was  sentenced  in  Septem- 
ber 1989  to  30  months  in  prison.  Charles  Caplan  was  indicted  by 
a  Federal  grand  jury  and  Caplan  is  currently  an  outstanding  fugi- 
tive. We  have  with  us  a  wanted  poster  for  Charles  Caplan. 

The  description  of  these  cases  are  brief  They  do  not  reflect  the 
months  upon  months  of  investigative  activity  that  is  required  to 
bring  an  export  case  to  a  successful  conclusion.  These  cases  are 
staffing-intensive.  Monitoring  of  electronic  surveillance  takes  hun- 
dreds of  staff  hours.  Development  of  undercover  operations  and 
covert  identities  requires  extensive  development  to  ensure  the  true 
nature  of  our  operations  are  not  apparent. 

The  cost  of  these  operations  is  also  extremely  high.  Many  times, 
these  cases  are  so  costly  and  so  staffing-intensive  they  cannot  be 
conducted.  This  is  not  to  say  that  we  permit  violators  or  violations 
to  go  unchecked,  but  the  success  of  undercover  operations  has  al- 
ways been  the  fact  that  they  detect  violations  that  could  not  have 
been  detected  under  normal  scrutiny. 

I  hope  this  information  demonstrates  to  the  Subcommittee  the 
important  role  that  Customs  plays  in  thwarting  the  proliferation  of 
chemical  and  biological  warfare  agents  and  terrorist  organizations 
Thank  you. 

[The  prepared  statement  of  Ms.  Fenchel  follows:] 

PREPARED  STATEMENT  OF  CONNIE  J.  FENCHEL 

Good  morning/afternoon,  Mr.  Chairman  and  Members  of  the  Subcommittee 
ihank  you  for  this  opportunity  to  discuss  the  role  of  The  U.S.  Customs  Service  in 
the  interdiction  of  components  for  developing  chemical  and  biological  warfare 
agents.  I  am  the  Assistant  Director  for  Operations  of  the  Office  of  Investigations  of 
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the  Customs  Service.  I  direct  the  activities  of  the  Strategic  Investigations  Division 
which  is  responsible  for  the  Customs  Service's  export  control  and  enforcement  activi- 

'^To  understand  the  Customs  Service's  role  in  controlling  the  export  of  commodities 
and  equipment  used  in  the  development  of  nuclear,  biological  or  chemical  warfare 
(NBC)  agents  or  weapons,  as  well  as  our  efforts  to  thwart  the  acquisition  of  such 
agents  by  terrorist  organizations,  it  is  important  to  understand  the  Customs  berv- 
ice's  role  in  export  control  and  enforcement.  We  are  at  the  front  lines  in  the  war 
against  international  and  domestic  terrorism,  enforcing  nine  different  laws  in  this 
arena.  We  are  tasked  with  the  mission  of  stopping  terrorists  tools  from  entering 
this  country  and  before  they  can  harm  our  nation's  people. 

Customs  Role  in  Export  Control 

As  you  are  aware,  the  Customs  Service  is  the  first  line  of  defense  in  ensuring  the 
safety  of  our  nations's  borders.  As  such.  Customs  is  responsible  for  ensuring  that 
all  goods  and  persons  entering  or  exiting  the  United  States  do  so  in  accordance  and 
adherence  with  all  the  United  States  laws  and  regulations.  With  this  mandate,  Cus- 
toms derives  its  responsibilities  for  export  control.  Export  control  and  enforcement 
can  be  divided  into  three  (3)  principle  areas: 

•  Commodities  Export  Control 

•  Arms  and  Munitions  Export  Control 

•  Foreign  Policy  Sanctions  and  Embargoes 

These  three  areas  encompass  the  foundation  of  Customs  export  control  efforts. 

Commodities  Export  Control 

The  control  of  commodities  is  described  as  the  licensing  of  exports  of  dual-use 
commodities  which  can  be  used  in  the  development  of  weapons  of  rnass  destruction 
including  nuclear  weapons,  chemical  and  biological  agents  and  missile  systems,  ihis 
dual  use  technology  is  licensed  under  the  authorities  of  the  Export  Administration 
Act  (EAA)  by  the  U.S.  Department  of  Commerce's  Bureau  of  Export  Administration^ 
The  EAA  describes  the  requirements  for  exporting  commodities  from  the  United 
States  to  countries  throughout  the  world,  both  friend  and  foe.  The  EAA  provides  the 
Customs  Service  with  a  broad  range  of  authorities  to  search  persons,  cargo  and  con- 
veyances to  ensure  that  exports  of  such  commodities  are  appropriately  licensed  and 
that  the  end-use  of  such  commodities  is  not  for  use  in  the  development  of  weaponry 
Under  the  EAA  the  precursor  chemicals  and  biological  pathogens  which  can  be  used 
in  the  manufacture  of  warfare  agents,  are  controlled.  It  is  important  to  understand 
that  the  same  precursor  chemicals  and  biological  pathogens  used  in  the  development 
of  warfare  agents  also  have  a  lawful  and  practical  application.  For  instance,  a  pre- 
cursor used  in  the  development  of  a  chemical  warfare  agent  is  also  used  in  the  man- 
ufacture of  fluoride  toothpaste.  A  biological  pathogen  used  in  the  development  of  a 
vaccine  can  also  be  used  to  manufacture  a  de.idly  antipersonnel  agent.  In  addition 
to  controlling  these  chemicals  and  biologicals,  the  EAA  also  controls  much  of  the 
equipment  and  materials  that  is  used  in  the  development  of  nuclear  weapons  and 
the  manufacture  of  chemical  and  biological  warfare  agents.  Again,  this  equipment 
also  has  a  legitimate  dual-use. 
Arms  and  Munitions  Controls 

The  second  area  of  export  control  is  the  control  of  munitions,  arms  and  weaponry. 
The  export  licensing  authority  for  munitions  is  the  U.S.  Department  of  State.  The 
Arms  Export  Control  Act  (AECA)  is  the  law  which  controls  the  sale  and  export  of 
munitions,  weapons  systems,  and  other  military  equipment  such  as  CBW  protective 
clothing  and  equipment.  The  AECA  and  its  applicable  regulations  contained  in  the 
International  Trafficking  in  Arms  (ITAR)  regulations  control  items  that  are  inher- 
ently military  in  character,  including: 

•  chemical  agents  with  military  application; 

•  equipment  for  the  dissemination,  detection  and  identification  of  and  defense 
against  NBC  warfare  agents  and  weapons; 

•  the  technical  data  used  in  or  related  to  NBC  production;  and 

•  any  defense  services  including  training  to  foreign  persons  in  the  design,  devel- 
opment, production,  or  use  of  any  defense  article  including  NBC  agents  and 
weapons. 

The  AECA  and  ITAR  provide  the  Customs  Service  with  the  exclusive  authority 
for  enforcing  munitions  export  control.  The  Customs  Service  for  the  past  14  years, 
has  acted  as  the  law  enforcement  arm  of  the  State  Department  for  controlling  mili- 
tary exports  from  the  United  States. 
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Foreign  Policy  Sanctions  and  Embargoes 

The  third  area  is  foreign  policy  export  controls  such  as  embargoes  (partial  or  full) 
and  economic  sanctions  and  restrictions.  These  export  controls  are  an  integral  part 
of  the  President's  foreign  policy  mission.  Sanctions,  embargoes  and  restrictions 
against  countries  that  violate  international  law  or  are  involved  in  human  rights  vio- 
lations are  sanctioned  under  several  laws  including  the  Trading  with  the  Enemy  Act 
and  the  International  Emergency  Economic  Powers  Act.  These  statutes,  among 
other  things,  permit  the  Administration  to  prevent  exports  of  a  given  commodity  or 
all  exports  as  a  whole  to  a  given  country.  These  export  controls  are  also  enforced 
by  the  Customs  Service. 

These  three  areas  form  the  foundation  through  which  Customs  controls  the  ex- 
ports of  dual  use  technology,  munitions  as  well  as  enforcing  the  foreign  policy  of  the 
President  including  the  export  of  materials  used  in  the  development  and  dissemina- 
tion of  weapons  of  mass  destruction. 

Export  Control  Approaches  for  Enforcement:  The  Four  I'S 

The  Customs  Service  utilizes  a  four-pronged  approach  to  attacking  the  broad  proc- 
ess of  export  controls  and  enforcement.  This  approach  is  known  as  the  Four  I's  and 
IS  divided  into  Interdiction,  Investigation,  Intelligence  Coordination  and  Inter- 
national Cooperation  and  Training. 

Interdiction 

Customs  Interdiction  efforts  are  conducted  at  the  more  than  300  ports  of  entry 
and  exit  including  international  airports,  land  borders  and  seaports.  Customs  has 
approximately  6,000  inspectors  assigned  to  inspect  people  and  cargo  upon  entry  into 
the  United  States.  A  core  of  those  inspectors  are  dedicated  to  export  control  Au- 
thorities derived  from  the  previous  mentioned  statutes  as  well  as  other  laws  and 
regulations  permit  the  warrantless  search  of  persons,  vessels,  vehicles,  other  convey- 
ances and  cargo  for  detecting  illegal  exports.  The  special  cadre  of  inspectors  that 
conduct  export  inspections  are  trained  in  the  sophisticated  methods  of  detecting  ille- 
gally exported  goods. 

Inspectors  are  also  aided  by  a  wide  array  of  computerized  systems  which  help  nar- 
row the  volume  of  potential  targets  of  opportunity  and  verify  legitimate  exports. 
Customs  now  has  a  computer  interface  with  the  four  export  licensing  agencies  of 
the  Federal  Government.  Customs  interfaces  with  the  export  licensing  and  enforce- 
"^^"^^r^^^o'"^  of  these  agencies  via  the  Treasury  Enforcement  Communications  Sys- 
tem (TECS).  This  system  interfaces  on  a  real-time  basis  with: 

•  The  Department  of  Commerce's  Bureau  of  Export  Administration  ECASS  Sys- 
tem which  contains  data  on  the  export  licenses  of  dual-use  commodities- 

•  The  Department  of  State's  Office  of  Defense  Trade  Controls  System  on'  muni- 
tions and  defense  articles  licensed  for  export; 

•  The  Treasury  Department's  Office  of  Foreign  Assets  Control  which  provides 
suspect  information  on  sanction  and  embargo  violations  directly  into  TECS- 
and 

•  The  Drug  Enforcement  Administration's  online  system  of  licensing  the  ex- 
ports of  narcotics  precursor  chemicals  and  materials. 

This  multi-agency  system  is  currently  used  in  a  cumbersome  manner,  requiring 
the  user  to  query  each  sub-system  separately.  But  the  Customs  Service  is  in  the 
process  of  developing  a  new,  cohesive  system  which  combines  these  assets  into  a 
one-stop  query  for  all  export  licensing.  The  creation  of  the  Automated  Export  Sys- 
tem will  enable  Customs  inspectors  to  review  the  exportation  paperwork  more 
quickly  and  target  those  shipments  which  may  be  suspected  of  containing  illegal  ex- 
ports, unlicensed  goods,  misdescribed  commodities  or  other  means  to  thwart  our 
U.S.  export  controls.  In  these  days  of  a  right-sized  workforce.  Customs  must  work 
smarter  to  ensure  compliance  with  export  laws  without  impeding  legitimate  exports 
Ihis  automated  system  is  one  effort  to  work  smarter  through  better  use  of  tech- 
nology. In  addition.  Customs  continues  to  develop  inspectional  aids  on  the  cutting 
edge  ol  technology  to  ensure  rapid  inspections  of  cargo  and  persons  with  as  little 
intrusion  as  possible. 

Investigations 

The  Investigations  prong  of  the  Customs  Service's  export  effort  is  the  responsibil- 
ity ot  the  Office  of  Investigations  and  its  4400  employees.  The  Office  of  Investiga- 
tions IS  composed  of  2480  special  agents,  marine  enforcement  officers  and  air  inter- 
diction officers  along  with  323  Customs  pilots  and  300  Customs  intelligence  ana- 
lysts. This  workforce  is  charged  with  the  investigation  of  smuggling  (both  inbound 
and  outbound),  money  laundering,  narcotics  trafficking,  and  the  fraudulent  importa- 
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tion  of  goods.  Customs  has  20  domestic  Special  Agents  in  Charge  and  21  Customs 
Attaches  offices  overseas.  These  offices  are  composed  of  a  cadre  of  investigators  that 
possess  highly-developed  expertise  in  enforcing  Customs  laws  and  regulations.  In 
the  export  investigations  field,  special  agents  are  trained  in  the  detection  and  inves- 
tigation of  illegal  technology  and  arms  exports,  sanction  and  embargo  violations  as 
well  as  the  prevention  of  the  proliferation  of  weapons  of  mass  destruction.  Export 
control  investigations  last  year  resulted  in  the  arrest  of  242  people  and  the  seizure 
of  809  illegal  shipments  of  goods. 

Export  Control  and  Enforcement 
Arrests  and  Seizures  -  FY  1989-1993 


1989    1990    1991     1992    1993    1994 
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Arrests 


Seizures 


The  Office  of  Investigations  utilizes  a  myriad  of  techniques  and  methods  in  the 
conduct  of  its  criminal  investigations.  These  include  a  wide  range  of  visual,  elec- 
tronic and  physical  surveillance,  records  reviews,  mail  covers,  interviews  and  grand 
jury  investigations.  One  of  the  most  important  elements  of  our  export  enforcement 
strategy  is  our  industry  outreach  program  called  Operation  Gemini.  Operation  Gem- 
ini is  a  program  where  Customs  agents  solicit  the  cooperation  of  exporters,  manu- 
facturers and  freight  forwarders  throughout  the  United  States  to  act  as  the  eyes  and 
ears  of  the  Office  of  Investigations.  The  Gemini  program  has  a  twofold  purpose.  The 
first  purpose  is  to  provide  exporters  and  freight  forwarders  with  information  to  en- 
sure that  their  exports  comply  with  the  appropriate  export  regulations. 

Aside  from  ensuring  compliance,  the  Gemini  contacts  also  afford  Customs  with 
the  ability  to  gain  the  lawful  cooperation  of  exporters  and  to  sensitize  them  to  the 
possibility  that  some  of  the  commodities  they  export  could  be  sought  by  individuals 
who  seek  to  divert  technology  into  weapons  programs  or  seek  to  obtain  a  commodity 
or  munition  for  an  end  user  that  would  not  be  licensed  to  receive  such  goods.  Infor- 
mation is  provided  to  exporters  during  Gemini  contacts  to  ensure  compliance  with 
all  the  applicable  export  regulations  along  with  increasing  their  awareness  of  the 
potential  for  illegal  activities.  Gaining  the  cooperation  of  the  exporting  community 
may  be  the  single  most  important  factor  in  detecting  subjects  who  pose  a  threat  to 
our  national  security  by  dealing  in  weapons  of  mass  destruction.  I  will  discuss  some 
specific  investigations  which  highlight  our  role  in  CBW  non-proliferation  further  on 
it  this  statement. 
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Intelligence 

The  third  prong  in  our  Export  Control  Strategy  is  Intelligence  Coordination.  The 
Customs  Service  works  in  close  cooperation  with  the  Intelligence  Community  (IC) 
to  glean  intelligence  data  to  assist  Customs  exf)ort  investigations.  The  IC  has  a  vast 
apparatus  for  the  collection  and  dissemination  of  intelligence  data  regarding  poten- 
tial persons  and  entities  involved  in  weapons  proliferation  overseas.  In  addition, 
they  have  information  on  commodities  that  are  being  sought  by  proliferators  from 
sources  here  and  abroad.  Historically,  intelligence  information  has  provided  us  with 
areas  to  explore  for  criminal  investigations.  In  addition,  the  data  derived  from  the 
IC  forms  the  basis  of  our  NBC  threat  assessments. 

International  Cooperation 

The  fourth  prong  of  our  enforcement  strategy  is  International  Cooperation  and 
Training.  The  U.S.  Customs  Service  possesses  a  wealth  of  talent  and  information 
in  the  export  enforcement  field.  Many-countries  have  little  to  no  export  controls, 
laws  or  regulations.  Although  many  of  these  countries  have  been  willing  to  assist 
in  U.S.  export  investigations  and  have  always  cooperated,  with  our  Customs  At- 
taches, they  have  not  had  the  ability  to  investigate  export  violations.  Customs  lends 
its  expertise  through  hands-on  training,  lectures,  seminars  and  other  training 
schools  to  countries  around  the  world.  The  newly  independent  states  of  the  former 
Soviet  Union  have  been  particularly  receptive  to  U.S.  efforts  to  develop  export  con- 
trols and  enforcement  programs.  Customs  officers  have  participated  in  training  pro- 
grams for  30  countries  in  the  past  two  years. 

The  international  cooperation  of  customs  services  and  police  agencies  to  thwart 
weapons  proliferation  is  the  cornerstone  of  these  training  programs.  As  recently  as 
September  of  this  year,  the  Strategic  Investigations  Division  co-hosted  (along  with 
the  German  Customs  Service)  a  Seminar  on  Nuclear  Smuggling  in  Garmisch,  Ger- 
many. The  seminar  was  attended  by  over  100  participants  representing  32  coun- 
tries, all  exchanging  information  on  methodologies  for  detecting  the  smuggling  of  ra- 
dioactive materials.  In  1995  alone,  Customs  provided  export  control  and  enforce- 
ment training  assistance  in  Kazakstan,  Russia,  Latvia,  Lithuania,  Estonia,  Belarus, 
Poland,  Krygystan,  Romania,  Ukraine,  Bulgaria,  Macedonia,  Slovakia  and  the  Czech 
Republic. 

This  four  pronged  enforcement  strategy  enables  Customs  to  detect  export  viola- 
tions and  pursue  violators  with  vigor,  throughout  the  globe.  In  addition,  the  Cus- 
toms Service  has  over  twenty  five  Customs  Mutual  Assistance  Agreements  (CMAA) 
with  countries  and  other  customs  services  which  serve  as  a  conduit  for  information 
exchange  and  investigative  assistance. 

Chemical  and  Biological  Agent  Controls 

I  would  now  like  to  address  specifically  how  the  Customs  Service  controls  and  en- 
forces the  restrictions  on  exports  of  chemical  precursors  and  biological  pathogens. 
I  think  it  is  important  to  note  that  the  United  States  no  longer  manufactures  chemi- 
cal or  biological  warfare  agents.  Inasmuch  as  their  manufacture  is  prohibited,  ex- 
port of  actual  agents  is  non-existent.  However,  the  materials  used  to  manufacture 
chemical  and  biological  agents  are  readily  available  from  United  States  manufactur- 
ers such  as  chemical  makers  and  supply  houses  and  biological  collection  and  type 
culture  companies.  In  addition,  the  equipment  needed  to  manufacture  chemical  and 
biological  warfare  (CBW)  agents  is  also  available  from  L^S.  companies.  Let  me  reit- 
erate that  many  of  these  components  have  legitimate  uses.  Without  biological  patho- 
gens and  cultures  we  could  not  manufacture  vaccines  or  test  antibiotics.  Many  of 
the  chemicals  used  for  CW  irritants  and  agents  have  lawful  uses  like  cosmetics  and 
agricultural  products. 

There  is  an  international  control  regime  whose  member  countries  carefully  control 
CBW  precursors  and  pathogens.  The  Australia  Group  (AG)  was  formed  to  provide 
a  control  regime  for  CBW.  The  AG  currently  has  29  member  nations.  The  AG  con- 
trols the  exports  of  some  54  precursors  which  are  used  in  warfare  agent  production. 
In  the  past  two  years,  the  AG  has  instituted  controls  on  fermenting  equipment  and 
other  apparatus  which  is  used  in  CBW  production.  The  Customs  Service  has  played 
an  active  role  in  the  enforcement  working  group  of  the  Australia  Group.  We  have 
lent  our  expertise  to  discussions  on  the  enforcement  of  CBW  controls.  Much  of  the 
work  of  the  AG  has  been  incorporated  into  the  language  of  the  Chemical  Weapons 
Convention  and  the  Biological  Weapons  Convention  which  will  come  under  review 
by  the  Senate,  hopefully  this  year. 

Case  Histories 

I  would  now  like  to  discuss  a  couple  of  examples  of  the  types  of  investigations  the 
Customs  Service  conducts  in  the  CBW  arena.  Many  of  these  cases  developed  from 
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various  sources  or  impetus,  would  like  to  cite  one  or  two  cases  whose  origins  where 
developed  from  a  variety  of  sources.  I  know  that  the  Subcommittee  is  particularly 
interested  in  the  AUM  Shinrikyo  Cult.  The  Customs  Service  has  three  cases  that 
involve  the  Aum  Shinrikyo  Cult  of  which  the  Subcommittee  is  well  aware,  two  in 
San  Jose  and  one  case  in  New  Haven,  CT. 

One  of  the  San  Jose  cases  resulted  in  the  seizure  of  400  gas  masks  which  were 
purchased  by  the  AUM  cult  and  destined  for  Japan.  This  shipment  was  scheduled 
to  be  exported  on  March  22,  1995.  However  the  shipment  was  recalled  from  the 
freight  forwarder  on  March  20,  1995,  when  the  broker  heard  of  the  Sarin  gas  attack 
on  the  Tokyo  subway.  I  have  with  me  today,  one  of  the  gas  masks  that  were  subse- 
quently surrendered  to  the  Customs  Service  by  the  broker.  As  you  can  see,  these 
masks  are  Israeli  military  surplus  and  have  Hebrew  markings  on  the  boxes.  The 
Customs  investigation  into  this  shipment  is  continuing  in  New  York  where  the  gas 
masks  were  originally  purchased  by  a  member  of  the  AUM  cult. 

The  San  Jose  Customs  office  also  conducted  an  investigation  into  the  AUM  cult's 
attempt  to  acquire  a  sophisticated  laser  from  a  Northern  California  manufacturer. 
On  March  3,  1995,  an  AUM  sect  member  attempted  to  purchase  a  custom  welding 
and  cutting  laser  from  this  company.  The  value  of  the  laser  was  estimated  at 
$400,4000.  The  sect  member  who  was  negotiating  for  the  laser  with  the  California 
company  did  not  possess  the  technical  expertise  to  answer  specific  inquiries  from 
the  laser  company.  The  AUM  member  initiated  a  teleconference  between  the  Cali- 
fornia company  and  an  individual  identified  as  Mr.  Murai,  who  was  supposedly  the 
AUM  sect's  lead  engineer.  Our  investigation  has  learned  that  Mr.  Murai  has  been 
identified  as  Hideo  Murai,  the  AUM  Cult's  Minister  of  Science  and  Technology.  De- 
spite additional  information  received  from  Murai,  the  company  was  unable  to  iden- 
tify the  exact  application  that  the  laser  was  needed  for  by  the  AUM  sect.  The  sect 
members  never  contacted  the  California  company  again  about  the  laser.  On  April 
23,  1995,  Murai  was  murdered  outside  the  AUM  headquarters  in  Tokyo.  Murai's  as- 
sailant was  identified  as  an  individual  associated  with  Japanese  organized  crime. 
The  exact  motive  for  Murai's  assassination  has  not  been  established. 

In  1993,  AUM  representatives  approached  a  Middlefield,  Connecticut,  company 
far  the  purpose  of  purchasing  an  interferometer.  The  Company  manufactures 
interferometers,  which  are  sophisticated  devices  used  to  make  critical  measure- 
ments of  polished  surfaces  by  means  of  a  laser.  This  technology  has  nuclear  applica- 
tions. The  International  Sales  Administrator  for  the  company  advised  the  U.S.  Cus- 
toms Service  that  the  company  planned  to  demonstrate  the  system  to  the  AUM  rep- 
resentatives, but  the  AUM  representatives  failed  to  bring  the  material  they  wanted 
measured  by  the  interferometer.  There  were  no  sales  by  the  company  to  the  AUM 
cult. 

As  I  discussed  previously,  another  one  of  the  techniques  Customs  agents  utilize 
in  thwarting  the  export  of  CBW  precursors  and  components  is  the  conduct  of  under- 
cover investigations.  Specially  trained  Customs  agents  acting  in  undercover  capac- 
ities, pose  as  weapons  dealers  or  exporters  capable  of  circumventing  export  controls. 
This  technique  has  been  extremely  successful  in  identifying  suspects  who  are  seek- 
ing CBW  components  and  other  munitions  for  exports  to  countries  such  as  Iran  and 
Iraq.  With  the  appropriate  business  acumen.  Customs  undercover  agents  provide 
suspects  with  the  opportunity  to  obtain  CBW  components,  while  the  materials  are 
safely  under  the  control  of  the  U.S.  Government.  In  all  instances  when  such  a  tech- 
nique is  used.  Customs  agents  are  extremely  careful  to  provide  the  means  or  oppor- 
tunity for  obtaining  the  illegal  material,  however,  they  are  always  cautious  that  the 
suspect  has  the  intent  to  acquire  the  goods  prior  to  Customs  providing  the  oppor- 
tunity. 

Manfred  Felber  Case 

One  such  example  of  a  successful  undercover  operation  is  the  Manfred  Felber 
case.  In  February  1994,  the  Customs  Resident  Agent  in  Charge  in  Portland,  Oregon, 
initiated  an  investigation  on  Manfred  Felber,  an  Austrian  national  who  was  sus- 
pected of  procuring  chemical  warfare  equipment  on  behalf  of  the  Iranian  Govern- 
ment. Felber  had  approached  a  confidential  informant  in  Oregon,  asking  that  the 
informant  assist  him  in  obtaining  90  chemical  agent  monitors  (CAM).  The  inform- 
ant, who  was  not  knowledgeable  of  what  the  monitors  were,  asked  his  control  agents 
to  obtain  information  for  what  the  CAMs  were  used. 

Customs  agents  explained  that  chemical  agent  monitors  were  used  as  a  safeguard 
in  the  manufacture  of  chemical  warfare  material.  It  was  decided  that  Customs 
agents  would  pose  as  arms  dealers  capable  of  obtaining  the  CAMs.  Felber  was  ap- 
proached and  explained  to  the  undercover  agents  that  he  would  need  false  end  user 
certificates  to  conceal  the  true  destination  for  the  CAMs  which  was  Iran.  Felber  also 
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requested  that  the  undercover  agents  assist  him  in  obtaining  other  munitions  des- 
tined for  Iran. 

During  the  undercover  negotiations,  which  were  recorded  by  the  undercover 
agents,  Felber  provided  valuable  intelligence  concerning  his  participation  in  the 
international  trafTicking  of  munitions  and  chemical  weapons.  Felber  told  the  under- 
cover agents  that  he  would  be  able  to  provide  partial  payment  for  the  munitions  and 
CAMs  in  heroin.  Felber  claimed  that  he  would  have  to  return  to  Iran  to  arrange 
for  the  shipment  of  heroin.  It  is  suspected  that  the  heroin  payment  would  have  been 
arranged  by  officials  of  the  Iranian  Government.  Fraudulent  shipping  papers  were 
prepared  and  funds  were  transferred  to  a  U.S.  bank  at  Eugene,  Oregon.  Felber  indi- 
cated that  the  funds  were  provided  by  the  Government  of  Iran  and  that  they  had 
passed  through  banks  in  Germany,  Austria,  and  Hong  Kong. 

Due  to  the  significance  of  Felber  as  an  international  arms  trafficker,  it  was  de- 
cided not  to  permit  Felber  to  depart  the  country  and  that  payment  would  be  in  U.S. 
Currency.  On  March  15,  1994,  Felber  was  arrested  in  Oregon,  and  charged  with  vio- 
lating the  Arms  Export  Control  Act  and  the  Money  Laundering  Control  Act.  At  the 
time  of  his  arrest,  $305,000  was  seized  from  Felber's  bank  account.  On  March  18, 
1994,  another  $300,000  was  seized  from  another  bank  account  belonging  to  Felber. 
Felber  subsequently  pleaded  guilty  to  the  charges  and  was  sentenced  to  four  years 
imprisonment. 

Yun/Caplan  Case 

I  would  like  to  discuss  another  investigation  which  utilized  an  undercover  oper- 
ation to  detect  CBW  violations.  In  1988,  Juwhan  Yun,  a  naturalized  U.S.  citizen 
(formerly  Korean)  was  doing  business  as  President  of  Komex  international  in  New- 
ark, New  Jersey.  Komex  was  an  exporting  company  involved  in  the  weapons  ship- 
ments and  did  most  of  its  business  with  South  Korea.  Yun  made  inquiries  of  a  New 
York  company  about  purchasing  ammunition  for  South  Korea.  A  former  Customs 
Agent  who  worked  at  this  company  reported  Yun  to  Customs  investigators  as  there 
were  suspicions  that  Yun  was  procuring  weapons  for  an  end-user  other  than  the  Re- 
public of  South  Korea. 

A  Customs  undercover  Special  Agent  contacted  Yun  under  the  guise  of  an  arms 
broker.  From  June  1988  until  Yun's  arrest  in  January  1989,  the  Customs  agent  pos- 
ing as  an  arms  dealer,  negotiated  with  Yun  for  purchase  of  TOW  missiles.  Stinger 
missiles,  classified  U.S.  missile  technology,  radar  systems,  and  other  defense  articles 
and  munitions.  In  all  of  the  dealings  with  Yun,  he  failed  to  obtain  a  valid  export 
license  issued  by  the  United  States  Department  of  State  and  thereby  violated  the 
Arms  Export  Control  Act. 

A  court-ordered  wiretap  of  Yun's  phone  and  fax  machine  was  conducted  in  1988. 
In  November  1988,  a  fax  from  a  co-conspirator  in  London  named  Charles  Caplan 
was  received  which  requested  Yun  to  procure  from  his  American  supplier  (which 
was  the  Customs  undercover  front  company),  a  large  quantity  of  Sarin  nerve  gas. 
In  an  overt  act  to  further  the  conspiracy,  Yun  traveled  to  London  to  meet  Caplan 
and  his  associates,  and  opened  a  bank  account  at  the  Korea  First  Bank  under  a  fic- 
titious name.  Yun  eventually  wire-transferred  funds  to  the  undercover  front  com- 
pany, and  returned  to  the  U.S.  with  specific  instructions  for  procuring  the  CW 
agent.  Yun  asked  the  undercover  agent  for  500  MK  94  Gas  Bombs  and  500  MK116 
"Weteye"  bombs,  filled  with  liquid  Sarin.  Both  of  these  bombs  were  designed  to  be 
dropped  from  an  aircraft  and  are  capable  of  disbursing  a  large  volume  of  nerve  gas 
over  a  large  area. 

Yun  suggested  to  the  Customs  undercover  agent  that  he  mislabel  the  Sarin  bombs 
as  "crankshafts"  on  the  export  documents,  and  to  procure  a  false  export  license.  Yun 
agreed  to  pay  $100,000  to  the  undercover  agent  to  obtain  the  falsely  documented 
license.  Yun  explained  to  the  undercover  agent  that  he  should  provide  a  false  end 
user  for  the  "crankshafts"  and  stated  that  they  were  destined  for  Mozambique  or 
Pakistan  rather  than  the  intended  destination  of  Iran. 

On  January  12,  1989,  Yun  was  arrested  in  Newark.  Yun  was  tried  in  the  District 
of  New  Jersey  and  convicted  of  conspiring  to  export  nerve  gas  but  acquitted  of  at- 
tempting to  export  the  bombs.  (No  bombs  ever  left  the  United  States.)  Yun  was  sen- 
tenced in  September  1989  to  30  months  in  prison.  Charles  Caplan  was  indicted  by 
a  Federal  Grand  Jury  and  Caplan  is  currently  an  outstanding  fugitive. 

The  descriptions  of  these  cases  are  brief.  They  do  not  reflect  the  months  upon 
months  of  investigative  activity  that  is  required  to  bring  an  export  case  to  a  success- 
ful conclusion.  These  cases  are  staffing  intensive.  Monitoring  of  electronic  surveil- 
lance takes  hundreds  of  staff  hours.  Development  of  undercover  operations  and  cov- 
ert identities  requires  extensive  development  to  ensure  that  the  true  nature  of  the 
operations  are  not  apparent.  The  cost  of  these  operations  is  also  extremely  high. 
Many  times  these  cases  are  so  costly  and  so  staffing  intensive  that  they  cannot  be 
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conducted.  This  is  not  to  say  that  we  permit  violators  or  violations  to  go  unchecked. 
But,  the  success  of  undercover  operations  has  always  been  the  fact  that  they  detect 
violations  that  would  not  have  been  detected  under  normal  scrutiny.  These  oper- 
ations reveal  intelligence  about  the  underground  operations  that  exist  within  the 
United  States  and  abroad,  that  law  enforcement  could  not  normally  penetrate. 

I  hope  this  information  sufficiently  illustrates  the  important  role  that  Customs 
plays  in  thwarting  the  proliferation  of  nuclear  materials  and  chemical  and  biological 
warfare  agents  and  terrorist  organizations.  I  would  gladly  welcome  your  questions 
at  this  time. 

Senator  NuNN.  Thank  you,  Ms.  Fenchel.  We  appreciate  the  im- 
portant role  that  Customs  plays  and  we  know  how  difficult  these 
cases  are,  and  particularly  when  you  get  into  the  dual-use  tech- 
nology area. 

Our  next  witness  is  John  O'Neill,  Chief,  Counterterrorism  Sec- 
tion of  the  Federal  Bureau  of  Investigations.  Mr.  O'Neill? 

TESTIMONY  OF  JOHN  P.  O'NEILL,  SUPERVISORY  SPECIAL 
AGENT,  CHIEF,  COUNTERTERRORISM  SECTION,  FEDERAL 
BUREAU  OF  INVESTIGATION 

Mr.  O'Neill.  Thank  you.  Senator,  and  I  thank  all  the  members 
of  the  Committee  for  giving  me  the  opportunity  to  address  you 
today  on  the  threat  caused  by  the  proliferation  of  nuclear,  biologi- 
cal, and  chemical  weapons.  I  would  also  like  to  tell  you  about  the 
measures  which  have  been  taken  by  the  Federal  Bureau  of  Inves- 
tigations to  detect,  prevent,  and  respond  to  the  use  of  nuclear,  bio- 
logical, and  chemical  weapons  in  the  United  States. 

As  we  have  heard  here  yesterday  and  today,  special  weapons  pro- 
liferation concerns  the  spread  of  weapons  of  mass  destruction  and 
their  delivery  systems.  The  FBI  is  the  primary  agency  for  foreign 
counterintelligence  and  counterterrorism  investigations  within  the 
United  States. 

The  FBI  has  developed  and  coordinates  a  special  weapons  pro- 
liferation program  in  order  to  prevent  malevolent  use  and/or  pro- 
liferation of  nuclear,  biological,  and  chemical  weapons  in  the  Unit- 
ed States.  The  program  relies  on  proactive  domestic  programs,  for- 
eign counterintelligence  investigations  in  the  United  States,  crimi- 
nal investigations,  counterterrorism  investigations,  close  coordina- 
tion with  the  intelligence  community,  and  international  coopera- 
tion. 

As  we  have  seen  in  our  recent  investigations,  the  ramifications 
of  a  terrorist  act  committed  in  the  United  States  are  great.  The  po- 
tential for  the  loss  of  life  and  damaging  psychological  effects  from 
a  terrorist  attack  in  the  United  States  involving  a  nuclear,  biologi- 
cal, or  chemical  weapon  are  even  greater.  Simply  put,  we  cannot 
afford  one  such  attack. 

Fortunately,  to  date,  our  investigations  in  the  United  States  re- 
veal no  intelligence  that  rogue  nations  using  terrorism,  inter- 
national terrorist  groups,  or  domestic  groups  are  planning  to  use 
these  deadly  weapons.  We  remain  vigilant,  however,  to  the  possibil- 
ity of  nuclear,  biological,  and  chemical  terrorism  by  pursuing  intel- 
ligence and  counter-terrorism  programs  that  are  well  coordinated 
and  well  exercised. 

Our  first  goal  is  to  prevent  such  an  incident  from  occurring.  Sec- 
ondly, we  must  ensure  we  have  the  capabilities  to  respond  swiftly 
and  decisively  should  an  attack  occur. 
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I  would  like  to  speak  first  about  the  threat  of  nuclear  terrorism. 
Within  the  past  few  years,  there  have  been  hundreds  of  reports  of 
international  smuggling  and  trafficking  incidents  involving  nuclear 
materials  around  the  world.  The  FBI  has  been  involved  in  numer- 
ous assessments  of  threats  of  nuclear-related  threats  and  smug- 
gling investigations  and  nuclear  material  trafficking  investigations 
around  the  world,  working  with  the  Customs  Service  and  the  intel- 
ligence community.  In  evaluating  these  threats,  to  date,  there  are 
no  known  instances  where  nuclear  weapons  or  weapons-grade  ma- 
terials have  actually  existed  or  been  purchased  in  the  United 
States.  However,  the  FBI  continues  to  investigate  vigorously  all  al- 
legations relating  to  nuclear  threats  within  our  jurisdiction. 

One  of  our  most  recent  successful  initiatives  in  the  area  was  the 
FBI-sponsored  International  Law  Enforcement  Conference  on  Nu- 
clear Smuggling,  held  from  April  18  through  20  of  this  year  at  the 
FBI  Academy  at  Quantico.  Among  the  150  participants  were  law 
enforcement  representatives  from  23  countries,  including  the  Rus- 
sian Federation  and  the  newly  independent  states. 

This  conference  displayed  unparalleled  cooperation  between  law 
enforcement  and  intelligence  entities  and  culminated  in  an  invalu- 
able exchange.  The  exchange  included  the  examination  of  the  inter- 
national criminal  problem  of  nuclear  smuggling  and  trafficking  and 
its  counterintelligence  and  terrorism  implications. 

With  regard  to  nuclear  terrorism,  it  is  acknowledged  that  the 
production  of  a  nuclear  weapon  would  entail  considerable  technical 
experience,  expertise  and  funding,  thereby  lessening  the  likelihood 
of  an  incident  at  this  time. 

The  ability  of  terrorists  to  obtain  and  employ  chemical  and  bio- 
logical agents,  however,  is  no  longer  subject  to  speculation.  The 
sarin  gas  attack  in  Japan  earlier  this  year,  allegedly  carried  out  by 
the  Aum  Shinrikyo  sect,  crossed  the  threshold  with  the  use  of  a 
nerve  agent  to  attack  a  civilian  population. 

In  responding  to  the  March  20,  1995,  attack  in  the  Tokyo  subway 
system,  the  FBI  opened  a  criminal  investigation  based  upon  a  vio- 
lation of  Title  18,  United  States  Code,  Section  2331,  which  author- 
izes FBI  extraterritorial  investigations.  As  a  result,  we  dispatched 
FBI  agents  to  Japan.  We  have  extraterritorial  jurisdiction  in  this 
matter  because  two  American  citizens  were  victims  of  the  sarin  at- 
tack. Thankfully,  both  of  them  survived  their  injuries.  The  FBI  is 
unable  to  confirm  any  additional  investigations  of  the  Aum 
Shinrikyo  sect,  if  any,  at  this  time  because  it  would  be  classified 
information. 

Despite  the  fact  that  conventional  methods  of  attack  are  the 
proven  choice  of  terrorist  organizations  to  date,  the  use  of  chemical 
and  biological  weapons  or  agents  can  no  longer  be  ruled  out.  As  the 
sarin  gas  attack  in  Tokyo  demonstrated,  other  groups  may  be  in- 
spired to  employ  chemical  and  biological  weapons  for  future  terror- 
ist attacks  due  to  the  worldwide  attention  the  Japanese  attacks  re- 
ceived. 

Low  production  costs,  ease  of  concealment  and  lethality  make 
some  CB  agents  possible  terrorist  weapons.  Due  to  the  relative 
ease  with  which  CB  weapons  could  be  acquired  or  constructed  by 
a  terrorist  or  terrorist  group,  the  FBI  remains  vigilant  to  that  pos- 
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sibility  through  our  active  investigations  and  close  coordination 
with  the  intelhgence  community. 

In  consideration  of  the  magnitude  and  potential  catastrophic  con- 
sequences of  the  use  of  such  a  weapon,  the  FBI  aggressively  pur- 
sues countermeasures  programs  and  the  readiness  to  respond  to 
and  mitigate  the  consequences  of  such  an  attack. 

However,  the  only  documented  actual  chemical-biological  attack 
in  the  United  States  involved  the  use  of  a  biological  agent  which 
occurred  in  Oregon  in  1984,  when  two  members  of  a  sect  produced 
and  disbursed  salmonella  bacteria  in  restaurants  in  order  to  affect 
the  outcome  of  a  local  election.  Seven-hundred-and-fifteen  persons 
were  affected.  Fortunately,  there  were  no  fatalities. 

The  FBI  recently  concluded  a  case  involving  subjects  who  have 
manufactured  ricin,  which  is  a  deadly  poison  derived  from  castor 
bean  seeds.  This  extremely  toxic  poison  is  easily  prepared  and  all 
of  the  materials  necessary  to  produce  it,  as  well  as  the  instructions 
on  its  production,  were  acquired  from  publicly-available  sources. 

The  four  individuals  investigated  for  producing  the  ricin  es- 
poused extreme  anti-government,  anti-tax  ideals  and  advocated  the 
violent  overthrow  of  the  U.S.  Government.  They  had  specifically 
targeted  a  deputy  U.S.  Marshal  who  had  previously  served  papers 
on  one  of  them  for  a  tax  violation,  as  the  victim  to  be  poisoned  with 
ricin.  To  carry  out  the  poisoning,  the  subjects  mixed  the  ricin  with 
a  solvent  which  would  allow  its  absorption  into  the  blood  stream. 
They  conspired  to  smear  the  ricin  mixture  on  doorknobs  or  on  car 
steering  wheels  in  order  to  poison  their  victim. 

The  FBI  intervened  in  time  to  prevent  this  attack.  This  case  is 
the  first  biological  weapons  investigation  brought  to  trial  and  suc- 
cessfully prosecuted  under  the  Biological  Weapons  Antiterrorism 
Act  of  1989.  On  February  28  of  this  year,  two  of  the  defendants  in 
the  case  were  found  guilty,  having  been  named  as  principals  in  the 
ricin  poisoning  conspiracy.  Two  additional  subjects  involved  were 
just  convicted  on  October  25  for  a  violation  of  Title  18,  United 
States  Code,  Section  175,  naming  them  as  co-conspirators  in  this 
act. 

There  is  a  valid  concern  over  the  relative  ease  with  which  bio- 
logical materials  and  chemical  precursors  can  be  obtained.  For  ex- 
ample, in  May  of  1995,  an  individual  is  alleged  to  have  acquired 
three  vials  of  Yersina  Pestis,  the  organism  which  causes  bubonic 
plague,  from  a  biological  material  supply  company.  The  material 
was  recovered,  unopened,  by  law  enforcement  officials,  and  the  in- 
dividual was  arrested  and  charged  with  fraud. 

On  June  27,  the  individual  was  indicted  by  a  Federal  grand  jury 
on  three  counts  of  fraud  by  wire  for  opening  an  account  by  phone, 
faxing  a  letterhead  memorandum  with  a  fraudulent  Environmental 
Protection  Agency  number  thereon,  and  ordering  the  three  vials  of 
bacteria.  Those  vials  had  been  shipped  by  Federal  Express  delivery 
service. 

To  date,  these  are  the  only  cases  involving  the  potential  use  of 
biological  agents  that  the  FBI  has  investigated  where  prosecution 
has  been  sought.  On  recent  occasions,  the  FBI  has  responded  to 
communicated  threats  of  nuclear,  biological,  and  chemical  terrorist 
attacks.  These  responses  include  the  initiation  of  our  threat  credi- 
bility assessments  in  accordance  with  the  guidelines  set  forth  in 
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our  operational,  nuclear,  biological,  and  chemical  incident  contin- 
gency plans. 

The  threat  credibility  assessment  process,  entailing  coordination 
with  the  other  entities  in  the  U.S.  Government  to  examine  avail- 
able information  on  the  threat  and  determine  its  viability  from  a 
technical,  operational,  and  behavioral  standpoint,  is  very  critical. 
To  date,  all  of  these  alleged  threats  have  been  determined  to  be 
hoaxes. 

As  the  lead  Federal  agency  in  responding  to  acts  of  terrorist  or 
criminal-related  nuclear-biological-chemical  incidents  in  the  United 
States,  the  FBI  has  taken  many  actions  in  order  to  deal  with  this 
emerging  threat. 

For  example,  we  have  developed  and  maintained  a  crisis  man- 
agement plan  to  respond  to  a  domestic  nuclear-biological-chemical 
terrorist  threat  or  incident,  to  include  procedures  for  assessing 
threat  credibility,  operational  Federal  law  enforcement  response, 
notifying  pertinent  agencies,  and  deploying  the  necessary  technical 
resources  to  assist  FBI  field  operations  and  local  authorities  in  in- 
vestigating, containing,  and  minimizing  the  consequences  of  the 
threat. 

Operational  plans  for  responding  to  a  CB  terrorist  threat  or  inci- 
dent are  delineated  in  the  FBI's  chemical-biological  incident  contin- 
gency plan,  and  for  a  nuclear  or  radiological  threat  or  incident,  in 
our  nuclear  incident  response  plan.  These  plans,  which  have  been 
in  effect  since  the  1980s,  are  continually  updated  and  revised,  most 
recently  in  June  of  this  year. 

The  contingency  plans  have  been  constructed  to  provide  a  blue- 
print for  Federal  law  enforcement  crisis  response  to  nuclear,  bio- 
logical, and  chemical  threats  or  incidents.  These  plans  outline  and 
clarify  the  operational  procedures  that  we  will  follow  if  faced  with 
this  threat  or  incident. 

The  plans  are  also  designed  to  marshall  the  appropriate  Federal 
tactical,  technical,  scientific,  and  medical  support  to  bolster  the 
FBI's  investigative  and  crisis  management  abilities  and  to  augment 
local  and  State  resources  in  addressing  the  threat  inherent  in  one 
of  these  incidents.  The  contingency  plans  emphasizes  coordination 
between  all  participants  and  these  plans  are  particularly  concerned 
with  the  bridge  between  the  law  enforcement  crisis  management 
activities  and  the  management  of  the  consequences  of  the  crisis. 

The  first  priority  of  all  these  plans  is  the  public  safety  and  the 
preservation  of  life.  In  a  terrorist  or  criminal-related  incident,  the 
FBI  will  assume  the  lead  investigative  and  crisis  management  role, 
in  association  with  local  law  enforcement  authorities,  to  success- 
fully resolve  the  incident. 

Based  on  the  specific  details  of  the  incident,  law  enforcement  re- 
sponsibilities will  be  resolved  or  no  longer  a  priority  and  the  Fed- 
eral Emergency  Management  Agency  will  subsequently  assume 
consequence  management  responsibilities  for  the  incident.  The 
FBI's  nuclear,  biological,  and  chemical  incident  contingency  plans 
clarify  and  address  this  issue  and  provide  guidance  regarding  the 
Federal  management  transition  from  the  FBI  to  FEMA  in  this  con- 
text. 

Earlier  this  year,  the  FBI  headquarters  tasked  all  of  its  56  do- 
mestic field  offices  to  conduct  a  chemical-biological  terrorism  exer- 
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cise  in  each  of  their  regions  in  accordance  with  the  guidehnes  set 
forth  in  our  contingency  plan.  This  includes  coordination  and  par- 
ticipation by  other  public  safety  agencies  who  would  be  involved  in 
an  incident  of  this  magnitude.  This  includes  first  responders,  re- 
gional offices  of  supporting  Federal  agencies,  and  State  emergency 
management  agencies  who  would  be  involved  in  the  consequence 
management  of  such  an  incident.  Each  of  our  56  field  offices  has 
taken  action  in  response  to  this  tasking  and  are  in  the  process  of 
planning  and  conducting  CB  exercises  at  the  local  level. 

Through  vigilance  in  our  investigations  and  the  active  coopera- 
tive exchanges  with  the  intelligence  community,  we  remain  alert 
for  terrorist  intentions  to  acquire  or  employ  weapons  of  mass  de- 
struction. We  continue  to  improve  our  capabilities  to  respond  to 
threats  of  nuclear,  biological,  and  chemical  weapons  through  active 
coordination  with  supporting  Federal  agencies.  We  continue  to  de- 
velop, plan,  and  deliver  NBC-related  training  for  our  personnel.  We 
continue  the  analysis  of  exercises  conducted  to  date,  which  have 
been  devoted  to  crisis  management  of  nuclear,  biological,  and 
chemical  threats  and  continue  to  develop  new  exercises. 

In  conclusion,  the  FBI  continues  to  be  vigilant  in  both  its  intel- 
ligence collection  and  analysis  to  prevent  an  NBC  incident  and  in 
our  plans  for  a  response  should  an  NBC  incident  occur  in  the  Unit- 
ed States. 

[Prepared  Statement  of  Mr.  O'Neilll 

PREPARED  STATEMENT  OF  MR.  O'NEILL 

Mr.  Chairman,  thank  you  for  the  opportunity  to  address  your  Subcornmittee  on 
the  threat  caused  by  the  proUferation  of  nuclear,  biological,  and  chemical  (NBC) 
weapons.  I'd  also  like  to  tell  you  about  the  measures  which  have  been  taken  by  the 
Federal  Bureau  of  Investigations  to  detect,  prevent,  and  respond  to  the  use  of  NBC 
in  the  United  States. 

As  you  know,  special  weapons  proliferation  concerns  the  spread  of  weapons  of 
mass  destruction  (WMD)  and  their  delivery  systems.  The  FBI  is  the  primary  agency 
for  foreign  counterintelligence  and  counterterrorism  investigations  within  the  Unit- 
ed States.  The  FBI  has  developed  and  coordinates  a  special  weapons  proliferation 
program  in  order  to  prevent  the  malevolent  use  and/or  proliferation  of  WMD,  includ- 
ing nuclear,  biological,  and  chemical  weapons  in  the  United  States.  The  program  re- 
lies on  proactive  domestic  programs,  foreign  counterintelligence  investigations  in  the 
United  States,  criminal  investigations,  counterterrorism  investigations,  close  coordi- 
nation with  the  intelligence  community,  and  international  cooperation. 

As  we  have  seen  in  our  recent  investigations,  the  ramifications  of  a  terrorist  act 
committed  in  the  United  States  are  great.  The  potential  for  the  loss  of  life  and  dam- 
aging psychological  effects  from  a  terrorist  attack  in  the  United  States  involving 
NBC  are  even  greater.  Simply  put,  we  cannot  afford  one  such  attack.  Fortunately, 
to  date,  our  investigations  in  the  United  States  reveal  no  intelligence  that  rogue  na- 
tions using  terrorism,  international  terrorist  groups,  or  domestic  groups  are  plan- 
ning to  use  these  deadly  weapons.  We  remain  vigilant,  however,  to  the  possibility 
of  NBC  terrorism,  by  pursuing  intelligence  and  countermeasures  programs  that  are 
well  coordinated  and  well  exercised.  Our  first  goal  is  to  prevent  such  an  incident 
from  occurring.  Second,  we  must  ensure  we  have  the  capabilities  to  respond  swiftly 
and  decisively  should  an  attack  occur. 

I'd  like  to  speak  about  the  threat  of  nuclear  terrorism  first. 

Within  the  past  few  years,  there  have  been  hundreds  of  reports  of  international 
smuggling  and  trafficking  incidents  involving  nuclear  material.  The  FBI  has  been 
involved  in  numerous  nuclear  smuggling  investigations.  In  evaluating  this  threat 
date,  there  are  no  known  instances  where  such  nuclear  weapons  or  weapons-grade 
nuclear  materials  have  actually  existed  or  been  purchased  in  the  United  States. 
However,  the  FBI  continues  to  investigate  vigorously  all  allegations  related  to  nu- 
clear threats  within  our  jurisdiction. 

One  of  our  most  recent  successful  initiatives  in  the  area  was  the  FBI-sponsored 
International  Law  Enforcement  Conference  on  Nuclear  Smuggling,  held  from  April 
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18  to  April  20.  1995,  at  the  FBI  Academy.  Among  the  150  participants  were  law 
enforcement  representatives  from  23  countries,  including  the  Russian  Federation 
and  the  newly  independent  states.  This  conference  displayed  unparalleled  coopera- 
tion between  law  enforcement  and  intelligence  entities  and  culminated  in  an  invalu- 
able exchange,  where  participants  examined  the  international  criminal  problem  of 
""Clear  smuggling  and  its  counterintelligence  and  terrorism  implications. 

With  regard  to  nuclear  terrorism,  it  is  acknowledged  that  the  production  of  a  nu- 
clear weapon  would  entail  considerable  technical  expertise  and  funding  thereby 
lessening  the  likelihood  of  such  an  incident  at  this  time. 

The  ability  of  terrorists  to  obtain  and  employ  C/B  agents,  however  is  no  longer 
subject  to  speculation.  The  sarin  gas  attacks  in  Japan  earlier  this  year  allegedly 
carried  out  by  the  Aum  Shinrikyo,  crossed  the  threshold  with  the  use  of  a  nerve 
agent  to  attack  a  civilian  population.  In  response  to  the  March  20,  1995  attack  in 
the  I  okyo  subway  system,  the  FBI  opened  a  criminal  investigation  based  upon  a 
violation  of  Title  18,  U.S.  Code,  Section  2331,  which  authorizes  FBI  extraterritorial 
investigation.  As  a  result,  we  dispatched  FBI  agents  to  Japan  We  have 
extraterritorial  jurisdiction  in  this  matter  because  two  American  citizens  were  vic- 
tims of  the  sarin  gas  attack.  Thankfully,  both  of  them  survived  their  injuries  The 
''.^^  1^.  unable  to  confirm  any  additional  investigations,  if  any,  as  this  would  be  clas- 
sified information. 

Despite  the  fact  that  conventional  methods  of  attack  are  the  proven  choice  of  ter- 
rorist organizations  to  date,  the  use  of  a  C/B  weapon  or  agent  can  no  longer  be  ruled 
out,  as  the  sarin  gas  attack  in  Tokyo  demonstrated.  Other  groups  may  be  inspired 
to  employ  C/B  weapons  for  future  terrorist  attacks  due  to  the  worldwide  attention 
the  Japanese  attacks  received. 

Low  production  cost,  ease  of  concealment,  and  lethality  make  some  C/B  agents 
possible  terrorist  weapons.  Due  to  the  relative  ease  with  which  C/B  weapon  could 
be  acquired  or  constructed  by  a  terrorist  or  terrorist  group,  the  FBI  remains  vigilant 
to  that  possibility  through  our  active  investigations  and  close  coordination  with  the 
intelligence  community.  In  consideration  of  the  magnitude  and  potential  cata- 
strophic consequences  of  the  release  of  such  a  weapon,  the  FBI  aggressively  pursues 
countermeasures  programs  and  the  readiness  to  respond  to  and  mitigate  the  con- 
sequences of,  such  an  attack. 

However,  the  only  documented  C/B  attack  in  the  United  States  involves  the  use 
ot  a  biological  agent,  which  occurred  in  Oregon  in  1984,  when  two  members  of  a 
sect  produced  and  disbursed  salmonella  bacteria  in  restaurants  in  order  to  affect  the 
outcome  of  a  local  election.  Seven-hundred-and-fifteen  persons  were  affected-  fortu- 
nately, there  were  no  fatalities. 

The  FBI  recently  concluded  a  case  involving  subjects  who  had  manufactured  ricin 
which  is  a  deadly  poison  derived  from  castor  bean  seeds.  This  extremely  toxic  poison 
IS  easily  prepared,  and  all  of  the  materials  necessary  to  produce  it,  as  well  as  the 
instructions  on  its  production,  were  acquired  from  publicly  available  sources  The 
four  individuals  investigated  for  producing  the  ricin  espoused  extreme  anti-govern- 
ment, anti-tax  ideals,  and  advocated  the  violent  overthrow  of  the  government  For 
the  ricin  poisoning,  they  had  specifically  targeted  a  deputy  U.S.  Marshal  who  had 
previously  served  papers  on  one  of  them  for  tax  violations.  To  carry  out  the  poison- 
mg,  the  subjects  mixed  the  ricin  with  a  solvent  which  would  allow  its  absorption 
into  the  b  oodstream.  They  conspired  to  smear  the  ricin  mixture  on  doorknobs  or 
steering  wheels  in  order  to  poison  their  victim. 

The  FBI  intervened  in  time  to  prevent  the  attack.  This  case  is  the  first  biological 
weapons  investigation  brought  to  trial  and  successfully  prosecuted  under  the  Bio- 
logical Weapons  Antiterrorism  Act  of  1989.  On  February  28,  1995,  two  of  the  de- 
fendants in  the  case  were  found  guilty  under  Title  18,  U.S.  Code,  Sections  175  and 
Z,  naming  them  principals  in  the  ricin  poisoning  conspiracy.  Two  additional  subjects 
involved  were  just  convicted  on  October  25,  1995,  for  violation  of  Title  18,  U.S  Code 
bection  175  and  371,  naming  them  co-conspirators. 

There  is  a  valid  concern  over  the  relative  ease  with  which  biological  materials  and 
chemical  precursors  can  be  obtained.  For  example,  in  May  1995,  an  individual  is  al- 
leged to  have  acquired  three  vials  of  Yersina  Pestis,  the  organism  which  causes  bu- 
bonic plague,  from  a  bio-medical  supply  company.  The  material  was  recovered  un- 
opened, by  law  enforcement  officials,  and  the  individual  was  arrested  and  charged 
with  fraud.  On  June  27,  1995,  the  individual  was  indicted  by  a  Federal  grand  jury 
on  three  counts  of  fraud  by  wire  for  opening  an  account  by  phone,  faxing  a  letter- 
head memo  with  an  fraudulent  Environmental  Protection  Agency  number  and  or- 
dering the  three  vials,  which  had  been  shipped  via  Federal  Express 
,u  ?  .u^^^^'^u^  ^^^  ^^^  °"'y  ^^^^^  involving  the  potential  use  of  biological  agents 
that  the  FBI  has  investigated  where  prosecution  has  been  sought.  On  recent  occa- 
sions, the  t  BI  has  responded  to  communicated  threats  of  NBC  terrorist  attacks-  to 
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include  the  initiation  of  threat  credibility  assessments  in  accordance  with  guidelines 
set  forth  in  our  operational  NBC  contingency  plans.  The  threat  credibility  assess- 
ment process  entails  coordination  with  other  entities  in  the  U.S.  Government  to  ex- 
amine available  information  on  the  threat  and  determine  its  viability  from  a  tech- 
nical, operational,  and  behavioral  standpoint.  To  date,  all  of  these  alleged  threats 
have  been  determined  to  be  hoaxes. 

As  the  lead  law  enforcement  agency  in  responding  to  acts  of  NBC  terrorism  or 
criminal-related  NBC  incidents  in  the  United  States,  the  FBI  has  taken  many  ac- 
tions in  order  to  deal  with  this  emerging  threat.  For  example,  we  have  developed 
and  maintain  crisis  management  plans  to  respond  to  a  domestic  NBC  terrorist 
threat  or  incident,  to  include  procedures  for  assessing  threat  credibility,  operational 
Federal  law  enforcement  response,  notifying  pertinent  agencies,  and  deploying  the 
necessary  technical  resources  to  assist  FBI  field  operations  and  local  authorities  in 
investigating,  containing,  and  minimizing  the  consequences  of  the  threat. 

Operational  plans  for  response  to  a  C/B  terrorist  threat  or  incident  are  delineated 
in  the  FBI's  C^  incident  contingency  plan;  and,  for  a  nuclear  or  radiological  threat 
or  incident,  the  nuclear  incident  response  plan.  These  plans,  which  have  been  in  ef- 
fect since  the  late  1980's,  are  continually  updated  and  revised,  most  recently,  in 
June,  1995.  The  contingency  plans  have  been  constructed  to  provide  a  blueprint  for 
a  Federal  law  enforcement  crisis  management  response  to  an  NBC  incident.  These 
plans  outline  and  clarify  the  operational  procedures  that  we  will  follow  if  faced  with 
an  NBC  threat  or  incident. 

The  plans  are  also  designed  to  marshall  the  appropriate  Federal  tactical,  tech- 
nical, scientific,  and  medical  support  to  bolster  the  FBI's  investigative  and  crisis 
management  abilities  and  to  augment  local  and  State  resources  in  addressing  the 
threat  inherent  in  an  NBC  incident.  The  contingency  plans  emphasize  coordination 
between  all  participants  and  are  particularly  concerned  with  the  bridge  between  the 
law  enforcement  crisis  management  activities  and  the  management  of  the  con- 
sequences of  the  crisis. 

The  first  priority  of  the  plans  are  public  safety  and  the  preservation  of  life.  In 
a  terrorist  or  criminal-related  NBC  incident,  the  FBI  will  assume  the  lead  investiga- 
tive and  crisis  management  role,  in  association  with  local  law  enforcement  authori- 
ties, to  successfully  resolve  the  incident. 

Based  on  the  specific  details  of  an  incident,  law  enforcement  responsibilities  will 
be  resolved  or  no  longer  a  priority,  and  the  Federal  Emergency  Management  Agency 
(FEMA)  will  subsequently  assume  consequence  management  responsibilities  for  the 
incident.  The  FBI's  NBC  incident  contingency  plans  clarify  and  address  this  issue 
and  provides  guidance  regarding  the  Federal  management  transition  from  the  FBI 
to  FEMA  in  this  context. 

Earlier  this  year,  FBI  headquarters  tasked  the  56  domestic  FBI  field  offices  to 
conduct  C/B  terrorism  exercise  in  each  of  their  regions  in  accordance  with  the  guide- 
lines set  forth  in  the  C/B  incident  contingency  plan.  This  includes  coordination  and 
participation  by  other  public  safety  agencies  who  would  be  involved  in  a  C/B  inci- 
dent; including  first  responders,  regional  offices  of  supporting  Federal  agencies,  and 
State  emergency  management  agencies  who  would  be  involved  in  the  consequence 
management  of  such  an  incident.  Each  of  the  56  field  offices  has  taken  action  in 
response  to  this  tasking  and  are  in  the  process  of  planning  and  conducting  C/B  exer- 
cises. 

Through  vigilance  in  our  investigations  and  active  cooperative  exchanges  with  the 
intelligence  community,  we  remain  alert  for  terrorist  intentions  to  acquire  or  employ 
weapons  of  mass  destruction.  We  continue  to  improve  our  capabilities  to  respond  to 
threats  of  NBC  through  active  coordination  with  supporting  Federal  agencies.  We 
continue  to  develop,  plan,  and  deliver  NBC-related  training  for  our  personnel.  We 
continue  the  analysis  of  exercises  conducted  to  date,  which  have  been  devoted  to  cri- 
sis management  of  NBC  threats  and  continue  to  develop  new  exercises. 

In  conclusion,  the  FBI  continues  to  be  vigilant  both  in  its  intelligence  collection/ 
analysis  to  prevent  an  NBC  incident,  and  in  our  plans  for  a  response  should  an 
NBC  incident  occur  in  the  United  States. 

Senator  NUNN.  Thank  you,  Mr.  O'Neill. 

Next  is  Allen  Holmes,  Assistant  Secretary  of  Defense,  Special 
Operations  and  Low  Intensity  Conflict  of  the  Department  of  De- 
fense. 

Mr.  Holmes,  I  know  you  have  to  leave  at  about  12:40.  Dr.  Young, 
you  are  next  and  we  will  hear  your  testimony  before  we  get  into 
questions,  but  I  would  ask  the  members  of  the  panel  if  they  have 
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questions  for  Mr.  Holmes,  I  think  we  should  start  with  those  since 
he  has  notified  us  in  advance  that  he  has  to  leave.  After  we  com- 
plete the  testimony,  we  will  start  with  your  questions,  and  I  would 
hope,  given  the  time,  that  you  could  both  summarize  in  8  to  10 
minutes,  if  you  could. 

TESTIMONY  OF  H.  ALLEN  HOLMES,  ASSISTANT  SECRETARY  OF 
DEFENSE,  SPECIAL  OPERATIONS  AND  LOW  INTENSITY  CON- 
FLICT, U.S.  DEPARTMENT  OF  DEFENSE 

Mr.  Holmes.  Thank  you,  Mr.  Chairman.  I  will  summarize  the 
highlights  of  my  statement. 

You  have  heard  testimony  on  the  low  cost,  easy  availability  of 
the  components,  relatively  low  technical  skills  required,  and  the 
difficulty  in  detecting  chemical  and  biological  weapons.  A  dedicated 
effort  by  a  terrorist  organization  could  possibly  lead  to  the  cata- 
strophic scenario  depicted  by  many  efforts.  There  is  no  denying 
that  the  threat  is  real  and  that  the  Department  of  Defense  and  all 
Federal  agencies  are  treating  chemical  and  biological  weapons  use 
as  a  very  serious  possibility. 

But  it  should  be  kept  in  perspective.  We  should  note  that  the 
Aum  Shinrikyo  attack  was  the  most  sophisticated  attempt  by  a 
large,  well-organized  group  employing  a  battery  of  quahfied  sci- 
entists, utilizing  advanced  technical  equipment  and  facility  infra- 
structure and  supported  by  considerable  financial  assets.  Despite 
these  highly-favorable  factors,  the  effectiveness  of  Aum  Shinrikyo's 
attack  was  less  than  might  have  been  predicted. 

What  the  Tokyo  attacks  of  March  1995  and  the  Matsumoto  at- 
tack of  June  1994  do  demonstrate,  however,  is  that  a  radical  group 
bent  on  employing  chemical  or  biological  agents  can  recruit  the 
type  of  scientific  expertise  required,  acquire  materials  necessary  to 
conduct  such  a  campaign,  and  attempt  to  stage  the  event.  As  ter- 
rorists learn  from  past  mistakes  and  gain  experience  in  the  weap- 
ons, the  next  attack  could  have  far  worse  consequences. 

The  tougher  issue  in  many  respects  is  the  psychological  problem 
of  public  fear  resulting  from  the  use  of  a  chemical  or  biological 
agent.  The  fear  generated  by  such  an  attack  may  pose  more  dif- 
ficult problems  even  than  the  physical  threat  itself  The  public 
must  be  made  aware  that  chemical  and  biological  agents  have  limi- 
tations and  their  effectiveness  can  be  mitigated  by  several  meth- 
ods. 

These  agents  present  difficult  challenges,  but  the  Federal  Gov- 
ernment is  working  hard  to  deter,  prevent,  and  minimize  their  ef- 
fects and  provide  effective  consequence  management.  We  believe 
that  with  proper  planning,  coordination,  focused  research  and  de- 
velopment, and  intelligence  support,  and  the  active  participation  of 
State  and  local  authorities,  our  Government  can  respond  to  this 
threat. 

DoD's  combatting  terrorism  program  is  part  of  a  coordinated  U.S. 
Government  interagency  team  response.  Several  members  of  our 
tearn  are  here  today.  No  single  Federal  agency  possesses  the  au- 
thorities, response  mechanisms,  and  capabilities  to  effectively  deter 
and  resolve  terrorist  incidents.  The  U.S.  Government  program  is 
based  on  the  lead  agency  concept,  with  the  Department  of  State  ex- 
ercising lead  agency  responsibility  overseas  and  the  Department  of 
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Justice  exercising  lead  agency  responsibility  for  domestic  incidents. 
The  Department  of  Defense  provides  a  significant  supporting  role 
to  whichever  lead  agency  is  involved. 

We  in  DoD  divide  combatting  terrorism  into  two  components, 
antiterrorism  and  counterterrorism.  Antiterrorism  means  the  de- 
fensive measures  employed  to  protect  personnel  and  facilities 
against  a  terrorist  incident.  Conversely,  counterterrorism  refers  to 
our  offensive  capabilities. 

It  is  DoD  policy  to  protect  its  people,  family  members,  facilities, 
and  equipment  from  terrorist  acts.  Toward  that  end,  we  routinely 
budget  for  security  at  military  installations  and  DoD  independent 
schools. 

To  highlight  antiterrorism  awareness  and  importance,  my  office 
sponsors  an  annual  DoD  Worldwide  Antiterrorism  Conference, 
which  serves  as  a  forum  for  exchange  of  ideas  among  DoD  and 
other  U.S.  Government  specialists.  We  also  have  an  awards  pro- 
gram. We  established  it  a  couple  of  years  ago  to  recognize  those 
who  work  quietly  behind  the  scenes  to  protect  DoD  personnel,  in- 
stallations, and  their  families. 

The  second  part  of  the  Department's  combatting  terrorism  pro- 
gram is  counterterrorism.  This  includes  DoD's  support  for  U.S.  pol- 
icy to  deter,  defeat,  and  respond  vigorously  to  all  terrorist  attacks 
against  U.S.  interests  wherever  they  may  occur.  DoD  supports  the 
initiatives  of  the  lead  agencies  in  carrying  out  U.S. 
counterterrorism  policy.  For  example,  our  office  supports  the  State 
Department  Coordinator  for  Counterterrorism  in  consultations  with 
foreign  governments,  the  deployment  of  emergency  support  teams 
at  the  request  of  an  American  ambassador  to  assist  the  host  gov- 
ernment, and  the  Department  of  Justice  in  the  extradition  or  ren- 
dition of  terrorist  suspects. 

DoD  also  largely  funds  the  technical  support  working  group  re- 
sponsible for  the  research  and  development  of  counterterrorism 
technologies  as  U.S.  DoD  counterterrorism  response  capabilities 
are  routinely  exercised  from  the  tactical  to  the  national  level.  DoD 
special  mission  units  frequently  train  and  exercise  with  foreign 
counterterrorism  units. 

Domestically,  DoD  forces  serve  in  a  support  capacity  to  law  en- 
forcement agencies,  providing  technical  and  operational  support 
upon  request.  Whether  supporting  lead  agency  efforts  or  receiving 
assistance  which  enhances  tactical  capabilities  from  other  Govern- 
ment agencies,  DoD  is  an  integral  part  of  a  well-organized  and 
functional  U.S.  counterterrorism  community. 

Looking  specifically  at  how  we  would  manage  a  terrorist  incident 
involving  either  a  chemical  or  biological  weapon,  it  is  important  to 
note  that  the  interagency  group  combatting  terrorism  separates  the 
two  threats.  Should  a  chemical  or  biological  threat  occur,  DoD  can 
respond  with  special  mission  units,  response  teams  to  provide  spe- 
cialized laboratory  assistance  and  help  with  consequence  manage- 
ment tailored  to  meet  the  individual  incident. 

Looking  at  steps  we  are  currently  taking,  DoD  is  conducting  a  se- 
ries of  senior-level  interagency  tabletop  exercises  focused  on  weap- 
ons of  mass  destruction.  The  next  two  exercises  will  deal  in  large 
measure  with  biological  weapons  in  a  domestic  scenario,  aimed  to- 
ward security  preparations  for  the  1996  Atlanta  Olympics. 
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The  interagency  CT  community  is  also  refmmg  its  procedures  to 
include  consequence  management  in  weapons  of  mass  destruction 
incident  resolution.  The  inclusion  of  FEMA  and  the  Public  Health 
Service  in  the  crisis  and  consequence  management  of  terrorist 
weapons  of  mass  destruction  events  is  a  critical  and  important  new 
step  by  the  interagency  community. 

Another  program  is  the  technical  support  working  group,  which 
provides  fast  track  research  and  development  of  counterterrorism 
equipment.  This  group  is  currently  looking  at  six  projects  aimed 
specifically  at  enhancing  response  capability  for  a  chemical  or  bio- 
logical incident.  Recently,  we  began  a  review  of  many  other  projects 
to  ascertain  whether  accelerating  any  of  these  with  additional 
funding  could  bring  equipment  on  line  more  quickly  for  use  by  our 
response  units.  A  key  area  where  DoD  is  making  progress  in  fight- 
ing chemical  and  biological  weapons  is  in  detection  technology. 

Mr.  Chairman,  we  are  confident  of  our  ability  to  respond  quickly 
to  terrorist  acts.  There  remain  many  technical  challenges  in  re- 
sponding to  the  use  of  chemical  and  biological  weapons,  and  I  as- 
sure you  that  the  interagency  counterterrorism  community  is  work- 
ing hard  each  day  to  solve  those  challenges.  We  are  committed  to 
working  closely  with  you  and  with  the  State  and  local  authorities 
to  see  that  the  American  people  are  protected  against  the  menace 
of  international  terrorism  wherever  and  whenever  it  may  arise. 
Thank  you. 

[The  prepared  statement  of  Mr.  Holmes  follows:] 

PREPARED  STATEMENT  OF  MR.  HOLMES 

Thank  you,  Mr.  Chairman  for  this  opportunity  to  discuss  with  you  the  Depart- 
ment of  Defense's  (DoD)  role  in  Combatting  Terrorism  and  how  it  addresses  the 
threat  of  chemical  and  biological  weapons  used  by  terrorists.  Among  my  duties  as 
the  Assistant  Secretary  of  Defense  (Special  Operations  and  Low-Intensity  Conflict), 
I  serve  as  the  Principal  Staff  Assistant  and  civilian  advisor  to  the  Secretary  of  De- 
fense for  policy  and  planning  related  to  combatting  terrorism.  These  hearings  pro- 
vide a  positive  step  in  educating  the  public  on  the  nature  of  the  threat  and  how 
the  U.S.  Government  will  respond.  I  would  like  to  organize  my  remarks  in  the  fol- 
lowing manner:  first,  to  address  the  reality  of  the  threat;  second,  to  give  a  general 
overview  of  DoD's  Combatting  Terrorism  program;  and  finally  to  discuss  the  specific 
measures  DoD  is  taking  toward  countering  the  potential  use  of  chemical  and  biologi- 
cal weapons  by  terrorists. 

You  have  heard  testimony  on  the  low  cost,  easy  availability  of  components,  rel- 
atively low  technical  skills  requirement,  and  difficulty  in  detecting  chemical  and  bio- 
logical weapons.  A  dedicated  effort  by  a  terrorist  organization  could  possibly  lead 
to  the  "catastrophic  scenario"  depicted  by  many  experts.  There  is  no  denying  that 
the  threat  is  "real"  and  that  DoD,  and  all  Federal  agencies,  must  treat  chemical  and 
biological  weapons  use  as  a  very  serious  possibility.  But  it  should  be  kept  in  per- 
spective. We  need  to  note  that  the  Aum  Shinrikyo  attack  was  a  most  sophisticated 
attempt  by  a  large,  well  organized  group  employing  a  battery  of  qualified  scientists, 
utilizing  advanced  technical  equipment  and  facility  infrastructure,  and  supported  by 
considerable  financial  assets.  Despite  these  highly  favorable  factors,  the  effective- 
ness of  Aum  Shinrikyo's  attack  was  less  than  might  have  been  predicted,  what  the 
Tokyo  attacks  of  March  1995  and  the  Matsumoto  attack  of  June  1994  do  dem- 
onstrate, however,  is  that  a  radical  group  bent  on  employing  chemical  or  biological 
agents  can  recruit  the  type  of  scientific  expertise  required,  acquire  materials  nec- 
essary to  conduct  such  a  campaign,  and  attempt  to  stage  the  event.  As  terrorists 
learn  from  past  mistakes  and  gain  experience  in  the  weapons,  the  next  attack  could 
have  far  worse  consequences. 

The  ability  to  create  mass  casualties  by  using  chemical  and  biological  weapons  de- 
pends on  many  factors.  Finding  the  right  agent,  weaponizing  the  agent,  delivering 
the  agent  in  an  effective  manner,  and  waiting  for  the  optimal  metrological  condi- 


246 

tions  would  be  a  challenge  to  any  terrorist  group.  We  just  need  to  keep  in  perspec- 
tive the  reality  of  recent  and  potential  events. 

The  tougher  issue  involved  was  the  psychological  problem  of  public  fear  resulting 
from  the  use  of  a  chemical  agent.  The  fear  generated  by  such  an  attack  may  pose 
far  more  difficult  problems  than  the  physical  threat  itself.  The  public  must  be  made 
aware  that  chemical  and  biological  agents  have  many  limitations  and  their  effective- 
ness can  be  mitigated  by  several  methods.  These  agents  present  difficult  challenges, 
but  the  U.S.  Government  is  working  hard  to  deter,  prevent,  and/or  minimize  the  ef- 
fects and  provide  effective  consequence  management.  We  believe  with  proper  plan- 
ning, coordination,  focused  research  and  development,  and  intelligence  support,  the 
U.S.  Government  can  respond  to  this  threat. 

DoD's  Combatting  Terrorism  program  is  part  of  a  coordinated  U.S.  Government 
interagency  team  response.  No  single  federal  agency  possesses  the  authorities,  re- 
sponse mechanisms  and  capabilities  to  effectively  deter  and  resolve  terrorist  inci- 
dents. The  U.S.  Government  program  is  based  on  a  "lead  agency"  concept  with  the 
Department  of  State  exercising  lead  agency  responsibility  overseas  and  the  Depart- 
ment of  Justice  exercising  lead  agency  responsibility  for  domestic  incidents.  The  De- 
partment of  Defense  provides  a  significant  supporting  role  to  the  lead  federal  agen- 
cy. 

Overseas,  working  with  the  State  Department,  DoD  plays  a  vital  role  from  initial 
planning  through  implementation  of  a  wide  range  of  overseas  activities  to  include 
military  to  military  cooperation,  assistance,  training,  and  joint  exercises.  Under  the 
lead  of  the  Department  of  Justice-and  the  FBI,  DoD  works  closely  with  its  domestic 
counterparts,  not  only  to  provide  cooperation  or  assistance  permitted  under  law  but 
also  to  ensure  that  DoD  personnel  and  facilities  are  protected  against  any  possible 
terrorist  threat. 

The  Department  of  Defense  is  mandated  by  law,  executive  order,  and  Presidential 
Directive  to  have  an  effective  Combatting  Terrorism  Program.  In  November  1988, 
the  Secretary  of  Defense  designated  the  Office  of  the  Assistant  Secretary  of  Defense 
for  Special  Operations  and  Low-Intensity  Conflict  [OASD(SO/LIC)]  as  the  office  re- 
sponsible for  DoD  policy  and  oversight  on  combatting  terrorism.  Since  its  inception, 
S0/1.IC  has  represented  DoD  as  a  key  member  of  the  U.S.  Government's  inter- 
agency counterterrorism  effort.  We  routinely  meet  with  our  colleagues  from  the 
other  federal  agencies  (several  of  whom  are  represented  on  this  panel)  to  discuss, 
plan,  and  coordinate  the  U.S.  Government  response  to  terrorism.  This  interagency 
combatting  terrorism  team  has  been  in  existence  since  the  mid-1980s. 

We,  in  DoD,  divide  Combatting  Terrorism  into  two  components.  Antiterrorism 
(AT)  and  Counterterrorism  (CT).  Antiterrorism  means  the  defensive  measures  em- 
ployed to  protect  personnel  and  facilities  against  a  terrorist  incident.  Conversely, 
counterterrorism  refers  to  our  offensive  capabilities. 

It  is  DoD  policy  to  protect  its  personnel,  their  family  members,  facilities,  and 
equipment  from  terrorist  acts.  Toward  that  end,  DoD  routinely  budgets  for  security 
at  military  installations  and  DoD  Dependent  schools.  To  assist  in  the  AT  effort, 
OASD(SO/LIC)  published  DoDD  0-2000.12  (DoD  Combatting  Terrorism  Program)  in 
August  1990.  This  directive  assigns  specific  responsibilities  to  various  DoD  elements 
for  briefing  personnel  on  any  known  or  suspected  terrorist  threats  and  informs  them 
of  security  measures  to  be  taken.  It  also  directs  prompt  dissemination  of  intelligence 
information  (to  those  charged  with  security  responsibilities)  on  terrorist  threats,  in- 
cluding specific  threats  against  DoD  personnel  and  their  family  members. 

Additionally,  OASD(SO/LIC)  published  DoD  0-2000. 12-H  (Protection  of  DoD  Per- 
sonnel and  Activities  Against  Acts  of  Terrorism  and  Political  Turbulence)  in  Feb- 
ruary 1993,  a  handbook  that  serves  as  a  comprehensive  reference  book  for  all  DoD 
components  on  antiterrorism  awareness,  education,  and  training  activities. 

To  highlight  AT  awareness  and  importance,  OASD(SO/LIC)  sponsors  an  annual 
DoD  Worldwide  Antiterrorism  Conference  which  serves  as  a  forum  for  DoD  and 
other  U.S.  Government  antiterrorism  specialists  from  throughout  the  United  States 
and  abroad  to  identify  key  issues  and  to  reach  consensus  on  possible  solutions.  The 
ASD(SO/LIC)  also  established  an  awards  program  in  1993  to  recognize  and  praise 
those  who  work  quietly  behind  the  scenes  to  protect  DoD  personnel  and  installa- 
tions; sensitize  U.S.  Military  and  their  families  to  the  nature  and  dangers  of  terror- 
ism; and  deter  and  prevent  terrorist  acts. 

DoD  also  provides  antiterrorism  training.  In  this  regard  DoD  complements  the 
Department  of  State's  program  for  Antiterrorism  Training  Assistance  by  providing 
training  to  foreign  military  counterparts  which  may  take  the  form  of  small  unit  ex- 
changes or  participation  in  joint  training  and  exercises.  A  detailed  accounting  of  the 
training  that  is  provided  to  foreign  governments  is  discussed  in  the  DoD  portion  of 
the  classified   State   Department's  Annual  Antiterrorism   Report  to  the  Congress. 
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This  report  is  mandated  under  provisions  of  the  Omnibus  Diplomatic  Security  and 
Antiterrorism  Act  of  1986. 

DoD  also  works  routinely  with  the  Department  of  State  in  distributing  travel 
advisories  for  DoD  members  and  families.  DoD  follows  the  U.S.  Government  policy 
on  "no  double  standard"  regarding  availability  of  threat  information.  This  dictates 
that  American  Government  officials  cannot  benefit  from  information  which  might 
equally  apply  to  the  public  but  is  not  available  to  the  public. 

The  second  part  of  the  Defense  Department's  Combatting  Terrorism  program  is 
Counter-terrorism.  This  includes  Defense  Department  support  for  U.S.  policy  to 
deter  defeat  and  respond  vigorously  to  all  terrorists  attacks  against  U.S.  interests 
wherever  they  may  occur.  DoD  supports  the  initiatives  of  the  lead  agencies  in  carry- 
ing out  U.S.  counterterrorism  policy.  For  example,  our  office  supports  the  State  De- 
partment's Coordinator  for  Counter  Terrorism  in  consultations  with  foreign  govern- 
ments the  deployment  of  Emergency  Support  Teams  at  the  request  of  an  American 
Ambassador  to  assist  the  host  government,  and  the  Department  of  Justice  in  the 
extradition  or  rendition  of  terrorist  suspects.  DoD  also  largely  funds  the  Technical 
Support  Working  Group  responsible  for  the  research  and  development  of  CT  tech- 
nologies. 

While  it  is  DoD's  policy  not  to  discuss  the  capabilities,  designations,  missions  and 
locations  of  DoD  counterterrorism  special  units  in  a  public  forum,  I  would  like  how- 
ever, to  briefly  outline  how  DoD  responds  to  a  terrorist  incident.  During  such  an 
incident,  the  ASD(SO/LIC)  has  two  primary  roles.  He  is  the  Secretary's  principal  ci- 
vilian advisor.  He  also  serves  as  the  Secretary's  representative  to  the  interagency 
crisis  coordinating  body,  which  will  handle  the  counterterrorism  response.  The  Joint 
Staff  provides  a  representative  as  well.  The  ASD(SO/LIC)  provides  policy  advice 
while  the  Joint  Staff  representative  provides  operational  comment  and  advice. 

U.S./DoD  counterterrorism  response  capabilities  are  routinely  exercised  from  the 
tactical  to  the  national  level.  DoD  special  mission  units  frequently  train  and  exer- 
cise with  foreign  CT  units.  Domestically,  DoD  forces  serve  in  a  support  capacity  to 
law  enforcement  agencies,  providing  technical  and  operational  support  upon  request, 
whether  supporting  lead  agency  efforts  or  receiving  assistance  which  enhances  tac- 
tical capabilities  from  other  government  agencies,  DoD  is  an  integral  part  of  a  well 
organized  and  functional  U.S.  counterterrorism  community. 

Looking  specifically  at  how  we  would  manage  a  terrorist  incident  involving  either 
a  chemical  or  biological  weapon,  it  is  important  to  note  that  the  interagency  combat- 
ting terrorism  community  separated  the  two  threats.  The  interagency  community 
recognized  long  ago  that  while  chemical  and  biological  agents  may  have  some  com- 
mon points,  the  production  means,  delivery  vehicle,  countermeasures,  and  expertise 
were  based  on  completely  different  criteria.  Clearly,  in  any  effort  to  resolve  a  terror- 
ist incident,  we  would  want  to  rely  on  expertise  most  familiar  with  the  specific 
threat.  Therefore  to  eliminate  confusion  and  to  focus  our  efforts,  we  elected  to  treat 
them  as  separate  and  distinct  threats.  Should  a  chemical  or  biological  threat  occur, 
DoD  can  respond  with  special  mission  units,  response  teams,  provide  specialized 
laboratories,  and  assist  with  consequence  management  assets  tailored  to  meet  the 
individual  Incident. 

Finally,  looking  at  what  steps  we  are  currently  taking  to  handle  chemical  and  bio- 
logical incidents-and  prevent  the  proliferation  of  such  weapons,  there  are  a  number 
of  efforts  that  should  be  highlighted.  Within  the  combatting  terrorism  program,  DoD 
is  conducting  a  series  of  senior  level  interagency  tabletop  exercises  focused  on  weap- 
ons of  mass  destruction.  The  next  two  exercises  will  deal  in  large  measure  with  bio- 
logical weapons  in  a  domestic  scenario  aimed  toward  security  preparations  for  the 
1996  Atlanta  Olympics.  DoD  is  refining  the  process  through  which  it  will  provide 
military  assistance  to  civil  authorities  to  encompass  procedures  specifically  designed 
to  handle  weapons  of  mass  destruction  in  a  domestic  scenario.  The  interagency  CT 
community  is  also  refining  its  procedures  to  include  consequence  management  in 
weapons  of  mass  destruction  incident  resolution.  The  inclusion  of  FEMA  and  Public 
Health  Service  in  the  crisis  and  consequence  management  of  terrorist  WMD  events 
is  a  critical  and  important  new  step  by  the  interagency  community. 

Another  program  within  the  interagency  CT  community  is  the  Technical  Support 
Working  Group  (TSWG)  which  provides  fast-track  research  and  development  of  CT 
equipment.  The  TSWG  is  currently  engaged  in  six  projects  aimed  specifically  at  en- 
hancing response  capability  for  a  chemical  or  biological  incident.  Recently,  we  began 
a  review  of  all  TSWG  projects  to  ascertain  if  accelerating  any  of  these  projects  with 
additional  funding  could  bring  equipment  on-line  more  quickly  for  use  by  our  re- 
sponse units. 

A  key  area  where  DoD  is  making  progress  in  fighting  chemical  and  biological 
weapons  is  in  detection  technology.  There  are  systems  currently  fielded  or  in  pro- 
duction for  conventional  military  missions  which  may  support  counterterrorism  ef- 
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forts  as  well.  For  example,  there  is  currently  a  system  which  can  detect  surface 
chemical  contamination  and  another  which  can  detect  and  provide  an  alarm  if  the 
air  is  contaminated.  Other  systems  are  under  development  for  chemical  detection 
within  a  specific  setting.  For  example  the  aircraft  interior  detector  is  designed  to 
detect,  identify,  and  warn  of  low  levels  of  nerve  or  blister  agents  in  vapor  form.  Such 
a  system  could  also  be  used  in  subway  stations.  Similar  capabilities  are  being  devel- 
oped for  biological  agents.  There  are  also  integration  systems  designed  to  link  point 
detectors  as  a  network  so  that  contamination  occurring  at  multiple  sites  can  be  de- 
tected at  a  central  location.  The  Marine  Corps  is  looking  at  software  packages  de- 
signed to  incorporate  detection  and  meteorological  information  to  track  the  dispersal 
of  chemical  contaminations.  This  system  is  being  looked  at  for  possible  use  at  the 
1996  Atlanta  Olympics.  DoD  is  also  investigating  new  technology  for  individual  pro- 
tection (new  suits  and  accessories)  as  well  as  decontaminates,  post-exposure  medica- 
tions, and  vaccines. 

We  are  working  closely  with  other  nations  on  a  bilateral  and  multilateral  basis 
to  halt  and/or  prevent  the  proliferation  of  weapons  of  mass  destruction.  U.S.  Gov- 
ernment Policy  is  directed  toward  stemming  chemical  and  biological  weapons  pro- 
liferation. We  have  identified  key  chemical  precursors,  biological  pathogens,  and  nu- 
clear materials  used  in  development  of  these  weapons,  and  are  using  those  precur- 
sors to  establish  databases  to  monitor,  deter,  and  if  necessary  take  action  against 
those  states  or  groups  involved  in  chemical  or  biological  weapons  development.  The 
President  has  issued  three  recent  Decision  Directives  (PDD)  on  nonproliferation,  nu- 
clear safety,  and  counterterrorism  designed  to  increase  U.S.  Government  efforts  to- 
ward preventing  proliferation. 

There  are  several  treaties  dealing  with  chemical  and  biological  weapons,  in  addi- 
tion to  the  multilateral  efforts  to  control  products  which  are  specifically  needed  to 
build  such  programs  or  the  missiles  that  might  deliver  them.  Within  the  interagency 
CT  community,  we  have  agreements  with  friendly  nations  to  jointly  develop  equip- 
ment for  combatting  terrorism.  Some  of  these  efforts  are  aimed  at  the  chemical  and 
biological  threat.  Additionally,  the  interagency  community  is  making  every  effort  to 
enlist  the  aid  of  our  allies  and  other  nations  to  coordinate  response  capabilities  for 
incidents  involving  weapons  of  mass  destruction. 

Mr.  Chairman,  we  are  confident  of  our  ability  to  respond  quickly  to  terrorist  acts. 
There  remain  many  technical  challenges  in  responding  to  the  use  of  chemical  and 
biological  weapons  and  I  assure  you  that  the  interagency  CT  community  is  working 
hard  each  day  to  solve  those  challenges.  We  are  committed  to  working  closely  with 
you  and  with  State  and  local  authorities  to  see  that  the  American  people  are  pro- 
tected against  the  menace  of  international  terrorism  wherever  and  whenever  it  may 
arise. 

I  am  ready  for  your  questions. 

Senator  NUNN.  Thank  you,  Mr.  Holmes. 
Dr.  Young? 

TESTIMONY  OF  DR.  FRANK  E.  YOUNG,  M.D.,  Ph.D.,  DIRECTOR, 
OFFICE  OF  EMERGENCY  PREPAREDNESS,  PUBLIC  HEALTH 
SERVICE 

Dr.  Young.  Thank  you,  Mr.  Chairman. 

As  a  physician  who  has  worked  in  this  field  for  over  20  years, 
I  want  to  personally  thank  you  and  the  Members  of  your  Commit- 
tee for  the  leadership  in  holding  this  important  hearing  to  bring  at- 
tention to  the  need  to  prepare  better  for  the  potential  use  of  weap- 
ons of  mass  destruction  by  terrorism.  These  cowardly  acts  of  terror- 
ism affect  not  only  our  citizens  but  those  around  the  world. 

To  facilitate  your  investigation,  I  would  like  to  make  eight  quick 
points  to  summarize  the  portions  of  my  testimony  that  may  be  rel- 
evant from  a  medical  standpoint. 

First,  there  are  two  major  ways  to  minimize  the  impact  of  terror- 
ism with  weapons  of  mass  destruction — prevention  through  the  in- 
telligence that  you  have  heard  described,  including  law  enforce- 
ment, and  disarmament  conventions,  and  through  preparation  to 
ensure  that  a  rapid  response  can  be  mounted  to  save  lives  and  re- 
duce human  suffering.  Regardless  of  the  type  of  perpetrator,  state- 
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sponsored  or  independent,  regardless  of  the  means  used,  the  con- 
sequences are  the  same.  We  need  to  be  prepared  for  those  con- 
sequences. 

Second,  those  consequences  are  primarily  health  and  medical, 
and  environmental.  Those  are  the  two  issues  that  we  need  to  face. 

Third,  if  I  could  have  the  first  graphic  put  up  (chart  1),^  the  at- 
tack can  occur  with  or  without  warning.  The  attack  in  Tokyo,  the 
one  in  the  Trade  Center,  and  the  attack  at  Oklahoma  City  were 
without  warning.  The  excellent  interaction  that  we  have  had,  as 
Mr.  O'Neill  described,  between  crisis  and  consequence  manage- 
ment, brings  together  the  ability  of  our  teams  to  focus  on  terrorism 
threats.  This  chart  illustrates  the  decision  tree  that  we  go  through. 

Fourth,  FEMA  is  responsible  for  coordinating  the  Federal  con- 
sequence management,  through  the  Federal  response  plan  as 
shown  in  the  next  graphic  (chart  2).  The  portion  in  red  that  is 
shown  there,  health  and  medical  services,  is  the  portion  that  is  the 
responsibility  of  the  Department  of  Health  and  Human  Services. 
Whether  it  be  natural  disasters  or  a  terrorist  attack,  the  same  ap- 
proach is  used.  Our  lead  partners  are  the  Departments  of  Defense, 
Veterans  Affairs,  Agriculture,  Transportation,  and  the  Environ- 
mental Protection  Agency,  just  to  mention  a  few. 

We  are  also  supported  by  the  private  sector,  which  participates 
through  the  National  Disaster  Medical  System.  I  am  pleased  to 
point  out  that  we  had  three  teams  that  responded  to  Hurricane 
Marilyn.  There  were  teams  from  Georgia,  Ohio,  Boston,  and  others. 
There  are  over  5,000  individuals  that  can  be  called  to  duty,  medical 
minute  men  and  women  that  can  respond  and  can  go  forth  to  serve 
those  victimized  by  catastrophic  natural  disasters. 

Fifth,  the  people  who  respond  first  to  catastrophic  disasters  are 
our  police,  fire  fighters,  and  emergency  medical  personnel.  Daily, 
they  risk  their  lives  to  protect  us.  They  have  vastly  different  risks 
in  responding  to  bombs  and  to  earthquakes  as  compared  to  biologi- 
cal and  chemical  weapons. 

For  example,  though  bombs  and  earthquakes  can  produce  mas- 
sive destruction,  the  medical  responders  are  primarily  dealing  with 
injuries  resulting  from  trauma.  Who  can  forget  the  firemen  carry- 
ing young  children  out  of  the  bomb  site  at  Oklahoma  City?  Medi- 
cally, though,  we  are  prepared  to  deal  with  this  type  of  trauma  and 
it  is  a  relatively  simple  task  compared  to  others. 

Chemical  weapons  are  more  difficult  to  identify  immediately. 
They  can  kill  the  first  responders  unless  there  is  continuous  and 
appropriate  training,  the  appropriate  safety  equipment,  and 
prompt  identification  of  the  chemical  agent.  As  you  know  from  your 
investigation,  it  took  many  hours  for  the  Japanese  physicians  to 
identify  the  agent  that  was  involved,  and  only  intravenous  fluid 
support  was  used  until  that  time.  In  general,  health  and  medical 
professionals  are  far  less  equipped  to  deal  with  the  response  to 
chemical  agents. 

Biological  agents  are  usually  not  detected  until  symptoms  appear 
and  the  disease  has  spread  outside  the  area  of  the  original  attack 
zone.  First  responders  are  at  high  risk.  Fortunately,  the  Centers 
for  Disease  Control  and  Prevention  and  the  Food  and  Drug  Admin- 


'  The  charts  referred  to  appears  at  the  end  of  Dr  Young's  prepared  statement. 
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istration  have  good  networks  with  the  private  sector,  the  depart- 
ments of  health,  industry,  and  consumer  groups,  to  lead  to  early 
detection.  Rapid  diagnosis,  determination  of  antibiotic  suscepti- 
bility, establishment  of  disease  surveillance,  and  obtaining  suffi- 
cient supplies  of  antibiotics  are  essential  ingredients  to  curtailing 
any  outbreak. 

Sixth,  the  major  points  of  the  response  medically  are  shown  on 
the  next  two  charts  (charts  15  and  16).  I  will  just  go  through  a  few 
of  them.  The  threat  assessment  and  the  consultation  with  the  af- 
fected jurisdictions  are  key.  Rapid  identification  of  the  agent  is  es- 
sential. The  clinical  medical  support  through  health  professionals, 
laboratory  support,  and  the  use  of  the  National  Disaster  Medical 
System  for  patient  evacuation  and  in-hospital  care,  as  well  as  phar- 
maceutical capabilities  are  critical  for  our  successful  response. 

Seventh,  the  overall  strategy  is  shown  in  the  final  graphic  (chart 
7).  The  rapid  development  of  threat  assessment,  emergency  con- 
sultation, deployment  of  a  rapid  technical  assistance  team  for 
chemical  and  biological  terrorism,  and  additional  support  as  re- 
quired are  the  major  features  of  the  plan. 

Finally,  I  would  like  to  share  with  you  some  of  the  principles 
that  we  gleaned  in  our  discussions  recently  with  State  and  local  of- 
ficials. We  have  met  with  individuals  from  the  Washington  Metro- 
politan Council  of  Governments,  the  City  of  Boston,  the  Office  of 
the  Governor  of  Massachusettes  and  the  State  of  California.  We 
have  involved  our  Disaster  Medical  Assistance  Team  leaders  from 
San  Diego  and  Atlanta  in  gleaning  these  principles  as  well. 

We  learned  that  public  information  is  essential  to  avoid  public 
panic.  A  readily-accessible  joint  information  center,  at  local,  State, 
and  Federal  levels,  is  key. 

Second,  awareness  and  training  must  be  continuous.  The  fire 
fighters  and  other  first  responders  emphasized  that  there  is  turn- 
over in  jobs  and  turnover  in  personnel.  Thus,  the  training  must  be 
continuous  and  medical  supplies  must  be  there. 

The  concept  of  metro  strike  teams  would  be  similar  to  the  locally 
developed  National  Disaster  Medical  Assistance  Teams.  These 
metro  strike  teams  would  be  on-site  rapidly.  There  must  be  appro- 
priate supplies  and  equipment  for  these  teams. 

It  is  important  that  communication  capability  and  capacity  are 
taken  into  account  so  that  we  can  communicate  in  the  early  hours 
after  an  incident. 

And  finally,  the  local  responder  must  be  able  to  be  supported  in 
an  integrated  fashion  between  Federal,  State,  and  local  govern- 
ments. 

The  risks  are  enormous  when  we  consider  the  potential — and  I 
emphasize  potential — horrific  consequences  of  a  terrorist  use  of 
weapons  of  mass  destruction.  In  conclusion,  we  must  be  better  pre- 
pared and  must  better  prepare  our  dedicated  men  and  women  who, 
as  emergency  responders,  place  their  lives  on  the  line  as  they  rush 
into  harm's  way  to  protect  the  citizens  of  our  great  country.  To  do- 
otherwise  is  unconscionable. 

This  concludes  my  formal  comments.  I  tried  to  summarize  them 
briefly  for  you.  I  would  be  happy  to  answer  any  questions  I  can, 
sir. 

[The  prepared  statement  of  Dr.  Young  follows:] 
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PREPARED  STATEMENT  OF  DR.  YOUNG 

Mr.  Chairman  and  Members  of  the  Subcommittee,  thank  you  for  inviting  me  here 
to  discuss  the  global  proliferation  of  weapons  of  mass  destruction,  and  to  provide 
a  public  health  perspective  to  your  deliberations.  As  a  physician  who  has  addressed 
these  issues  in  the  laboratory,  as  a  government  official  managing  the  public  health 
response  to  terrorism  due  to  chemical  poisonings  from  cyanide,  and  as  the  leader 
of  health  and  medical  consequence  response  in  the  Federal  Response  Plan  (FRF) 
under  the  coordination  of  the  Federal  Emergency  Management  Agency  (FEMA),  I 
have  been  forced  to  wrestle  with  this  problem  from  both  a  technical  and  a  policy 
basis. 

Your  emphasis  on  these  issues  coincides  with  a  Presidential  decision  to  focus  on 
terrorism  because  of  the  increasing  terrorist  capability  and  demonstrated  use  of 
weapons  of  mass  destruction.  In  fact  much  of  the  action  of  the  Department  of 
Health  and  Human  Services  (HHS)  is  based  on  the  Administration's  policies  in  re- 
sponse to  terrorism.  It  is  important  to  note  that  there  are  significant  differences 
among  the  non-lethal  consequences  of  nuclear,  biologic  and  chemical  weapons  of 
mass  destruction,  and  we  must  be  prepared  for  them. 

Background  .,  ^ 

Chemical  weapons  of  mass  destruction,  such  as  mustard,  phosgene  and  chlorine," 
were  first  used  in  World  War  I,  and  again  in  isolated  conflicts  in  the  1960's,  1970's, 
and  1980's.  The  Tokyo  subway  attack  in  1995  and  the  information  described  re- 
cently in  the  press  about  the  potential  use  of  these  agents  in  the  Middle  East  during 
the  Gulf  War  serve  as  grim  reminders  of  the  recent  use  of  biologic  and  chemical 
agents  as  weapons  of  terrorism. 

Biologic  agents,  like  chemical  agents,  have  been  addressed  in  arms  control  con- 
ventions. However,  unlike  chemical  and  nuclear  agents,  the  capability  to  combine 
biologic  agents  makes  these  agents  extremely  difficult  to  detect  and  monitor.  Addi- 
tionally, infectious  organisms  can  multiply  and  spread  to  individuals  outside  the 
original  site  of  attack  and  can  be  engineered  to  be  resistant  to  multiple  antibiotics. 
An  attack  with  weapons  of  mass  destruction  could  occur  with  or  without  a  known 
threat  as  shown  in  this  chart  (chart  1).  When  a  threat  occurs,  the  Federal  Bureau 
of  Investigation  (FBI)  leads  the  integrated  Federal  crisis  management  activities.  In 
the  case  of  weapons  use  without  a  prior  threat,  we  would  be  faced  with  immediate 
public  health  consequences. 

Crisis  and  Consequence  Management 

The  Administration  established  policies  to  address  both  foreign  and  domestic  ter- 
rorism. My  remarks  today  will  focus  on  the  domestic  issues  only. 

The  Federal  management  of  domestic  crises  is  the  responsibility  of  the  FBI  and 
has  been  addressed  by  Mr.  O'Neil.  FEMA  and  the  other  domestic  departments  and 
agencies  work  closely  to  support  the  FBI  through  their  crisis  management  plan. 

Specifically,  HHS  provides  technical  assistance  in  threat  assessment  and  emer- 
gency consultation.  The  individuals  who  provide  this  assistance  must  be  accessible 
for  consultation  within  an  hour  of  the  reauest.  HHS  will  also  rapidly  deploy  individ- 
uals to  supplement  the  FBI  by  on-site  technical  assistance.  These  experts  would  also 
be  prepared  to  deal  with  consequence  management  if  the  need  occurred.  It  is  impor- 
tant to  note  that  training  and  exercises  are  required  to  ensure  roles  are  clearly 
known  and  the  transition  from  crisis  to  consequence  management  occurs  smoothly. 

FEMA  provides  overall  coordination  for  consequence  management.  The  FRP, 
signed  by  26  departments  and  agencies,  established  primary  responsibilities  for  12 
Emergency  Support  Functions  (ESF)  as  shown  in  this  chart  (chart  2).  When  the  re- 
sources of  the  local  and  State  governments  are  exhausted,  and  the  President  ap- 
proves a  Governor's  request  for  a  Federal  Disaster  Declaration,  FEMA  activates  the 
FRP  and  tasks  the  primary  departments  and  agencies  to  provide  essential  services 
through  formal  mission  assignments. 

HHS  is  responsible  for  ESF  #8 — the  health,  medical  and  health  related  social 
services  support.  There  are  16  functions  included  within  ESF  #8  as  illustrated  in 
this  chart  (chart  3).  I  have  just  returned  from  the  Virgin  Islands  where  I  led  the 
ESF  #8  response  to  Hurricane  Marilyn.  Our  efforts  included  the  provision  of  patient 
care,  health  support  to  FEMA  managed  centers,  sanitation,  assurance  of  safe  food, 
potable  water,  disease  surveillance,  vector  control,  environmental  health  and  mor- 
tuary services.  This  was  a  coordinated  health  response  that  included  key  support 
from  the  Operating  Divisions  of  HHS,  and  the  Departments  of  Defense  (DoD)  and 
Veterans  Affairs  (DVA). 

An  essential  element  in  the  response  to  both  man-made  and  natural  catastrophic 
disasters  is  the  National  Disaster  Medical  System  (NDMS).  This  system  is  made  up 
of  four  departments  and  agencies,  with  HHS  as  the  lead,  and  includes  DVA,  DoD 
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and  FEMA.  The  NDMS  has  three  major  components:  patient  care,  patient  evacu- 
ation and  patient  in-hospital  care.  Patient  care  is  provided  by  Disaster  Medical  As- 
sistance Teams  (DMATs).  Currently,  there  are  60  DMATs  in  existence,  as  shown  in 
charts  4  and  5  by  State  membership  and  deployment.  Of  these,  21  are  level  1  teams 
that  can  mobilize  within  six  hours,  with  supplies  and  equipment  for  72  hours  of  op- 
eration. These  level  1  teams  are  self-sufficient  with  tents,  food  and  water  purifi- 
cation equipment.  During  Hurricane  Marilyn,  the  DMAT  teams  provided  most  of  the 
health  care  for  2.5  weeks  in  the  aftermath  of  the  storm  on  St.  Thomas,  and  supple- 
mented care  on  St.  Croix  and  St.  Johns.  DVA  and  DoD  personnel  also  contributed 
significant  support  to  the  islanders  during  this  time.  Other  major  NDMS  responses 
since  1989  are  shown  in  chart  6. 

Two  types  of  disasters  can  occur  without  warning  earthquakes  and  terrorism.  In 
both  instances  there  must  be  an  immediate  response,  since  the  number  of  lives  lost 
will,  in  large  measure,  be  directly  impacted  by  the  rapidity  of  the  immediate  re- 
sponse capabilities.  Weapons  of  mass  destruction  cause  death,  injury  and  environ- 
mental destruction.  Because  loss  of  life  is  the  paramount  concern,  the  immediate 
and  initial  focus  on  the  impact  of  terrorism  must  be  on  the  health  and  medical  con- 
sequences and  the  capacity  of  the  first  responders  to  save  lives. 

Immediately  after  the  Tokyo  subway  attack,  the  Coordinating  Sub  Group  of  the 
National  Security  Council  tasked  the  Public  Health  Service  to  develop  a  plan  of  op- 
eration for  the  health  and  medical  consequences  of  chemical  and  biologic  terrorism. 
To  begin  to  plan  to  meet  these  needs,  in  FY  1995,  the  Secretary  of  HHS  allocated 
funds  for  the  initial  planning  document.  The  Office  of  Emergency  Preparedness 
(OEP),  as  the  lead  office  in  HHS,  serves  as  chair  and  FEMA  as  the  co-chair  of  the 
interagency  committee  to  develop  the  immediate  health  and  medical  response  to  ter- 
rorism with  biologic  and  chemical  agents.  Key  departments  and  agencies  involved 
include  DoD,  DVA,  Environmental  Protection  Agency,  U.S.  Department  of  Agri- 
culture, FBI,  Department  of  Transportation,  and  the  General  Services  Administra- 
tion. The  committee  developed  a  draft  interim  plan  that  integrated  the  immediate 
health  and  medical  responses  of  the  Federal  agencies  in  support  of  States  and  local 
governments  (charts  7-10).  A  few  key  components  of  the  plan  deserve  additional 
emphasis,  including: 

•  Needs  assessment  for  gaps  in  response  capability; 

•  Planning,  training  and  exercises  are  essential  to  prepare  first  responders; 

•  Metro  strike  teams  trained  and  ready  to  cope  with  biologic  and  chemical 
agents  are  essential  to  support  the  first  responders.  These  special  NDMS 
teams  in  high  risk  metropolitan  areas  would  be  able  to  respond  within  30  to 
90  minutes  (charts  11-13); 

•  Communication  equipment  and  expertise  is  likely  to  be  among  the  weakest 
links  in  the  response.  In  the  aftermath  of  the  New  York  Trade  Center  and 
Oklahoma  City  bombings,  there  was  an  absence  of  communications  capacity 
for  about  3  hours.  Effective  communications  will  be  essential  in  response  to 
terrorism. 

•  Administration  policy  requires  a  review  of  the  adequacy  of  NDMS.  While  the 
level  1  DMATs  are  appropriately  placed  for  natural  disasters  (chart  14),  there 
are  deficiencies  with  respect  to  terrorism  in  large  metropolitan  areas. 

Presidential  Actions  and  Associated  HHS  Budget  Request 

The  President  requested  that  HHS  support  crisis  management  through  technical 
assistance  and  development  of  a  rapid  deployment  team,  and  consequence  manage- 
ment, through  the  development  of  plans,  identification  of  shortfalls  in  plans,  and  ac- 
tions to  remedy  those  shortfalls.  Because  HHS  is  the  lead  Federal  department  in 
the  immediate  aftermath  of  attack,  specific  attention  was  directed  to  the  adequacy 
of  NDMS  to  respond  effectively  and  deficiencies  in  stockpiles  of  medicines. 

In  response  to  these  additional  responsibilities,  the  President  amended  the  FY 
1996  Budget  to  provide  an  additional  $9  million  to  begin  to  plan  for  the  health  and 
medical  consequences  of  domestic  terrorism.  This  funding  request  was  offset  by  de- 
creases elsewhere  in  HHS,  and  was  thus,  budget  neutral.  Key  elements  of  this  re- 
quest include: 

•  Initiating  and  coordinating  integrated  planning  and  evaluation  activities  with 
Federal,  State  and  local  authorities; 

•  Training  health  professionals,  emergency  responders  and  emergency  man- 
agers, at  the  Federal,  State  and  local  levels,  to  augment  the  skills  of  person- 
nel involved  in  medical  response,  early  detection,  surveillance,  inspection, 
sample  transportation  and  laboratory  detection. 

•  Providing  medical  response  coordination  through  additional  medical,  scientific 
and  logistic  personnel  stationed  in  OEP  and  HHS  regions  who  would  provide 
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technical  assistance,  procure  required  antidotes  and  antibiotics,  and  establish 
the  medical  support  unit  to  coordinate  the  emergency  response  (charts  15  and 
16). 

•  Enhancing  warning  and  detection  systems  to  reduce  the  severe  consequences 
of  these  destructive  agents  through  rapid  medical  diagnosis. 

•  Providing  increased  capability  to  identify  organisms  and  identify  chemical 
agents  in  order  to  quickly  identify  and  provide  the  appropriate  medical  treat- 
ment to  minimize  the  morbidity  and  mortality  from  a  chemical/biological 
agent. 

•  Enhance  medical  and  epidemiologic  public  health  activities  to  be  prepared  to 
deal  with  the  public  health  consequences  of  a  terrorist  attack. 

•  Building  and  activating  four  metropolitan  strike  teams  who  would  be  spe- 
cially trained  to  meet  the  needs  of  patients  in  high  risk  communities  with 
health  problems  related  to  weapons  of  mass  destruction. 

Public  Health  Concerns 

The  primary  public  health  concerns  include  but  are  not  limited  to:  public  health 
advisories;  agent  identification;  hazard  identification;  hazard  reduction;  environ- 
mental decontamination;  clinical  medical  support;  pharmacy  support;  worker  safety; 
and  mortuary  support.  In  the  event  of  a  chemical  attack  with  a  highly  lethal  agent, 
immediate  therapy  is  essential.  It  is  important  to  emphasize  that  the  attack  in 
Japan  was  not  with  a  highly  lethal  concentration  of  sarin  and  that  only  those  in 
the  immediate  vicinity  of  the  release  were  killed.  Thus  the  threat  to  health  and 
safety  of  both  the  first  responders  and  many  of  the  victims  was  relatively  low.  How- 
ever, even  in  the  case  of  relatively  small  number  of  people  killed,  as  in  the  case  of 
the  cyanide  tampering  of  Tylenol  in  the  U.S.,  there  was  public  panic  that  demanded 
prompt  response.  First  responders  have  informed  us  that  proper  equipment  and 
training  is  essential  to  ensure  a  prompt  response  and  that  currently,  some  metro- 
politan areas  are  unprepared.  These  courageous  fire  fighters,  police,  and  emergency 
medical  support  personnel  risk  their  lives  to  protect  us.  It  is  just  wrong  to  ask  them 
to  respond  without  proper  preparation. 

With  a  biologic  agent,  there  is  an  incubation  period  followed  by  a  sudden  onset 
of  symptoms.  The  rapid  identification  of  the  agent  is  necessary  to  save  lives  through 
antimicrobial  therapy  as  the  organism  can  spread  to  individuals  outside  the  original 
site  of  attack.  Since  public  anxiety  can  be  expected,  accurate  public  health 
advisories,  an  appropriate  supply  of  medicine  and  the  capacity  to  respond  medically 
are  among  the  most  essential  activities. 

At  this  time,  there  is  no  coordinated  public  health  infrastructure  to  deal  with  the 
medical  consequences  of  terrorism.  The  budget  request  would  provide  the  resources 
to  begin  to  address  the  following  deficiencies: 

•  Lack  of  integration  at  the  Federal,  State  and  local  levels,  of  various  dis- 
ciplines required  to  respond  to  this  type  of  threat; 

•  Inadequate  number  of  trained  and  experienced  responders  at  all  levels; 

•  Medical  response  not  placed  in  high  risk  metropolitan  areas,  such  as  Wash- 
ington, D.C.; 

•  Inadequate  infrastructure  to  respond  to  the  increasing  number  of  emer- 
gencies, including  an  insufficient  secure  communications  facility;  and 

•  Significant  gaps  in  early  warning  and  detection  systems,  identification  of 
chemical  and  biologic  agents,  surveillance,  decontamination  procedures,  and 
worker  safety — both  in  high  risk  areas  and  in  Federal  facilities.  If  funds  are 
not  appropriated  to  fulfill  the  President's  request,  the  Federal/State/local  co- 
ordinated response  would  be  compromised. 

HHS  Plan  of  Action 

The  threat  of  terrorism  with  weapons  of  mass  destruction  is  real.  While  the  first 
line  of  defense  is  good  intelligence  and  effective  crisis  management,  the  Nation  must 
be  prepared  for  the  unthinkable  health  and  medical  consequences.  Since  it  is  likely 
that  both  local  and  State  resources  would  be  overwhelmed  in  the  aftermath  of  a  ter- 
rorist attack  with  weapons  of  mass  destruction,  an  integrated  Federal,  State  and 
local  response  is  required.  Key  ingredients  of  the  plan  include,  but  are  not  limited 
to  the  following: 

•  Coordinated  planning  of  the  integrated  Federal  family  of  health  and  medical 
responders  with  State  and  local  first  responders.  It  is  not  acceptable  to  ex- 
change business  cards  for  the  first  time  at  the  site  of  a  disaster. 

•  Identification  and  development  of  training  and  exercise  materials. 
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•  Formation  of  integrated  teams  of  first  responders  with  emphasis  on  pre  hos- 
pital care  including:  triage  of  patients,  decontamination  of  patients,  treatment 
of  patients,  and  as  appropriate,  patient  evacuation. 

•  Pre-development  of  public  health  advisories  and  repositories  of  information 
that  are  readily  available  during  crises. 

•  Augmentation  of  the  infrastructure  at  the  Centers  for  Disease  Control  and 
Prevention,  the  Food  and  Drug  Administration  and  the  National  Institutes  of 
Health  to  rapidly  identify  chemical  and  biologic  agents. 

•  Augmentation  of  the  Federal  first  responder  capability  to  ensure  technical  as- 
sistance and  rapid  deployment  of  NDMS. 

•  Ensure  sufficient  supplies  of  medicines  and  vaccines  to  meet  potential  needs. 

This  is  an  important  and  large  mission.  To  do  less  would  be  a  disservice  to  the 
American  people. 

Mr.  Chairman,  this  concludes  my  opening  remarks.  I  would  be  happy  to  answer 
any  questions  that  you  and  the  Subcommittee  members  may  have. 
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Senator  NUNN.  Thank  you,  Dr.  Young. 

I  am  going  to  defer  to  Senator  Cohen  to  ask  Mr.  Holmes  ques- 
tions at  this  point  and  then  we  will  come  back  with  questions  for 
the  panel. 

Senator  Cohen.  Just  a  couple  of  quick  questions,  Senator  Nunn. 

On  page  3,  Mr.  Holmes,  you  indicate  that  it  a  DoD  policy  direc- 
tive requires  you  to  inform  other  personnel  through  "prompt  dis- 
semination of  intelligence  information  on  terrorist  threats."  As  I 
read  that,  it  looks  like  dissemination  of  information  to  DoD  person- 
nel. Does  it  go  beyond  that?  As  I  understand  it,  in  the  wake  of  the 
attack  in  March,  DIA  was  among  the  first  to  gather  information 
about  Aum's  activities  and  I  am  wondering  what  kind  of  circulation 
you  provided  to  other  intelligence  agencies  beyond  DIA.  How  does 
it  get  beyond  DoD? 

Mr.  Holmes.  That  information  is  piped  almost  immediately  into 
the  intelligence  community  network  and  it  is  available  to  every- 
body. In  fact,  we  met  literally  within  hours  after  the  news  of  the 
Aum  Shinrikyo  attack.  Our  NSC  group  met  together,  and  John 
O'Neill  was  there 

Senator  COHEN.  So,  basically,  the  dissemination  goes  beyond 
simply  DoD? 

Mr.  Holmes.  Yes. 

Senator  COHEN.  It  goes  through  the  intelligence  community? 

Mr.  Holmes.  Information  goes  throughout  the  intelligence  com- 
munity. 

Senator  COHEN.  Second,  on  page  four  of  your  testimony,  you  indi- 
cate that  "DoD  counterterrorism  response  capabilities  are  routinely 
exercised  from  the  tactical  to  the  national  level"  and  you  "fre- 
quently train  and  exercise  with  foreign  CT  units."  One  of  the  con- 
sequences of  posse  comitatus  is  exactly  that  the  DoD  should  have 
an  assisting  role  but  not  the  primary  role  within  the  U.S.  You  have 
joint  activities  with  other  Federal  agencies,  but  there  is  no  mention 
made  about  State  and  local  agencies.  Have  you  had  joint  activities 
at  the  local  level? 

Mr.  Holmes.  Yes,  we  have.  I  cannot  think  of  any  particular  exer- 
cises at  this  point,  but  when  we  do  conduct  these  joint  exercises  in 
communities,  the  local  law  enforcement  authorities  are  involved,  at 
a  minimum,  in  allowing  us  to  set  up  the  maneuver  area. 

Senator  COHEN.  I  think  we  need  to  have  perhaps  some  more  de- 
tailed briefing  in  terms  of  what  type  of  activities  that  the  Depart- 
ment plans  in  its  exercises  with  local  law  enforcement  and  State 
agencies,  as  well. 

Mr.  Holmes.  I  would  be  glad  to  respond  to  that. 

Senator  Nunn.  Let  me  also  yield  to  Senator  Glenn  for  questions 
to  Mr.  Holmes. 

Senator  Glenn.  Thank  you,  Mr.  Chairman. 

I  just  was  wondering,  I  do  not  believe  I  heard  you  mention,  and 
this  would  come  under  the  control  of  DoD,  what  NSA  does  in  this. 
NSA  has  some  absolutely  mind-boggling  capabilities  as  far  as  pick- 
ing up  information  and  preventing  some  of  these  things  from  ever 
happening.  I  know  they  feed  information  that  goes  out  to  the  CIA 
and  so  on;  it  is  all  a  cooperative  effort.  There  have  been  budget 
cuts  out  there  and  so  on  that  I  just  find  are  unconscionable  almost 
with  the  job  that  they  could  be  doing. 
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Are  they  tasked  to  look  into  this  particular  area?  If  not,  why  not? 
Are  budget  cuts  affecting  their  ability  to  do  this?  Did  you  leave 
them  out  of  your  testimony  inadvertently  as  an  important  player, 
or 

Mr.  Holmes.  No,  NSA  is  a  critical  player,  obviously,  and  their 
intelligence  gathering  and  warning  capabilities  are  definitely 
cranked  into  what  we  do  as  a  community.  That  exists  and  it  is  con- 
tinuing. 

Senator  Glenn.  Are  the  budget  cuts  they  are  facing  cutting  back 
on  their  ability  to  do  some  of  these  jobs? 

Mr.  Holmes.  I  could  not  give  you  an  informed  answer  to  that, 
Senator,  but  I  would  be  glad  to  take  the  question  and  submit  it  in 
writing. 

Senator  Glenn.  If  you  could  provide  that  for  us,  I  think 

Mr.  Holmes.  Yes. 

Senator  GLENN.  I  think  some  of  the  cutbacks  in  those  areas  are 
very — we  think  the  Cold  War  is  over  so  all  of  our  problems  have 
been  solved,  and  we  have  just  changed  directions  in  some  of  our 
problem  areas  is  all  we  have  done.  Thank  you. 

Senator  NuNN.  Mr.  Holmes,  let  me  ask  one  or  two  and  then  we 
will  get  you  out  here  in  a  couple  of  minutes.  Have  there  been 
changes  in  the  way  the  Department  of  Defense  conducts  its  busi- 
ness since  the  Aum  Shinrikyo  attack? 

Mr.  Holmes.  I  hope  I  would  not  surprise  you  by  saying  that  a 
lot  of  what  we  have  been  talking  about  today,  we  have  been  work- 
ing on  for  about  a  year  and  a  half,  particularly  regarding  weapons 
of  mass  destruction  and  with  a  special  focus  on  chemical  and  bio- 
logical threat,  dating  to  about  6  months  before  Aum  Shinrikyo. 

That  attack,  however,  did  confirm  that  we  were  on  the  right 
track  and  stimulated  us  to  redouble  our  efforts  in  certain  areas,  for 
example,  to  focus  more  of  our  research  and  development  for 
counterterrorism  technologies  on  the  threat.  There  is  a  new  Marine 
Corps  response  unit  that  is  being  organized  by  the  Department  of 
the  Navy,  that  will  be  operational  probably  this  coming  summer, 
and  will  be  available  to  operate  in  a  contaminated  environment. 
The  unit  would  participate  in  the  consequence  management  area  of 
an  attack.  It  will  be  an  asset  available  to  DoD  as  a  whole  and  to 
the  interagency. 

These  are  two  specific  examples  of  where  we  have  focused  our  ef- 
fort more  intensively  since  Aum  Shinrikyo. 

Senator  NuNN.  The  antiterrorism  bill  as  passed  the  Senate  and 
is  pending  in  the  House,  and  I  understand  that  there  is  consider- 
able reluctance  to  pass  it  over  there;  there  are  a  lot  of  different  fea- 
tures of  it.  What  features  of  that  bill  are  essential,  if  any,  for  the 
Department  of  Defense  in  addressing  your  role  to  biological  re- 
sponse as  well  as  chemical  response  for  an  attack  in  the  United 
States? 

Mr.  Holmes.  I  would  like  to  give  you  a  more  considered  answer 
in  writing  on  that,  but  certainly  to  the  extent  that  we  are  able  to 
operate  and  support  civilian  law  enforcement  in  taking  care  of  a 
chemical  and  biological  incident,  that  will  be  helpful. 

But  even  today,  we  feel  that  we  do  have  the  authority  to  provide 
expert  support  to  law  enforcement.  The  only  thing  that  is  missing 
today  would  be  the  authority  to  lift  posse  comitatus  limitations 
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which  do  prevent  active  military  from  arrests,  searches,  seizures, 
those  kinds  of  law  enforcement  activities. 

Senator  NuNN.  In  a  chemical  environment,  if  a  subway  were  at- 
tacked in  the  United  States,  in  the  middle  of  a  big  city  in  the  Unit- 
ed States,  and  the  environment  were  such  that  DoD  personnel 
were  the  only  ones  equipped  to  go  in,  would  you  need  additional 
authority  in  the  law  from  what  you  have  now  to  be  able  to  go  in 
and  make  arrests? 

Mr.  Holmes.  To  make  arrests,  yes  we  would. 

Senator  NuNN.  You  could  go  in  now  and  help  law  enforce- 
ment  

Mr.  Holmes.  We  could  go  in  and  help  with  the  incident,  but 

Senator  NuNN.  But  you  could  not  make  arrests? 

Mr.  Holmes.  We  could  not  make  arrests,  no.  However,  the  Presi- 
dent always  has  emergency  authorities,  special  authorities.  He 
could  declare  an  emergency  and  then  authorize  the  use  of  DoD 
forces,  but  there  is  no  automatic  ability  today  to  do  that. 

Senator  COHEN.  Could  you  use  lethal  force,  not  make  arrests,  but 
could  you  kill? 

Mr.  Holmes.  We  could,  obviously  in  the  protection  of  the  units, 
that  individual  protection,  that  is  always  a  possibility,  yes. 

Senator  Nunn.  Let  me  ask  all  of  you  before  you  leave  the  ques- 
tion, and  I  will  invite  anyone  who  would  like  to  respond.  Did  you 
know  about  the  Aum  Shinrikyo  group  before  the  March  1995  at- 
tack? This  group  had  carried  out  an  attack  in  Japan,  in  Matsumoto 
City,  in  June  of  1994.  Had  that  appeared  on  the  scope  of  any  of 
our  intelligence  law  enforcement  agencies  before  the  March  1995 
attack? 

Let  me  start  with  Dr.  Oehler.  Did  the  CIA  know  about  this  group 
before  March  of  1995? 

Mr.  Oehler.  No,  we  did  not.  We  were  not  following  them  prior 
to  that  attack. 

Senator  NuNN.  Ms.  Fenchel? 

Ms.  Fenchel.  Senator,  as  I  said  in  my  testimony,  we  received  in- 
formation from  the  company  in  Connecticut  that  an  Aum  publish- 
ing company  was  attempting  to  procure  and  export  a  laser.  We  did 
conduct  that  investigation.  They  did  not  procure  it.  They  did  not 
export  it.  We  entered  it  into  our  data  base.  We  put  a  permanent 
record  in  thefe  and  we  did  share  that  information  with  other  law 
enforcement  and  with  the  intelligence  community. 

Senator  Nunn.  Mr.  O'Neill,  did  the  FBI  know  about  the  attack 
before  March  of  1995? 

Mr.  O'Neill.  No,  Senator. 

Senator  NuNN.  Mr.  Holmes,  DoD? 

Mr.  Holmes.  No. 

Senator  Nunn.  Dr.  Young? 

Dr.  Young.  No. 

Senator  Nunn.  The  question  is,  should  you  have  known?  When 
an  attack  takes  place  in  an  allied  country,  like  the  Matsumoto  City 
attack  in  June  of  1994,  should  our  intelligence  or  law  enforcement 
agencies  have  known  about  that  and  been  more  closely  attuned  to 
the  activities  of  this  group,  particularly  since  we  see  what  they 
have  done  in  Australia,  we  see  what  they  have  done  in  advertising 
in  Russia  on  the  radio  station,  TV  station,  30,000-some-odd  mem- 
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bers  in  Russia,  10,000  or  15,000  in  Japan,  operations  in  New  York 

City,  Germany,  and  so  forth.  ^u     a/t      u 

Is  this  something  that  should  have  happened  before  the  March 

1995  attack?  Dr.  Oehler?  ,    .     ,,  .  .     jj  ^  i  f  «f 

Mr  Oehler.  The  earher  attack  m  Matsumoto  did  draw  a  lot  ot 
attention  in  the  intelligence  community  because  it  was  alleged  that 
sarin  was  used.  However,  the  reporting  that  came  out  from  that 
had  some  significant  ambiguities.  For  example,  it  talked  aboutthe 
leaves  turning  yellow  and  brown,  not  a  characteristic  of  sarin.  Ihey 
also  talked  about  the  sickness  coming  from  foul  water  in  a  hsh 
pond.  Sarin  hydrolizes,  and  so  that  could  not  have  happened  that 

^  M  the  same  time,  the  Japanese  felt  they  had  closed  the  case 
with  an  arrest  of  an  individual  who,  by  the  way,  was  not  released 

until  after  the  Tokyo  attack.  ^    j     4.r  ^ 

So  the  information  was  ambiguous.  The  cult  was  not  identified 
until  after  the  1995  attack,  and  as  far  as  we  understood,  the  Japa- 
nese believed  they  had  the  case  closed. 

Senator  NUNN.  I  know  that  Mr.  Holmes  has  to  leave.  Do  you 
want  to  answer  anything  on  this  question? 

Mr  Holmes.  I  would  just  point  out  that  no,  we  did  not  know 
about  it  We  are  learning  about  the  forms  that  terrorism  takes  ail 
the  time  and  this  is  an  object  lesson  for  us.  I  think  we  have  to  scan 
more  carefully  these  kinds  of  groups  when  they  appear  betore  us. 

In  the  past,  unless  we  had  specific  information  of  a  threat  trom 
a  cult  against  a  U.S.  military  installation  or  forces  abroad,  there 
are  many  cults  out  there  and  we  do  not  normally  scan  them  all. 
But  as  I  say,  we  are  learning  more  and  more  about  this  phenome- 
non and  I  think  we  have  to  do  better,  oi      ij 

Senator  NUNN.  Mr.  O'Neill,  the  FBI  did  not  know.  Should  you 

have  known?  „  ,  ^    ,  tit  ^ 

Mr.  Holmes,  we  will  excuse  you  if  you  need  to  leave.  We  prom- 
ised you  12:40.  It  depends  on  your  time. 

Mr.  Holmes.  Thank  you  very  much.  Senator. 
Senator  NUNN.  Thank  you.  n     «-        f 

Mr  O'Neill.  Senator,  as  you  know,  we  have  a  small  ottice  oi  a 
couple  of  FBI  agents  assigned  to  the  embassy  in  Tokyo.  Their  pri- 
mary function  is  to  act  as  liaison  with  their  law  enforcement  col- 
leagues in  Japan  and  to  work  on  cases  which  may  generate  out  ot 
the  United  States  which  would  produce  leads  in  Japan  or  leads 
from  the  Japanese  law  enforcement  authorities  that  would  have 
impacted  us  here  in  the  United  States.  We  received  no  information 
from  the  Japanese  National  Police  or  any  other  law  enforcement 
agency  in  Japan  through  our  office  in  Tokyo  prior  to  this  event 

Senator  NuNN.  Should  you  have?  Is  this  a  breakdown  in  U.b.- 
Japanese  communication,  between  our  law  enforcement  agencies.^ 
Looking  back  on  it,  knowing  what  at  this  stage  we  know  and  know- 
ing what  the  Japanese  knew,  should  they  have  alerted  you  or 
should  you  have  been  more  inquiring  yourself?  After  all,  we  have 
tens  of  thousands  of  military  personnel  stationed  in  Japan,  thou- 
sands of  American  citizens,  a  very  close  ally  in  almost  every  strate- 
gic sense.  „  ,  ,  • 
Is  this  a  breakdown?  Is  it  something  we  really  need  to  improve 

with  both  Japan  and  other  allies? 
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Mr.  O'Neill.  I  would  say  from  the  FBI's  perspective,  which  is  the 
only  one  that  I  can  answer,  is  that  the  role  for  our  personnel  there 
is  a  law  enforcement  role.  It  is  not  an  intelligence  function.  That 
is  assigned  to  other  agencies  within  the  intelligence  community. 
Absent  any  indication  of  a  U.S.  role  or  involvement  or  having  an 
affect  on  the  U.S.,  I  do  not  know  that  given  that  it  was  a  religious 
group  or  cult  that  we  would  necessarily  go  out  and  try  to  collect 
intelligence  information  about  a  religious  group. 

I  would  say  that  the  information  and  our  relationships  with  the 
Japanese  after  this  incident  was  one  of  constant  dialogue,  of  us 
continuing  to  ask  for  additional  information.  Although  we  did  not 
receive  all  of  the  information  as  timely  as  we  may  have  liked  it, 
we  certainly  respect  the  Japanese  form  of  justice  and  their  laws 
and  their  regulations. 

Senator  NuNN.  I  guess  the  bottom  line  is,  are  you  working  to  im- 
prove your  communication  with  the  Japanese  in  light  of  what  we 
know  now,  particularly  considering  the  worldwide  scope  and  con- 
sidering this  was  an  operation  trying  to  secure  high-technology  in- 
struments in  the  United  States,  considering  the  tremendous  re- 
cruitment effort  that  was  more  or  less  public  knowledge  in  Russia, 
considering  the  Austrahan  purchase  of  land,  uranium  mining,  the 
testing  of  sarin  gas,  the  German  contacts,  the  huge  number  of  tele- 
phone calls  and  so  forth  made  back  and  forth  from  New  York  to 
this  cult. 

Given  all  of  that,  looking  back  on  it,  would  you  say  we  have  some 
real  challenges  for  improvement  here? 

Mr.  O'Neill.  I  think  that  you  have  a  challenge  in  any  group  or 
individuals  that  have  religious  affiliations  where  you  do  not  have 
a  pre-knowledge  on  U.S.  law  enforcement,  our  abilities  to  have  a 
pre-knowledge  that  they  are  engaged  in  a  political  or  social  agenda 
through  the  use  of  violence  or  the  threat  of  violence.  Once  that  be- 
came apparent,  I  think  that  our  discussions  and  dialogue  with  our 
Japanese  colleagues  was  robust.  It  was  very,  very  extensive  and  it 
remains  that  way  today,  both  in  terms  of  exchange  of  personnel 
coming  to  the  United  States  to  carry  on  meetings  with  us  here  and 
our  sending  personnel  on  a  regular  basis  to  Japan,  experts  in  the 
area  of  chemistry  and  behavioral  science. 

Senator  NuNN.  So  you  do  not  see  anything  the  FBI  omitted  to 
do  that  you  should  have  done,  even  looking  back  on  it? 

Mr.  O'Neill.  I  do  not  think  that  it  was  our  role  to  collect  intel- 
ligence information  about  groups  within  Japan.  That  was  not  our 
role,  and  at  that  time  there  was  no  indication  for  us  that  they  were 
engaged  in  any  criminal  activity  within  the  United  States 

Senator  NUNN.  Dr.  Oehler,  what  about  the  CIA?  Looking  back  on 
it,  knowing  what  we  know  now,  what  would  you  do  differently? 

Mr.  Oehler.  Let  me  say,  too,  that  the  Aum  was  a  registered  reli- 
gious group  in  Japan.  A  lot  of  the  information  you  have  now  about 
the  size  of  the  budgets  that  they  had  and  so  forth  came  out  since 
the  attack.  Being  a  registered  group  in  Japan,  it  had  a  lot  of  pro- 
tection from  even  the  Japanese  investigative  services.  And  while 
there  were  some  complaints  about  the  group  and  preliminary  in- 
vestigations— in  fact,  the  Japanese  police  found  no  evidence  of 
criminal  activity,  criminal  intent,  and  therefore  did  not  follow  it 
any  further. 
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I  would  like  to  agree  with  Mr.  O'Neill  that,  at  least  for  us— I 
might  point  out  that  I  really  do  not  see  any  inclination  here  or 
abroad  to  have  the  CIA  running  around  peering  into  religious 
groups  around  the  world  to  see  who  is  naughty  and  nice. 

Senator  NUNN.  Even  those  that  are  preaching  Armageddon  be- 
tween the  United  States  and  Japan,  predicting  war,  assassmatmg 
people,  recruiting  thousands  of  members  in  Russia,  advertismg  on 
Russian  radio  and  television,  penetrating  high-level  Russian  re- 
search facilities  as  well  as  Japanese  police  organizations?  I  under- 
stand what  you  are  saying  about  religion,  but  it  just  seems  to  me 
the  massive  scope  of  this  operation  should  have  come  to  the  atten- 
tion of  somebody  in  the  CIA  or  the  FBI  in  Japan,  Russia  or  in 

AjTlGriC3, 

Mr  Oehler.  Asahara's  writing  certainly  did  have  a  decided  anti- 
Americanism  slant  to  them,  but  I  think  it  is  really  important  to 
know  that  the  real  threat  of  this  group  was  to  the  Japanese,  the 
Japanese  politicians  and  the  Japanese  population.  The  anti-Ameri- 
canism  was  really  the  external  threat  that  they  generated  to  justify 
the  internal  actions  that  they  were  about  to  take. 

For  example,  they  accused  the  U.S.  of  spraying  sarin  on  their 
compounds  in  Japan  and  that  was  then  used  as  a  guise  for  when 
they  were  going  to  spray  sarin  on  Japanese  cities. 

Senator  NuNN.  But  that  did  not  come  to  our  attention.  That  was 
all  after  the  March a     t        j 

Mr.  Oehler.  That  is  right.  This  is  all  after  the  fact.  As  1  said 

Senator  NUNN.  Should  that  have  come  to  our  attention?  That 
someone  was  accusing  the  United  States  of  spraying  chemical  gas 
on  a  religion  in  Japan?  I  mean,  I  am  not  saying  you  should  have 
known  it,  but  should  the  Japanese  have  told  you  about  it? 

Mr.  Oehler.  These  are  always  very  difficult.  The  world  is  full  of 
very  crazy  organizations  that  have  designs  against  the  U.S.  The 
U.S.  is  a  very  large  figure,  country  in  the  world.  Anyone  who  is  dis- 
satisfied with  the  status  quo  usually  picks  up  the  banner  against 
the  United  States. 

You  are  certainly  welcome  to  argue  that,  quite  frankly,  we  have 
not  followed  religious  cults  around  the  world  and  we  do  not  have 
right  now  the  resources  to  be  able  to  do  that.  I  think  the  important 
point  is  that  the  first  line  of  defense  in  any  of  these  is  the  local 
in-country  police  force,  and  if  there  is  some  indication  that  there 
is  some  problem  that  goes  beyond  that,  then  it  is,  of  course,  a  very 
critical  role  for  the  intelligence  community  outside  the  U.S.,  from 
the  FBI  and  others  inside  the  U.S.,  to  recognize  that  and  take 
whatever  action  is  necessary. 

Senator  NUNN.  I  will  ask  a  question  of  Dr.  Young,  and  then  I  will 
rotate  to  Senator  Cohen.  Do  you  want  to  tell  us  what  the  result 
would  be  in  terms  of  your  abilities  or  what  your  role  and  mission 
if  the  House  Budget  cuts  to  your  agency  go  through? 

Dr.  Young.  You  are  correct,  Senator,  in  the  sense  that  our  office 
is  the  office  that  coordinates  not  only  all  of  the  emergency  activities 
for  the  Department  of  Health  and  Human  Services,  and  the  health 
and  medical  emergency  responses  of  the  Federal  Response  Plan, 
but  also  is  responsible  for  the  emergency  support  function  m  the 
national  disaster  medical  system.  The  President  requested   $2.4 
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million  for  our  budget,  the  Senate  recommended  $2  million  and  the 
House  recommended  zero. 

I  am  afraid  it  is  sort  of  like  an  insurance  policy.  I  guess  people 
are  not  interested  in  paying  for  insurance.  Yet,  each  of  us  wants 
prompt  attention  when  disaster  strikes.  We  have  been  actively  mo- 
bilized throughout  the  past  3  years,  responding  to  Hurricane  An- 
drew, Hurricane  Iniki,  the  Midwest,  Southeast  and  Southwest 
floods,  and  the  California  earthquake.  Just  recently,  I  spent  5 
weeks  in  the  Virgin  Islands  in  response  to  Hurricane  Marilyn. 

In  the  absence  of  funding,  it  would  be  extraordinarily  difficult  to 
maintain  this  coordinated  activity.  There  have  been  substantial  de- 
creases within  the  Department  of  Health  and  Human  Services  as 
there  was  the  merger  of  the  Office  of  the  Assistant  Secretary  of 
Health  with  the  Office  of  the  Secretary,  and  I  guess  we  would  be- 
come a  non-funded  mandate. 

Senator  NuNN.  What  would  happen  in  terms  of  our  ability  to  re- 
spond to  a  biological  or  chemical  attack  if  your  agency  were  elimi- 
nated? Who  would  pick  up  the  ball? 

Dr.  Young.  The  only  way  that  it  could  be  picked  up  would  be  to 
develop  another  office  just  like  ours.  Our  office  integrates  the  re- 
sponse of  the  entire  Department  of  Health  and  Human  Services 
and  also  coordinates  the  actions  of  the  Department  of  Defense,  the 
Department  of  Veterans  Affairs  and  private  sector  health  providers 
through  the  National  Disaster  Medical  System.  We  also  need  to 
interrelate  very  closely  with  the  groups  that  Mr.  Holmes  described. 

So  I  guess  if  we  went  out  of  existence,  another  Office  of  Emer- 
gency Preparedness  would  have  to  be  invented  and  somehow  fund- 
ed. 

Senator  NuNN.  You,  in  effect,  you  are  a  contractor  for  FEMA, 
right?  The  Federal  Emergency  Management  Agency  has  your  office 
doing 

Dr.  Young.  Kevin,  if  you  could  display  the  Federal  Response 
Plan  chart  again.  The  Federal  Emergency  Management  Agency  co- 
ordinates and  manages  the  various  functions.  There  are  12  primary 
functions.  For  example,  the  Department  of  Transportation  at  1 
o'clock  coordinates  transportation  for  FEMA  and  serves  as  the  lead 
Department  on  all  of  those  actions  related  to  transportation. 

HHS,  through  our  office,  coordinates  the  entire  Federal  health 
response.  Thus,  we  coordinate  and  bring  together  the  appropriate 
DoD  assets,  the  appropriate  VA  assets,  and  the  appropriate  trans- 
portation assets.  This  is  done  in  our  office.  Our  office  carries  out 
the  leadership  responsibility  of  the  Department  of  Health  and 
Human  Services  for  the  function. 

Senator  Nunn.  But  you  are  it  for  HHS? 

Dr.  Young.  We  are  it  for  HHS,  and  I  am  the  doctor  that  makes 
house  calls  on  the  Nation. 

Senator  Nunn.  Was  there  a  rationale  given  for  the  House  cut? 

Dr.  Young.  The  only  rationale  that  I  could  see  in  the  record  was 
that  the  House  recommended  that  funds  could  be  provided  from 
somewhere  else  within  the  Department's  management  budget. 

Senator  Nunn.  Senator  Cohen? 

Senator  Cohen.  Thank  you,  Mr.  Chairman. 

One  of  the  purposes  of  holding  these  2  days  of  hearings  was  to 
alert  the  public  to  the  nature  of  the  threat  that  this  country  and 
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others  face.  I  discovered  in  talking  to  one  news  correspondent  that 
some  executives  in  New  York  did  not  think  that  the  hearings  were 
stimulating  enough  for  coverage  yesterday  and  I  was  going  to  sug- 
gest one  way  for  Senator  Nunn  to  draw  attention  to  this  problem 
was  to  wear  that  gas  mask  that  Ms.  Fenchel  has  brought  in  here 
today.  Then  I  said,  well,  I  had  better  not  do  that.  I  remember  the 
days  of  Michael  Dukakis  putting  the  helmet  on  in  the  MlAl  tank. 

Senator  NuNN.  It  did  not  play  well.  [Laughter.] 

Senator  Cohen.  That  is  not  exactly  the  image  you  want  to 
project  here,  but  that  might  get  some  attention  about  the  kinds  of 
protective  gear  that  may  be  necessary  for  individual  citizens  to 
have  stockpiled  in  their  basements  sometime  in  the  future. 

I  want  to  say  something  about  the  intelligence  community  in  ad- 
dition to  what  I  said  this  morning.  The  Ames  case  was  an  unmiti- 
gated disaster.  There  is  absolutely  no  way  that  any  of  us  can  soft- 
peddle  what  was  done  and  what  was  lost,  both  in  lives  and  infor- 
mation. I  think  it  ranks  right  up  there  with  the  Walker  case.  It  is 
every  bit  as  damaging,  if  not  more  damaging,  than  we  had  in  the 
Walker  case  back  in  the  early  1980s,  and  so  real  changes  have  to 
be  made. 

They  are  being  made.  Personnel  changes  are  being  made.  Policy 
changes  are  being  made.  Procedure  changes  are  being  made.  Every 
time  something  like  this  happens,  someone  will  say,  well,  let  us 
just  dismantle  the  agency.  Let  us  put  all  the  responsibility  some- 
where else.  Dr.  Young,  we  will  take  your  responsibility  and  put  it 
somewhere  else.  How  about  State?  How  about  NSA?  How  about 
DoD? 

So  I  think  my  response  is,  how  about  Felix  Bloch  for  the  State 
Department?  How  about  NSA  and  Ronald  Pelton?  How  about  the 
Navy  with  Walker  and  Whitworth  and  Pollard?  How  about  the 
Army  with  James  Hall  and  Mr.  Conrad?  So  the  notion  that  some- 
how that  we  can  put  this  responsibility  in  some  other  agency  and 
have  assurance  that  it  is  going  to  be  secure.  I  think  is  belied  by 
the  facts. 

There  are  a  lot  of  changes  that  have  to  be  made  in  order  to  reas- 
sure policy  makers  that  we  are  getting  good  intelligence,  untainted 
intelligence,  and  I  think  those  changes  are  underway.  So  do  not 
take  my  statement  this  morning  simply  as  an  endorsement  of  what 
is  going  on.  There  are  a  lot  of  intelligence  failures.  This  may  be  one 
here  in  the  Aum  case  that  we  are  talking  about. 

Dr.  Oehler,  does  the  CIA  have  a  copy  of  the  notebook  that  was 
kept  by  the  Aum  construction  minister,  Hayakawa? 

Mr.  Oehler.  I  believe  the  correct  answer  is  no.  I  do  not,  for  sure. 

Senator  COHEN.  Have  you  tried  to  obtain  it? 

Mr.  Oehler.  I  have  only  heard  that  such  a  notebook  exists  at 
this  point. 

Senator  Cohen.  Mr.  O'Neill,  do  you  have  a  copy  of  that  note- 
book? 

Mr.  O'Neill.  I  do  not  believe  we  do.  I  will  double-check,  though. 

Senator  Cohen.  What  does  that  say  about  the  sharing  of  infor- 
mation? We  had  testimony  yesterday  about  such  a  notebook.  The 
CIA  does  not  have  a  copy  of  it.  The  FBI  does  not  have  a  copy  of 
it.  There  were  indications,  notations.  They  may  have  been  simply 
musings.  They  may  have  been  plans.  But  did  the  Japanese  authori- 
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ties,  did  the  Australians,  did  anyone  make  that  notebook  available 
to  anybody  in  the  U.S.  Government?  Do  you  know? 

Mr.  Oehler.  As  I  stated,  I  have  heard  stories  that  such  a  note- 
book exists.  These  are  unofficial  stories.  To  the  best  of  my  knowl- 
edge, the  Central  Intelligence  Agency  and  the  Intelligence  Commu- 
nity do  not  have  a  copy  of  any  such  notebook. 

Senator  COHEN.  That  speaks  a  lot  about  the  sharing  of  intel- 
ligence information  amongst  the  agencies  charged  with  sharing 
such  information  about  potential  terrorist  attacks. 

Mr.  Oehler.  Are  you  speaking  within  the  U.S.  Government? 

Senator  COHEN.  I  am  talking  about  within  the  U.S.  Government. 
You  said  something  earlier  which  caught  my  attention.  You  said 
the  CIA  is  not  in  the  business  of  collecting  information  on  religious 
groups  in  other  countries.  Not  even  when  there  is  word  as  early  as 
last  January  that  there  was  a  prediction  by  this  particular  cult 
that  there  would  be  an  assassination  of  President  Clinton?  Do  you 
think  that  that  is  serious  enough  to  start  collecting  information 
when  that  starts  to  percolate  up  in  the  Japanese  press? 

Mr.  Oehler.  If  that  were  the  case,  it  certainly  would  be  and  the 
Secret  Service  would  be  working  on  it,  as  well.  However,  I  have  not 
seen  any  direct  reference  to  the  threat  to  the  President  of  the  Unit- 
ed States.  There  is  an  inference  and  the  inference  is  that  originally, 
Asahara  had  talked  about  1997  as  the  time  of  armageddon,  when 
there  would  be  a  war  between  Japan  and  the  United  States. 

Senator  COHEN.  Were  there  not  reports  in  January  of  this  year 
that  he  was  also  predicting  the  assassination  of  President  Clinton? 

Mr.  Oehler.  Not  to  my  knowledge,  and  I  have  looked  hard  for 
that. 

Senator  COHEN.  I  know  that  is  the 

Mr.  Oehler.  Let  me  explain  what  I  did  see  so  that  there  is  not 
any  confusion  here.  What  we  did  see  was  Asahara  moved  the  time 
frame  up  of  the  armageddon  from  1997  to  November  of  1995.  Peo- 
ple then  looked  around  and  said,  what  is  going  on  in  November  of 
1995,  and  the  obvious  thing  that  sticks  out  is  the  APEC  summit. 
So  there  is  an  inference.  But  in  all  of  my  looks  and  in  all  of  my 
discussions  with  intelligence  community  people,  including  in  the 
counterterrorism  center,  I  have  not  seen  a  direct  reference  to  a 
threat. 

Senator  Cohen.  But  there  is  an  Aum  publication  dated  January 
25,  1995,  that  states,  "Clinton  will  be,  without  doubt,  a  one-term 
President.  At  best,  he  will  not  be  reelected.  At  worst,  it  would  not 
be  strange  if  he  were  assassinated,  making  it  appear  like  an  acci- 
dent." Now,  is  that  something  that  ought  to  catch  the  attention  of 
our  intelligence  officials 

Mr.  Oehler.  I  am  aware  of  that 


Senator  Cohen  tcontinuing] .  Be  it  the  FBI  or  the  CIA  or  some- 
one? 

Mr.  Oehler.  Certainly,  in  hindsight,  you  can  argue  that.  But  at 
the  time,  this  is  the  kind  of  thing  we  see  routinely  around  the 
world.  I  might  add  that  during  this  same  time,  there  were  real 
threats,  real  terrorist  threats  to  the  U.S.  that  the  intelligence  com- 
munity was  working  on  and,  in  fact,  had  some  success  on. 

Senator  Cohen.  This  is  not  routine.  This  is  not  one  of  these  rou- 
tine sightings  here.  We  already  had  the  attack  at  Matsumoto  at 
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this  point.  The  Japanese  press  was  carrying  stories  on  a  regular 
basis  on  the  threat  this  particular  cult  group  posed.  This  is  not 
some  isolated  group,  one  amongst  thousands  of  groups  who  have 
these  threats.  I  know  about  the  threats  made  against  the  President 
and  other  officials.^ 

But  it  would  seem  to  me  if  you  have  an  incident  such  as 
Matsumoto,  which  I  have  not  even  begun  to  talk  about  yet,  the 
Aum  would  merit  attention.  Kyle  Olson,  who  testified  here  yester- 
day, issued  a  report  in  January  about  this  June  1994  attack  and 
I  think  he  provided  pretty  persuasive  evidence  that  a  terrorist  at- 
tack that  had  used  sarin  had  occurred  and  that  it  was  probably  a 
test  run  for  a  larger  attack,  and  he  was  sort  of  dismissed.  No  one 
gave  it  too  much  credibihty.  ,      xt 

He  had  this  report  distributed  in  January  to  the  CIA,  the  Na- 
tional Security  Council  staff,  ACDA,  the  Office  of  the  Secretary  of 
Defense,  and  from  what  I  can  detect,  that  report  was  ignored. 

Mr.  Oehler.  Let  me  say  again  that  the  Japanese  association,  as 
I  understand  it,  the  Japanese  association  of  the  Aum  Shinrikyo 
with  sarin  did  not  occur  until  after  the  Tokyo  attack,  that  yes, 
there  was  the  Matsumoto  attack,  and  indeed  we  now  know  that 
that  did  involve  Aum  Shinrikyo.  The  Japanese,  as  I  understand  it, 
felt  that  they  had  a  suspect,  had  arrested  a  suspect  for  that  and 
he  was  in  jail  at  that  time  and  the  case  was  closed. 

Senator  COHEN.  My  understanding  is  your  agency  is  about  to  be 
under  severe  threat  of  elimination.  Do  you  know  whether  or  not 
the  U.S.  embassy  in  Moscow  had  done  any  research  on  Aum's  ac- 
tivities in  Russia? 

Mr.  Oehler.  I  have  not  seen  any.  I  would  again  like  to  say  that 
Aum  Shinrikyo  did  not  really— we  did  not  focus  attention  on  that 

prior  to 

Senator  Cohen.  Once  again,  we  have  had  a  lot  of  testimony  here 
in  the  last  day  or  so  about  the  activities  of  the  Aum  cult  making 
numerous  trips  to  Russia,  recruiting  several  thousand  followers.  It 
seemed  to  me  that  that  was  something  that  should  be  of  concern 
in  terms  of  that  cult's  activities  in  Russia.  My  further  understand- 
ing is  that  there  has  been  no  collection  on  this  and  there  was  no 
attention  paid  to  this  by  our  embassy  in  Moscow  until  the  staff  of 
this  Committee  went  over  in  September  to  raise  the  issue. 

Mr.  Oehler.  I  think  you  will  find  that  there  was  some  interest 
on  the  part  of  the  embassy  there  after  the  gas  attack  in  Tokyo.  In 
fact,  publications  out  of  Moscow  show  this.  But  it  is  true  that  we 
did  not  recognize  or  pay  much  attention  to  Aum  Shinrikyo  in  Rus- 
sia, .  -j-U 

I  would  like  to  say  that  since  religious  freedoms  came  about  with 
the  fall  of  the  Soviet  government,  that  is  a  fertile  ground  for  reli- 
gious cults.  There  are  a  lot  of  religious  groups  and  cults.  I  should 
not  call  them  all  cults.  There  are  a  lot  of  religious  groups  that  are 
working  very  hard  to  recruit  members  in  Russia.  So  the  fact  that 
Aum  Shinrikyo  was  there  did  not  attract  attention. 

The  fact  that  it  had  some  high-level  attention  from  some  govern- 
ment officials  there,  Asahara  was  dripping  a  lot  of  money  and  that 
attracts  a  lot  of  attention  these  days  in  Russia. 


■See  Exhibit  No  41. 
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Senator  COHEN.  Mr.  Chairman,  the  Aum  threat  has  not  ended 
with  the  Tokyo  subway  attack  in  March.  Later  that  month,  the 
head  of  Japan's  National  PoHce  Agency  was  shot  and  wounded,  for 
which  an  Aum  member  was  arrested.  In  April,  all  of  Japan  was  put 
on  alert  because  of  concerns  about  a  rumored  Aum  prophesy  that 
disaster  would  occur. 

In  May,  Aum  conducted  another  chemical  weapon  attack  in  the 
Tokyo  subway  system  using  a  hydrogen  cyanide-producing  device 
that  could  have  killed  anywhere  from  10,000  to  20,000,  but  subway 
workers  fortuitously  discovered  the  device  shortly  before  it  pro- 
duced the  poison  gas. 

Later,  again  in  May,  another  assassination  attempt  was  made  on 
the  governor  of  Tokyo,  wounding  an  aide.  In  July,  hydrogen  cya- 
nide devices  that  failed  to  work  were  discovered  in  four  Tokyo  sub- 
way stations. 

In  late  September,  just  a  few  weeks  ago,  the  Japanese  police  dis- 
covered a  large  cache  of  chemical  weapons  precursor  in  what  is  be- 
lieved to  have  been  a  hiding  place  for  a  member  of  the  Aum  intel- 
ligence unit.  The  nineteen  pounds  of  sodium  cyanide  could  have 
been  used  to  kill  as  many  as  70,000.  Japanese  officials  beheve  that 
Aum  members  are  in  possession  of  an  unknown  quantity  of  VX, 
which  is  a  pretty  potent  nerve  agent  that  the  Aum  earlier  this  year 
used  in  at  least  two  attacks  on  individuals. 

So  even  though  the  Tokyo  incident  may  be  over,  the  threat  that 
is  posed  is  not  over,  and  so  I  think  that  we  have  to  direct  a  good 
deal  more  attention  to  this  matter. 

One  final  point  and  I  am  going  to  stop,  Mr.  Chairman. 

Ms.  Fenchel,  you  talked  about  this  individual  who  tried  to  export 
how  many  pounds  of  nerve  agent?  How  much  was  it? 

Ms.  Fenchel.  Two-hundred-and-fifty  tons. 

Senator  Cohen.  Two-hundred-and-fifty  tons,  and  the  maximum 
sentence  he  received  for  conspiring  to  export  nerve  gas  was  30 
months? 

Ms.  Fenchel.  Yes,  that  is  correct. 

Senator  Cohen.  Is  that  within  the  guidelines?  Is  that  shocking 
to  the  Customs  Agency?  What  were  the  mitigating  factors  involved 
in  someone  trying  to  sell  250  tons? 

Ms.  Fenchel.  The  fact  that  it  was  a  conspiracy  charge,  that  it 
was  a  sting  operation.  He  did  not  export  or  actually  attempt  to  ex- 
port because  we  were  the  providers  of  the  250  tons.  The  court  felt 
that  that  was  an  appropriate  sentence  for  that  charge.  And  no,  we 
are  not  happy  with  it. 

Senator  COHEN.  Are  there  other  cases  in  which  you  feel  that  per- 
haps the  Federal  guidelines  in  dealing  with  chemical  and  biological 
weapons  or  precursor  materials  need  to  be  looked  at  by  Congress? 

Ms.  Fenchel.  Absolutely.  In  our  export  investigations,  the  sen- 
tencing guidelines  were  not  really  created  for  national  security 
items.  The  value  of  these,  for  instance,  a  nuclear  trigger  device 
may  have  a  value,  but  there  is  no  guideline  for  national  security 
in  there  so  we  are  concerned  with  this. 

Senator  Cohen.  Thank  you,  Mr.  Chairman.  I  notice  we  have  a 
vote  on  so  I  will  cease  and  desist.  I  thank  all  of  you  very  much. 

Senator  NuNN.  We  have  seen  an  awful  lot  of  focus  in  this  country 
in  the  last  8  months  to  a  year  on  Waco  and  on  O.J.  Simpson  and 
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so  forth.  I  know  that  the  FBI  and  the  CIA  are  under  attack  for  a 
lot  of  different  areas,  including  those  I  have  mentioned. 

But  I  really  hope  that  out  of  these  hearings  there  will  be  some 
balanced  view  emerging  about  the  continuing  very  important  re- 
sponsibilities of  our  law  enforcement  agencies  and  the  necessity  on 
occasion  to  penetrate  some  groups,  even  religious  groups,  when 
they  display  the  kind  of  tendency  for  mass  destruction  or  even 
preach  the  gospel  of  mass  destruction.  It  seems  to  me  that  there 
has  got  to  be  some  attention  paid.  There  is  a  lot  of  difference  be- 
tween a  religious  group  and  a  cult  bent  on  destroying  mankind. 

I  hope  that  our  law  enforcement  agencies  and  our  intelligence 
agencies  and  the  people  in  the  Congress  conducting  hearings  in  all 
of  these  areas  will  help  sort  out  the  proper  balance  here.  It  is  enor- 
mously important  that  we  not  go  from  one  problem  to  just  the  re- 
verse, and  that  is  my  experience  in  Washington  in  the  last  20 
years,  is  we  have  a  mistake  made  in  one  direction,  then  all  of  a 
sudden  everybody  rushes  in  the  other  direction  and  then  we  have 
a  terrorist  attack  and  everybody  rushes  in  the  other  direction  and 
forgets  about  civil  liberties  altogether. 

There  has  got  to  be  a  balance  here,  and  I  hope  these  hearings 
will  help  produce  some  kind  of  consensus  towards  a  balance,  and 
I  know  you  have  to  have  that  emerge  on  Capitol  Hill  and  around 
the  executive  branch  or  otherwise  you  get  stampeded  into  with- 
drawing and  going  into  a  shell  after  some  mistakes  have  been 
made. 

Senator  Glenn,  then  Senator  Levin,  and  I  think  we  have  a  vote. 

Senator  GLENN.  I  am  surprised.  Is  it  policy  that  we  do  not  follow 
religious  groups,  no  matter  how  violent  they  may  be  or  something? 
Did  I  understand  you  right,  Ck)rdon? 

Mr.  Oehler.  No,  that  is  not  right.  If  there  is  a  reason  to  be- 
lieve— if  some  incident  or  some  other  evidence  comes  up  to  raise 
this  to  where  we  believe  there  is  a  direct  threat  to  U.S.  interests, 
then,  of  course,  we  will  follow  it,  as  we  have  the  Aum  Shinrikyo 
since  they 

Senator  Glenn.  Do  you  just  not  have  the  resources  to  follow 
groups  of  this  size,  because  here  we  have  a  group  that  is  50,000 
people,  $1  billion  in  assets  that  came  out,  as  you  say,  that  came 
out  later.  They  are  in  six  countries.  They  have  offices  in  New  York, 
violently  anti-Semitic.  Did  the  Israelis  ever  tell  us  an3rthing  about 
this  group,  because  they  are  violently  anti-Semitic.  Some  of  their 
statements  are  just  ridiculous  in  that  regard. 

A  group  of  this  size,  and  we  are  not  following  it.  I  guess  my  ques- 
tion is,  do  we  not  have  the  resources  to  put  to  this? 

Mr.  Oehler.  There  were  40,000  people.  The  $1  billion  is  an  in- 
teresting story.  That  number  came  out  after  the  fact.  Japanese 
laws  prohibited  the  Japanese  investigative  agencies  from  looking  at 
their  finances.  One  of  the  lessons  that  they  have  learned  from  this 
is  that  they  had  better  take  a  look  at  some  of  their  domestic  laws 
and  find  out  if  they  can  follow  it  somehow. 

Senator  GLENN.  We  had  branches,  though,  of  this  group  in  this 
country,  too.  We  had  them  in  this  country,  too. 

Mr.  Oehler.  Yes,  but  a  very  small  cell  here. 

Senator  Glenn.  I  guess  my  question  is,  I  am  beginning  to  get  a 
little  more  nervous  than  I  was  when  I  came  in  this  morning,  I 
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guess.  Do  we  think  there  are  other  groups  of  50,000  members 
around  the  world  operating  Hke  this  that  we  just  do  not  have  re- 
sources to  keep  up  with? 

Mr.  Oehler.  Probably  the  best  answer  is  that  we  do  not  know 
how  many  groups  there  are,  religious  groups  around  the  world  that 
have  50,000  or  more  members.  I  cannot  give  you  an  answer  with- 
out doing  a  survey  of  how  many  of  the  religious  groups  that  we 
know  of  have  anti-American  rhetoric  in  their  writings.  I  can  assure 
you  it  would  be  a  lot,  particularly  in  the  Middle  East. 

The  question  of  resources,  I  think  is  a  very  important  one,  Sen- 
ator. As  you  know,  the  intelligence  community's  resources  have 
been  coming  down  rather  dramatically. 

Senator  GLENN.  Yes,  I  know.  I  disagree  with  that  cutback,  too. 

Mr.  Oehler.  And  in  many  ways,  as  stated  by  the  last  several  Di- 
rectors of  Central  Intelligence,  the  requirements  on  the  community 
have  gone  up.  We  have  worked  very  hard  with  our  customers  in 
the  policy  agencies  to  go  over  what  our  priorities  should  be.  This 
is  something  that  we  look  forward  to  working  with  them  and  with 
Congress  on  in  the  future,  to  take  a  look  at,  given  the  totality  of 
our  requirements,  what  should  our  priorities  be. 

Senator  GLENN.  I  know  we  have  to  run,  but  I  think  to  have  as 
any  policy  or  even  that  we  hesitate  to  get  into  following  some  of 
these  religious  groups,  I  think  is  wrong.  I  do  not  know  what  per- 
centage of  the  world's  problems  are  religious-based,  but  it  is  a  ma- 
jority of  them,  I  would  think.  Look  at  all  the  problems  in  the  Mid- 
East  and  everything  else  going  on  around  the  world. 

Mr.  Oehler.  Sure,  you  can  argue  that  Hezbollah 

Senator  Glenn.  The  human  race  does  all  sorts  of  weird  things 
in  the  name  of  religion  that  endangers  the  rest  of  the  world  and 
I  would  think  those  would  be  areas  of  particular  concentration,  not 
to  stay  away  from  them. 

Just  one  question,  and  I  know  Senator  Levin  has  a  question  or 
two  here,  too,  before  we  go.  Did  we  have  any  indication  from  the 
Israeli  government  that  they  were  following  this  group?  Did  we 
have  any  information  from  them  about  this? 

Mr.  Oehler.  The  overseas  part  of  our  relations  on  terrorism  mat- 
ters rests  with  the  Department  of  State.  They  have  a  group  that 
travels,  has  traveled  throughout  the  world  to  discuss  terrorism 
with  states  around  the  world.  I  suggest  that  we  talk  to  Mr.  Phil 
Wilcox  of  the  Department  of  State  who  heads  that  organization. 

Senator  Glenn.  Maybe  we  could  address  some  questions  to  him. 

Senator  NUNN.  Senator  Levin? 

Senator  Levin.  Dr.  Oehler,  I  will  be  very  brief.  If  the  Chemical 
Weapons  Convention  had  been  in  force  during  the  last  2  years, 
would  it  have  made  it  harder  for  the  Aum  cult  to  have  made  their 
chemical  weapons? 

Mr.  Oehler.  I  do  not  believe  so  because  there  were  no  chemical 
weapons  that  traversed  any  international  border. 

Senator  Levin.  So  precursors  of  those  weapons  that  are  used  in- 
ternally would  not  be  covered  by  the  Chemical  Weapons  Conven- 
tion? 

Mr.  Oehler.  The  Chemical  Weapons  Convention  certainly  covers 
the  production,  stockpiling,  and  so  forth  of  chemical  weapons.  So  if 
there  is  knowledge  of  that  happening,  of  course,  that  would  apply. 
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The  point  I  am  trjdng  to  make  is  that  within  a  country,  it  is  going 
to  very  much  depend  on  local  laws,  but  within  a  country,  the 
chances  are  in  many  countries  in  the  world,  laws  would  not  pro- 
hibit all  of  the  chemicals  that  are  used,  that  are  listed  m  the  Aus- 
tralia Group,  for  example,  if  they  are  going  to  internal  customers 
that  have  no  criminal  record. 

Senator  Levin.  And  none  of  the  materials  that  went  mto  the 
weapons  and  the  material  that  the  Aum  cult  were  making  came 

from  outside  of  Japan?  ,    ,        0.1.         n 

Mr.  Oehler.  None  of  the  chemicals,  to  my  knowledge.  Ihey  all 

came  from  within.  .     j       r 

Senator  Levin.  Was  there  anything  that  came  from  outside  ot 
Japan  that  would  be  covered  by  the  Chemical  Weapons  Conven- 
tion? 

Mr.  Oehler.  I  cannot  give  you  a  definitive  answer. 
Senator  LEVIN.  Would  you  let  us  know  that  for  the  record? 
Mr.  Oehler.  I  will.  I  think  that  probably  the  answer  is  going  to 
be  no,  but  I  may  be  wrong.  They  had,  for  example,  a  Russian  gas 
analyzer,  and  I  would  have  to  check  the  CW  to  see  if  things  like 
gas  analyzers  and  masks  would  be  covered. 

Senator  Levin.  Let  us  know  for  the  record  what  pieces  came 
from  outside  of  Japan. 

Mr.  Oehler.  Sure.  There  are  some  more  in  the  BW  area  ot  the 
Aum  Shinrikyo  which  I  will  also  include  in  my  response. ^ 
Senator  NUNN.  Thank  you  very  much,  Senator  Levin. 
We  have  about  8  minutes  left  on  the  vote.  Dr.  Oehler,  Ms. 
Fenchel,  Mr.  O'Neill,  Mr.  Holmes,  in  absentia,  and  Dr.  Young,  we 
appreciate  very  much  you  being  here.  I  think  out  of  this  comes  a 
keen  realization  of  the  challenges  out  there  and  the  importance  of 
coordination. 

I  would  just  leave  you  with  one  thought,  to  have  our  intelligence 
and  law  enforcement  not  just  at  the  Federal  level  but  at  every  level 
working  together  is  more  important  now  than  ever  before,  and  I 
would  urge  you  to  do  everything  you  can  to  improve  your  coordina- 
tion. ^  .      J  1   i.1. 

The  second  corollary  is  with  our  foreign  friends  around  the 
world.  We  must  greatly  strengthen,  if  we  can,  every  relationship 
dealing  with  intelligence  and  law  enforcement  relating  to  terror- 
ism, including  the  whole  element  of  international  organized  crime, 
which  I  know  the  FBI  is  working  on.  Director  Freeh  has  been  in 
various  parts  of  the  world.  But  I  believe  that  we  have  a  more  se- 
vere challenge  in  this  area  now  than  ever  before.  The  world  is  less 
risky  in  one  sense  of  an  all-out  war,  but  much  more  risky  in  terms 
of  this  kind  of  a  threat. 

Thank  you  all  for  being  here.  For  the  information  of  the  public, 
this  Subcommittee  will  continue  to  direct  our  major  focus  in  the 
area  of  proliferation  and  international  organized  crime  for  the  next 
year.  Thank  you. 

[Whereupon,  at  1:18  p.m.,  the  Subcommittee  was  adjourned.] 


iSee  Exhibit  No.  43. 
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Biological  Weapons  Arms  Control 

The  Biological  Weapons  Convention  (BWC)  was  signed  on  April  10,  1972.  The  US,  USSR,  and 
UK  deposited  their  instruments  of  Ratification  of  the  Convention  on  March  26,  1975,  and  the  treaty  came 
info  force.  It  was  the  first,  and  for  a  long  time  only,  post  WWII  disarmament  treaty  in  which  an  entire 
class  of  weapons  of  mass  destruction  was  done  away  with.  Or  so  it  was  assumed  at  the  time,  and  the 
anns  control  community  by  and  large  thought  biological  warfare  had  been  removed  from  the  scene. 
Contrary  to  the  nuclear  nonproliferation  treaty  of  1968,  there  were  to  be  no  preferred  group  of  countries 
that  would  continue  to  retain  the  weapons.  Biological  weapons  were  to  be  prohibited  to  all,  into  the 
future.   This  was  the  first  major  and  unique  distinction  of  the  subject. 

The  second  was  that  one  of  the  two  superpowers  -  the  United  States  -  which  did  possess  biological 

weapons,  gave  them  up  and  destroyed  them,  even  before  the  treaty  came  into  being: 

"Biological  weapons  provide  a  case  in  which  the  usual  approach  to  anns  limitation  was 
reversed.  Instead  of  first  negotiating  a  treaty  and  then  implementing  its  provisions,  an 
entire  class  of  weapons  was  renounced  by  a  major  possessor  without  any  prior 
international  agreement.  This  was  in  November  1969,  when  President  Nixon,  after 
extensive  review,  declared  that  the  United  States  would  unconditionally  renounce  the 
deployment,  procurement,  and  stockpiling  of  biological  weapons,  would  destroy  all  stocks 
of  agents  and  weapons,  and  would  convert  facilities  for  their  development  and  production 
to  peaceful  purposes.  In  announcing  these  decisions,  he  also  declared  support  for  the 
principles  and  objectives  of  a  draft  convention  prohibiting  biological  weapons  that  had 
been  proposed  by  Great  Britain.  Three  months  later,  the  United  States  unconditionally 
renounced  toxin  weapons."' 
The  United  States  chose  this  policy  at  the  time  to  dissociate  biological  from  chemical  weapons,  the 

combined  and  historical  framework  under  which  arms  control  deliberations  on  them  had  been  carried  on 

for  many  years  in  Geneva.  Article  9  of  the  BWC  was  an  undertaking  to  continue  negotiations  to  achieve 

a  chemical  weapon  disarmament  o^aty  -  but  an  additional  22  years  would  pass  before  that  would  be 

achieved.  The  BWC  additonally  carried  no  verification  provisions:  on-site  verification  was  not  something 

that  the  USSR  would  consider  or  accept  before  Stockhohn  in  1986  and  the  INF  Treaty  in  December  1987. 

There  was  however  a  third  major  and  unique  distinction  of  the  BWC:  in  1992  Russia  admitted 
that  the  USSR  had  been  in  gross,  generic  violation  of  the  treaty,  the  only  instance  in  which  one  of  the 


'   Matthew  Meselson  et  al.,  "VeriScation  of  Biological  and  Toxin  Weapons  Disarmament",  Chapter  9  in 
Verification:   Monitoring  Disarmament,  Francesco  Calogera  (ed),  Westview  Press,  Boulder,  1990,  pp.  149-164. 
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superpowers  admitted  to  having  been  in  total  violation  of  a  post  WWII  anns  control  treaty.  By  the  end 
of  tlie  1980's  it  had  also  become  clear  that  a  half  dozen  or  more  countries  had  decided  to  develop 
biological  weapons  in  the  intervening  years.  Thus  the  assumed  achievement  of  the  1970's  had  been  at 
least  in  part  reversed.  Chemical  weapons  had  been  used  in  the  war  between  Iraq  and  Iran  in  the  1980's 
and  allied  troops  that  fought  Iraq  in  1991  ran  a  risk  of  being  attacked  by  both  chemical  and  biological 
weapons.  From  the  mid-1980's,  there  had  also  been  movement  to  strengthen  the  BWC  and  add  some  kind 
of  verification  provisions  to  it,  particularly  once  the  Chemical  Weapons  Convention  was  signed  in  January 
1993.  But  in  1994  it  was  also  reported  that  "US  military  doctrine  on  nuclear  weapons  since  1993  has 
assumed  the  possible  use  of  nuclear  weapons  to  deter  or  respond  to  a  chemical  or  biological  attack...," 
although  there  is  no  official  US  statement  to  this  effect.' 

All  these  things  placed  biological  weapons  once  again  on  the  active  arms  control  agenda.   The 
paper  will  examine  four  areas  of  interest: 

-  what  was  learned  in  recent  years  regarding  the  BW  program  of  the  USSR,  and  now  Russia,  and 
what  is  its  present  status; 

-  proliferation  of  BW:  reviews  of  the  state  of  public  knowledge  regarding  those  countries  known 
or  strongly  suspected  of  having  BW  programs; 

-  developments  in  BW  arms  control  since  1975,  and  particulary  in  the  last  half-dozen  years; 

-  some  discussion  of  the  problems  of  verification  of  BW  arms  control. 


^  "US  Nuke  Response  Is  Included  in  Doctorine",  Defense  News.  November  14-20,  1994,  and  Theresa 
Kitchens,  "US  Must  Spell  Out  BioWar  Response,"  Defense  News,  September  11-17,  1995. 

In  the  case  of  chemical  weapons,  on  May  13,  1991,  President  Bush  announced  that  when  the  Chemical 
Weapons  Convention  went  into  force,  provided  that  the  then-USSR  was  a  participant,  the  US  would  not  use  CW 
under  any  circumstances,  including  for  retaliation  against  a  chemical  attack.   This  was  reiterated  by  the  Chairman 
of  the  U.S.  Joint  Chiefs  of  Staff,  and  in  this  case,  it  was  assumed  that  retaliation  would  be  through  the  massive 
use  of  conventional  high-explosive  munitions. 
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The  Biological  Weapons  Program  of  the  USSR  and  Russia 

It  was  not  the  astonishing  harvest  of  anns  control  treaties  at  the  end  of  President  Gorbachev's 

tenure  -  the  INF,  START,  CFE  agreements  -  and  the  USSR's  admission  to  having  a  chemical  weapons 

stockpile,  that  brought  about  the  exposure  and  admission  of  its  BW  program.    It  was  not  even  the 

dissolution  of  the  USSR.  It  was  essentially  the  result  of  a  crucially  positioned  defector  from  the  USSR 

who  reached  Britain  in  1989.  As  a  consequence  President  Bush  and  Prime  Minister  Thatcher  both  pressed 

the  issue  with  President  Gorbachev.   He  denied  that  the  USSR  had  a  BW  program.   It  took  3  years  for 

the  British  and  American  governments  to  obtain  a  Russian  admission.    It  came  in  a  speech  by  Boris 

Yeltsin  in  January  1992  on  the  eve  of  his  visit  to  the  United  States  to  meet  with  President  Bush,  when 

he  referred  to  "a  lag  in  implementing"  the  1972  BWC'  On  January  19,  1993,  the  US  government  released 

its  aims  control  treaty  compliaiKe  report  for  the  previous  year.   It  stated: 

"The  United  States  has  determined  that  the  Russian  offensive  biological  warfare  program, 
inherited  from  the  Soviet  Union,  violated  the  Biological  Weapons  Convention  through  at 
least  March  1992.  The  Soviet  offensive  BW  program  was  massive,  and  included 
production,  weaponization,  and  stockpiling.  The  status  of  the  program  since  that  time 
remains  unclear."* 


'  Details  of  the  history  of  events  dealing  with  the  USSR's  and  then  Russian  BW  program  between  1989  and 
1994,  as  well  as  a  more  detailed  treatment  of  US  allegations  regarding  that  program  firom  1975  on,  appeared  in  a 
series  of  four  pi^iers: 

-  Milton  Leitenberg,  "A  Return  to  Sverdlovsk:   AUegations  of  Soviet  Activities  Related  to  Biok>gical 
Weapons".  Arms  Control.  12:2  (September  1991),  pp.  161-190. 

-  Milton  Leitenberg,  "Anthrax  in  Sverdlovsk:   New  Pieces  to  the  Puzzle".  Arms  Control  Today.  22:3 
(April  1992),  pp.  10-13. 

-  Milton  Leitenberg,  "The  Biological  Weapons  Program  of  the  Former  Soviet  Union",  Biologicals.  21:3 
(September  1993).  pp.  187-191. 

-  Milton  Leitenberg.  "The  Conversion  of  Biological  Warfare  Research  and  Development  Facilities  to 
Peacefiil  Uses",  Chapter  8  in  Control  of  Dual-Threat  Agents:  The  Vaccines  for  Peace  Programme.  E. 
Geissler  and  JJ>.  Woodall  (eds.),  SIPRI  and  Oxfwd  University  Press,  1994,  pp.  77-105. 

'  "Adherence  to  and  Compliance  with  Arms  Control  Treaties".  January  19,  1993;  pp.  14-15,  "The  1972 
Biological  and  Toxin  Weapons  Convention". 

In  1986.  after  Gorbachev's  accession  to  power  in  the  USSR,  the  Soviet  ambassador  to  the  Second 
Review  Conference  of  the  BWC,  hekl  in  1986,  had  made  the  following  statement  to  the  conference. 
"In  accordance  with  the  legislation  and  practice  of  the  Soviet  Union,  observance  of  the 
provisions  of  the  biological  weapons  Convention,  which  was  ratified  by  the  decree  of  1 1 
February  1975  of  the  Presidium  of  the  Supreme  Soviet  of  the  USSR,  is  guaranteed  by  the 
relevant  State  institutions  of  the  USSR.  The  Soviet  Union  does  not  possess  any  of  the 
bacteriological  (biological)  agents  or  toxins,  weapons,  equipment  or  means  of  delivery  specified 
in  article  I  of  the  Convention,  nor  does  it  conduct  research  or  development  work  for  the 
purposes  of  producing  or  perfecting  that  kiixl  of  weapon. 
"...  In  the  Soviet  Union,  research  and  development  work  with  the  use  of  micro-organisms  and 


290 


5 
The  United  Slates  had  noted  the  USSR's  non-compliance  with  the  BWC  in  its  annual  reports  since  1984. 

The  program  was  halted  -  or  at  least  in  part  circumscribed  -  only  after  extensive  pressure  by  the 
US  and  British  governments,  and  following  US  Senate  legislation  which  forbade  US  financial  assistance 
to  Russian  strategic  weapon  destruction  programs  unless  the  US  President  could  certify  that  the  USSR, 
and  subsequently  Russia,  "was  committed  to  moving  toward  compliance  with  all  arms  control  agreements." 
In  April  1992  President  Yeltsin  announced  a  decree  stating  that  "It  shall  be  established  that  the 
development  and  implementation  of  biological  programmes  in  breach  of  the  Convention.  .  .  is  not  being 
permitted  in  the  territory  of  the  Russian  Federation."'  In  the  decree  Yeltsin  also  appointed  a  Committee 
headed  by  Maj.  Gen.  Anatoly  Ktmtsevich,  formeriy  deputy  head  of  the  Soviet  chemical  forces,  which  was 
to  report  to  him  in  a  month  on  how  to  achieve  this.''  In  the  succeeding  months,  however,  the  British  and 
US  governments  remained  convinced  that  the  Russian  BW  program  continued  activities  that  violated  the 
BWC,  and  in  September  1992  they  obtained  Russian  agreement  to  the  establishment  of  a  "trilateral" 
process  of  information  sharing  and  mutual  site  visits  in  an  effort  to  increase  the  transparency  of  the 
Russian  program  and  to  bring  an  end  to  its  illegitimate  activities.  The  trilateral  statement  "confirmed  the 
termination  of  offensive  research,  the  dismantlement  of  experimental  technological  lines  for  the  production 
of  agents,  and  the  closure  of  the  biological  weapons  testing  facility"  in  Russia.'   It  also  "dissolved  the 


toxins  is  conducted  exclusively  for  peaceful  purposes,  in  the  interestes  of  health,  the  microbial 

industry,  and  agricultural  production." 
Michael  E.  Kokeiv,  "The  Reality  of  Disarmament",  Disarmament  (United  Nations)  10:1  (Winter  1986-1987),  pp. 
66-72. 

'  "DcCTee  of  the  President  of  the  Russian  Federation  on  Fulfilling  International  Obligations  with  Regard  to 
Biological  Weapons".  April  11,  1992,  two  pages. 

'  In  September  1992  General  Kuntsevich  stated  in  a  Russian  interview  that 

"Indeed  these  clear  violations  on  the  convention  were  only  admined  after  the  totalitarian 

regime  collapsed  and  duplicity  in  politics  was  abandoned.  .  .  The  remnants  of  the  offensive 

programs  in  the  area  of  biological  weapons  were  still  around  as  recently  as  1991.  It  was  only 

in  1992  that  Russia  absolutely  stopped  this  work.  .  . 
"We  did  not  have  stockpiles  of  biological  weapons.  The  point  is  that  they  cannot  be  kept  for 

a  long  time.  Therefore,  the  question  of  their  destruction  does  not  come  up.  .  . 
"Within  the  Russian  Defense  Ministry's  structure  the  relevant  directorate  has  been  abolished 

and  a  directorate  for  radiological,  chemical,  and  biological  protection  has  been  set  up." 
Interview  with  General  Kuntsevich  in  Rossiyskiye  Vesti,  Sept  22,  1992,  in  FBIS-SOV-92-186,  SepL  24,  1992. 

'  Joint  Statement  on  Biological  Weapons  by  the  Governments  of  the  United  Kingdom,  the  United  States, 
and  die  Russian  Federation,  September  15,  1992,  three  pages. 

See  also  "Certification  of  Commitments  of  Russia:  Justification",  United  States  Department  of  State, 


291 


depaitment  in  the  Ministry  of  Defense  responsible  for  the  offensive  biological  programme.  ...  cut  the 
number  of  personnel  involved  in  military  biological  programmes  by  50%.  (and)  reduced  military  biological 
research  funding  by  30%."  That  partial  reduction  was  demonstrably  less  of  a  curtailment  than  the  zero 
budget  allocation  and  the  "halt  (in)  Russian  research  into  biological  weapons"  that  President  Yeltsin  and 
his  then  military  advisor,  General  Volkogonov.  had  promised  in  February  1992.  Reciprocal  visits  that 
could  take  place  at  any  time  with  unrestricted  access  to  each  other's  non-military  but  potentially  BW- 
related  facilities  were  to  be  negotiated.  They  were  not  true  "short  notice"  visits,  but  in  essence,  challenge 
inspections  with  some  caveats  had  been  created.  The  first  visits  to  a  Soviet  facility  had  actually  taken 
place  in  1991.  There  were  other  important  provisions  to  the  agreement  as  well,  and  trilateral  working 
groups  were  instituted  so  that  a  continuous  process  was  initiated.  Russian  government  visitors  had  actually 
been  to  the  US  military  BW  facility,  USAMRIID,  at  Fort  Detrick,  Maryland,  iii  mid- 1992,  just  as  the 
USSR  dissolved,  as  well  as  to  the  site  of  a  US  DoD-contracted  vaccine  production  facility.  These  visits 
had  in  aU  likelihood  been  arranged  as  part  of  the  effort  to  get  the  USSR  to  pennit  on-site  inspection  of 
Russian  laboratories  outside  nominal  Soviet  Ministry  of  Defense  control  that  the  US  was  interested  in 
opening  up.  (See  discussion  below  on  the  organization  of  the  Soviet  BW  program.)  Nevertheles's,  for 
the  next  three  years  the  USSR  did  not  permit  site  visits  to  its  military  BW  facilities. 

US  and  British  concerns  continued,  however.  In  April  1994  US  officials  stated  "We  have 
evidence  that  leads  us  to  understand  that  there  is  still  an  offensive  biological  weapons  program  underway 
(in  Russia). . .  Yeltsin's  decrees  have  not  filtered  down  to  the  working  levels."*  There  had  been  virtually 
no  publicly  available  infonnation  in  the  18  months  between  September  1992  and  April  1994  on  what  was 
taking  place  inside  the  institutions  that  comprised  the  BW  R&D  program  of  the  former  USSR.  Once 
again,  the  US  and  British  qualms  were  substantially  based  on  infonnation  from  inside  the  Russian 
program,  delivered  by  two  new  defectors,  one  in  the  winter  of  1992  and  the  last  in  the  fall  of  1993.  In 
addition  the  US  and  British  inspections  in  1993  and  1994  "demonstrated  that  a  'substantial  infrastructure 
with  no  commercial  purpose'  and  with  links  to  the  Russian  military  remains  largely  intact"'  These  issues 


February  10.  1994,  p.  8,  in  respect  to  the  1972  BWC. 

R.  Jef&ey  Smith,  "US  Wary  of  Russian  Germ  Amis;   Despite  Assurances  from  Yeltsin,  Effort  May  Be 
Continuing".  Washington  Post.  April  8.  1994. 

See  also  Thomas  W.  Lippman.  "Administration  Voices  Concern  on  Russian  Treaty  Compliance; 
Congress  Told  Russian  Chemical,  Germ  Weapons  Plans  Are  Suspect",  Washington  Post.  December  11,  1994. 

'  R.  Jeffrey  Smith,  ibid. 
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had  yet  again  been  brought  to  the  attention  of  Russian  President  Boris  Yeltsin,  now  by  President  Clinton 
during  his  visit  to  Moscow  in  January  1994,  during  US  Secretary  of  Defense  Perry's  visit  to  Moscow  in 
March  1994,  and  at  the  September  1994  Yeltsin-Clinton  summit  meeting.  Russia  had  also  submitted  its 
annual  BWC  data  declaration  to  the  UN  in  April  1994,  but  it  provided  "no  additions  to  Russia's  1992 
declaration  of  past  offensive  BW  activities"  -  the  "Form  F'  submission  which  was  to  recount  all  past 
offensive  programs,  going  back  to  1945  -  and  US  officials  had  complained  that  the  1992  Russian 
submission  was  even  retrogressive  in  some  respects  to  the  one  that  the  USSR  had  submitted  in  1988.  One 
consequence  of  the  second  set  of  discussions  was  the  dismissal  of  General  Kuntsevich  on  April  7,  1994 
as  Director  of  the  Russian  Presidential  Committee  on  the  Problems  of  Chemical  and  Biological 
Disarmament.  Another  was  probably  the  Russian  agreement  in  May  1995  to  now  permit  inspection  visits 
to  the  BW  facilities  directly  managed  by  the  Russian  military.  The  visits  were  to  take  place  in  August 
1995.'  As  of  October  1995  they  had  not  yet  occurred.  The  unclassified  version  of  a  special  US 
government  report  in  October  1994  on  Russian  compliaiKe  with  biological  and  chemical  arms  control 
agreements  stated  that  "The  US  continues  to  have  concerns  about  Russia's  compliance  with  the  BWC."' 
Given  the  history  of  these  events  since  1989  -  a  period  of  six  years  -  it  seems  clear  that  neither  the  Soviet 
nor  the  Russian  senior  military  or  political  leadership  is  in  any  great  hurry  to  have  thoroughly  done  away 
with  residual  portions  of  the  USSR's  offensive  BW  program. 

What  were  the  parameters  of  that  program?  In  September  1992  Russian  Deputy  Foreign  Minister 
Grigory  Berdennikov  stated  that  the  post  WWII  Soviet  BW  program  had  been  in  progress  since  1946.'" 


'  R.  JefErey  Smith,  "VS  Aides  Report  Progress  with  Russia  on  In^>ections;  No  Summit  Gains  Cited  on 
Other  Arms  Related  Disputes",  Washington  Post.  May  17,  1995. 

See  also  R.  Jeffrey  Smith,  "XJS  to  Press  Moscow  on  Alleged  Arms  Violations",  Washington  Post.  May 
9,  1995. 

'Report  on  Demonstration  of  Russian  Commitment  to  Comply  with  Three  Agreements  on  Chemical  and 
Biological  We^x>ns,  9  pages,  undated. 

'°The  original  sources  for  the  material  in  this  section  are  for  the  most  part  in  Leitenberg,  1994,  op.  ciL 
See  also: 

-  Confidence  Building  Measure  F;  Russian  Submission,  1992. 

-  Raymond  Zilinskas,  "Biotechnology  in  the  USSR,  Part  I",  Biotechnology,  2  (July  1984),  pp.  610-615; 
"Biotechnology  in  the  USSR,  Part  II",  Biotechnology,  2  (August  1994),  pp.  686-692. 

-  "The  Weapon  of  Special  Designation",  Chapter  20  in  James  Adams,  The  New  Spies:   Exploring  the 
Frontiers  of  Espionage.  Hutchinson,  London,  1994,  pp.  270-283;  337. 

-  Ogonyok;   No.  16,  April  1995,  pp.  36-37. 

-  Anthony  Rimington,  Technology  in  Transition:   A  Survey  of  Biotechnology  in  Russia,  Ukraine,  and  the 
Baltic  States.  Pinter  Publishers,  London,  1992. 
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For  the  most  part,  however,  the  Soviet  institutes,  laboratories  and  administrative  structure  that  were  in 
violation  of  the  BWC  were  established  after  the  1972-75  period,  after  the  United  States  dismantled  most 
of  its  BW  research  apparatus  and  destroyed  its  production  facility  and  BW  stockpile,  and  the  BWC  came 
into  force. 

As  a  result  of  agreements  reached  at  the  Third  Review  Conference  of  the  BWC  in  1986,  the  USSR 
agreed  to  an  exchange  of  information  dealing  with  certain  categories  of  its  microbiological  research 
institutions.  On  13  October  1987  the  USSR  provided  the  first  such  exchange  of  information  which  was 
subsequently  to  be  deposited  annually.  It  reported  five  laboratories  under  Ministry  of  Defense  control: 
(a)  Leningrad  (now  St  Petersburg);  (b)  Kirov;  (c)  Sverdlovsk  (now  Ekaterinburg);  (d)  Zagorsk 
(subsequendy  also  referred  to  under  its  pre-1917  name,  Sergiyev-Posad),  Moscow  oblast;  and  (e)  Aralsk, 
Kzyl-Ordinsky  oblast.  There  was  also  an  open  air  BW  testing  ground  on  an  island  in  the  Aral  Sea.  The 
Leningrad  site  was  under  the  jurisdiction  of  the  USSR  ministry  of  Defense  Scientific  Research  Institute 
for  Military  Medicine,  the  remaining  four  were  under  the  USSR  Ministry  of  Defense  Scientific  Research 
Institute  for  Microbiology. 

The  1989  Soviet  submission  and  the  disclosures  of  the  Soviet  defector.  Dr.  Pasechnik,  in  the  same 
year  exposed  another  whole  system  of  laboratories  that  were  heavily  involved  in  the  BW  program,  but 
were  under  the  control  of  nominally  civilian  agencies.  These  were  the  All-Union  Scientific  Institute  of 
Applied  Microbiology  at  Obolensk,  the  Institute  for  UlQ^pure  Drugs  in  Leningrad,  the  Ail-Union  Research 
Institute  for  Molecular  Biology  in  Koltsovo,  and  a  half  dozen  other  facilities  that  had  been  referred  to  on 
and  off  for  over  a  decade  in  leaks  to  the  press  by  US  intelligence  agencies,  but  also  several  that  had  not 
been  so  identified,  in  Moscow,  and  in  Chekhov.   A  still  classified  1992  US  intelligence  report  referred 


A  declassified  US  National  Intelligence  Estimate  of  September  1954  f  Soviet  Capabilities  and  Probable  Courses 

of  Action  Through  Mid- 1959",  NIE  11-4-54,  p.  24)  indicated  no  knowledge  of  specific  ongoing  Soviet  BW 

programs,  and  another  in  1963  still  indicated  no  knowledge  of  direct  production: 

"We  believe  thai  the  Soviet  Union  has  an  active  BW  research  effort  which  is  suitable  to  support 
a  complete  BW  program,  but  there  is  insufficient  evidence  on  which  to  base  a  firm  assessment 
of  Soviet  BW  offensive  activities.  However,  the  USSR  has  a  comprehensive  biological  warfare 
defensive  program  which  could  lead  to  an  offensive  capability.  The  Soviets  have  concluded 
research  on  antipersonnel  antilivestock,  and  possibly  anticrop  BW  agents.   Although  we  have 
identified  no  mass  production  facility  for  BW  agents  and  have  no  evidence  of  Soviet 
stockpiling  of  such  agents,  research  laboratories  and  existing  plants  for  the  production  of 
vaccines  could  provide  these  agents  in  quantity." 

"Soviet  Military  Capabilities  and  Policies,  1962-1967",  NIE  11-4-63.  pp.  56-57. 
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to  "16  known  and  suspected  (Soviet)  biological  weapons  facilities",  up  from  9  previously  "identified",  a 
number  that  was  soon  increased  to  20.  There  were  also  indications  that  some  BW  R&D  had  been  carried 
out  in  past  years  in  a  system  of  plague  research  laboratories  that  the  USSR  had  maintained  throughout  the 
country. 

This  second  system  of  facilities  were  under  the  jurisdiction  of  the  USSR  Ministry  of  the  Medical 
and  Microbiological  Industry,  which  has  mostly  been  referred  to  as  the  "Biopreparat"  organization  (or 
Glavmikrobioprom,  main  administration  of  the  Microbiology  Industry).  Biopreparat  had  25,000  employees 
and  a  budget  of  100  million  roubles  per  year  in  the  1980's.  However  its  facilities  also  produced  a  wide 
range  of  civilian  products,  and  there  is  no  available  information  to  indicate  what  proportion  of  its  facilities 
or  what  proportion  of  its  staff  were  involved  in  prohibited  B  W  R&D,  although  some  of  the  facilities  were 
wholly  devoted  to  BW  work."  There  were  4(X)  people  working  at  the  Leningrad  (Ultrapure)  laboratory, 
1,200  at  Obolensk,  at  Kirov,  237  senior  scientific  personnel,  at  Koltsovo  over  3,000  personnel,  but 
reportedly  only  about  10  percent  of  that  were  senior  scientists.  General  Kuntsevich's  successor.  General 
Valentin  Yevstigneyev,  (who  had  headed  the  USSR/Russian  BW  defense  program  since  1985)  claimed 
in  September  1992  that  only  "400  scientists  in  Russia  are  engaged  in  the  research."  That  number  seems 
quite  low,  both  for  the  number  that  may  have  been  so  engaged  even  in  1992,  and  most  certainly  in  the 
1980's.  All  in  all  the  overall  size  of  the  Soviet  BW  R&D  program  appears  to  have  been  an  order  of 
magnitude  or  more  greater  than  that  of  the  United  States  at  its  peak  in  the  late  1960's.  In  its  1993  BWC 
declaration,  Russia  listed  five  primary  facilities,  presumably  the  five  under  Ministry  of  Defense  control, 
and  seven  others,  with  a  total  staff  of  at  least  6,000. 

What  is  perhaps  most  interesting  is  what  became  known  regarding  the  management  of  the 
Biopreparat  organization,  which  Deputy  Foreign  Minister  Berdennikov  called  "one  of  the  best-guarded 


"US  Defense  Intelligence  Agency  estimates  late  in  1994  still  referred  to  20  facilities  with  "6,500  to  25,000" 
workers.   ("Russia  Denies  Biological  Weapon  Stockpiling",  Jane's  Defense  Weekly,  May  13,  1995.)  The  manner 
in  which  the  personnel  figure  was  estimated  is  not  known,  and  it  is  so  uncomfortably  wide  an  estimate  -  three 
fold  -  that  it  indicates  that  little  is  actually  known  about  which  facilities  are  actually  doing  what. 

The  names  assigned  to  the  Biopreparat  organization  have  changed  numerous  times,  in  a  manner  not 
atypical  of  certain  Soviet  organizations:   The  AU-Union  Research  and  Production  Association  Biopreparat,  The 
Special  Directorate  of  the  Main  Administration  of  the  Microbiological  Industry,  the  Main  Directorate  Biopreparat 
of  the  USSR  Ministry  of  the  Medical  Industry,  the  State  Concern  Biopreparat.   "On  5  December  1991,  it  was 
transferred  to  the  jurisdiction  of  the  Ministry  of  the  Health  of  Russia. . .  It  is  still  run  by  a  general.  The  facility 
is  guarded,  just  as  before,  by  warrant  officers  of  the  internal  troops.  .  ." 
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secrets  in  the  old  Soviet  Union",  and  one  whose  operations  tlie  Foreign  Ministry  professed  to  know 
nothing  about  as  late  as  the  end  of  1992.  It  was  apparently  spun  off  from  the  Ministry  of  Medium 
Machine  Building,  one  of  the  former  USSR's  eight  defense  industrial  ministries,  and  the  one  responsible 
for  producing  nuclear  weapons.  It  acted  as  an  intermediary  for  funding  and  for  the  supply  of  resources 
to  its  affiliated  members,  and  would  therefore  appear  to  have  been  a  smaller  and  highly  specialized 
analogue  to  the  USSR's  Military  Industrial  Commission  (VPK).  The  important  particulars  are  as  follows:" 

-  It  was  established  by  Central  Conmiittee  directive  in  1973,  and  its  first  head  was  General  V.I. 
Ogarkov. 

-  "Technical  and  scientific  documentation  was  transferred  to  [it]  from  the  Ministry  of  Defense." 
A  directorate  of  the  Defense  Ministry,  presumably  the  one  that  directed  the  Ministry's  own 
biological  warfare  R&D  institutes,  was  its  "customer",  and  it  had  "strictly  military  tasks". 

-  Its  staff,  in  1991  composed  of  150  managers,  operated  "independently  of  the  structure  to  which 
it  technically  belonged",  and  were  "officers  on  loan,  who  had  gained  experience  at  the  biological 
facilities  of  the  Ministry  of  Defense." 

-  It  was  responsible  for  the  construction  of  the  institutes  in  Obolensk  and  Koltsovo,  but  other 
enterprises  as  well  (two  in  Vilnius  are  mentioned)  that  had  nothing  to  do  with  the  biological 
warfare  programme,  and  were  allegedly  a  "cover".   It  also  acquired  several  operating  plants. 

-  Biopreparat  was  referred  to  colloquially  as  "Ogaikov's  system",  after  the  name  of  its  first  director. 
The  system  contained  18  scientific  institutes  employing  25,000  associates,  five  plants  and  a  large 
storage  facility  in  Siberia.  Several  institutes  and  plants  formeriy  subordinated  to  purely  civilian 
departments  such  as  the  Ministry  of  Agriculture  and  the  Ministry  of  Health  also  worked  for  it. 

-  A  "mobilization  program  and  department"  was  organized  within  the  Biopreparat  organization  to 
begin  production  at  short  notice.  "The  equipment  was  mothballed  in  special  shops  (as  a  rule 
operating  biochemical  production  facilities  were  used).  Such  shops  were  idle  at  the  Berdsk  and 
Omutninsk  Chemical  Plants  and  the  Progress  Plants  in  Stepnogorsk.  In  addition  there  was  a  plant 
within  the  organization  of  the  Ministry  of  Agriculture  and  two  plants  within  the  Ministry  of 
Health".  It  is  not  stated,  but  the  "short  notice"  production  presumably  would  have  been  BW  agent 
and  not  vaccine.  It  is  very  likely  that  this  "mobilization  department .  . .  [and]  .  . .  equipment"  is 
the  same  "experimental  technological  lines  for  production  of  biological  agents"  referred  to  in  the 


'^.  Umnov,  "After  20  years  of  silence  the  Soviet  microbes  are  talking",  Komsoinorskava  I>ravda.  30  April 
1992,  in  FBIS-SOV-92-087.  5  May  1992,  pp.  4-6. 

S.  Leskov,  Izvestia.  26  June  1993,  in  JPRS-TND-93-025,  2  August  1993.  pp.  13-17. 
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us,  British  and  Russian  statement  of  15  September  1992.    The  "mobilization  plan"  allegedly 
specified  the  quantity  and  types  of  agents  that  were  to  be  produced  on  command. 

-  After  Dr.  Pasechnik's  defection  in  1989,  "the  special  equipment  in  the  mothballed  shops.  .  .  was 
shipped  out",  some  destroyed  and  some  re-stored  elsewhere.  Allegedly,  documentation  was  also 
destroyed. 

-  There  were  apparently  also  other  mechanisms  of  co-operation  between  the  Ministry  of  Health  and 
Ministry  of  Defense.  Bioprcparat,  for  example,  acted  as  a  channel  for  funding  from  the  Ministry 
of  Health  to  some  of  its  affiliated  institutes.  Other  indications  of  close  relations  between  the  two 
ministries  were  the  roles  played  by  senior  generals,  for  example.  General  Y.  I.  Smimov,  as 
Minister  of  Health.  In  1992,  the  head  of  Biopreparat  was  another  former  General  of  the  Soviet 
Army's  Chemical  Troops,  Yuri  Kalinin. 

-  The  second  Biopreparat  official  who  defected  reported  that  offensive  BW  woric  had  continued 
within  the  Biopreparat  system  even  after  President  Yeltsin's  decrees  of  February  and  April  1992 
and  the  Russian  legislation  of  August  1992,  bOt  that  the  production  plants  had  been  mothballed.'^ 

In  summary,  the  Soviet  military  BW  program  was  quite  large,  with  many  facilities,  spread  across 
the  breadth  of  the  USSR,  secret,  directed  by  a  branch  of  the  General  Staff,  and  its  funding  fimneled 
through  diverse  ministries,  including  civilian  ones.  The  Defense  Ministry's  credibility  was  nil:  the 
General  StalTs  Directorate  for  Bacteriological  Radiation  and  Chemical  Defense  claimed  in  1992  - 
following  President  Yeltsin's  admissions  -  that  all  charges  of  an  active  Soviet  (and  then  Russian)  BW 
program  were  lies,  and  that ". . .  all  work  on  biological  weapons  stopped  in  1975."'''  The  Directorate  was 


"     "Last  autumn,  another  defector  fix)m  the  Biopreparat  Project  came  over  to  British  Intelligence  to 
tell  his  debriefers  what  steps  the  Russian  military  had  taken  to  keep  the  project  going. 

"In  every  facility  that  had  been  opened  for  inspection  to  Western  intelligence,  the  Russians 
had  established  convincing  cover  stories  that  made  it  appear  as  if  each  site  had  been  converted 
to  research  and  manufacture  of  vaccines.  The  secret  work  continued  in  parts  of  the  sites  that 
were  never  visited  by  the  American  or  British  officials.   At  the  same  time,  a  secret  new  facility 
was  being  built  at  Lakhta  near  St  Petersburg.  Far  firom  the  Biopreparat  biological  warfare 
programme  being  shut  down,  it  had  undergone  considerable  modemisadon.  Work  is  continuing 
as  before,  in  defiance  of  Yeltsin's  orders." 
"At  Face  Value",  The  Sunday  Times,  March  27,  1994. 

'*As  late  as  April  1994  portions  of  this  establishment,  with  cooperation  from  sectors  of  the  Russian 
government  -  Radio  Moscow  being  state  controlled  -  were  not  above  a  little  old-fashioned  Soviet-style 
disinformation.  Russian  inspectors  had  visited  the  US  pharmaceutical  firm,  Pfizer,  as  part  of  the  trilateral 
exchange  visits,  and  Radio  Moscow  reported  that  Pfizer  was  "producing  biological  weapons."  Pfizer  had  also 
"not  only  preserved  but  was  modernizing  the  equipment  designed  earlier  to  produce  biological  warfare  formulas." 
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renamed,  but  it  retained  its  existing  staff,  and  its  new  head  became  the  man  who  had  headed  the  Soviet 
BW  program  since  1985.  The  directors  of  individual  laboratories  continued  to  profess  the  toul  innocence 
of  their  respective  institutions,  and  several  strongly  resisted  the  idea  of  or  need  for  conversion  of  their 
R&D  programs  to  civil  needs  and  programs. 

Conversion  of  these  sites  should  have  been  particularly  easy.   Of  all  the  kinds  of  defense  R&D 
installations,  equipment,  and  personnel,  those  in  the  biological  and  medical  related  sciences  are  the  easiest 
to  convert."   In  addition  the  Soviet  Union,  and  then  Russia,  was  in  dire  need  of  every  pharmaceutical 
product  imaginable,  and  domestic  vaccine  manufacture  production  standards  had  been  neglected  for 
decades.   The  needs  were  obvious,  the  relevant  plants  and  trained  personnel  were  all  there,  but  matters 
dragged  for  several  years.  Conversion  programs  were  proposed  but  litUe  seemed  to  take  place.  Funding 
offered  by  Western  nations  for  research  through  the  International  Science  and  Technology  Center  (ISTC) 
offices  established  in  Russia  and  the  Ukraine  was  delayed  by  lack  of  interest  in  the  Russian  parliament 
and  by  bureaucratic  intervention  in  the  Ukraine.   It  was  not  until  March  1994  that  the  ICTS  could  offer 
funding  to  Russian  and  Ukrainian  researchers,  a  delay  of  some  twc  /ears."  More  recenUy  some  efforts 
toward  serious  conversion  have  apparenUy  taken  place  at  some  of  these  sites.  At  Koltsovo  and  Obolensk, 
both  former  Biopreparat  faciUties,  small  private  venture  groups  have  been  established  by  research  staff 
members  to  utilize  their  institute's  facilities  for  production  and  to  market  pharmaceuticals  needed 
domestically  in  Russia.  The  US  Department  of  Defense  has  also  supplied  Nunn-Lugar  funds  to  a  US  firm 
entering  a  joint  venture  with  a  former  Biopreparat  facility  at  Stepnagorsk,  in  Kazakhstan,  to  produce 
vitamins."    In  addition  to  the  U.S.  Department  of  Defense,  both  the  U.S.  Department  of  Energy  and 
NASA  are  funding  collaborative  projects  with  laboratories  inside  fonner  Soviet  BW  institutions,  and 


Radio  Moscow  World  Service,  in  English.  April  12,  1994.  The  charges  were  thus  the  mirror  image  inversions  of 
those  that  the  US  and  the  UK  were  making  to  Russia  in  the  trilateral  consultations. 

/.oo'.T'^  conversion  of  both  the  US  and  fonner  Soviet  BW  R&D  facilities  is  discussed  in  detail  in  Uitenberg 
(1994),  op.  OIL  °' 

"  -   "Tnp  Report  on  Symposium  on  Vaccine  Production  in  Novosibirsk,  Russia,  December  12-14  1994"  US 
Department  of  State,  February  7,  1995.   fllie  laboratory  in  question  is  the  Koltsovo  institution.) 
-    Report  on  Bactenal  Vaccine  Symposium,  State  Research  Center  for  Applied  Microbiology  Obolensk 
April  2-4,  1995",  US  Department  of  State,  undated. 

"Bill  Genz,  "Germ  Warfare  Gives  Way  to  War  on  Germs",  The  Washington  Times.  April  6.  1995. 
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particularly,  it  appears,  with  those  that  were  in  the  Biopreparat  system."  British,  Japanese,  South  Korean, 
Finnish,  Austrian  and  other  phannaceutical  firms  have  also  sought  to  arrange  joint  ventures  with  fonner 
Soviet  "BW"  laboratories.  However  there  is  no  overall  quantitative  estimate  available  as  to  how  much 
of  the  plant  or  personnel  that  was  fonnerly  occupied  by  the  Soviet  BW  program  has  actually  been 
converted  as  of  the  end  of  1995. 

There  remain  the  final  questions;  Why  did  the  USSR  gear  up  a  major  effort  in  BW  precisely  after 
the  BWC  came  into  force?  And  why  was  it  persistently  retained  even  as  the  USSR  and  its  military 
leadership  -  the  General  Staff  -  entered  into  one  major  strategic  arms  control  treaty  after  the  other  INF 
and  START,  the  CFE  Treaty  dealing  with  conventional  weapons,  the  acknowledgement  of  a  chemical 
weapons  stockpile,  the  executive  agreement  with  the  United  States  to  withdraw  all  deployed  naval  tactical 
nuclear  weapons,  and  even  the  dissolution  of  ttie  Warsaw  Treaty  Organization,  and  finally,  the  USSR 
itself!  Surely  each  one  of  these  was  of  far  greater  military  significance  than  the  BW  program?  Yet  they 
were  acceded  to,  while  there  has  obviously  been  a  determined  effort  to  bluff,  procrastinate,  conceal,  and 
draw  out  any  disclosure  of  the  BW  program,  to  hold  on  to  it  as  long  as  possible,  and  to  avoid  putting  a 
definitive  end  to  it 

The  first  clue  is  provided  by  the  following  description  of  the  policy  debate  in  Moscow  at  the  time 
that  the  Biological  Weapons  Convention  was  being  considered  for  signature.  The  author  is  Aricady 
Shevchenko,  the  Soviet  diplomat  who  defected  to  the  United  States,  and  who  at  the  time  under  discussion 
was  a  personal  advisor  to  Soviet  Foreign  Minister  Gromyko. 

"The  military  branch  responsible  for  this...business  has  a  huge  department  in  the  Defense 
Ministry.  It  has  rejected  any  kind  of  international  control  or  oversight.  Several  times  I 
asked  officials  there  why  they  were  so  adamant  The  response  was  always  the  same: 
control  was  out  of  ttie  question  because  it  could  reveal  the  extent  of  the  development  of 
these  weapons  and  would  show  Soviet  readiness  for  their  eventual  use.  .  . 

"While  the  military  strongly  opposed  any  agreement  on  chemical  or  biological  weapons, 
the  political  leadership,  Gromyko  in  particular,  felt  it  necessary  for  propaganda  purposes 


"  Anne  M.  Harrington,  'Redirecting  Biological  Weapon  Expertise:   Realities  and  Opportunities  in  the 
Former  Soviet  Union,"  Chemical  Weapons  Convention  Bulletin.  Issues  #29  (September  1995):  2-5. 

Harrington's  analysis  is  nairow  and  weak  on  the  protential  diversity  of  conversion  possibilities,  except 
for  one  reference  to  bioremediation.  "Commercialization"  is  not  the  main  point--US  has  the  CDC  and  numerous 
analogous  national  government  laboratories  working  in  other  R&D  areas  that  impact  on  social  needs.  Neither  are 
"products  exiwrtable  to  the  West"  What  is  needed  is  production  for  and  processes  that  can  be  applied  in  the 
territory  of  the  former  USSR. 
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to  respond  to  a  proposal  by  Great  Britain  to  conclude  a  special  separate  convention  to 
prohibit  biological  warfare  as  a  first  step.  The  military's  reaction  was  to  say  go  ahead  and 
sign  the  convention;  without  international  controls,  who  would  know  anyway?  They 
refused  to  consider  ehminating  their  stockpiles  and  insisted  upon  further  development  of 
these  weapons.  The  Politburo  approved  this  approach.  The  toothless  convention 
regarding  biological  weapons  was  signed  in  1972,  but  there  are  no  international  controls 
over  the  Soviet  program,  which  continues  apace.  " 
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•     A  second  is  a  purely  formalistic  point,  but  one  which  nonetheless  represents  the  standard  approach 

of  any  industrial  manager  or  resource  allocator  in  the  former  Soviet  defense  industrial  sector.    The 

example  provided  was  given  by  a  Russian  analyst  explaining  the  response  in  1990  to  the  cuts  in  defense 

ministry  orders  for  major  conventional  weapons:  -■  ..    -i  .^ 

"The  majority  of  the  defense  industry  managers  went  into  a  "wait-and-see"  state.   After 
all,  they  were  under  strict  instructions  not  to  tamper  with  the  military  production  lines,  as 
almost  all  of  these  lines  belonged  to  the  reserve  capacity  -  or  mobilization  capacity  - 
which  by  law  caimot  be  sold  or  converted  to  civilian  production."^'' 
This  is  not  too  distant  from  the  1995  remark  of  a  US  administration  official  directly  involved  with  the 

Russian  BW  problem,  that  "it  was  easier  for  them  to  keep  going  than  to  change."  As  powerful  as  inertia 

may  be,  it  does  not  seem  a  sufficient  explanation  for  the  contravention  of  a  major  arms  control  treaty  for 

twenty  years,  and  particularly  in  the  political  climate  of  the  1987  to  1995  period,  nevertheless  it 

undoubtedly  was  the  generic  attitude  of  Soviet  defense  industrial  managers.  And  not  only  in  the  Soviet 

period.   In  June  1994, 

".  . .  Russian  First  Deputy  Defense  Minister  Andrei  Kokoshin  said  that  the  development 
of  dual  use  technology  constitutes  one  of  the  main  priorities  in  Russia's  defense 
conversion  effort  He  said  that  the  Defense  Ministry,  the  State  Committee  for  Defense 
Industries,  and  the  Economics  Ministry  were  jointly  carrying  out  research  in  the  practical 
application  of  dual  use  technology  in  hopes  of  preserving  the  defense  sector's  mobilization 
potential  and  developing  a  national  industrial  policy."^' 
The  production  lines  for  BW  agents  fit  the  definition  of  "dual  use  technology"  as  perfectly  as  anytiiing 

could,  and  it  is  just  that  "mobilization  potential",  which  is  referred  to  in  the  September  1992  trilateral 

statement  as  the  "experimental  technological  lines  for  the  production  of  agents",  that  the  US  and  UK  want 

to  see  dismantied. 


"Arkady  N.  Shevchenko,  Breaking  with  Moscow.  Ballantine  Books,  New  York  City,  1985,  pp.  230-231. 

"Dr.  Alexander  Ozhegov,  (Analytic  Center  of  the  Russian  Academy  of  Sciences)  in  Lars  Wallin  (ed.). 
Proceedings  of  a  Symposiuni  on  the  Post-Soviet  Military-Industrial  Complex.  Stockholm,  October  20,  1993: 
FOA,  The  Swedish  National  Defense  Research  Establishment,  1994,  p.  53. 

"Radio  Free  Europe/Radio  Liberty  News  Briefs,  3:27  (June  27  -  July  1.  1994).  p.  5. 
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The  remaining  explanations  become  more  operative  and  functional,  and  move  in  a  spectnmi  from 
bureaucratic  division  and  inertia  to  an  explicit  strategic  desire  on  the  part  of  the  Ministry  of  Defense  for 
having  made  the  BW  program  in  the  first  place  as  well  as  for  continuing  to  maintain  it.  Some  associated 
with  the  trilateral  process  feel  that  the  Soviets  assumed  for  two  decades  that  they  could  get  away  with  the 
violation,  and  "that  it  has  taken  them  four  years  to  decide  whether  to  tell  the  whole  story,  to  write  the  past 
story."^  In  addition,  they  have  had  an  even  longer  time  -  since  1989  -  to  "clean  up",  prepare,  remove, 
consolidate  and  move  parts  of  the  program.  But  "it's  obvious  that  they  have  tried  to  keep  the  program." 
It  is  also  pointed  out  that  at  any  point  along  the  way  Soviet  officials  could  have  argued  against  disclosure 
on  the  grounds  that  doing  so  would  admit  to  the  past  Soviet  violation  of  the  BCW.  That  is  obviously  true 
although  the  argument  loses  its  meaning  since  continuing  the  program  only  meant  that  an  even  more 
damaging  disclosure  would  follow  at  some  point  later  on. 

When  President  Gort)achev  was  pressured  on  the  question  by  the  American  and  British 
governments  he  was  apparently  "stonewalled"  by  the  Soviet  military.  His  military  advisor.  General 
Akhromeyev,  was  not  particularty  interested  in  having  the  program  ended.  "The  General  Staff  probably 
gave  him  a  memorandum  stating  that  the  United  States  is  doing  the  same,  and  we  have  to  keep  the 
program."  It  dppeais  that  the  Soviet  intelligence  community  did  not  believe  that  the  US  had  relinquished 
its  own  BW  program,  that  President  Nixon  had  actually  shut  it  down  between  1969  and  1972,  before  it 
was  necessary  to  do  so.  The  upsui:ge  in  US  expenditure  for  BW  R&D  during  the  Reagan  administration 
may  also  have  fed  that  suspicioa  That  increase,  of  over  500%  between  1980  and  1986,  raised  questions 
in  the  United  States  as  well  as  to  whether  the  program  was  crossing  the  boundary  between  defensive  and 
offensive  R&D.  For  the  Soviet  military,  maintaining  any  defense  capability  was  desirable,  secrecy  had 
"worked"  in  past  instances  for  the  USSR,  and  it  was  easy  to  keep  secret  Possibly  only  a  small  number 
of  Generals  and  Colonels  were  involved,  perhaps  a  dozen.  The  decision  to  put  the  program  under  the 
cover  of  Biopreparat  was  taken  in  1980,  although  the  organization  had  been  established  some  years  eariier. 
Equally  important  was  the  "paranoid"  tradition  of  the  Soviet  military  culture  and  secrecy:  "if  the  United 
States  wants  something  of  us,  they  want  to  hurt  us."  It  is  possible  that  Gorbachev  may  have  suggested 
that  the  program  be  shut  down;  some  reduction  in  the  size  of  the  program  took  place  at  that  time. 


'^ese  and  the  following  quotations  are  taken  from  interviews  in  1994  and  1995  with  a  half-dozen  present 
or  former  government  officials  -  American,  British,  and  Russian  -  that  have  been  directly  involved  in  the 
trilateral  process,  but  who  cannot  be  identified. 
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One  is  left  with  the  unsatisfactory  conclusion  that  members  of  the  Soviet  General  Staff  saw  a 
strategic  advantage  in  maintaining  the  USSR's  and  then  Russia's  BW  capabilities.  Why  they  should  have 
thought  that  while  at  the  same  time  being  willing  to  relinquish  SS-20  missiles,  large  numbers  of  MIRVed 
ICBM's,  all  naval  tactical  weapons,  tens  of  thousands  of  tanks,  etc.,  still  seems  to  require  an  explanation 
that  it  is  impossible  to  provide. 
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The  Proliferation  of  Biological  Weapons' 

The  years  since  1972  and  1975,  when  the  Biological  Weapons  Convention  was  signed  and  then 
entered  into  force,  have  been  a  severe  disappointment  for  arms  control  in  the  biological  field.  One  official 
US  estimate  is  that  "The  number  of  nations  having  or  suspected  of  having  offensive  biological  and  toxin 
warfare  programs  has  increased  from  4  to  10  since  1972,"^  and  as  the  same  statement  noted,  some  of  the 
10  nations  in  question  "...are  signatories  of  the  BWC."  A  substantia]  number  of  these  countries  are  in  the 
Middle  East,  and  these  have  either  not  signed  or  not  ratified  the  BWC.  In  1992  the  Bush  administration 
made  a  concerted  effort  but  failed  in  the  attempt  to  convince  several  of  the  major  Middle  East  antagonists 
to  either  sign  and/or  ratify  the  BW  Convention.' 


'     Nicholas  Sims  argues  that  it  is  wrong  to  speak  of  "proliferation"  of  BW,  transferring  the  term  from  its 

usage  with  nuclear  weapons. 

"The  BW  case  is  entirely  different ,  because  there  the  legal  norm  is  already  one  of  biological 
disarmament,  and  has  been  so  for  18  years.  So  to  speak  of  'BW  proliferation'  is  misleading; 
for  it  suggests,  by  analogy,  the  existence  of  certain  recognized  (and  even  semi-legitimate) 
possessors  of  BW,  whose  number  it  is  the  object  of  counter-proliferation  policies  to  keep  static. 
...This  Convention  is  a  disarmament  treaty  of  universal  scope,  imposing  equal  obligations  on 
superpowers  and  other  states,  large  and  small,  without  discrimination.  It  brings  together 
declared  non-possessors  of  BW.   All  are  of  equal  status,  because  the  BWC  allows  no  state 
party  to  retain  weapons,  it  preserves  no  group  of  possessor-states  which  might  be  expanded: 
hence,  no  logical  possibility  of  'BW  proliferation'." 

Nicholas  Sims,  "The  Biological  Weapons  Convention:   Progress  Since  Its  Agreement",  presentation  to  a 

conference  at  Wilton  Park  on  Controlling  Biological  Weapons,  July  1993. 

I  have  nevertheless  decided  to  continue  using  the  term  in  relation  to  BW,  as  virtually  all  authors  do. 

^  Barry  J.  Erlick  (DepL  of  the  Army)  in  Global  Siyead  of  Chemical  and  Biological  WeaiX)ns.  Hearings, 
Committee  on  Governmental  Affairs,  US  Senate,  101st  Congress,  First  Session,  February  9,  1989,  page  33. 

These  numbers  were  first  presented  in  US  government  testimony  to  Congress  the  year  before,  in  1988, 
by  Dr.  Thomas  J.  Welch  of  the  US  Dept.  of  Defense,  to  the  House  Committee  on  Armed  Services. 

See  also  John  H.  Cushman  Jr.,  "US  Cites  Increase  in  Biological  Arms",  New  York  Times,  May  4,  1988. 

Another  version  of  this  estimate  reads,  "During  the  20  years  the  BW  Convention  has  existed,  the 
number  of  countries  considered  to  be  developing  or  recently  engaged  in  offensive  BW  programs  has  risen  from  4 
in  1972  to  10  in  1992  -  some  of  which  are  members  of  the  convention."  US  and  International  Efforts  to  Ban 
Biological  Weapons.  US  General  Accounting  Office,  GAO/NSIAD-93-113,  December  1992,  pp.  2-3,  16. 

'    Jordan,  Lebanon,  and  Saudi  Arabia  are  patties  to  the  BWC.  Egypt  and  Syria  have  signed  but  not  ratified. 
Iraq  ratified  only  after  the  end  of  the  Gulf  War  and  the  UNSCOM  process  began.   Israel  has  neither  signed  nor 
ratified.  Iran  has  ratified,  but  is  widely  assumed  to  be  developing  biological  weapons,  and  to  be  in  violation,  as 
Iraq  was  previously. 

It  was  after  the  failure  of  that  diplomatic  effort  that  the  Bush  administration  inserted  a  few  sentences  on 
the  BW  capabilities  of  several  of  the  Middle  Eastern  states  in  the  non-compliance  report  that  it  released  in 
January  1993.   Israel,  however,  was  not  mentioned. 

See  also  W.  Seth  Cams,  "'The  Poor  Man's  Atomic  Bomb',  Biological  Weapons  in  the  Middle  East", 
Policy  Papers  No.  23,  Washington  Institute  for  Near  East  Policy,  1991. 
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With  the  exception  of  the  USSR  and  then  Russia,  and  Iraq  as  a  result  of  the  Gulf  War  and  the 
UNSCOM  process  which  followed  it.  there  has  however  been  no  international  pressure  or  penalty  applied 
against  any  of  the  suspected  BW  states.  Until  around  1988  no  national  or  international  spokesman  even 
made  reference  to  the  development,  and  since  then,  it  has  been  virtually  only  US  spokesmen  that  have 
done  so.  The  statements  have  been  constantly  plagued  however  with  ambiguities  in  their  descriptive 
terminology,  such  as  the  words  "...or  suspected  of  having..."  in  the  statement  quoted  above.  In  1990  the 
Chief  of  Naval  Operations  told  Congress  that  "3  countries  worldwide  now  have  bacteriological  weapons," 
and  that  15  othere  were  sust>ected  of  developing  them."  Three  weeks  later  the  Director  of  Naval 
Intelligence  identified  Iraq,  Syria,  and  the  USSR  as  the  three  "assessed  to  have  (BW)  capability."^  In 
1988,  his  predecessor.  Admiral  Studeman,  had  also  identified  China,  Taiwan,  and  North  Korea  by  name. 
But  what  the  US  governments'  criteria  were  for  the  categories  of  "suspected",  "developing",  and 
"capability"  was  never  specified,  although  in  this  particular  pair  of  statements  "capability"  apparently 
meant  weapons  possessioa  A  statement  in  the  1992  British  Defense  White  Paper  uses  the  same  pattern 
of  ambiguous  phrasing,  noting  that  "about  ten  (nations)  have  or  are  seeking  biological  weapons."  What 
was  worse,  the  number  of  nations  "developing"  or  with  "capability"  were  frequently  aggregated  with  those 
doing  the  same  for  chemical  we^^ns.  What  one  wanted  to  know  explicitly  was  which  nations  had  BW 
R&D  programs,  which  had  gone  into  weapons  development,  and  which  into  production  and  stockpiling 
of  weapons  and  the  BW  agents  to  fill  them.  That  information  was  publicly  unavailable.'  In  1993  the 
Russian  government  released  a  report  which  identified  nations  that  had  biological  weapons  programs  and 
which  was  somewhat  more  explicit  in  categorizing  their  relative  stages  of  development.'  A  larger  study 
on  Biological  Weapons  Proliferation  released  by  two  US  government  agencies  in  April  1994  contained 
only  three  and  a  half  pages  out  of  90  with  information  on  specific  BW  proliferating  nations,  and  contained 


*Adm.  C.  A.  R  Trost,  House  Armed  Services  Committee,  February  20,  1990,  p.  5. 

'    Rear  Adm.  T.  A.  Brooks,  House  Aimed  Services  Committee,  March  14,  1990,  p.  54. 

'    The  Chemical  and  Biological  Weapons  Elimination  Act  of  1991  (PX.  102-182)  requires  an  annual  report 
by  the  President  to  Congress  which  contains  a  complete  list  of  known  or  suspected  BW  programs,  including 
those  that  are  classified. 

US  government  resistance  to  releasing  any  information  on  this  subject  has  been  peculiarly  severe. 
Several  years  of  attempts  to  obtain  the  declassification  of  some  DIA  reports  dating  from  1975  resulted  in  little 
more  than  a  tide  page,  many  blank  pages,  and  one  paragraph  which  reported  that  North  Korea  had  a  national 
Academy  of  Sciences. 

'    Proliferation  Issues:   A  New  Challenec  After  the  Cold  War.  Proliferation  of  Weaixjns  of  Mass 
Destruction.  Russian  Federation  Foreign  Intelligence  Report,  (translation),  JPRS-TND-93-007,  March  5,  1993. 
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little  that  was  not  already  in  the  public  domain.'  Notably,  in  1994,  two  senior  US  government  officials 
stated  that  no  nation  was  presently  known  to  be  producing  and  stockpiling  BW  agents.  Iraq  had  been 
doing  so,  but  as  a  result  of  the  Gulf  War  in  1991  has  not  been  doing  so  since  then.  Some  countries 
apparently  have  B  W  production  and  assembly  facilities,  but  maintain  them  in  a  standby  capacity,  and  were 
not  at  the  moment  actually  producing  BW  agents  in  them.  Wliether  such  countries  had  tested  weapons, 
tested  the  production  lines,  etc.  again  remained  unstated,  but  one  would  have  to  presume  that  they  had. 

It  is  interesting  to  look  for  a  moment  at  the  historical  record  of  allegations  regarding  national  BW 
programs,  and  their  eventual  resolution: 

-  US  allegations  between  1976  and  the  early  I990's  of  a  Soviet  program,  and  even  of  a  continuing 
Russian  one,  proved  corrccL  The  Soviet  denials  were  false. 

-  Israeli  and  other  allegations  in  the  late  1980's  regarding  the  Iraqi  program  proved  correct,  and  the 
years  of  Iraqi  denials,  both  before  and  after  1990,  were  false.' 

There  are  several  differences  in  the  lists  that  have  been  produced  by  US  and  Russian  intelligence  agencies 
of  nations  alleged  to  have  BW  programs,  and  it  will  be  interesting  to  see  the  eventual  resolution  of  these 
discrepancies. 

There  are  also  two  major  historical  allegations  of  BW  use  in  thepost  WWn  period.  On  both 
occasions  the  United  States  was  charged  with  having  used  BW.  The  USSR,  China  and  North  Korea 
accused  the  United  States  of  using  BW  during  the  Korean  War""  and  Cuba  accused  the  United  States  of 
using  BW  over  a  period  of  decades.    In  both  cases  the  allegations  included  the  total  panoply  of  BW 


'    Biological  Weapons  Proliferation,  Technical  Report,  US  Anny  Medical  Research  Institute  of  Infectious 
Diseases  and  the  Defense  Nuclear  Agency,  April  1994. 

See  also,  "Technical  Aspects  of  Biological  Weapons  Proliferation,"  Chapter  3  in  Technologies 
Underlying  Weapons  of  Mass  Destruction.  Office  of  Technology  Assessment,  US  Congress,  December  1993,  pp. 
71-1 17,  and  Proliferation  of  Weapons  of  Mass  Destruction:   Assessing  the  Risks.  Office  of  Technology 
Assessment,  US  Congress,  1993. 

'"Israel  Vows  Action  Against  Iraqi  Germ  Research",  The  Washington  Times.  January  19,  1989.  (Israeli 
sources  presumably  provided  the  information  that  was  carried  in  several  ABC-TV  news  reports  at  roughly  the 
same  time.) 

'°  Milton  Leitenberg,  "Allegations  of  Biological  Warfare  in  China  and  Korea,  1951-1952",  The  Prevention 
of  CBW.  vol.  5,  in  The  Problem  of  Chemical  and  Biological  Warfare,  SIPRI,  Stockholm  International  Peace 
Research  Institute.  1971,  pp.  238-258. 
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agents:  anti-human,  anti-plant  (crops),  and  anti-animal  (domesticated)."  The  USSR  periodically  made 
other  charges  that  the  US  had  used  BW  (in  the  eariy  1950's.  against  crops  in  Eastern  Europe;  in  1964. 
in  Colombia;  in  1968.  in  Vietnam).  The  United  States  has  denied  all  of  these  charges,  and  they  are 
nearly  universally  considered  by  the  international  aims  control  community  to  be  fraudulent  and 
propagandistic  allegations.  Because  of  the  severely  detrimental  effect  on  amis  control  of  fraudulent 
allegations,  the  major  charges  dealing  with  the  Korean  War  as  well  as  the  Cuban  ones  should  have 
received  more  serious  examination  long  before  this  time.  They  should  be  either  definitively  uncovered 
or  definitively  disclosed  to  be  firaudulent 

Of  more  immediate  and  practical  importance  is  the  question  of  the  degree  to  which  BW 
proliferating  states  need,  obtain,  and  benefit  from  technology  transfers  from  industrialized  states.  For 
example, 

"Given  Iraq's  relatively  primitive  scientific  and  industrial  base  in  biotechnology,  the  BTW 

programme  relied  initially  on  access  to  foreign  technology  and  expertise.    Companies 

from  France,  West  Gennany,  the  Soviet  Union,  and  the  United  States  played  important  - 

and  only  partly  unwittingly  -  roles  in  Baghdad's  efforts  to  acquire  biological  weapons."" 

The  Syrian  BW  program  appears  to  have  depended  on,  and  benefited  from,  similar  technology  transfers. 
The  issue  is  of  immediate  significance  due  to  the  continued  pressure  at  BWC  Review  Conferences  and 
preparatory  meetings  for  additional  biotechnology  transfers  under  Article  10  of  the  Convention,  and  most 
particularly,  the  constant  harping  on  this  issue  above  all  by  Iran,  a  nation  now  suspected  of  having  an 
active  BW  program. 

There  are  several  aspects  to  the  problem:  transfer  of  plant  and  equipment,  technology,  and 
knowledge,  including  foreign  scientists  working  in  another  country's  BW  program.  In  the  last  category, 
the  emigration  of  former  Soviet  BW  scientists  to  Iran  or  other  Middle  East  countries  (and  some  former 
Soviet  BW  scientists  have  gone  to  developing  countries),  and  South  Africans  to  Libya,  has  been  the  more 
recent  concern.  Questions  can  also  be  raised,  however,  about  US  government  practices  in  eariier  years. 
Some  of  these  may  very  well  have  acted  in  the  way  the  US  Atoms  for  Peace  program  diffused  knowledge 


All  of  the  Cuban  charges  are  summarized,  as  are  other  post  WWn  Soviet  aUegations  of  BW  use  made 
against  the  US,  on  p.  183  of  Milton  Uitenberg,  "A  Return  to  Sverdlovsk:   AUegations  of  Soviet  Activities 
Related  to  Biological  We^wns",  Anns  Control.  12:2  (September  1991). 

"J.  Tucker,  op.  cit,  p.  237. 
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regarding  nuclear  technologies,  which  particular  recipient  countries  may  subsequently  have  redirected  to 
research  in  their  nuclear  weapon  development  programs.  For  example,  in  1967,  US  military  services 
maintained  seven  overseas  laboratories  doing  research  on  infectious  diseases:  the  Airny,  four,  the  Navy, 
two;  and  the  Air  Force,  one,  with  a  total  of  over  885  foreign  national  employees.  Did  the  NAMRU 
groups  -  US  naval  medical  research  units  -  situated  in  Taiwan  and  Egypt  and  in  part  staffed  by  local 
scientists,  gradually  stimulate  local  government  interest  in  BW?"  Although  a  NAMRU  unit  was  never 
situated  in  Israel,  in  some  years  the  US  Department  of  Defense  simultaneously  provided  research  contracts 
to  Israeli  and  to  Egyptian  scientists  on  subjects  related  to  BW.  Each  year  some  300  to  400  foreign  visitors 
visit  the  laboratory  facilities  of  USAMRIID,  the  United  States  Army  Research  Institute  of  Infectious 
Diseases  at  Fort  Detrick,  Maryland."  Other  visitors  visit  DoD  contractor  laboratories.  The  great  majority 
of  these  visits  are  simply  short  day-long  tours  of  the  laboratories,  a  very  few  come  to  work  on  projects 
of  up  to  a  year.  There  are  two  contradictory  ways  to  appraise  the  potential  of  such  visits:  they  could  be 
considered  excellent  and  desirable  Confidence  Building  Measures  (CBM's),  precisely  fitting  one  of  the 
category  of  CBM's  developed  in  recent  years  under  the  BWC  to  demonstrate  the  transparency  of  national 
programs.  On  the  other  hand  they  could  be  considered  to  carry  the  risk  of  transferring  knowledge  to  a 
potential  BW  proliferator.  There  are  reportedly  a  substantial  number  of  Iranian  scientists  working  at  the 
Cuban  national  biotechnology  institute:  given  the  existing  strong  suspicions  of  an  Iranian  BW  program, 
their  presence  as  researchers  in  another  nation's  laboratory  is  far  more  likely  to  provide  assistance  to 
Iranian  proliferation  than  to  produce  any  benefits  of  Cuban  transparency. 

The  training  personnel  that  accompany  turnkey  plants,  and  other  technical  personnel  supplied  by 
contractors  for  at  least  initial  operation,  maintenaiKe,  and  production,  are  an  obvious  path  of  technology 
transfer  -  aside  from  the  equipment  itself  -  to  any  nation  developing  a  BW  program.  (It  seems  that 
technical  personnel  from  West  Germany  perfortned  this  role  in  Iraq.)  The  Enhanced  Proliferation  Control 
Initiative  (EPCI)  of  November  1990  enacted  by  the  US  administration  was  aimed  at  controlling  the 


"  The  US  Army  facility  in  Thailand  employed  325  foreign  nationals,  the  Navy  (NAMRU)  lab  in  Taiwan, 
285,  and  that  in  Egypt,  156.  The  Partjcipanon  of  Federal  Agencies  in  International  Scientific  Programs.   Report, 
Committee  on  Science  and  Astronautics,  US  House  of  Representatives,  90th  Congress,  1st  Session,  1967,  pp. 
132-133. 

'*  Of  122  foreign  visitors  selected  for  a  survey  in  the  two  years  between  June  1988  and  June  1990,  33  came 
from  the  United  Kingdom,  but  the  next  highest  number,  28,  came  from  Israel,  and  8  from  China. 

Defense  Research:   Protecting  Sensitive  Data  and  Material  at  10  Chemical  and  Biological  Laboratories. 
US  Government  Accounting  Office,  NSIAD-91-57,  July  1991,  p.  21. 
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transfer  of  dual  use  technology  relevant  to  biological  weapons  (as  well  as  chemical  and  nuclear 
weapons)."  Its  promulgation  very  likely  owed  something  to  the  developments  in  Iraq,  but  it  was  primarily 
motivated  by  the  fact  that  the  Bush  administration  had  vetoed  Congressional  legislation  that  strengthened 
US  nonpnoliferation  policies.    In  addition,  the  Bush  administration  opposed  both  the  Omnibus  Export 
Administration  Act  of  1991,  which  encouraged  international  sanctions  against  countries  that  used  chemical 
or  biological  weapons  in  violation  of  international  law,  and  the  Nonproiiferation  of  Weapons  of  Mass 
Destruction  and  Regulatory  Improvement  Act  of  1992,  which  would  have  denied  funding  to  international 
development  institution  until  such  institutions  revoked  the  membership  of  countries  that  did  not  adhere 
to  nuclear,  chemical,  and  biological  nonproiiferation  regimes."   Neither  measure  was  approved  by  the 
Congress.  The  administration  opposed  both  on  the  grounds  that  mandatory  legislated  sanctions  would  be 
an  infringement  on  presidential  authority.  Nevertheless  amendments  to  the  provisions  of  the  Anns  Control 
Export  Act  that  were  passed  by  Congress,  and  were  not  vetoed,  contained  requirements  that  mandated 
major  US  sanctions  against  a  country  that  used  chemical  or  biological  weapons.  Unfortunately,  the  same 
legislation  provided  the  President  with  the  authority  to  waive  the  mandatory  sanctions  on  the  grounds  of 
US  national  security."  The  value  of  legislated  mandates  had  been  made  clear  in  1989.  The  United  States 
had  accused  Iraq  of  using  chemical  weapons  against  the  Kurdish  population  inside  Iraq  in  August  1988. 
Those  allegations  led  the  US  Senate  to  pass  legislation  imposing  economic  sanctions  on  Iraq,  overriding 
strong  objections  to  the  legislation  by  the  US  Department  of  State  during  the  Bush  administration.  Early 
in  1989,  although  government  officials  admitted  that  they  believed  Iraq  was  developing  biological  agents, 
they  said  ".  .  .that  they  do  not  want  to  get  into  another  public  feud  with  the  Iraqis"  over  the  issue  -  and 
nothing  was  done." 


"  -  Chemical  and  Biological  Weapons  Proliferation;  Executive  Order  12735,  November  16,  1990. 
-  Fact  Sheet  on  Enhanced  Proliferation  Conirol  Initiative;  The  White  House,  Office  of  the  Press 
Secretary,  December  13,  1990. 

"  No"-Proliferarion  Regimes:   Policies  to  Conirol  the  Spread  of  Nuclear.  Chemical,  and  Biological 
Weapons  and  Missiles,  Report  to  the  Committee  on  Foreign  Affairs,  US  House  of  Representatives  CRS-FAND 
March  1993.  pp.  37-38.  ,    xw  x-ru  ly. 

"It  is  known  that  the  administration  has  provided  the  Congress  with  many  classified  notifications  of 
violations  of  provisions  of  the  act   Due  to  the  classification  of  these  notificationa  it  is  not  known  if  any  of  the 
violations  penam  to  the  BW  provisions  of  the  act.  or  to  other  provisions,  and  if  so.  what  nation  may  be 
responsible,  or  whether  ajm  of  the  five  possible  sanctions  have  been  invoked,  or  waived. 

David  B.  Otioway.  "Official  Denies  Iraq  Has  Gem  War  Plant".  Washington  Post.  January  19,  1989. 
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The  remainder  of  the  section  on  proliferation  is  composed  of  summaries  of  the  available 
knowledge  regarding  specific  countries  having  biological  weapon  development  programs. 
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Nations  Having  BW  Programs  At  Least  Approaching  Weaponization 


Russia:   Ambiguity  regarding  continuation  of  offensive  program 
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governments  Foreign  Intelligence  (UK,  1991) 

(1995)  Report.  1993 
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'    -"SuiOToil  of  Rtu  Admiral  Thomu  A.  Brook..  USN.  Director  of  N.vJ  Intelligtiice.  before  the  Se^»wer.  Strategic,  and  Criticl 
M»teri«li  Subcooimittee  rf  the  Hotue  Aimed  Sejvicei  Committee,  on  Intelbgenee  iMuei".  14  M«reh  1990.  p.  54. 

^        ","^!:T°'"'  "*  *^  '^*°^  *'°™  °  StDdem«.  USN.  Director  of  N.vJ  InlelKgeoce.  before  the  Seapower.  Strategic,  ud  Critic^ 
M«ien«li  Subcommittee  o*  the  Howe  Aimed  Se»vice»  CommiOee.  on  Inteffigence  luuej-.  1  March  19S«  p  4« 

.  =  "^1^"'  "^  ^''"^  '=-'^-  ■•■«»«.  USN.  Chief  of  Naval  Operation,  before  the  Senate  Aimed  Semce.  Committee  co  the  Poiture 
and  R«al  Year  1991  Budget  at  the  United  Statei  Navy".  Fibraaiy  28.  1990. 

a,  ^'  "^""^  P'«t>««l  f«  Deliveiy  by  the  Hoaroable  Dick  Cheney.  Secretaiy  of  Defense.  American  brael  Pubbc  Affain  Committee 
WaihmglOQ.  DC.  1 1  Jane  1990^.  Newt  Releaw.  No.  294-90.  p.  4. 

,        'P'°'tf'"^«'  l"-**:   A  New  Ch.lle«.e  After  the  QJd  War.  ProliferalioB  of  Weanoo.  of  Mas.  Deitnicrion  R...ri.n  F>H,„n.^  i^„.„ 
InleOigaice  Report,  (tnnilatiaa),  n>RS-TNI>-93-007.  Much  5,  1993 

Y/i*  Guardian.  (UK).  September  5.  1991.  TTii.  Kwrce  i.  included  becaiM  it  i.  ..mined  to  derive  its  inforaianoo  from  UK  government 
roorce..  whidi  have  referred  to  -aro»d  10"  nation,  with  "or  Peking"  BW.  However,  the  mdarion  of  Lac.  and  Viettam  «xm  veiy  dubious, 
particolaily  if  they  refer  to  the  US  TeUow  Rain"  allegationt  of  the  mid-1980s. 

In  1994.  a  Congreuiooal  ReKuch  Service  report  included  a  table  o€  nation,  either  posKising  or  having  "program.-  of  weapon,  of 
nm.  d«truct.oo.   For  Biological  Weapons  it  brted  Ru«ia  u  the  only  nation  with  ■po«e.rioo  coofirnied."  Iraq  a.  "clear  intent"  (which,  by 
1994.  .hould  .!«,  have  been  m  the  "confimied"  column).  China,  India.  Pakistan.  North  Korea.  Taiwan.  Iran  uid  Syria  a.  "probable 
poswasion    and  Egypt  and  Ubya  a.  "m.pecled  program.."   Tlie  interertng -or  anomalou.-brting.  are  of  India  and  Paki.lai.  which  have  not 
otherwi«  been  mcluded  m  my  mclasnfied  official  US  bstings. 

J.  M  CoUin.  «.  al,  Nudear.  Biological  and  Chemical  Weapon  Probferation:   Potential  t^taxy  Counlemieasure..  Congre..iooal  Reuarch 
^rvioe,  94-528S,  July  5,  1994,  page  2.  
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(Other  versions  of  this  table,  essentially  based  on  the  sources  in  Footnote  1,  were  published  by  Elisa  Harris 
(1991).  Nicole  Ball  and  Robert  McNamara  (1990),  and  Steve  Fetter  (1991),  the  Office  of  Technology 
Assessment.  US  Congress,  Proliferation  of  Weapons  of  Mass  Destruction,  1993,  p.  82,  and  Ivo  Daalder  (1994).) 

Of  those  countries  that  developed  BW  after  World  War  Q  to  the  stage  of  weapons  acquisition,  virtually 
all  either  acquired  all  three  categories  of  weapons  of  mass  destruction  (nuclear,  chemical,  and  biological),  or  at 
least  two  and  have  made  attempts  at  a  third: 

-  the  United  States,  USSR,  France,  the  UK,  China,  and  South  Africa  procured  all  three; 

-  Iraq,  had  chemical  and  biological,  and  was  in  advanced  development  of  nuclear, 

-  Israel,  has  nuclear  and  chemical;  biological  is  unknown; 

-  Iran,  has  chemical  and  biological;   seeks  nuclear, 

-  Libya,  has  chemical;  has  sought  nuclear  for  decades,  and  is  seeking  biological; 

-  Syria  has  chemical  and  biological; 

-  North  Korea  has  chemical;   sought  nuclear,  and  accepting  the  Rurrisn  assessment, 

apparently  has  biological; 

-  India  and  Pakistan  have  nuclear,  chemical  and  biological  are  unknown; 

-  Taiwan  has  chemical.  South  Korean  chemical  is  ambiguous,  and  both  had  incipient  nuclear 
programs  in  the  late  1970's. 

According  to  a  statement  by  former  CIA  Director  Woolsey  in  1994,  nations  developing  and  procuring 
BW  have  usually  done  so  following  their  procurement  of  CW,  and  it  has  frequently  been  stated  that  various  Arab 
states  in  the  Middle  East  developed  chemical  weapons  because  of  Israel's  possession  of  nuclear  weapons.  There 
are  no  statements  or  analyses  that  have  extended  this  rationale  specifically  to  their  development  of  biological 
weapons  as  well,  although  it  is  an  easy,  logical  extension  to  make.  In  Anthony  Cordesman's  phrase,  "Nations 
that  are  interested  in  biological  weapons  are  already  interested  because  they  offer  an  alternative  to  nuclear 
weapons....'   It  would  not  be  altogether  surprising  if  one  learned  that  some  governmental  policy  group  in  these 
states  that  had  considered  or  was  urging  the  acquisition  of  nuclear  weapons  had  spun  off  the  suggestion  to 
develop  biological  weapons.  Nevertheless,  nothing  is  publicly  known  regarding  the  policy  decisions  in  these 
states  regarding  BW  development. 
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IRAQ 

Iraq  signed  the  Biological  Weapons  Convention  on  May  11,  1972;  however  it  never  went  on  to 

ratify  the  treaty.  In  July  1989,  a  US  administration  spokesman,  in  response  to  a  Congressional  committee 

question  which  noted  that  in  recent  months  there  had  been  a  series  of  reports  on  growing  Iraqi  capabilities 

in  biological  and  nuclear  weapons,  replied. 

"We  are  concerned  by  indications  that  Iraq  is  seeking  to  develop  a  biological  military  c£|»bflily. 
However,  we  have  no  evidence  that  Iraq  has  violated  the  1972  Convention  on  biological  warfare. 
Under  that  convention,  'prophylactic  research'  is  permitted."' 

The  response  apparently  was  very  much  in  error,  and  contrary  information  was  available  to  the 
US  government  and  to  several  other  governments  at  the  time  that  it  was  made.  In  January  1989,  Anthony 
Cordesman,  then  an  aide  to  Senator  John  McCain  and  with  access  to  classified  information,  stated  that 
western  intelligence  agencies  ".  .  .  would  affirm  that  Iraq  has  biological  agents  in  actual  production  and 
is  stockpiling  them  for  military  use"^,  and  in  print  wrote  that  there  was  evidence  at  the  end  of  1988  that 
Iraq  ".  .  .  was  producing  botulinimi  toxin  in  military  quantities,  or  some  similar  agent''.  In  the  same 
month  Secretary  of  State  George  Shultz  disclosed  the  Iraqi  BW  "capability"  and  the  West  German 
government  corroborated  it*  In  1992  Human  Rights  Watch  disclosed  the  finding  of  a  document  captured 
by  Kurdish  forces  in  Northern  Iraq  which  they  interpreted  as  evidence  that  Iraq  had  deployed  biological 
weapons  in  the  field  during  its  war  with  Iran.'  Following  the  Persian  Gulf  War  the  US  Dept.  of  Defense's 
official  report  to  Congress  stated: 

"By  the  time  of  the  invasion  of  Kuwait,  Iraq  had  developed  biological  weapons.    Its 


'  Developments  in  the  Middle  East;  July  1989;  Hearing,  Committee  on  Foreign  Affairs,  House  of 
Representatives,  July  12,  1989,  pg.  88. 

-  Anthony  Cordesman,  remaiks  to  ABC  News,  January  17,  1989,  quoted  in  Seth  Caius,  The  Genie 
Unleashed:   Iraq's  Chemical  and  Biological  Weapons  Program.  Policy  Papers  #14,  Washington  Institute  for 
Near  East  Policy,  1989,  pg.  29. 

'  Anthony  Cordesman,  "Creating  Weapons  of  Mass  Destruction",  Armed  Forces  Journal.  —  (February  1989), 
pg.  56. 

*  Thomas  F.  O'Boyle,  "Bonn  Backs  US  Charge  That  Iraq  Can  Produce  Biological  Weapons",  Wall  Street 
Journal.  January  23,  1989.   Sec.  Shultz's  remarks  were  made  around  January  18,  1989. 

'  Letter  lo  Rolf  Ekeus,  Chairman,  UNSCOM.  December  29,  1992.  10  pages.  Human  Rights  Watch.  The 
Iraqi  document  is  dated  March  8,  1986,  and  asks  miliatry  units  to  supply  an  inventory  ":  .  .  of  Biological  and 
Chemical  Materials". 
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advanced  and  aggressive  biological  warfare  program  was  the  most  extensive  in  the  Arab 
world.  .  .  [T]he  program  probably  began  in  the  late  1970s  and  concentrated  on 
development  of  two  agents  -  botulinum  toxin  and  anthrax  bacteria.  ...Large  scale 
production  of  these  agents  began  in  1989  at  four  facilities  near  Baghdad.  Delivery  means 
for  biological  agents  ranged  from  simple  aerial  bombs  and  artillery  rockets  to  surface-to- 
suiface  missiles."* 

Before  ground  combat  in  Iraq  began,  official  US  pronouncements  had  shifted  completely  to 
unqualified  statements  of  Iraq's  possession  of  biological  weapons.  In  September  1990,  CIA  Director 
William  Webster  publicly  stated  that  Iraq  had  a  "sizeable  stockpile"  of  biological  weapons,  and  "US 
intelligence  sources  have  reported  that  Iraq  has  produced  a  stockpile  of  biological  weapons  and  will  have 
a  'militarily  significant  number'  of  them  ready  for  battlefield  use  in  a  few  months.  .  .  Officials  said  that 
Iraq  had  worked  intensively  the  past  two  years  to  develop  a  biological  we^wns  program.  .  ."'  The  US 
initiated  a  crash  program  to  produce  an  anthrax  vaccine  and  to  inoculate  US  service  personnel  deployed 
to  the  Persian  Gulf.  Obviously  the  government  felt  that  it  had  uncovered  sufficient  information  to  be 
convinced  that  anthrax  was  one  of  the  agents  that  the  Iraqi  BW  program  had  developed  for  use.' 

The  subsequent  disclosure  of  the  nature  and  dimensions  of  Iraq's  BW  program  would  not  have 
come  about  if  not  for  Iraq's  defeat  in  the  Gulf  War  and  the  subsequent  unprecedented  resolutions  by  the 
UN  Security  Council  which  imposed  a  series  of  demands  and  constraints  on  Iraq's  military  capabilities. 
These  provided  for  the  ability  to  go  anywhere  within  Iraq  at  any  time  to  search  for  and  to  destroy  all  of 
Iraq's  weapons  of  mass  destruction  in  all  categories,  and  to  assure  that  they  could  not  be  reconstituted.' 


'  The  Conduct  of  the  Persian  Gulf  War  Final  Report  to  Congress,  Washington  D.C.,  US  Department  of 
Defense,  April  1992;   pages  18-19;  quoted  in  Jonathan  B.  Tucker,  "The  Future  of  Biological  Warfare",  in  W.T. 
Wander  and  Eric  H.  Amett,  The  Proliferation  of  Advanced  Weaponry:  Technology.  Motivations,  and  Resiwnses. 
American  Association  for  the  Advancement  of  Science,  Washington  D.C.,  1992,  p.  54. 

Despite  the  presence  of  Soviet  technical  specialists  of  various  sorts  in  Iraq  until  the  beginning  of  the 
Gulf  War  bombing  campaign  at  the  end  of  1990,  and  having  expert  Russian  personnel  participating  in  the 
UNSCOM  BW  inspection  teams  in  Iraq,  as  late  as  1993  the  Russian  F.I.S.  prohferation  report  was  coy  on  the 
question  of  Iraq's  previous  possession  of  BW.  It  expressed  scepticism  of  the  "conjecture"  thai  Iraq  had 
developed  or  produced  BW  weapons. 

'  Molly  Moore,  "Iraq  Said  to  Have  Supply  of  Biological  Weapons",  Washington  Post.  September  29.  1990. 

'  Malcolm  W.  Browne.  "Army  Reported  Ready  for  Iraqi  Germ  Warfare",  New  York  Times.  January  6.  1991. 

' "...  8.   Decides  that  Iraq  shall  unconditionally  accept  the  destruction,  removal,  or  rendering  harmless, 
under  international  supervision,  of:  a)  all  chemical  and  biological  weapons  and  all  stocks  of  agents  and  all 
related  subsystems  and  components  and  all  research,  development,  support,  and  manufacturing  facilities. .  . 
"9.  Decides,  for  the  implementation  of  Paragraph  8  above,  the  following:  :•  - 
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Iraq  infonned  the  UNSCOM  7  inspection  team  that  visited  Salman  Pak  in  August  1991  that  BW  related 
work  had  begun  there  in  mid- 1986  and  ended  in  the  aummn  of  1990,  with  all  research  materials  destroyed 
at  that  time.  The  UNSCOM  team  decided  however  that  the  program  had  started  earlier,  probably  in  1983, 
as  that  was  the  year  in  which  the  construction  of  Salman  Pak  was  completed.  The  facility  included  the 
special  construction  of  an  aerosol  test  chamber  which  had  been  used  for  testing  botulinum  toxin.'"  But 
once  again,  first  impressions  regarding  Iraq's  BW  program  underwent  a  significant  change  in  the  course 
of  several  years  experience.  Writing  in  early  1992,  the  Special  Advisor  to  UNSCOM  wrote  "The 
destruction  of  biological  weapons  capabilities  has  not  posed  any  problem.  The  relevant  major  facilities 
were  completely  destroyed  later  during  the  hostilities.""  Two  years  later,  by  the  end  of  1994,  it  was 
apparent  that  detennining  exactly  what  Iraq  had  done  in  the  way  of  biological  weapons,  where  it  had  been 
done,  and  whether  or  not  it  was  all  gone  had  turned  out  to  be  the  most  elusive  task  for  UNSCOM  to 
resolve.  Rather  that  having  been  "completely  destroyed",  Iraq's  BW  plant  was  dismantled  by  Iraq  itself, 
with  some  portions  obliterated  and  others  cached.  For  a  year  and  a  half  Iraq  denied  having  any  BW 
program  at  all,  and  once  it  admitted  that  position  to  be  false,  its  successive  series  of  submissions  to 
UNSCOM  over  a  period  of  two  and  a  half  additional  years  were  one  after  the  other  considered 
misinformation  for  the  greatest  part  As  it  eventually  turned  out  -  in  August  1995  -  that  was  most 
certainly  the  case.  At  the  end  of  1994  a  report  to  the  UN  Security  Council  by  the  UN  Secretary  General 
had  stated  ~ 


"(a)  Iraq  shall  submit  to  the  Secretary-General,  within  fifteen  days  of  the  adoption  of  this  resolution,  a 
declaration  of  the  locations,  amounts,  and  types  of  all  items  specified  in  paragraph  8,  and  agree  to  urgent,  on-site 
inspection  as  ^>ecified  below.  .  . 

"i)  the  forming  of  a  Special  Commission,  which  shall  carry  out  immediate  on-site  inspection  of  Iraq's 
biological,  chemical,  and  missile  capabilities,  based  on  Iraq's  declarations  and  the  designation  of  any  additional 
locations  by  the  Special  Commission  itself;   ii)  the  yielding  by  Iraq  of  possession  to  the  Special  Commission  for 
destruction,  removal,  or  rending  harmless. .  . 

"10.  Decides  that  Iraq  shall  unconditionally  undertake  not  to  use,  develop,  construct,  or  acquire  any  of 
the  items  specified  in  paragraphs  8  and  9  above  and  requests  the  Secretary-General,  in  consultation  with  the 
Special  Commission,  to  develop  a  plan  for  the  future  ongoing  monitoring  and  verification  of  Iraq's  compliance 
with  this  paragrjq>h,  to  be  submitted  to  the  Council  for  approval  within  120  days  of  the  passage  of  this 
resolution.' 

"*  Chemical  Weapons  Convention  Bulletin,  No.  13,  Seqnember  1991.  p.  22. 

The  1983  date  would  also  corroborate  the  statement  by  an  Iraqi  microbiologist  who  defected  to  Iran  and 
claimed  that  Iraq  had  devekiped  and  tested  biological  agents  as  early  as  1983.  Shyam  Bhata,  "Iraq  Scientist 
Tells  Ten  Year  Secret",  The  Observer.  August  9.  1992. 

"  Johan  Molander,  "The  United  Nations  and  the  Elimination  of  Iraq's  Weapons  of  Mass  Destruction:  The 
Implementation  of  a  Cease-Rre  Condition",  in  From  Versailles  to  Baghdad:  Post- War  Armament  Control  of 
Defeated  States,  Fred  Tanner  (editor).  United  Nations  (UNIDIR),  New  York.  1992,  p.  151. 
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".  .  .  Iraq's  attitude  to  the  provision  of  data  and  supporting  evidence  still  fell  far  short  of 
its  obligation  to  provide  full,  final,  and  complete  disclosures  of  its  past  proscribed 
programmes  and  of  its  current  and  recent  dual-purpose  capabilities  subject  to  ongoing 
monitoring  and  verificatioa  It  appears  that  many  of  Iraq's  declarations  are  incomplete 
and  sometimes  contradictory.  The  Commission  has  both  direct  and  indirect  evidence  that 
Iraq  is  still  failing  to  declare  equipment  and  material  acquired  for  and  capable  of  use  in 
proscribed  programmes  and  that  its  accounts  of  certain  of  its  projects  do  not  reflect  their 
true  purpose  and  their  role  as  part  of  now  proscribed  weapons  programmes.  In  general, 
in  relation  to  past  programmes,  Iraq  has  not  volunteered  information  and  has  shown 
marked  lack  of  transparency,  disclosing  information  only  when  confronted  with  evidence 
by  the  Commission.  Iraq  maintains  its  claim,  not  believed  by  the  Commission,  that  it  has 
destroyed  all  documentation  related  to  these  programmes  and  that  no  other  tangible  proofs 
exist  to  support  its  accounts.  Indeed,  events  of  the  past  six  months  have  strengthened  the 
Commission's  conviction  that  important  documentation  still  exists  and  that  the  Iraqi 
authorities  have  taken  the  conscious  decision  not  to  release  it  freely  to  the  Commission. 
In  any  case,  Iraq  has  not  fulfilled  its  undertaking  to  resolve  all  outstanding  issues  in 
relation  to  the  past  programmes  in  parallel  with  the  establishment  of  ongoing  monitoring 
and  verification.  The  importance  of  doing  so  has  been  repeatedly  impressed  upon  Iraq 
at  each  of  the  high-level  meetings  referred  to  above,  as  has  the  need  for  Iraq  to  provide 
docimientation  and  supporting  evidence."'^ 

The  UNSCOM  report  of  December  15,  1994  demonstrated  -  by  the  exquisite  use  of  Iraq's  own 
misstatements  and  utter  ineptness  -  that  Iraq  has  been  persistently  lying  in  its  submissions  on  BW  to 
UNSCOM  and  continued  to  do  so."  In  addition,  Rolf  Ekeus,  director  of  UNSCOM,  stated  that  Iraq's 
troop  buildup  along  the  Kuwait  border  in  the  fall  of  1994,  which  produced  a  responding  US  force 
deployment,  was  designed  to  pressure  the  UN  into  halting  its  insistence  that  Iraq  divulge  all  information 
on  its  past  BW  program.'"*  Finally,  at  the  end  of  1994,  UNSCOM  discovered  that  Iraq  had  procured  39 
tons  of  bacteriological  growth  media  in  1988  alone,  and  additional  quantities  in  1989,  as  well  as  high 
technology  fermenters  and  spray  drying  and  weapons  filling  machinery.  The  data  regarding  these 
purchases  was  supplied  by  some  of  the  countries  whose  firms  had  made  the  sales  -  but  not  until  the  winter 
of  1994.  The  growth  media  had  been  imported  in  large  bulk  packaging,  unsuitable  for  domestic  medical 


'^  United  Nations  Security  Council,  Note  by  the  Secretary  General,  S/1994/1422,  December  15,  1994,  pp.  3- 
4. 

"  United  Nations,  Security  Council.  Note  by  the  Secretary  General,  S/1994/14422/Add  1,  December  15, 
1994,  pp.  10-14,  pg.  26.  See  also  Rqwrt  of  the  Secretary  General,  United  Nations  Security  Council, 
S/1994/1 138,  October  7,  1994,  pp.  22-27,  pg.  36;   Barbara  Crossette,  "Iraq  Hinders  Arms  Monitors,  UN  Panel 
Reports",  New  York  Tunes,  December  21,  1994,  R.  Jeffrey  Smith,  "Secretive  Iraq  Parries  UN  Arms  Inspectors; 
Technology,  Patience  Pry  Open  Weapons  Data",  Washington  Post.  November  4,  1994. 

"  R.  Jeffrey  Smith.  "UN  Aide  Links  Iraqi  Troop  Thrust  to  Frustration  on  Disclosure",  Washington  Post. 
October  27.  1994. 
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uses,  in  quantities  1000  times  larger  than  Iraq's  declared  legitimate  amounts,  and  the  whereabouts  of  about 
half  of  that  media  -  or  its  products  -  were  still  unaccounted  for."  Ekeus'  comment  was  "This  can  only 
coincide  with  the  production  of  biological  weapons."'* 

The  denouement  came  in  two  steps,  in  July  and  August  1995.  The  first,  and  smaller,  step  came 
in  July.  Very  likely  at  the  strong  urging  of  France,  Russia,  and  China,  all  of  whom  favored  ending  the 
sanctions  on  Iraqi  oil  sales  and  on  imports,  which  Iraq  was  continuously  demanding  should  be  revoked, 
Iraq  finally  admitted  to  having  had  an  offensive  BW  program.  The  Iraqi  goveniment  stated  that; 

-  it  had  produced  very  large  quantities  of  anthrax  and  botulinum  toxin, 

-  the  production  site  had  been  Al  Hakam,  which  had  never  been  bombed, 

-  "Iraq  never  had  bombs  or  other  weapons  that  could  be  filled  with  either  of  the  agents", 

-  the  stockpiles  of  both  agents  had  been  destroyed  in  the  fall  of  1990  before  the  Gulf  War,  "to 
prevent  contamination  of  the  Iraqi  countryside  during  enemy  bombing  raids", 

-  the  program  was  originated  in  1985,  at  a  supposed  pesticide  plant  at  Muhanna,  one  site  of  Iraq's 
1         CW  munitions  production.    R&D  continued  there  for  a  year,  and  then  was  transferred  to  the 

German  constructed  laboratories  at  Salman  Pak. 

-  Agent  production  began  in  1989,  a  year  after  the  end  of  the  Iran- Iraq  war. 

All  this  was  reported  to  Rolf  Ekeus,  verbally,  in  half  an  hour.  No  evidence  to  support  any  of  the  claims 
was  presented;  Iraq  promised  to  provide  details  in  a  written  report  at  the  end  of  July."  On  July  17,  Iraq 
also  said  that  it  would  cease  cooperating  with  UNSCOM  inspectors  unless  economic  sanctions  against  Iraq 
were  lifted  by  the  end  of  August  On  August  4  Iraq  did  turn  over  a  report  of  530  pages  to  UNSCOM, 
whose  details  were  never  made  public,  but  in  which  it  followed  its  verbal  presentation  of  the  previous 


"  United  Nations,  Security  Council,  Note  by  the  Secretary  General  and  Annex,  S/1995/284,  April  10,  1995, 
pp.  16-22,  pg.  34;  Barbara  Crosselte,  "Iraq  Hides  Biological  Warfare  Effort,  Report  Says".  New  York  Times. 
April  12,  1995;  Julia  Preston,  "Iraqi  Accounting  of  Biological  Arms  Inadequate,  UN  Rqwrt  Says",  Washington 
Post,  April  11,  1995. 

"  'Biological  We^xNis  Program  in  Iraq  Larger  Than  Believed",  Los  Angeles  Times.  February  28,  1995. 


17 


R.  Jeffiey  Smith,  "Iraq  Had  Program  for  Germ  Warfare;  Bug  Stockpiles  Destroyed,  UN  Team  Told", 

Washington  Post.  July  6,  1995. 

"Four  Years  of  Lies",  Washington  Post,  July  7,  1995. 

"Baghdad's  Biological  Arsenal",  New  York  Times.  July  7,  1995. 

Jack  Anderson  and  Michael  Binstein,  "Iraqi  Confession  Raises  More  Questions",  Washington  Post.  July 

10,  1995. 
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month,  and  still  insisted  that  no  weaponization  had  taken  place." 

Within  days  Iraq  was  forced  to  make  far  more  significant  disclosures.  On  August  7,  Lt.  General 
Hussein  Kamel  Hassan  Majeed,  Saddam  Hussein's  son-in-law  and  the  fonner  head  of  Iraq's  entire 
program  of  development  and  production  of  weapons  of  mass  destruction  -  nuclear,  chemical,  and  BW  - 
defected  to  Jordan,  together  with  his  brother,  (also  a  Saddam  son-in-law),  their  families,  and  some  15 
additional  military  officers."  After  failing  in  an  attempt  to  obtain  the  defector's  return,  and  then  in  an 
apparent  assassination  attempt  on  August  16  Iraq  called  Rolf  Ekeus  to  Baghdad  and  offered  "100  percent 
compliance"  and  withdrew  the  deadline  for  cooperation.  In  the  circumstance  of  potential  disclosures  by 
the  most  well-informed  defector  possible,  the  Iraqi  government  decided  to  preempt  that  eventuality  by 
making  them  itself.  They  contradicted  even  the  information  provided  to  UNSCOM  only  a  month  before 
in  July: 

-  within  days  after  the  UN  Security  Council  Resolution  in  December  1990  authorizing  the  United 
States  and  a  coalition  of  nations  to  wage  war  against  Iraq,  Iraq  had  loaded  anthrax,  botulinum,  and 
aflatoxin  on  nearly  200  bombs  and  SCUD  missile  warheads.  (50  bombs  and  10  SCUD  missiles 
with  anthrax,  100  bombs  and  15  missile  warheads  with  botulinum,  and  16  bombs  with  aflatoxin  - 

or  165  bombs  and  25  missiles.) 

-  The  weapons  were  destroyed  -  allegedly  -  in  July  and  August  1991,  more  than  four  months  after 
the  war's  end. 

-  Iraq  had  also  experimented  with  a  drone  aircraft  BW  delivery  system,  but  in  the  event  had  decided 
to  aim  the  other  systems.  Thus,  three  BW  delivery  systems  in  all  had  been  developed. 

-  BW  production  sites  were  hidden  "in  ordinary  factories  and  engineering  centers."  Seven  BW 
agents,  including  viruses,  had  been  tested  for  possible  use,  and  production  of  agents  had  taken 
place  at  four  other  sites  in  addition  to  Al-Hakam. 


"  "Iraq  Gives  UN  Data  on  Arms;  Details  Revealed  on  Germ  Arsenal",  International  Herald  Tribune, 
August  7,  1995.  Given  what  followed  in  a  matter  of  days,  a  substantial  amount  of  this  document  was  probably 
again  concocted  misinformation,  and  two  weeks  later,  Iraq  asked  that  its  August  4  report  should  be  considred 
invalid. 

"  -  Nora  Boustany,  "Relatives,  Top  Aides  of  Saddam  Defect  to  Jordan",  Washington  Post,  August  11,  1995. 

-  Youssef  M.  Ibrahim,  "Senior  Army  Aides  to  Iraq  President  Defect  to  Jordan",  New  York  Times.  August 
11,  1995. 

-  "Trouble  in  the  Family",  Newsweek.  August  21,  1995,  pp.  14-15. 

-  Daniel  Williams,  "US  Questions  Top-Level  Iraqis;   Saddam  Calls  Defectors  Judas",  Washington  Post. 
August  12.  1995. 
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-  Iraq  had  pnxluced  ten  times  more  anthrax  than  it  had  previously  admitted  to  (presumably,  in  its 
August  4  report). 

-  Iraq  had  also  developed  "a  wheat  pathogen",  which  UNSCOM  later  reported  to  be  wheat  rust,  and 
a  mycotoxin. 

-  Iraq  didn't  use  the  BW  weapons  it  had  aimed  due  to  a  warning  of  massive  US  retaliation  if  Iraq 
used  weapons  of  mass  destruction.  The  warning  was  delivered  by  US  Secretary  of  State  Baker 
to  Iraq's  then  Secretary  of  State  Tariq  Aziz,  in  Geneva  in  January  1991.  The  US  was  at  the  time 
actually  concerned  about  possible  use  of  chemical  weapons  by  Iraq.  Aziz  claimed  the  Iraqi 
leadership  interpreted  the  US  threat  as  a  possible  use  of  nuclear  weapons. 

-  Finally,  in  a  "comic  encore",  as  they  drove  him  to  the  airport,  Iraqi  offlcials  stopped  at  a  chicken 
farm  and  handed  Ekeus  5,500  documents,  which  they  had  "just  discovered",  claiming  that  the 
defector.  General  Kamel,  had  hidden  them  from  UNSCOM.'" 

On  October  11,  1995,  UNSCOM's  report  based  on  the  half  million  pages  of  documents  that  Iraq 
had  handed  over  in  August  was  presented  to  the  UN  Security  Council.^'  Aside  from  the  details  already 
iivlicated,  all  of  which  were  repeated  in  the  report  in  more  detail,  including  the  amounts  of  BW  agents 
that  Iraq  had  ptxxluced.  there  were  several  additional  points  of  particular  importaix;e.  First,  the  Iraqi 
government  had  made  a  policy  decision  as  early  as  1974  to  acquire  biological  weapons.  Second,  of 
course,  that  the  Iraqi  government  had  lied  in  claiming  that  all  documentation  had  been  destroyed  in  1991. 
The  newly  delivered  documents,  however,  were  for  the  most  part  only  from  individual  research  and 
production  centers,  and  several  major  categories  of  files  were  still  missing,  those  from  the  major  central 
policy  aiKl  management  agencies,  the  Military  Industrialization  Corporation  and  the  Ministry  of  E)efense. 
Third,  UNSCOM  was  skeptical  of  the  detailed  progression  of  the  BW  R&D  program  from  the  mid-1980s 


"  -  Barbara  Crossette,  "Iraq  Gives  UN  Fuller  Details  on  Its  Geim  Warfare  Program;  System  More 
Advanced  Than  Admitted  in  Past",  New  York  Times.  Aug.  23,  1995. 

-  R.  Jeffrey  Smith,  "VS  Says  Iraqis  Prepared  Genn  Weapons  in  Gulf  War,  Baghdad  Balked,  Fearing  US 
Nuclear  Retaliation',  Washington  Post.  August  26,  1995. 

-  Barbara  Crossette,  "Crash  Nuclear  Program  by  Iraq  is  Disclosed",  New  York  Tunes.  August  26,  1995. 
•    -  Christopher  Dickey,  "Secret  Weapon",  Newsweek.  September  4,  1995,  pp.  14-15. 

*'  Note  by  the  Secretary-General,  and  Armex:  Reciott  of  the  Secretary-General  on  the  Status  of 

the  Implementation  of  the  Special  Commission's  Plan  for  the  Ongoing  Monitoring  and  Verification  of 
Iraq's  Compliance  with  Relevant  Parts  of  Section  C  of  Security  Coimcil  Resolution  687  (1991). 
S/1995/864,  October  1 1,  1995;  and  R.  Jeffrey  Smith,  "2  Monitoring  Groups  Accuse  Iraq  of 
Withholding  Data  on  Weapons,"  Washington  Post.  October  12,  1995. 
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to  1990  that  Iraq  had  described:  "Given  the  Iraqi  claim  that  only  five  years  had  elapsed  since  its  declared 
inception  in  1985,  the  achievements  of  Iraq's  biological  weapons  program  were  remarkable."  Finally, 
UNSCOM  indicated  even  greater  skepticism  regarding  Iraq's  description  of  when  and  how  it  had  destroyed 
the  filled  BW  munitions.  Iraq  claimed  that  the  order  for  the  destruction  had  been  given  orally,  there  were 
no  records  of  the  destruction,  and  Iraqi  officials  were  contradictory  on  the  dates  of  the  destruction  and 
unable  to  identify  the  site  at  which  it  took  place.  ,     , 

The  most  critical  issues  that  the  report  made  clear,  however,  were  the  following: 

UNSCOM  found  that  Iraq's  submissions  still  continued  to  be  deficient  and  that  the  data  available 
from  "...other  sources.. .does  not  correspond  in  important  aspects  to  the  information  provided  by 
Iraq"  regarding  its  BW  programs.  It  was  clear  that  large  categories  of  documentary  files  were  still 
being  withheld. 

The  "clear  deception"  that  Iraq  had  practiced  before:    Iraq  had  been  lying  regarding  its  other 
programs  in  weapons  of  mass  destruction. 
•  And  that  UNSCOM  had  been  fooled  and  had  previously  accepted  Iraq's  submissions  in  the 

nuclear,  chemical,  and  ballistic  missile  areas. 

UNSCOM's  realization  of  that  embarrassment  was  obviously  going  to  make  it  extremely  reluctant  to  make 
the  same  mistake  a  second  time.  , 

Aside  from  the  particulars  of  the  disclosures,  there  were  several  major  lessons  in  this  four  year 
escapade,  but  apparently  still  not  its  final  denouement.  First,  that  the  Iraqi  government  had  lied 
continuously,  even  as  late  as  in  its  July  6  "disclosures"  and  its  August  4  "Full,  Final,  and  Complete 
Disclosure."  Iraq's  credibility  is  nil,  and  everything  must  be  verified.  Second  -  under  conditions  of  a 
police  state  determined  to  lie  -  that  UNSCOM  and  the  inspections  were  not  able  to  turn  up  major  portions 
of  the  relevent  evidence  regarding  documents,  culture  media,  research  personnel,  destruction  or  non- 
destruction  of  agents,  etc,  only  strong  suspicions  as  a  result  of  discrepancies.  Ekeus'  deputy  noted  in 
August  that  "Iraq  has  now  acknowledged  'a  much  more  extensive  program  than  UNSCOM  had  been  able 
to  piece  together  over  four  years  through  a  process  of  gathering  independent  information  outside  the 
country  and  then  confronting  Iraq  with  iL"^  Fmally,  that  it  would  have  been  catastrophic  to  have  revoked 
the  sanctions,  as  Iraq  continuously  demanded  and  its  UN  Security  Council  advocates  -  Russia,  France,  and 


B.  Crossette.  Aug.  23,  1995,  op.  cit 
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China  -  urged,  prior  to  UNSCOM's  absolute  certainty  that  Iraq  had  thoroughly  complied  with  the  original 
provisions  of  the  UN  Security  Council's  resolutions."  Cleariy,  Iraq  had  hoped  to  get  the  economic 
sanctions  lifted  without  fully  disclosing  its  BW  program.  Only  the  defection  of  General  Kamel  in  August 
ruined  that  plan. 

The  developments  at  the  end  of  August  1995  still  left  some  of  the  basic  questions  concerning 
Iraq's  BW  program  unanswered  or  only  partly  answered: 

(1)  where  did  the  production  equipment  come  from?  and  the  cultures  for  R&D  and  production? 

(2)  How  many  scientists  worked  in  the  program,  at  what  institutions;   where  were  they  trained? 

(3)  was  there  external  assistance  by  non-Iraqi  scientists,  or  technology  transfer  in  addition  to  the 
purchase  of  technology? 

(4)  what  organisms  were  developed  for  weapons  systems,  and  how  far  did  weaponization  go;    for 
which  kinds  of  munitions  or  delivery  systems,  and  how  large  was  the  stockpile? 

Partial  information  for  some  of  these  parameters  is  known,  but  to  an  important  degree  more  complete 
answers  are  still  unknown  or  not  in  public  domain,  and  await  further  reports  from  UNSCOM. 

EquilMPent  and  Agents 

Equipment,  technology  and  materials  were  procured  from  France,  West  Germany,  the  USSR,  and 
the  United  States."  In  November  1974,  Iraq  contracted  with  the  Institute  Merieux  for  the  establishment 
of  Iraq's  firet  vaccine  production  plant,  primarily  for  veterinary  vaccines,  including  anthrax.  In  ttie  late 
1970s  a  second  French  company  built  a  second  vaccine  plant,  with  very  substantial  overcapacity.  In  1980- 
8 1  Iraq  contracted  with  a  West  German  Thyssen  subsidiary  to  build  the  laboratory  facilities  at  Salman  Pak. 
Fermenters  and  bacterial  strains  were  purchased  begiiming  in  1985.  Neariy  50  bacterial  culture  samples 


°  Rolf  Ekeus,  "Iraq:  The  Future  of  Arms  Contror,  Security  Dialogue.  25:1  (1994),  h).  7-16. 

Ironically,  on  August  26  France's  UN  Security  Council  representative,  and  that  of  Russia  were  quick  to 
make  the  best  of  the  newest  Iraqi  turnabout 

*  Jonathan  B.  Tucker,  "Xessons  of  Iraq's  Biological  Warfare  Program",  Arms  Control,  14:3  (December 
1993),  pp.  229-271.  See  also  W.  Seth  Canis.  The  Genie  Unleashed:   Iraq's  Chemical  and  Biological  Weapons 
Program,  Policy  Papers  #14,  Washington  Institute  for  Near  East  Policy,  1989;  Eric  Nadler  and  Robert  Windram, 
"Deadly  Contagion:   How  We  Helped  Iraq  Get  Germ  Weapons",  The  New  Republic.  February  4,  1991,  pp.  18- 
19. 
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were  bought  between  1985  and  1989  from  the  American  Type  Culture  Collection.^'  Other  bacterial 
cultures  were  also  procured  from  France  and  Great  Britain.  In  1989  Iraq  bought  a  wide  variety  of 
biotechnology  equipment  from  various  German  supply  firms,  and  additional  fermenters,  also  from 
Germany.  Altogether,  24  West  German  finns  were  involved  in  the  construction  of  production  facilities 
for  biological  and  chemical  weapons  in  Iraq;  the  chemical  weapons  production  infrastructure  being  by 
far  the  larger  of  the  two."  UNSCOM  believed  that  Iraq  may  have  been  working  with  the  organisms  that 
produce  anthrax,  botulinum  loxin,  gas  gangrene,  brucella,  tularemia,  tetanus,  cholera,  tuberculosis,  and 
plague,  as  well  as  three  organisms  for  simulant  R&D."  During  the  late  1980s  US  intelligence  services 
reportedly  tracked  the  exports  of  dual  use  equipment  that  could  be  used  for  producing  biological  weapon 
agents  firom  European  countries  to  Iraq,  and  concluded  that  Iraq  had  spent  approximately  $100  million  on 
its  BW  program  between  1980  and  1990,  and  at  the  time  of  its  invasion  of  Kuwait,  was  producing  and 
stockpiling  BW  agents  at  perhaps  a  dozen  sites  within  Iraq.^'  Iraq  had  also  procured  15  agricultural 
sprayers  from  an  Italian  firm  for  use  for  bacterial  insecticide  spraying  by  aircraft. 

Personnel. 

According  to  its  disclosures  to  UNSCOM,  Iraq  claimed  to  have  operated  and  managed  this  entire 
program  with  one  or  two  Ph.D.  level  and  one  to  three  masters  level  scientists,  in  addition  to  about  100 
laboratory  technicians  and  a  larger  number  of  support  personnel.^'   Another  report  indicated  that  Iraq 


"  US  Chemical  and  Biological  Warfare-Related  Dual  Use  Exports  to  Iraq  and  Their  Possible  Impact  on  the 
Health  Consequences  of  the  Persian  Gulf  War.  A  Report.  Committee  on  Banking,  Housing,  and  Urban  Affairs, 
US  Senate,  May  25,  1994,  pp.  264-275. 

"  Tirms  Said  Involved  in  Iraqi  CW  Projects",  Hamburg  DPA,  in  FBIS-WEU-89-015,  January  25,  1989,  pg. 
5;   "Doing  Business  with  the  Misery  of  Others".  Der  Spiegel.  January  23,  1989.  in  FBIS-WEU-89-015,  pp.  5-9. 

"  ref  #24  (above),  pg.  276;   "UN  Probes  Iraq  on  Chemical  Weapons".  Washington  Times,  December  20, 
1994. 

"  J.  Tucker,  December  1993,  op.  ciL,  pp.  240-241. 

"  Raymond  Zilinskas,  "UNSCOM  and  the  UNSCOM  Experience  in  Iraq",  presentation  to  the  panel  on 
UNSCOM  at  the  American  Society  of  Microbiology  meetings.  May  22,  1995;  to  be  published  in  Policy  and  the 
Life  Sciences,  August  1995. 
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reported  to  UNSCOM  that  "10  scientists"  had  been  engaged  in  the  BW  program.'"  This  is  extremely 
implausible,  if  not  to  say  impossible,  judging  by  nothing  more  than  the  number  of  culture  types  that  were 
acquired.  This  is  one  area  in  which  one  can  most  particularly  expect  to  see  further  disclosures.  The 
cultures  were  procured  by  a  half  dozen  nominal  institutions  or  ministries,  but  these  may  conceivably  have 
been  way  stabons  to  the  laboratories  that  actually  received  and  worked  with  the  cultures.  Salman  Pak  is 
assumed  to  have  been  one  of  these  sites.  '' 

The  individual  that  Iraq  declared  to  have  been  the  head  of  their  BW  program.  Dr.  Rihab  Taha, 
took  her  doctorate  degree  at  a  British  university.  However,  if  there  were  a  far  greater  number  of  scientists 
involved  in  the  Iraqi  BW  program  than  has  so  far  been  declared,  it  would  seem  plausible  that  Dr.  Taha 
was  iK>t  likely  to  have  been  the  program's  head,  either.  In  circumstances  where  it  is  generally  assumed 
that  Iraq  did  not  make  a  full  disclosure  of  its  past  activities,  Iraqi  officials  would  presumably  not  have 
chosen  to  place  its  actual  BW  program  head  at  the  point  of  the  direct  brunt  of  UNSCOM's  questioning. 
Iraq  sent  its  students  for  training  in  microbiology  for  the  most  part  to  European  universities,  particularly 
British  ones.  Iraq  has  a  half-dozen  medical  schools  that  could  be  presumed  to  have  Departments  of 
Pharmacology  and/or  Microbiology  in  their  faculty,  in  addition  to  several  technological  institutes  that 
might  also  be  able  to  train  researchers  in  relevant  disciplines.  It  has  been  estimated  that  there  may  be  20- 
30  microbiological  scientists  in  Iraq  at  the  Ph.D.  level,  with  an  additional  number  in  teaching  positions 
in  universities,  and  between  50  and  100  with  masters  degrees.  Scientists  in  many  other  disciplines  could 
additionally  have  participated  in  different  aspects  of  a  B  W  R&D  program.  In  its  August  1995  disclosures, 
Iraq  detailed  exactly  such  collaboration  and  assistance  to  its  BW  program  by  other  of  its  weapon 
development  institutes  and  personnel:  we^wnization  was  carried  out  with  the  assistance  of  Iraq's 
chemical  weapons  establishment  at  Muthaima. 


External  Assistance 


It  has  been  suggested  that  European  companies  were  misled,  unknowingly,  in  providing  the  basic 


*"  Alan  George,  "Fears  of  Iraqi  Biological  Weapons  Don't  Abate;  Officials  Verify  Scientists'  Efforts", 
Washington  Tunes.  December  24,  1994.  (The  above  comments  expressing  my  scepticism  of  the  Iraqi  claims 
regarding  personnel  were  ?mtten  in  June  1995;   the  disclosures  in  August  make  certain  that  hundreds  of  Iraqi 
scientists  had  to  have  been  involved  in  the  BW  program.) 
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infrastnicture  of  Iraq's  BW  program.  Certainly,  technical  experts  would  have  remained  at  the  sites 
constructed  as  turnkey  plants,  to  ensure  that  startup  proceeded  properly,  to  see  that  plant  personnel  were 
trained,  that  equipment  was  maintained  properly.  In  addition  to  the  West  German  and  French  equipment 
referred  to  previously,  Iraq  also  reportedly  procured  fennentere  from  an  Italian  company,  Olsa,  and  a 
Swiss  company,  Chemak."  A  West  German  TV  report  in  January  1989  claimed  that ".  .  .  scientists  and 
technicians  from  the  Federal  Republic  had  helped  in  the  construction  of  a  biological  weapons  factory  south 
of  the  Iraqi  capital",  which  could  have  been  either  Salman  Pak  or  Al-Hakam."  When  the  issue  was  raised 
by  the  SPD  opposition  in  the  German  parliament,  the  government  replied  that  it  ".  .  .  has  no  real  proof 
usable  in  court  of  involvement  by  German  finns  and  senior  employees  in  the  development  of 
bacteriological  weapons  in  Iraq".  No  further  details  have  appeared  on  the  numbers  of  West  Geraian 
personnel  that  were  in  Iraq,  for  how  long,  and  precisely  what  they  did,  beyond  the  identification  of  several 
of  the  construction  firms  noted  previously. 

In  1994,  James  Woolsey,  then  Director  of  the  US  Central  Intelligence  Agency,  stated  that  the  Iraqi 

BW  capability  hadn't  been  harmed  by  the  war  or  by  the  inspections.   Al-Hakam  had  escaped  bombing 

in  1991,  and  its  equipment  was  partially  removed  to  warehouse  storage  after  the  war's  end,  sites  which 

have  since  been  visited  by  UNSCOM  inspectors.   Writing  early  in  1993,  an  assistant  to  the  Director  of 

UNSCOM  summarized  the  inspection  and  control  situation  at  that  time  in  a  most  pessimistic  light: 

"Iraq  signed  up  to  the  cease-fire  conditions  in  the  UN  Security  Council  Resolution  687. 
While  this  resolution  was  adopted  under  Chapter  VII  of  the  Charter,  and  hence  binding 
on  all  states,  including  Iraq,  and  remains  so,  Iraq  was  required  to  officially  acknowledge 
its  acceptance  of  its  terms  for  cease-fire  to  enter  into  effect.  This  it  did  on  6  April  1991. 
In  other  words,  Iraq  chose  to  accept  the  conditions  contained  therein  rather  than  the 
consequences  of  not  signing  up.  Furthermore,  as  a  cease-fire  arrangement,  if  Iraq  were 
subsequently  found  to  be  in  material  breach  of  the  terms,  a  legal  case  could  be  made  that 
the  situation  post  ante  would  prevail  again.  Therefore,  it  was  reasonable  to  assume  that 
Iraq,  however  reluctantly  and  even  if  it  argued  that  it  had  accepted  the  terms  under  duress, 
would  abide  by  its  obligations  under  that  resolution.  .  . 

"The  UNSCOM  process  was  initially  envisaged  as  having  three  phases: 

"1)  Full  disclosure  by  Iraq,  through  written  declaration,  of  all  aspects  of  its  past 
programmes  to  acquire  the  weapons  banned  to  it  under  the  terais  of  the  cease-fire  and  its 
holdings  of  such  weapons,  backed  up  with  the  verification  of  these  declarations  by  means 


"  William  Safire,  "Iraq's  Threat;  Biological  Warfare".  New  York  Ttmes,  February  16,  1995. 
"  Hamburg  DPA,  op.  ciL   See  also  T.  F.  O'Boyle.  1989.  op.  ciL 
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of  open-sources,  immediate  on-site  inspections,  and  information  provided  to  UNSCOM 
by  Member  States; 

"2)  UNSCOM,  together  with  the  IAEA  in  the  nuclear  area,  would  supervise  and  verify 
the  destruction  of  Iraq's  current  holdings  of  weapons,  ancillary  systems,  and  facilities  for 
their  production,  testing,  and  repair,   and 

"3)  Establishment  of  twin  regimes  to  monitor  Iraq's  imports  and  exports  on  the  one  hand, 
and  its  indigenous  dual-capable  civilian  industry  on  the  other,  in  order  to  ensure  that  Iraq 
did  not  reacquire  the  banned  weapons  systems  and  means  for  their  production.  .  . 

"While,  as  noted  above,  Iraq  formally  accepted  in  writing  the  terms  of  the  cease-fire 
resolution,  it  has  never  acknowledged  its  obligations  under  Resolution  707  and  715 
(1991).  Indeed,  it  has  gone  so  far  as  to  call  them  'arbitrary',  'illegal',  and  such  as  to 
'undennine  die  UN  Charter'.  Recently,  Iraq  has  said  that  it  will  never  accept  Resolutions 
707  and  715. 

"This  issue  is  crucial  to  the  fulfillment  of  UNSCOM's  mandate.  Without  the  full 
declarations  demanded  in  Resolution  707,  UNSCOM  can  never  make  a  determination  that 
it  has  found  all  Iraq's  banned  weapons  capabilities.  Without  Iraq's  acknowledgement  of 
the  terms  approved  by  Resolution  715  for  long-term  monitoring  of  its  obligation  not  to 
reacquire  the  banned  we^wns  capabilities,  UNSCOM  cannot  be  sure  under  what  terms 
monitoring  would  proceed  once  sanctions  and  the  oil  embargo  were  lifted.  Consequentiy, 
if  Iraq  maintains  its  current  position,  UNSCOM  will  not  be  able  to  determine  that  it  has 
identified  all  banned  weapons  capabilities,  that  it  has  destroyed  them,  and  that  it  is 
effectively  monitoring  the  long-tenn  situation.  .  . 

"Each  time  Iraq  was  found  to  have  lied  or  concealed  items,  or  sought  to  obstruct 
UNSCOM  in  its  work  or  to  limit  its  rights,  questions  were  raised  about  ttie  motives  for 
such  actions  and  Iraq's  long-term  intentions,  with  the  consequence  that  the  burden  of 
proof  on  Iraq  increased.  The  longer  Iraq  fails  to  cooperate  fully  and  honestiy,  the  more 
UNSCOM  will  be  forced  to  resort  to  more  intrusive  methods  in  order  to  obtain  the 
infonnation  necessary  for  it  to  conclude  its  task.  UNSCOM  introduced,  at  an  early  stage, 
U-2  aerial  surveillance  and  its  own  helicopters  for  the  transportation  of  inspection  teams. 
It  introduced  new  types  of  inspections,  such  as  document  searches,  and  subsequentiy 
introduced  aerial  surveillance  from  helicopter  too. .  . 

"Future  prospects  depend  on  two  prime  factors:  Iraq's  actions  and  the  continued  solidarity 
of  the  Security  Council  in  its  determination  to  see  Iraq  comply.  Without  the  latter, 
UNSCOM  can  hope  to  achieve  little  more.  Currentiy,  it  has  to  be  assumed  that  Iraq 
would  seek  to  reacquire  the  banned  weapons  systems  as  soon  as  sanctions  are  lifted  and 
the  inspection  regime  discontinued  or  rendered  inefficient.  But,  if  Iraq  cooperated,  the 
process  could  move  forward  very  quickly.  Efforts  must,  therefore,  concentrate  on 
convincing  Iraq  that  it  is  in  their  own  best  interest  to  cooperate.  For  this  to  happen,  Iraq 
must  be  made  to  believe  that  the  determination  of  the  Council  is  unmovable  and  that 
sanctions  will  not  be  lifted  until  Iraq  is  in  compliance.  Conversely,  Iraq  must  also  have 
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the  incentive  that,  if  it  meets  the  Council's  demands,  sanctions  will  be  lifted."" 
With  the  latest  disclosures  on  the  Iraqi  BW  program  in  August  1995  being  so  drastically  different  from 

all  that  preceded  it,  it  is  possible  that  a  major  break  in  the  situation  has  been  achieved,  but  its 

completeness  remains  to  be  verified. 


"  Tim  Trevan,  "Assessment  of  the  UNSCOM  Verification  Process",  in  Steven  Mataija  &  Lynn  Bourque 
(editors).  Proliferation  and  Intemaiional  Security:   Converging  Roles  of  Verificalion,  Confidence  Building,  and 
Peacekeeping.  CISS.  York  University,  Toronto.  Canada.  1993,  pp.  151-154. 


325 


38 

CHINA 

The  United  States  anns  control  compliance  reports  of  1993  and  1994  stated  that  "the  United  States 

believes  that  it  is  highly  probable  that  China  has  not  eliminated  its  BW  program  since  becoming  a  State 

Party  to  the  Convention  in  1984".'  The  same  passage  had  been  deleted  by  presidential  assistants  in  1991 

and  1992    from  both  classified  and  unclassified  versions  of  the  report  for  reasons  that  are  disputed. 

Chinese  officials  denied  the  charge  when  questioned  by  Bush  administration  officials.     The  1995 

compliance  report  was  only  shghtly  more  expansive: 

'The  United  States  believes  that  China  had  an  offensive  BW  program  prior  to  1984 
when  it  became  a  party  to  the  BWC.  .  .  The  United  States  government  believes  that 
based  on  available  evidence,  China  maintained  an  offensive  BW  program  throughout  most 
of  the  1980's.  The  offensive  BW  program  included  the  development,  production, 
stockpiling,  or  other  acquisition  or  maintenance  of  biological  warfare  agents.  China's 
CBM  mandated  declarations  have  not  resolved  concerns  about  this  program  and  there  are 
strong  indications  that  China  probably  maintains  its  offensive  program.  The  United  States 
government,  therefore,  believes  that  in  the  years  after  its  accession  to  the  BWC,  China 
was  not  in  compliance  with  its  BWC  obligations,  and  that  it  is  highly  probable  that  it 
remains  noncompliant  with  these  obligations."^ 

Further  information  appeared  in  a  1993  press  report: 

"The  US  intelligence  community  is  worried  that  China  may  have  revived  and  possibly 
expanded  its  offensive  germ  weapons  program,  according  to  current  and  former  US 
intelligence  officials. 

"The  officials  said  that,  if  true,  the  Chinese  effort  would  violate  Beijing's  nine-year-old 
pledge  of  adherence  to  an  international  treaty  barring  development,  production,  and 
stockpiling  of  toxin  and  biological  agents  and  the  weapoiuy  to  deliver  them. 

"US  officials  are  also  concerned  that  neighboring  Taiwan  may  have  maintained  a  germ 
weapons  program  of  its  own,  which  also  dates  from  the  1970s  -  a  circumstance  that  they 
say  may  have  encouraged  the  Chinese  to  continue  their  program. 

"The  officials  said  US  concerns  about  China  are  partly  based  on  evidence  that  China  is 
pursuing  biological  research  at  two  ostensibly  civilian-nm  research  centers  that  US 
officials  say  are  actually  controlled  by  the  Chinese  military. 

The  research  centers  were  known  to  have  engaged  previously  in  production  and  storage 
of  biological  weapons,  the  officials  said.  They  said  US  suspicions  intensified  in  1991 
when  one  of  the  suspect  biological  centers  was  enlarged.  Suspicior^s  heightened  further 
last  ^ling,  after  Beijing  made  what  one  US  official  termed  a  'patently  false'  declaration 


'"Axlherence  to  and  Compliance  with  Arms  Control  Agreements",  June  23  1994,  US  Arms  Control  and 
Disarmament  Agency,  pp.  11-12.   (The  sentence  was  exactly  the  same  in  the  1993  report) 

'"Adherence  to  and  Compliance  with  Arms  Control  Agreements",  May  30,  1995,  US  Arms  Control  and 
Disarmament  Agency,  pp.  15-16 
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to  the  United  Nations  that  it  had  never  made  any  genn  weapons  or  conducted  any  work, 
permitted  under  international  treaties,  to  bolster  defenses  against  a  biological  attack. 

"But  under  President  George  Bush,  they  said,  senior  White  House  officials  repeatedly 
stripped  a  strong  expression  of  concern  about  the  suspected  Chinese  germ  weapons 
program  from  unclassified  versions  of  an  annual  report  on  arms  proliferation  that  the 
intelligence  community  prepared  for  Capitol  Hill. 

"Only  last  month  did  the  intelligence  report,  which  is  required  by  law,  state  for  the  first 
time  in  an  uiKlassified  passage  that  'it  is  highly  probable  that  China  has  not  eliminated 
its  BW  program'  since  agreeing  to  do  so  in  1984.  Bush  approved  the  little-noticed  report 
on  Jan.  19,  his  final  full  day  in  office,  before  sending  it  to  the  House  and  Senate 
committees  on  foreign  affairs. 

"The  White  House  deleted  this  conclusion  about  China's  activities  -  a  conclusion 
representing  a  consensus  of  all  relevant  US  agencies  -  from  both  classified  and 
unclassified  versions  of  the  report  in  1991  and  1992,  the  officials  said,  causing  some 
intelligence  analysts  to  accuse  the  White  House  privately  of  political  censorship."' 

The  operative  sentence  regarding  Taiwan  in  the  1994  compliance  report  reads 

"There  is  some  evidence  to  indicate  that  Taiwan  may  have  a  program,  but  the  evidence 
is  not  sufficient  to  determine  if  Taiwan  is  engaged  in  activities  prohibited  by  the  BWC." 
and  in  the  1995  report, 

"The  United  States  believes  that  Taiwan  has  been  upgrading  its  biotechnology  capabilities 
by  purchasing  sophisticated  biotechnology  eqipment  from  the  United  States,  Switzerland, 
and  other  countries.  .  .    The  evidence  indicating  a  BW  program  is  not  sufficient  to 
detennine  if  Taiwan  is  engaged  in  activities  prohibited  by  the  BWC." 
(The  Russian  1993  proliferation  report  states  that  'Taiwan  does  not  have  biological  weapons.") 


39 


'R.  Jeffrey  Smith,  "China  May  Have  Revived  Germ  Weapons  Program,  US  Officials  Say",  Washington  Post, 
February  24,  1993. 

It  is  possible  that  the  two  laboratories  are  the  Institute  of  Epidemiology  and  Microbiology  Chauaping,  in 
Beijing,  and  the  School  of  Medicine  in  Shanghai;  laboratories  at  these  two  sites  placed  orders  for  strain  cultures 
with  the  CDC  in  1988  and  1990.  Although  that  alone  is  not  evidence  of  a  treaty  infraction,  it  may  serve  to 
identify  the  institutions 
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SOUTH  AFRICA 

A  surprising  disclosure  was  made  in  February  1995:  South  Africa  had  initiated  a  biological 
weapons  program  in  1985  and  had  maintained  it  until  quite  recently.'  Although  production  had  reportedly 
ceased,  British  and  American  diplomats  were  attempting  to  persuade  South  Africa  to  destroy  any 
remaining  materials  as  well  as  research  records  and  documentation.  Allegedly,  however,  "President 
Mandela  has  been  unable,  despite  repeated  requests,  to  persuade  his  military  to  relinquish  the  blueprint 
.  ."^;  ".  .  .  Mandela's  government  is  not  in  full  control  of  South  Africa's  biological  weapons  program,  a 
State  E>epaxtment  official  said."' 

The  situation  has  been  aggravated  by  a  second  factor,  the  possible  diffusion  of  technology  or 
process  information  to  a  second  state:  "US  intelligence  sources  reportedly  tracked  Libyan  agents  trying 
to  gain  materials,  scientists,  or  information  on  the  program  from  South  African  arms  and  miUtary 
establishments."^  President  Mandela  subsequently  acknowledged  that  South  Africans  involved  in  the 
country's  chemical  weapons  program,  which  had  allegedly  been  closed  down  in  1993,  had  gone  to  Libya, 
and  he  added  weakly,  "we  cannot  prevent  anybody  from  visiting  Libya  and  we  cannot  take  away  the 
knowledge  that  they  have."' 

The  South  African  program  reportedly  produced  toxins  used  for  the  assassination  of  opponents 
of  apartheid.  However,  if  weapons  were  produced,  means  of  assassination  would  not  have  been  all  the 
program  was  intended  for.  A  spokesman  for  Deputy  President  de  Kleric  claimed  that  South  Africa  had 
initiated  its  BW  program  because  Angolan  forces  had  used  chemical  and  biological  agents  in  combat 


'James  Adams,  'Qadaffi  Lures  South  Afiica's  Top  Germ  Warfare  Scientists'',  The  Sunday  Tunes  (London). 
Febniaiy  26,  1995. 

Paul  Taylor,  Toxic  S.  African  Arms  Raise  Concern;   US  Wants  Assurance  '80s  Chemical,  Germ 
Weapons  Program  is  Dead",  Washington  Post.  February  28,  1995. 

^Adams,  ibid. 

*raylor.  ibid. 

Taylor,  ibid.  '    ' 

'"Chemical  Arms  Experts  May  be  'Visiting'  Libya",  The  Baltimore  Sun.  March  3,  1993. 
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against  South  Africa.*  The  claim  is  a  canard,  but  no  correction  was  ever  made  by  South  African  officials. 
There  are  no  known  allegations  of  Angolan  use  of  BW,  and  in  the  alleged  instance  of  CW  use,  US 
intelligence  assessments  concluded  that  chemical  weapons  had  not  been  used. 

As  for  the  institutions  in  which  BW  R&D  might  have  been  carried  out  in  South  Africa,  the 
National  Institute  for  Virology,  in  Johannesburg,  and  the  South  African  Institute  for  Medical  Research 
have  highly  qualified  virology  facilities,  but  it  is  not  publicly  known  if  the  BW  R&D  work  was  carried 
out  at  these  sites  or  if  it  was  done  in  a  dedicated  and  closed  military  facility.  As  of  the  fall  of  1995,  no 
further  information  had  become  available  regarding  the  South  African  program,  such  as  the  agents  it  had 
worked  with,  the  degree  of  weaponization,  or  the  number  of  researchers  it  occupied.'  It  is  important  to 
note  that  the  unclassified  versions  of  the  aimual  US  arms  control  treaty  compliance  reports  never  referred 
to  South  Africa.  This  raises  several  questions:  did  the  classified  versions  contain  such  information,  or 
was  information  on  the  BW  programs  of  nations  such  as  South  Africa  (and  possibly  Israel)  omitted  fix)m 
the  classified  versions  as  well?  The  combination  of  the  disclosure  of  the  South  African  program,  its 
absence  fix)m  the  compUance  reports  -  in  1995  as  well  -  and  the  disclosure  that  reference  to  China  was 
omitted  in  1991  and  1992  even  from  the  classified  compliance  reports  due  to  an  administrative  decision 
by  the  Office  of  the  President  -  make  this  a  plausible  question. 


*Taylor,  op.  ciL 

'  The  South  African  embassy  in  Washington  and  the  Institute  for  Defense  Policy  in  Johannesburg  have 
refused  repeated  requests  to  provide  any  fiuther  information  regarding  the  former  BW  program. 
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IRAN 

The  1994  US  compliance  report  states  that  "The  United  States  judges  that  Iran  probably  has 

produced  biological  warfare  agents,  and  statements  by  Iranian  officials  suggest  that  it  has  weaponized  a 

small  quantity  of  those  agents."'  The  1995  report  was  slightly  more  expansive: 

"The  Iraiuan  BW  program  has  been  embedded  within  Iran's  extensive  biotechnology  and 
pharmaceutical  industries  so  as  to  obscure  its  activities.  The  Iranian  military  has  used 
medical,  education,  and  scientific  research  organizations  for  many  aspects  of  BW 
procurement,  research,  and  production.  Iran  has  also  failed  to  submit  the  data  declarations 
called  for  in  the  CBM's...  Iran  probably  has  produced  biological  warfare  agents  and 
apparently  has  weaponized  a  small  quantity  of  those  agents."^ 
The  Russian  FIS  report  was,  on  the  other  hand,  decidedly  equivocal,  stating  that  "Iran  does  not  have 

offensive  biological  weapons  at  this  time.  But  it  is  possible  to  say  with  confidence  that  there  is  a  military- 
applied  biological  program."'  In  1988  and  1989  Iran  attempted  to  procure  both  fusarium  and  mycotoxin- 
producing  fungi  from  Canada  and  the  Netherlands  for  a  laboratory  at  ■;  Iman  Reza  Medical  Center, 
Meshed  Medical  Science  University,  which  also  does  research  on  chemical  weapon  agents."  A  number 
of  Iranian  microbiologists  have  worked  in  the  Cuban  National  Center  for  Genetic  Engineering  and 
Biotechnology  in  Havana. 

In  replying  to  a  series  of  questions  from  the  US  Senate  Committee  on  Government  Affairs,  the 
US  Central  Intelligence  Agency  in  one  instance  stated  that  "Iran  and  Iraq  have  missiles  and  aircraft 
capable  of  carrying  nuclear,  biological,  or  chemical  warheads. . .  but  we  believe  these  countries  only  have 
chemical  and  biological  warheads",  and  in  another  instance  that  "we  have  no  specific  information  to 
discuss  about  Iran's  biological  warfare  efforts."' 


'"Adherence  to  and  Compliance  with  Arms  Control  Agreements",  June  23,  1994,  US  Arms  Control  and 
Disarmament  Agency,  pg.  12. 

^Adherence  to  and  Compliance  with  Anns  Control  Agreements,  May  30,  1995,  US  Arms  Control  and 
Disarmament  Agency,  p.  16. 

'"Proliferation  Issues;  Russian  Federation  Foreign  Intelligence  Service  Report",  March  5,  1993. 

'Michael  Gordon  and  Stephen  Engelberg,  "Iran  is  Said  to  Try  and  Obtain  Toxins",  New  York  Tmies,  August 
13,  1989;  Purver,  op.  cit,  p.  35. 

'"Proliferation  Threats  of  the  1990's',  Hearing,  Committee  on  Govanmental  Affairs,  US  Senate,  Feb.  24, 
1993,  pp.  180  and  183. 
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NORTH  KOREA  (DPRK) 

The  unclassified  versions  of  the  anns  control  treaty  compliance  reports  released  by  the  United 

States  goverrunent  do  not  mention  North  Korea  in  regard  to  BW.'  In  response  to  a  specific  question  from 

a  Senator  in  1993,  the  CIA  stated 

"We  have  almost  no  information  on  whether  Pyongyang  seeks  to  build  biological 
weapons.  Nevertheless.  North  Korea  -  if  it  desires  -  has  the  capability  to  develop  classic 
biological  agents  such  as  anthrax,  plague,  or  yellow  fever. "^ 
A  US  £>efense  Intelligence  Agency  report  on  North  Korean  military  capabilities  published  in  1991  implied 

that  North  Korea  was  not  working  on  BW.'  The  South  Korean  Defense  White  Paper  of  1993-1994  says 

only  "Since  the  early  1960s  North  Korea  has  been  pushing  forward  with  research  and  development  as  well 

as  acquisition  of  biological  and  chemical  we^x)ns  and  protection  and  detection  equipment  in  preparation 

for  biological  and  chemical  warfare."^    Although  providing  further  details  on  North  Korean  chemical 

weapons  and  production,  it  contains  not  another  word  on  biological  weapons.    The  Russian  Foreign 

Intelligence  report  is  substantially  more  suggestive: 

".  .  .  North  Korea  is  performing  applied  military-biological  research  at  a  whole  series  of 
universities,  medical  institutes,  and  specialized  research  institutes.  Work  is  being 
performed  at  these  research  centers  with  pathogens  for  malignant  anthrax,  cholera, 
bubonic  plague,  and  small  pox.    Biological  weapons  are  being  tested  on  the  island 


'"Adherence  to  and  Compliance  with  Arms  Control  Agreements",  June  23,  1994,  US  Arms  Control  and 
Disarmament  Agency,  pg.  184.  The  May  1995  version  of  the  same  (unclassified  version)  report  again  does  not 
mention  North  Korea. 

'  Proliferation  Threats  of  the  1980's.  Hearing,  Committee  on  Govenunental  Affairs,  United  States  Senate, 
103rd  Congress,  First  Session,  Washington,  DC,  February  24,  1993,  p.  184. 

'      "Biological  warfare  has  not  received  the  same  attention  as  chemical  or  nuclear  warfare.  This  could  be 
because  North  Korea  lacks  the  technical  expertise  or  because  the  difficulty  in  controlling  biological         warfare, 
makes  it  a  less  desirable  option.  North  Korea  realizes  that  biological  weapons  are  as  dangerous  to  its 

own  forces  as  they  are  to  South  Korean  or  US  forces,  and  the  North's  limited  medical  services  would 

make  the  agents  more  lethal.  Therefore,  using  biological  agents  is  not  a  likely  option.  Howevo^,  if 

North  Korea  did  choose  to  employ  biological  we^x>ns,  it  ]7robably  could  use  agents  such  as      anthrax,  plague, 
or  yellow  fever  against  water  and  food  supplies  in  the  South's  rear  area" 

"North  Korea,  The  Foundations  for  Military  Strength",  US  Defense  Intelligence  Agency,  November  1991,  pg. 
62.  There  is  no  apparent  reason  why  the  agents  mentioned  should  therefore  have  been  indicated. 

Efforts  since  1992  to  obtain  declassification  of  DIA  and  CIA  documentation  regarding  North  Korea  have 
resulted  in  obtaining  no  more  than  the  title  page  of  a  1975  (!)  study:   "Biological  Warfare  Capabilities  -  Asian 
Communist  Countries  (U);"  Defense  Intelligence  Agency;  ST-CS-03-148-75;  CY,  ST-S-4-2704. 

^Defense  White  Paper.  1993-1994:  The  Ministry  of  National  Defense,  The  Republic  of  Korea,  Seoul,  Korea, 
1994. 
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territories  belonging  to  the  DPRK.    No  information  indicating  that  these  programs  are 
offensive  in  nature  has  been  received."' 
The  final  sentence  is  a  contradiction  in  terms:    The  testing  of  biological  weapons  is  by  definition 

"offensive",  and  in  violation  of  the  BWC. 


One  author,  with  infoimation  apparentiy  derived  ftom  a  combination  of  Korean  Central 
Intelligence  Agency  and  US  Defense  Intelligence  Agency  sources,  has  claimed  that  North  Korea  has  a 
dedicated  BW  program,  has  identified  institutions  allegedly  participating  in  that  program,  that  it  is 
producing  biological  munitions,  and  is  additionally  aiding  other  countries  "with  the  technology  and 
assistance  required  to  develop,  produce,  and  offensively  employ  chemical  and  biological  weapons", 
alleging  such  cooperation  for  BW  in  particular  between  the  DPRK  and  Syria.'  There  is  no  other 
corroboration  for  these  allegations.   He  suggested  that: 

"Reports  suggest  that  there  are  two  laboratories  and  four  research  faciUties  engaged  in 
this  research.  Included  within  these  are  the  Institute  of  Microbiological  Diseases  at  the 
Academy  of  Medical  Science,  the  Medical  Research  Institute  at  the  Academy  of  National 
Defense  Sciences,  and  a  facility  known  only  as  the  'No.  25  Factory.'  Some  advanced 
genetic  research  is  currenfly  occurring  within  Kim  Il-Song  University.  Whether  this  is 
connected  to  the  DPRK's  BW  program  is  presentiy  unknown." 

"It  has  not  been  determined  when  the  DPRK  acmally  initiated  the  production  of 
biological  agents  for  offensive  employment  Such  a  capability  currentiy  exists  and  is 
believed  to  have  existed  at  least  since/ the  eariy  I980's,  possibly  eariier.  Limited 
production  of  biological  agents  may  be  axiducted  at  research  facilities  but  it  is  possible 
that  separate  production  facilities  exist" 


'Proliferadon  Issues:  Russian  Federation  Foreign  Intelligence  Service  Rqxwt  pg.  29. 

'Joseph  S.  Bermudez,  Jr.,  T^wlh  Kcnea's  Chemical  and  Biological  Warfare  Arsenal",  Janes  Intelligence 
Review.  May  1993,  pp.  225-228. 

In  a  1989  manuscript  ("Korean  Pet^le's  Army  NBC  Capabilities",  February  5,  1989),  Bermudez  had 
written 

"While  the  Soviet  Union  and  the  HiC  have  definitely  jwovided  the  DPRK  with  chemical  agents,  they 
are  not  believed  to  have  provided  any  direct  assistance  in  the  development  of  biological  weapons.   Such 
capabilities  are  believed  to  have  been  developed  indigenously.   DHUC  biological  warfare  research  is       believed 
to  have  begun  sometime  during  the  mid- 1960s  and  to  have  focussed  on  10  different  strains  of    bacteria 
including:  anthrax,  cholera,  bubonic  plague,  smallpox,  and  yellow  fever.  At  present,  it  is         believed  that  the 
DPRK  has  not  employed  genetic  engineering  or  advanced  bio-technology  to  develop     these  bacteria.  The 
primary  facilities  engaged  in  this  research  are  the  "National  Defense  Research  Institute"  and  the 

"Medical  Academy."   However,  the  exaa  location  of  these  facilities  is  presendy  unknown.   It  is  not 

known  whether  the  DPRK  actually  initiated  the  production  of  biological  agents  for       offensive  employment 
However,  such  a  capability  presendy  exists  and  is  believed  to  have  existed      since  at  least  the  early  1980s  and 
possibly  earlier.  Limited  production  of  biological  agents  may  be        conducted  at  the  "National  Defense 
Research  Institute  and  the  Medical  Academy",  however,  it  is  more      probable  that  there  exists  separate 
production  and  research  facilities.' 
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In  1994  a  South  Korean  publication  carried  information,  allegedly  supplied  by  a  North  Korean  defector, 

that  identified,  in  addition  to  a  "Chemical-Biological-Radiological  Research  Center"  associated  with  the 

North  Korean  armed  forces: 

"North  Korea's  bacteriological-weapons-related  organizations  include  Kim  Il-son 
University,  Pyongyang  Medical  College,  Pyongyang  Military  Medical  College,  the 
Institute  of  Microbiological  Diseases  under  the  Pyongyang  Academy  of  Science,  the 
Bacterium  Research  Institute  under  the  Second  Academy  of  Natural  Sciences."' 


'U  Chong-chang;  Seoul  Chugan  Chosen,  June  30,  1994;   in  FBIS-EAS-94-126;  June  30  1994,  pg.  38-43. 
The  greatest  portion  of  the  article  concerned  the  North  Korean  nuclear  program,  alleging  underground 
nuclear  tests  and  other  reputed  details  which  cast  great  doubt  on  the  credibility  of  any  of  the  information 
provided  in  the  entire  article. 
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Other  Countries:   Syria,  Egypc  Libya.  India,  Israel 


The  1995  US  compliance  report  states 

"Syria  has  signed  but  not  ratified  the  BWC. . .  The  United  States  Government  reaffinns 
its  previous  judgment  that  based  upon  the  evidence  available  to  date,  it  is  highly  probable 
that  Syria  is  developing  an  offensive  biological  warfare  capability." 
The  Russian  F.I.S.  report  claimed  the  opposite: 

"...  There  is  no  reliable  infonnation  about  the  existence  of  biological  weapons  in  Syria 
or  a  directed  program  for  the  creation  of  an  offensive  potential  in  the  biological  realm." 


ESYPt: 


The  1995  US  compliance  report  states 


"Egypt  has  signed  but  not  ratified  iSie  BWC. . .  The  United  States  believes  that  Egypt  had 
developed  biological  warfare  agents  by  1972.  There  is  no  evidence  to  indicate  that  Egypt 
had  eliminated  this  capability  and  it  remains  likely  that  the  Egyptian  capability  to  conduct 
biological  warfare  continues  to  exist." 
The  1993  Russian  FIS  report  is  contradictory,  staling  both  the  presence  and  absence  of  BW  agents: 

"The  country  has  a  program  of  military-applied  research  in  the  area  of  biological  weapons, 
but  no  data  have  been  obtained  to  indicate  the  aeation  of  biological  agents  in  support  of 
military  offensive  programs.  The  research  programs  in  the  area  of  biological  weapons 
date  back  to  the  1960's.  As  we  all  know,  in  the  early  1970's  President  As-Sadat 
confirmed  this,  announcing  the  presence  in  Egypt  of  a  stockpile  of  biological  agents 
stored  in  refrigerated  facilities.  Toxins  of  a  varying  nature  are  being  studied  and 
techniques  for  their  production  and  refinement  are  being  developed  at  the  present  time  by 
a  national  research  center.' 

Libya: 

The  1995  US  comfriiance  report  states 

"Evidence  suggests  the  Libyan  government  is  seeking  to  acquire  the  capability  to  develop 
and  produce  BW  agents.  Such  development  or  production  would  violate  key  provisions 
of  the  BWC.  Libya  has  also  Mled  to  submit  the  data  declarations  stipulated  in  the 
CBM's.  .  .  Evidence  indicates  that  Libya  has  the  eiqjettise  to  produce  small  quantities 
of  biological  equipment  for  its  BW  program  and  that  the  Libyan  Government  is  seeking 
to  move  their  research  program  into  a  program  of  weaponized  BW  agents." 
The  reference  to  ".  .  .seeking  to  acquire. . ."  presumably  refers  to  recoit  attempts  to  procure  information 

from  South  African  scientists.  The  1993  Russian  F.LS  lepott  went  a  bit  fiirther 

"There  is  information  indicating  that  Libya  is  engaged  in  initial  testing  in  the  area  of 
biological  weapons.  At  this  stage  the  Libyans  are  displaying  particular  interest  in 
information  on  work  involving  biological  agents  overseas.  In  contacts  with  representative 
of  other  Arab  countries,  Libyan  specialists  are  expressing  a  willingness  to  fund  joint 


India: 
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biological  programs,  including  ones  of  a  military-applied  nature,  provided  that  they  are 
not  undertaJcen  on  Libyan  territory." 


Only  the  1993  Russian  F.I.S.  report  makes  reference  to  India: 
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"India  does  not  possess  offensive  biological  weapons.  However,  it  does  have  considerable 
potential  in  the  field  of  biotechnology.  The  nature  of  the  work  of  certain  civilian  research 
centers  cooperating  with  the  Defense  Ministry  suggests  that  its  results  could  be  used  for 
miUtary-applied  purposes,  primarily  in  a  defensive  aspect  No  fewer  than  five  military 
centers  are  involved  in  developments  in  the  military-biological  area.  The  programs  being 
conducted  by  these  research  centers  are  of  a  classified  nature." 
It  is  known  that  the  Indian  government  examined  the  question  of  whether  it  should  initiate  a  BW  program 

some  time  around  1970,  roughly  at  the  same  time  as  it  made  the  final  decisions  to  construct  a  nuclear 

weapon. 

Israel: 

As  long  ago  as  1974,  US  military  officials  testified  to  the  Senate  Aimed  Services  Committee  that 
they  had  been  informed  by  Israeli  counterparts  that  Israel  had  an  offensive  chemical  capability.'  In 
response  to  a  question  by  Senator  Nunn,  General  Almquist  replied  that  he  did  not  know  about  a  biological 
capability.  It  became  known  in  1993  that  the  USSR  had  recruited  the  former  Deputy  Director  of  the 
Israeli  BW  R&D  program.  Dr.  Markus  KJingberg,  as  a  spy.^  He  was  arrested  by  Israel  in  1983.  He  had 
worked  at  Ner  Ziona,  "a  top  secret  institute  near  Tel  Aviv  that  does  research  in  chemical  and  biological 
warfare."'  Notably,  Israel  has  never  been  listed  by  the  US  as  maintaining  a  BW  R&D  program,  nor  is 
it  referred  to  at  all  in  the  unclassified  versions  of  the  annual  aims  control  treaty  compliance  reports.  The 
Russian  F.I.S.  report  released  in  1993  stated  in  regard  to  Israel:  "There  is  no  direct  evidence  of  the 
preseiKe  of  biological  we^wns  in  Israel.'"* 


'FY  1975  DoD  Authorization  Hearings,  Part  5  (R&D),  Senate  Armed  Forces  Committee, 
March  7,  1974;  pg.  4931. 

'"Zwolf  Jahre  Gefangis  Fur  Israelischen  Oberst;   Spiunage  Zugunsten  der  Sowjetunion",  Nieu  Zurcher 
Zeitung.  September  2,  1993. 

Hriyde  Habeiman,  "Israel  Lifts  Secrecy  Veil  from  Spy  Convictions".  New  York  Times,  May  4,  1995. 

'Proliferation  Issues:  Russian  Foreign  Intelligence  Service  Report;  in  JPRS-TND-93-007,  March  5,  1993, 
pg.24. 
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The  Potential  Use  of  BW  by  Extra-national,  or  'Tenrorist"  Groups. 

There  have  been  many  warnings  over  a  period  of  several  decades  of  the  possible  use  of  BW  by 
terrorist  groups.  The  reason  given  is  the  ostensible  ease  of  preparation  of  such  agents.  Nevertheless  to 
this  date  no  such  use  has  ever  taken  place.  The  most  serious  attempt  to  produce  an  agent,  which 
nevertheless  failed,  was  made  by  die  Japanese  Aum  Shinrikyo  group  in  the  early  1990s.  The  same  group 
did  go  on  to  manufacture  and  use  the  chemical  agent  Sarin  in  1994,  and  then  in  March  1995  in  Tokyo. 
There  is  also  a  record  of  threats  by  several  groups  or  individuals  to  use  BW,  and  some  indication  of  the 
nature  of  these  can  be  given. 

The  first  thorough  review  of  this  subject,  a  substantial  monograph  titled  Chemical  and  Biological 
Terrorism,  became  available  in  June  1995.'  The  author  divided  his  examination  into  five  parts: 

(1)  threats  to  use  BW,  without  any  evidence  of  actual  capabilities, 

(2)  unsuccessful  attempts  to  acquire  BW, 

(3)  actual  possession  of  B  W  agents, 

(4)  attempted  unsuccessful  use  of  such  agents, 

(5)  their  actual  "successful  use." 

'     '    Ihaveselectedseveraleventsrecordedinthepastthirtyyearsby  way  of  example  of  developments 
in  this  area:  '  x^ 

(1)  In  the  1960's  Robert  Depugh,  ttie  owner  of  a  veterinary  medical  products  supply  company 
named  the  Biolab  Corporation,  in  the  state  of  Missouri,  headed  the  largest  paramilitary  right  wing 
organization  in  die  United  States,  tfie  Minutemen  of  America.  He  claimed  to  have  "...  a  number  of  our 


'   Ron  Purver.  Chemical  and  Biological  Terrorism:  The  Threat  According  to  the  Open  Literamre;  Canadian 
Security  Intelligence  Service.  June  1995.  pp.  3  to  57. 
See  Also: 

Jeffrey  A.  Simon.  Tenorists  and  the  Potential  Use  of  Biological  Weapons:   A  Discussion  of 
Possibilities.  RAND  Caqniation.  Ry3771-AFMIC,  Decembw  1989. 

B  J.  Beikowilz,  et.  al.,  Superviolence:  The  Civil  Threat  of  Mass  Destniction  Weapons,  ADCON 
Corporation,  A  72-034-10.  September  1972. 

"Terrorism  and  Biological  Weapons",  pp.  35  to  44  in  Technology  Against  Terrorism:   Structuring 
Security.  Office  of  Technotogy  Assessment,  January  1992. 

Robert  S.  Root-Bernstein,  'Infiectioas  Tenorism".  Adantic  Monthly.  May  1991.  pp.  44-50. 
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own  physicians  and  bacteriologists  working  on  the  production  of  biological  agents.  .  .  Most  of  this 
research  goes  on  after  hours  in  public  and  private  institutions  where  they  hold  a  regular  job  during  the  day 
and  have  an  opportunity  to  moonlight  a  few  hours  in  the  evening  on  their  own. "  He  claimed  that  his 
associates  were  researching  classical  BW  R&D  subject  matters, "...  such  as.  . .  the  selective  breeding  of 
various  pathogens  in  order  to  increase  or  decrease  their  virulence  and  to  renter  them  resistant  to 
antibiotics."^  He  referred  to  equine  encephalitis  virus  as  one  of  seven  agents  his  group  had  selected  to 
work  on.  He  also  claimed  that  he  had  personally  produced  Sarin  at  his  company's  facilities  "and 
elsewhere  across  the  country".  None  of  these  claims  were  ever  validated  by  any  other  source,  and  there 
is  no  knowledge  that  any  of  the  agents  implied  were  actually  ever  produced,  or  were  ever  used.  It  is  not 
known  whether  any  of  the  claims  were  more  than  bluster  and  a  demonstration  of  the  ability  to  u.se  the 
right  phraseology. 

(2)  An  attempt  was  made  to  extort  funds  from  the  Brandt  govenunent  in  Germany  in  1973  by 
an  individual  or  group  threatening  to  pollute  "shopping  centers,  hotels,  factories,  and  city  water  systems 
with  deadly  bacteria".'  Nothing  occurred  following  the  blackmail  attempt 

(3)  Somewhere  between  1980  and  1984  (ostensibly  equally  expert  sources  with  access  to 
classified  US  government  records  dispute  the  date)  the  bathroom  of  a  Paris  apartment  was  found  to  contain 
flasks  of  Clostridium  botulinum.  The  apartment  was  a  "safe  house"  of  the  West  German  Red  Army 
Faction,  also  known  as  the  Baader  Meinhoff  Group.  Although  the  public  record  does  not  indicate  that 
the  material  was  produced  at  that  location,  the  work  is  attributed  to  one  of  the  group's  members,  Silke 
Maier-Witt.  who  was  a  medical  assistant  by  profession.* 

(4)  Some  time  in  the  mid-1980s  the  Tamil  Elaam  secessionist  groups,  waging  a  war  of  secession 
in  Northern  Sri  Lanka,  released  a  communique  threatening  to  wage  biological  warfare  against  the 


^ric  Nonlen,  The  Paramilitary  Right",  Playboy  Magazine.  June  1969,  pp.  103-104,  146,  242-264. 

'"Bacteria  Tenor  Threatened  in  West  German  Extortion  Bid",  International  Herald  Tribune.  November  23, 
1973. 

*  Ron  Purver,  op.  ciL,  pp.  36-37.  .  .     -    •        _ 
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government.'  They  described  four  operations  that  they  could  carry  out  Two  of  these  targeted  the  human 
population:  the  transport  and  introduction  of  the  natural  vectors  for  River  Blindness  (a  snail)  and  Yellow 
Fever  (mosquitoes)  into  the  south  of  the  country.  The  remaining  two  were  threats  of  transporting  and 
introducing  two  anti-plant  agents,  against  the  rubber  trees  and  tea  bushes  which  make  up  two  of  Sri 
Lanka's  major  export  products.  The  Tamil  Elaam  was  a  group  that  had  unquestionably  demonstrated  an 
aggressive  willingness  to  take  virtually  any  action  -  massacres,  assassination  of  the  Indian  head  of  state 
(Rajiv  Ghandi)  as  well  as  that  of  Sri  Lanka  and  other  senior  Sri-Lankan  politicians,  the  use  of  suicide 
volunteers  -  and  some  facility  with  using  somewhat  advanced  technologies,  such  as  demolition  frogmen. 
The  communique  which  stated  their  intentions  sounded  as  if  they  knew  what  they  were  doing. 
Nevertheless  there  is  no  evidence  of  their  having  carried  out  any  of  the  four  BW  operations.  (After  the 
March  1995  events  in  Tokyo  they  also  threatened  to  use  Sarin  in  attacking  government  (military) 
facilities.) 

(5)  In  March  1995,  two  members  of  an  American  right  wing  militia,  "the  Minnesota  Patriots 
Council  were  convicted  of  conspiracy  charges  for  planning  to  use  a  lethal  biological  poison  called  ricin 
to  kill  Federal  employees  arid  law  enforcement  agents".*  Ricin  would  technically  be  considered  a  toxin. 
The  conspiracy  was  apprehended  before  any  actual  use  occuned. 

(6)  In  1995  a  member  of  an  American  right  wing  racist  group  (Aryan  Nation)  who  was  a 
qualified  microbiologist  and  maintained  a  small  laboratory  in  his  basement,  ordered  samples  of  bubonic 
plague  from  the  American  Type  CJulturc  Collection,  because  "he  needed  the  bacteria  to  conduct 
'biomedical  research  using  rats  to  counteract  immanent  invasion  from  Iraq  of  super-gemi  carrying  rats'", 
or,  alternatively,  "because  he  (was)  writing  a  research  book".^  The  individual  was  arrested,  and  the 
cultures,  as  well  as  explosives,  were  recovered.  ■''■' 

(7)  On  March  20,  1995,  members  of  a  Japanese  religious  sect,  the  Aum  Shinrikyo  (Supreme 
Truth)  released  Sarin  gas  in  a  carefiiUy  prepared  attack  in  the  Tokyo  subway  system.    Mortality  was 


'Rohan  Gunaratna,  War  and  Peace  in  Sri  Lanka.  Institute  of  Fundamental  Studies,  Sri  Lanka,  1987,  pp.  51- 

52.  .. 

*Bob  Herbert,  "Militia  Madness",  New  York  Times.  June  7,  1995. 

'Michael  Janofsky.  "Looking  for  Motives  in  Plague  Case".  New  York  Times.  May  28,  1995. 
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fortunately  quite  low.  The  same  group  had  also  intentionally  released  Sarin  a  year  before,  with  several 
deaths  resulting,  but  had  not  been  apprehended.  Following  the  1995  attack  Japanese  police  began  a 
months  long  process  of  searching  the  extensive  facilities  owned  by  the  sect  -  over  a  hundred  individual 
buildings  and  sites  -  something  which  had  not  been  done  previously.  In  addition  to  hundreds  of  tons  of 
intermediate  chemicals  that  had  been  stockpiled  for  the  production  of  chemical  weapons,  police  discovered 
that  the  sect  had  been  attempting  for  several  years  to  prepare  botulinum  toxin  for  use  as  an  aerosol 
weapon.  "160  barrels  of  peptone"  media  were  found  in  one  of  the  buildings  in  the  village  of 
Kamikuishiki,  also  ttie  site  of  the  group's  CW  production  facility.'  The  group  had  procured  four 
fermenters,  a  vacuam  dryer  and  a  milling  machine,  and  had  tested  their  product  on  guinea  pigs.  However, 
in  several  years  of  efforts  the  group  had  failed  to  produce  botulinum  toxin.' 

There  are  two  significant  aspects  of  the  Aum  Shinrikyo  attempt.  The  first  is  that  although  it 
appears  to  have  been  the  most  serious  attempt  on  record,  and  as  will  be  seen  in  a  moment,  with  no  lack 
of  resources  and  time,  it  failed.  The  second  is  that  the  perpetrating  group  was  most  certainly  not  an 
ordinary  "terrorist"  group.  It  would  be  useful  therefore  to  look  at  both  the  characteristic  of  the  group,  and 
the  resources  that  it  applied  to  produce  a  BW  agent: 

-  it  was  a  religious  sect 

-  its  teachings  were  apocalyptic. 

-  its  devotees  were  exposed  to  classical  aspects  of  the  more  severe  forms  of  indoctrination  and 
"brainwashing":  enforced  isolation,  psychological  deprivation,  forced  separation  of  family  members, 
isolated  living,  food  deprivation,  etc. 

it  had  abducted  and  killed  civilians  that  it  considered  "enemies". 

-  the  leadership  of  the  group,  at  least  at  one  time,  had  political  presumptions;  some  25  of  its  members 
had  run  for  seats  in  Japan's  parliament  only  a  few  years  before. 

-  the  group  was  administered  as  a  miniature  government,  with  "ministers"  and  sectorial  responsibilities. 
Its  leader  "apparently  envisioned  a  'sovereign  state'  with  its  own  government  and  the  ability  to  wage 


'Andrew  Pollack,  'Japanese  Police  Say  They  Found  Germ-War  Material  of  Cult  Site",  New  York  Time, 
March  29,  1995  (as  reported  by  Mainichi-Shimbun). 

'Kyle  Olson,  personal  communication.  May  26,  1995.  See  also  Ron  Purver,  op.  ciL,  pp.  153-190;  r).  164- 
166  and  168-170  pertain  in  particular  to  the  group's  attempts  in  BW. 
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war  with  guns,  bacteria,  or  nerve  gas".'" 

-  it  had  a  most  extravagant  access  to  financial  resources,  estimated  as  being  between  1 .2  and  1 .6  billion 
dollars. 

-  it  maintained  several  front  companies  for  procuring  advanced  western  production  equipment  and 
extremely  large  stocks  of  chemical  intermediates. 

-  it  had  also  recruited  a  small  staff  of  qualified  scientists,  ("around  thirty..."),  some  of  them  at  the  post- 
doctoral level  and  with  experience  in  industrial  and  medical  R&D.  These  supervised  about  100 
laboratory  technicians.    These,  with  the  combination  of  funds,  western  equipment,  and  industrial 

intermediaries,  had  succeeded  in  producing  Sarin. 

'?  ';•■ 

Despite  continual  apprchensiveness  on  the  part  of  experts  over  the  decades,  there  have  been  no 
instances  of  BW  use  by  terrorists.  This  has  frequently  prompted  the  question  of  "why  not?" 

It  seems  very  likely  that  experts  and  analysts  have  been  much  too  "optimistic,"  and  that  BW  isn't  all 
that  easy  for  an  untrained  group  to  produce.  In  addition,  other  things  may  be  very  much  easier  to  do  and 
the  materials  to  carry  them  out  acquired,  or  more  readily  provided  by  patron  states.  Sophisticated  plastic 
explosives  were  available  by  the  ton,  digital  timing  devices  are  legally  purchasable.  In  some  instances, 
the  relative  discreteness  of  effect  of  an  explosive  may  be  what  the  terrorist  group  desires;  however,  if  an 
explosive  device  is  placed  in  a  market  place  or  a  bus  station,  it  is  difficult  to  imagine  that  the  terrorist 
group  would  not  be  quite  satisfied--in  fact,  would  consider  it  altogether  desirable-if  it  could  kill  ten  or 
100  times  as  many  people  in  the  same  act.  To  produce  BW,  one  does  need  a  laboratory,  equipment,  and 
appropriate  knowledge  and  experience;  the  failure  of  the  Japanese  Aum  group  after  several  years  of  effort 
in  this  respect  would  indicate  exactly  that 

Except  for  the  Aum  case,  in  which  the  effort  to  produce  a  BW  agent  did  not  succeed,  no  evidence 
has  appeared  over  the  decades  indicating  whether  BW  was  considered  by  terrorist  groups,  if  so,  why  it 
was  rejected,  or  if  not,  why  it  was  not  For  example,  in  the  case  of  the  quite  specific  Tamil  Elam  threat 
described  above,  it  is  not  known  if  the  threat  was  never  more  than  a  bluff,  or  if  there  ever  was  any  serious 
intention  and  effort  to  carry  it  out  at  any  point. 

It  is  frequently  argued  that  the  acts  of  terrorist  groups  are  intended  to  gain  the  sympathy  of  the  public 
for  their  cause,  and  that  the  use  of  BW  would  presumably  be  counterproductive  from  that  viewpoint. 
However,  historical  experience  undercuts  that  basic  premise.  It  is  clear  that  terrorist  groups  do  not  mind 
killing  people,  including  innocent  civihans  in  sizable  numbers.  The  sabotage  of  aircraft  (Lockerbie, 
French  airiiners  over  Africa)  and  bombings  (from  market  places,  taverns  and  department  stores  to 


'"Andrew  Pollack,  "Japanese  Sect  May  Struggle  to  Get  by  Without  Its  Leaders",  New  York  Times,  May  17, 
1995. 
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Oklahoma  City  and  the  World  Trade  Center,  the  latter  carrying  the  potential  of  deaths  in  the  thousands) 
make  that  clear.  They  also  don't  hesitate  to  assassinate  heads  of  state  or  other  major  political  figures 
(Indira  and  Rajiv  Gandhi,  Lord  Mountbatten,  Aldo  Moro,  attempted  assassination  of  Prime  Minister 
Thatcher,  etc.),  which  earns  them  no  sympathy  at  all,  not  even  in  the  eyes  of  a  selected  or  targeted 
population  to  whom  the  act  might  be  assimied  to  appeal.  They  have  their  own  cost-benefit  analyses 
regarding  the  desirability  of  particular  acts  they  carry  out,  and  the  assimied  consideration  that  they  would 
not  do  something  that  would  alienate  the  general  public  and  cost  them  its  sympathy  is  not  substantiated. 
(Although  not  a  traditional  "terrorist"  group,  the  use  of  CW  by  the  Japanese  Aum  group  would  certainly 
bear  this  out)  In  addition,  the  aim  of  some  terrorist  groups  is  not  to  gain  adherents  or  earn  public 
sympathy,  but  simply  to  disrupt  society,  and,  in  some  cases,  even  to  topple  the  national  government 
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Biological  Weapons  Anns  Control  Since  1975 

The  Biological  and  Toxins  Weapons  Convention  (BWC)  entered  into  force  in  1975  and  currently  has 
over  130  States  Parties.'  The  BWC  prohibits  the  development,  production,  and  stockpiling  of  microbial 
or  other  biological  agents,  or  toxins,  of  types  and  in  quantities  that  have  no  justification  or  prophylactic, 
protective  or  other  peaceful  purposes,  and  weapons,  equipment,  or  means  of  delivery  designed  to  use  such 
agents  or  toxins  for  hostile  purposes  or  in  armed  conflict  The  BWC  was  also  of  unlimited  duration,  and 
additionally  provided  that  if  a  majority  of  the  parties  to  it  agreed,  review  conferences  could  be  held  every 
five  years.  These  majorities  were  obtained,  and  a  review  conference  has  been  held  every  five  years  since 
the  BWC  came  into  force  in  1975. 

There  were,  however,  two  msyor  drawbacks  to  the  Convention.  First,  there  was  no  prohibition  on 
research;  aH  research  was  permissible.  Therefore  the  development  and  production  of  "quantities"  that 
could  be  justified  for  "protective",  or  defensive  research,  were  pennitted.  There  was  no  mention  of 
"offensive"  or  "defensive"  research  -"research"  was  not  mentioned  at  all  -  and  hence  no  discussion  of  a 
distinction  between  tiie  two,  or  if  any  could  be  drawn.  There  was,  in  addition,  no  definition  of  the 
boundary  between  res::arch  and  "development",  which  is  prohibited.  For  example,  the  parameters  of  the 
"quantities"  were  not  delineated.  Second,  there  were  no  provisions  for  verification  of  any  sort.  In  1972 
the  USSR  was  totally  opposed  to  any  consideration  of  on-site  verification.  In  more  recent  years,  once 
verification  could  be  considered,  the  first  set  of  problems  would  pose  the  greatest  difficulty:  distinguishing 
between  legitimate  "protective"  or  "defensive"  biological  research  programs  and  those  intended  for 
offensive  use. 

Following  the  anthrax  accident  at  a  military  BW  facility  in  the  USSR  at  Sverdlovsk  in  1979,  the  US 
attempted  to  make  use  of  the  consultation  provisions  under  Article  5  of  the  BWC.  The  US  diplomatic 
effort  was  criticized  for  not  having  been  handled  well,  but  it  is  inconceivable  that  the  USSR  would  have 
provided  valid  information  under  any  circumstances,  given  the  nature  of  the  accident  and  what  it  would 


'The  history  of  Biological  Weapons  aims  control  negotiations,  before  and  after  the  achievement  of  the 
Biological  Weapons  Convention,  are  documented  in,  among  other  sources, 

-  Jozef  Goldblai,  Vol.  4:  CB  Disarmament  Negotiations.  1920-1970.  in  The  Problem  of  Chemical  and 
Biological  Warfare.  SIPRT,  Stockholm  International  Peace  Research  Institute,  Almquist  and  WikseU,  and 
Humaitities  Press,  1971. 

-  Robert  W.  Lamben  and  Jean  E.  Mayer,  Intemalional  Negotiations  on  the  Biological-Weapons  and  Toxin 
Convention,  United  States  Arms  Control  and  Disarmament  Agency,  May  1975. 

-  Nicholas  A.  Sims,  The  Diplomacy  of  Biological  Disarmament:  Vicissitudes  of  a  Treaty  in  Force,  1975- 
85,  MacMillan  Press.  London,  1988. 

Annual  updates  on  the  state  of  the  negotiations  appear  frequently  but  intermittently  in  the  United  Nations 
Disarmament  Yearbook,  (vol.  19  being  the  1994  Yearbook),  and  in  the  SIPRI  Yearbook  Worid  Armaments  and 
Disarmament  which  has  been  published  annually  since  1968/69. 
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have  disclosed.  In  1984  the  US  declared  the  USSR  in  violation  of  the  BWC  but  did  not  lodge  a  complaint 
with  the  United  Nations  Security  Council,  as  it  was  entitled  to  do  under  Article  6  of  the  BWC,  a  procedure 
that  could  also  have  been  followed  in  1979.  A  Soviet  veto  of  any  such  US  initiative  in  the  Security 
Council  would  have  been  likely  in  1979  or  1984,  but  would  at  the  same  time  have  impugned  Soviet 
compliance. 

The  second  review  conference  took  place  in  1986,  following  ttie  transition  to  the  Gorbachev 
administration  in  the  USSR.  There  were  two  important  outcomes.  First  it  decided  on  four  "Confidence 
Building  Measures"  (CBMs).^  These  were  to  be  "politically  binding",  but  not  mandatory.  They  were: 
( n  the  declaration  of  all  high  containment  facilities  and  of  defense  facilities:  exchange  data  on  high- 
security  containment  facilities  (all  BL-4  laboratories,  and  BL-3  ones  at  defense  facilities),  including 
providing  data  on  their  work  programs. 

(2)  The  declaration  of  unusual  outbreaks  of  disease:  exchange  information  on  unusual  outbreaks  of 
diseases,  (unusual  in  terms  of  the  detection  of  a  new,  possibly  unique  disease,  and/or  a  disease  at  a 
location  where  it  has  never  before  been  observed). 

(3)  The  encouragement  of  the  publication  of  the  results  of  research:  encourage  the  open  publication 
of  results  from  bacteriological  and  biological  research. 

(4)  The  encouragement  of  international  contacts  between  scientists:  actively  promote  international 
contacts  between  biological  researchers,  including  promotion  of  joint  projects  between  them,  dircctiy 
related  to  the  BWC. 

In  addition,  to  resolve  the  type  of  situation  brought  about  by  the  unresolved  allegations  of  the  United 
States  against  die  USSR,  it  was  decided  that,  under  Article  5,  a  consultative  meeting  would  be  promptiy 
convened  at  the  request  of  any  signatory  nation  that  asked  for  one  in  order  to  consider  a  specific 
presumptive  violation.  In  April  1987  an  ad  hoc  meeting  of  experts  met  and  established  tiie  procedures 
for  the  information  exchanges.'  The  first  exchange  was  to  be  completed  by  October  15,  1987. 
Subsequentiy,  submissions  were  to  be  provided  each  year.  The  third  review  conference,  to  take  place  in 
1991,  would  decide  whether  to  make  any  changes  in  the  procedure.         , 


^or  summaries  of  the  first  and  second  BWC  Review  Conference,  see  Raymond  Zilinskas,  "Biological 
Warfare  and  the  Third  World",  Policy  and  the  Life  Sciences.  9:1  (August  1990),  pp.  59-75.  The  discussion 
above  follows  his  presentation. 

See  also  Final  Document,  Second  Review  Conference  of  the  Parties  to  the  Convention  on  the  I*rohibition  of 
the  Development,  Production,  and  Stockpiling  of  Bactaiological  (Biological)  and  Toxin  Weapons  and  on  Their 
Destnicdon,  BW/CONF.  WIS.  September  30,  1986. 

'Ad  Hoc  Meeting  of  the  Scientific  and  Technical  Experts  from  States  Parties  to  the  Convention  on  the 
Prohibition  of  the  Development,  Production,  and  Stockpiling  of  Bacteriological  (Biological)  and  Toxin  Weapons 
and  on  Their  Destruction.  BW/CONF.  n/EX/2,  April  21.  1987. 
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When  the  third  BWC  conference  was  convened  in  September  1991  there  had  been  several  significant 
intervening  developments: 

-  The  Gulf  War  had  just  ended,  and  in  it  there  had  been  the  possibility  of  use  of  both  biological  and 
chemical  weapons  by  Iraq.   Moreover,  Iraq  had  been  a  signatory  of  the  BWC. 

-  For  the  above  reason,  as  well  as  for  others,  there  was  greater  interest  in  BW  proliferation. 

-  The  USSR  was  being  extremely  cooperative  in  strategic  arms  control  negotiations,  and  for  the  first 
time,  provisions  for  on-site  inspection  had  been  written  into  the  Stockholm  CBMs  in  1986  and 
into  the  INF  Treaty  by  the  end  of  1987. 

-  It  was  by  then  more  or  less  clear  that  the  Chemical  Weapon  Convention,  then  under  negotiation, 
was  going  to  have  rigorous  verification  provisions,  including  on-site  inspection. 

The  record  of  submission  of  the  voluntary  declarations  was  poor.  As  it  turned  out,  only  13  states 

submitted  CBM  declarations  in  1987,  24  in  1988,  28  in  1989,  36  in  1990,  41  in  1991,  and  35  in 

1992.    Many  of  these  were  no  more  than  a  single  line  stating  compliance.    It  took  five  yeare 

before  a  third  of  the  state  parties  to  the  BWC  provided  declarations. 

All  of  these  factors  combined  to  produce  a  very  substantial  interest  for  stronger  verification  provisions  in 

the  BWC  on  the  part  of  a  substantial  number  of  the  state  parties  attending  the  review  conference.  Seeing 

both  the  obvious  need  for  strengthening,  and  the  opportunity  provided  by  the  changed  international 

political  circumstances,  there  had  been  a  good  deal  of  thinking  and  preparation  by  both  governments  and 

NGO's  in  advance  of  the  Review  Conference/ 

The  Third  Review  Conference  first  reaffirmed  the  four  CBM's  established  in  1986.  It  then  added 
three  more:  the  declaration  of  national  legislation  related  to  the  BTWC;  the  declaration  of  past  activities 
in  offeasive/defensive  biological  research  and  development  programs;    and  the  declaration  of  human 


Symposium  on  Improving  Confidence  building  Measures  for  the  BW  Convention,  National  Defense 

Research  Establishment,  Umea,  Sweden,  May  1990. 

Erhard  Geissler  (ed).  Strengthening  the  Biological  Weapons  Convention  by  Confidence  Building 

Measures.  SIPRI  Chemical  and  Biological  Warfare  Studies,  No.  10,  Oxford  University  Press,  Oxford, 

1990. 

"Proposals  for  the  Third  Review  Conference  of  the  Biological  Weapons  Convention",  (Federation  of 

American  Scientists).  Aims  Control.  12:2  (September  1991),  pp.  240-254. 

Jozef  Goldblat  and  Thomas  Bemauer,  The  Third  Review  of  the  Biological  Weapons  Convention:   Issues 

and  Proposals.  Research  Paper  No.  9,  UNIDIR,  United  Nations,  New  York,  1991. 

Collected  Papers,  Seminar  on  the  Biological  Weapons  Convention,  Noordwijk,  the  Netherlands,  Ministty 

of  Foreign  AfEairs,  The  Netherlands,  February  1991. 

S  J.  Lundin  (ed.).  Views  on  Possible  Verification  Measures  for  the  Biological  Weapons  Convention, 

SIPRI  Chemical  and  Biological  Warfare  Studies,  No.  12,  Oxford  University  Press,  Oxford,  1991. 
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vaccine  production  facilities.'  But,  as  the  head  of  the  US  delegation  to  the  Review  Conference  explained, 

"The  issue  of  verification  became  the  single  most  contentious  question  at  the  1991  BWC  Review 
Conference.  The  majority  of  states  parties  argued  that  they  should  incorporate  verification 
measures  into  the  BWC  even  if  those  measures  were  not  completely  effective  since  such 
measures  would  contribute  to  deterring  BW  proliferation.  The  United  States,  however,  argued 
that  the  BWC  was  not  verifiable  and  it  had  not  identified  a  way  to  make  it  so.  In  simplistic 
terms  the  argument  was  between  those  who  contended  that  'some  verification  was  better  than 
none'  and  the  United  States  argued  that  'bad  verification  was  worse  than  none.'"* 
The  irony  was  very  great    The  United  States  had  always  been  the  major  proponent  of  verification 

procedures  in  US-USSR  arms  control  negotiations  since  the  late  1950's.  The  succeeding  US  Ambassador 

to  the  conferences  which  followed  explained  the  position  of  the  Bush  administration  in  greater  detail. 

While  noting  that  "Adequate  and  effective  verification  is  an  essential  element  of  all  arms  limitation  and 

disarmament  agreements,"  he  continued,  j>        •  • 

"Many  governments,  especially  in  the  West.  .  .  wanted  to  amend  the  BWC  by  adding  more 
restiictive,  intrusive  measures.  .  .  the  United  States  delegation  opposed  these  measures. 
However,  the  United  States  did  agree  to  formation  of  a  woildng  group  of  experts  whose  mission 
is  to  evaluate  any  verification  measures  proposed  by  States  Parties  from  a  scientific  and 
technical  standpoint" 

"Verification  measures  are  included  as  part  of  an  aims  control  agreement  to  enhance  the 
national  capability  of  parties  to  monitor  compliance  and  to  detect  violations  in  a  timely  fashion. 
In  addition,  verification  measures  are  included  to  deter  violations  of  an  arms  control  agreement 
Of  course,  judgments  about  compliance  are  a  national  prerogative,  and  each  party  must  rely  on 
the  information  it  has  available  to  assess  the  compliance  of  the  other  parties. 

"The  United  States  draws  a  clear  distinction  between  confidence  building  and  verification. 
Confidence  building  measures  provide  participants  with  access  to  information  that  encourages 
a  climate  of  openness  and  transparency.  They  also  allow  participants  to  demonstrate  how  their 
activities  should  not  be  considered  threatening  to  others." 

"Effective  verification  measures,  singly  or  in  combination,  should: 

-  Provide  confidence  that  the  States  Parties  are  in  compliance  with  treaty  provisions; 

-  Deter  violation  of  treaty  provisions  by  significantly  increasing  the  risk  of  detection  and 
thereby  raising  the  costs  of  cheating; 

-  Enable  the  States  Parties,  individually  or  collectively,  to  detect  a  violation  in  a  timely  fashion 
before  it  poses  a  military  risk  and/or  places  a  State  Party  in  a  position  where  it  is  too  late  or 
too  difficult  to  take  counteimeasures. 

"Given  this  understanding  of  verification,  our  own  analyses  indicate  that  the  BWC  cannot  be 
made  more  effective  by  adding  verification  measures  known  to  us.  The  small  size  and  complex 
structure  of  microorganisms,  and  the  dual-purpose  nature  of  many  items  used  in  biological 


'Third  Review  Conference  of  the  Parties  to  the  Convention  on  the  Prohibition  of  the  Development 
Production,  and  Stockpiling  of  Bacteriological  (Biological)  and  Toxin  Weapons  and  on  Their  Destruction, 
BW/CONF.  III/22  Add.  2,  September  27,  1971. 

'Michael  Moodie,  "Bolstering  Compliance  with  the  Biological  We^xKis  Convention;  Prospects  for  the 
Special  Conference",  Chemical  Weapons  Convention  Bulletin.  No.  25  (September  1994),  pp.  1-3. 
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production,  make  verification  of  a  ban  on  biological  weapons  problematic,  to  say  the  least  Our 
concerns  about  the  verifiability  of  the  BWC  are  the  primary  reason  the  United  States  opposed 
the  proposals  for  specific  verification  regimes  made  at  the  September  1991  review  conference. 
But  it  should  also  be  noted  that  the  United  States  opposes  any  measure  that  would  limit  our 
ability  to  pursue  a  biological  defense  program  or  unduly  burden  American  industry."^ 

Amb.  Lacey  reiterated  that  "It  is.  .  .  our  view  that  any  proposed  regime  must  not  have  an  unacceptable 

impact  on  United  States  industry.  .  .  CBM's  should  not  pose  an  undue  burden  on  .  .  .  worlcers  or  harm 

the  competitiveness  of  US  companies." 


A  "verification  Protocol"  had  actually  been  proposed  at  the  Review  Conference  and  was  supported 
among  others  by  Sweden,  the  Netherlands,  France,  Germany  and  Russia.'  All  -  including  Russia  -  favored 
some  sort  of  on-site  or  challenge  inspections,  and  made  specific  proposals  regarding  various  degrees  of 
frequency  and  intrusiveness.  All  explicitly  understood  that  an  inspection  regime  would  not  produce 
absolute  certainty  of  the  absence  of  violation,  but  all  felt  that  it  was  impossible  to  conceive  of 
circumstances  in  which  less  information  could  be  better  than  having  more  information.  In  the  mid-1980's 
with  no  verification  possible,  the  Reagan  administration,  in  addition  to  having  provided  for  a  SOO-plus 
percent  increase  in  funding  for  BW  research  in  six  years,  felt  ttiat  the  utility  of  the  treaty  was  limited  and 
placed  little  emfdiasis  on  it'  In  1991-92,  with  on-site  verification  conceivable,  albeit  unquestionably 
difficult,  the  Bush  administration  decided  in  advance  that  it  could  iK>t  work,  that  it  could  not  produce  a 
level  of  absolute  confidence,  and  therefore  opposed  it  entirely.  It  is  not  even  clear  if  this  was  the  primary 
policy  determinant,  or  if  the  other  two  stated  concerns  -  the  protection  of  proprietary  information  of  US 
commercial  biotechnology  aiKl  pharmaceutical  Anns,  and  the  safeguarding  of  US  defensive  research  from 
formal  international  monitoring  -  were  the  driving  policy  determinants,  or  if  the  administration  had 
seriously  attempted  to  a  draw  a  balance  between  them.  Whether  a  verification  protocol  was  achievable 
in  1991-92  on  a  par  with  the  Chemical  Weapons  Convention  is  unknown,  but  the  US  opposition  was 


^.  Edward  J.  Lacey,  Address  to  the  Biological  and  Biotechnology  Section  of  the  Pharmaceutical 
Manufacturers  Association,  September  29,  1992. 

**Implenientation  of  the  Proposals  for  a  Verification  Protocol  to  the  Biological  Weapons  Convention', 
(Federation  of  Amencan  Scientists),  Arms  Control  12:2  (Sq>tember  1991),  pp.  255-278. 

*This  altitude  was  eqvessed  in  ps^iers  such  as  Douglas  J.  Feith's  'Biological  Weapons  and  the  Limits  of 
Arms  Control",  The  National  Intnest.  (Winter  1986/7),  pp.  80-84,  and  Joseph  Finder,  "Biological  Warfare, 
Genetic  Engineering,  and  the  Treaty  That  Failed',  The  Washington  Quarterly  9:2  (Spring  1986),  pp.  5-14. 

Sec  also  Lynn  M.  Hansen,  'Arms  Control  in  Vitro",  Disarmament  (United  Nations)  10:1  (winter  1986^, 
pp.  59-65.  The  same  issue  has  articles  en  the  BWC  Review  Conference  by  Winfried  Lang,  Jorge  Pando,  and 
MikhaU  Kokeiev. 
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essentially  responsible  for  the  stretched  out  process  that  began  in  1992  and  will  extend  through  1996. 
Ironically,  just  halfway  through  that  period,  the  US  government's  position  changed  entirely,  and  favored 
what  it  had  opposed  in  1991-92. 

The  US  opposition  resulted  in  the  creation  of  an  Ad  Hoc  Group  of  Governmental  Experts  which 

subsequently  came  to  be  known  as  the  VEREX  exercise,  wifli  membership  drawn  from  states  parties  to 

the  BWC.  It  was  tasked  with  adopting  a  consensus  report  on  additional  verification  measures  before  the 

end  of  1993,  which  would  then  be  considered  by  BWC  members.  The  charge  to  the  expert  group  was 

to 

". .  .  identify  measures  which  would  determine  whether  a  State  Party  is  developing,  producing, 
stockpiling,  acquiring  or  retaining  microbial  or  other  biological  agents  or  toxins,  of  types  and 
in  quantities  that  have  no  justification  for  prophylactic,  protective  or  peaceful  puiposes;  and 
whether  a  state  party  is  developing,  producing,  stockpiling,  acquiring  or  retaining  weapons, 
equipment  or  means  of  delivery  designed  to  use  such  agents  or  toxins  for  hostile  purposes  or 
in  armed  conflict." 
To  do  this  they  were  directed  to  use  the  following  criteria  to  guide  the  examination  of  potential 

verification  measures: 

1.  their  strengths  and  weaknesses  based  on,  but  not  limited  to,  the  amount  and  quality  of  information 
they  provide,  and  fail  to  provide; 

2.  their  ability  to  differentiate  between  prohibited  and  pennitted  activities; 

3.  their  ability  to  resolve  ambiguities  about  compliance; 

4.  tiieir  technology,  material,  manpower  and  equipment  requirements; 

5.  their  financial,  legal,  safety  and  organizational  implications; 

6.  their  impact  on  scientific  research,  scientific  cooperation,  industrial  development  and  other 
permitted  activities;  and  their  implications  for  the  confidentiality  of  commercial  proprietary 
infonnation. 

The  measures  could  be  examined  singly  or  in  combinatioa  When  the  experts  had  completed  their  work, 
and  their  report  circulated  to  BWC  States  Parties,  if  a  majority  of  them  requested  a  Special  Conference 
to  consider  it  and  to  decide  on  what  next  to  do,  that  would  take  place.  There  had  never  been  a  Special 
Conference  held  under  the  treaty  before,  but  it  would  obviate  having  to  wait  for  the  next  Review 
Conference,  which  was  not  scheduled  until  1996,  to  decide  on  further  steps. 

The  US  administration's  guidance  to  the  US  delegation  to  the  first  VEREX  meeting  in  March-April 
1992  was  described  in  a  report  by  the  US  Govenunent  Accounting  Office: 
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The  US  strategy  for  the  first  meeting  of  the  Ad  Hoc  Group  of  Governmental  Experts  called  for 
the  US  delegation  to  be  open  to  constructive  suggestions,  but  to  oppose  any  ineffective 
verification  provision  and  any  measures  that  would  limit  the  US  government's  ability  to  pursue 
its  biological  defense  programs,  and  impair  the  US  biotechnology  industry's  competitive  edge 
now  held  in  the  world.  The  US  delegation  was  to  explain  to  the  other  delegations  the  nature, 
diversity,  and  complexity  of  biological  research,  including  its  dual-use  nature,  the  small  size  of 
some  equipment,  and  its  widespread  existence.  Furthermore,  the  delegation  was  to  explain  that 
because  of  legitimate  commercial  and  defense  activities  requiring  biological  items,  evidence  of 
an  offerwive  BW  program  is  therefore  not  easily  identifiable.  The  United  States  did  not  make 
any  verification  proposal  during  the  meeting."'" 

That  guidance  and  US  administration  policy  changed  in  1993. 

The  Ad  Hoc  Group  agreed  to  examine  21  potential  verification  measures  under  the  three  broad  areas 

of  a  BW  program:   development,  acquisition  or  production,  and  stockpiling  or  retention.   They  did  this 

in  three  subsequent  meetings:  the  firet  to  analyze  the  technologies  that  would  be  associated  with  proposed 

measures  on  the  list  the  second  to  evaluate  proposed  measures  according  to  the  agreed  criteria,  and  the 

last  to  compile  a  final  report  for  BWC  members.  The  18-month  VEREX  exercise  would  evaluate  the  21 

measures  singly  and  in  combinations  in  an  attempt  to  find  the  best  possible  combination  within  the 

constraints  of  the  cost  to  carry  them  out  and  the  problems  of  commercial  industries."  The  final  report 

was  to  be  an  analysis  which  would  compare  the  various  measures,  and  not  a  draft  verification  regime. 

The  measures  were  divided  into  two  categories,  off-site  and  on-site  measures.  Off-site  measures  included 

remote  sensing  and  various  types  of  information  monitoring,  primarily  by  various  kinds  of  instrumentation. 

The  21  measures  were  the  following:'^ 

Off-site  measures: 

a.  Information  monitoring 

-  Publication  surveillance 

-  Legislation  surveillance 

-  Data  on  ti^nsfers  and  transfers  requests 

-  Multilateral  information  sharing 

-  Exchange  visits 


"Arms  ControL  US  and  International  Efiforts  to  Ban  Biological  Weapons.  GAO/NSIAD-93-113,  December 
1992,  p.  19. 

"As  indicated  the  first  VEREX  meeting  took  place  on  3/30/92  to  4/10/92,  with  53  participants;  the  second 
ftom  1 1/23/92  to  12/4^,  with  46  participants;  the  third  from  5/24/93  to  6/4/93,  with  42  participants;  and  the 
fourth  and  final  session  on  September  13  to  24,  1993,  with  41  participants. 

''Report,  including  Final  Rqxwt,  Ad  Hoc  Group  of  Governmental  Experts  to  Identify  and  Examine  Potential 
Verification  Measures  from  a  Scientific  and  Technical  Standpoint.  BWC/CONF>  m/VEREX  9,  Geneva, 
September  1993. 
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b.  Data  exchange  i 

-  Declarations  (including  notification) 

c.  Remote  sensing  : 

-  Satellite  surveillance 

-  Aircraft  surveillance 

-  Ground-based  surveillance 

d.  Inspections 

-  Sampling  and  identification 

-  Observation 

-  Auditing 
On-site  measures: 

a.  International  arrangements 

b.  Inspections 

-  Interviewing 

-  Visual  inspection 

-  Identification  of  key  equipment 

-  Auditing 

-  Sampling  and  identification 

-  Medical  examination 

c.  Continuous  monitoring 

-  Instnmients 

-  Personnel 
Measures  in  combination: 

The  following  five  combinations  were  examined  as  examples  to  illustrate  the  evaluation  of 
enhanced  capabilities  and  limitations  of  measures  in  combination: 

-  Declarations/Multilateral  information  sharing/Satellite  surveillanceA'isual  inspection 

-  .  -    Information  monitoring  (surveillance  of  publications/surveillaiKe  of  legislation/data  on 

transfers,  transfer  requests  and  production/multilateral  information-sharing/exchange 
visits) 

-  On-site  inspection  (inierviewingAisual  inspections;  identifications  of  key 
equipment/auditing/sampling  and  identification) 

-  Declarations/Multilateral  infoimation-sharing/On-site  visual  inspection 

-  Declarations/information  monitoring 

The  VEREX  final  report  was  not  paiticulaily  a  Waze  of  enthusiasm.  It  noted  ".  .  .  that  capabilities 

and  limitations  existed  for  each  measure",  and  tiiat  ".  .  .  reliaiKe  could  not  be  placed  on  any  single 

measure  by  itself  to  determine  whether  a  State  Party  is  developing,  producing,  stockpiling,  or  retaining. 

.  ."   It  noted  that  the  group  had  "most  ftequently  identified  for  applicaticm"  a  group  of  Declarations,  as 

well  as  the  entire  subset  of  on-site  inspections,  and  concluded, 

"Based  on  the  examination  and  evaluation  of  the  measures  described  above  against  the  criteria 
given  in  the  mandate,  the  Group  considered,  from  the  scientific  and  technical  standpoint,  that 
some  of  the  potential  verification  measures  would  contribute  to  strengthening  the  effectiveness 
and  improve  the  implementation  of  the  Convention,  also  recognizing  that  appropriate  and 
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effective  verification  could  reinforce  the  Convention."" 

The  required  majority  of  BWC  States  Parties  did  request  a  Special  Conference,  which  led  to  another 
cycle  of  conferences.  The  Special  Conference  met  in  September  1994,  received  the  VEREX  report 
favorably,  and  established  a  new  Ad  Hoc  Group  that  would  now  "examine  appropriate  measures,  including 
verification  measures,  and  draft  proposals  to  be  included,  as  appropriate,  in  a  legally  binding  instrument" 
The  Ad  Hoc  Group  then  met  twice  in  1995,  will  have  a  third  meeting,  and  then  two  sessions  in  1996  to 
be  coordinated  with  the  Fourth  Review  Conference  of  the  BWC,  which  will  presumably  codify  a 
decision.'* 

During  this  drawn-out  five  year  period  of  conferences  of  experts  and  negotiations  there  was  one  other 
intervening  event  with  important  arms  control  significaiKC.  In  June  1993  the  Australia  Group,  a  group 
of  nations  that  in  the  past  had  drawn  up  and  agreed  to  a  target  list  of  items  to  aid  in  controlling  the 
exports  of  materials  that  could  lead  to  the  production  of  chemical  weapons,  did  the  same  for  biological 
agents  and  the  manufacturing  equipment  that  could  be  used  to  produce  BW."  The  26  members  of  the 
group  agree  to  follow  the  same  export  restrictions.  Notably,  Iran  has  expended  a  good  deal  of  diplomatic 
effort,  unsuccessfully,  to  have  the  Australia  Group  abolished.  Their  meeting  took  place  jointly  with  the 
European  Commission,  and  again  evolved  from  an  eariier  policy  decision,  in  1990,  that  the  group  would 
extend  its  efforts  from  the  chemical  wesftons  area  to  also  develop  export  control  guidelines  in  the 


"ibid. 

'*rhe  Special  Conference  took  place  on  Sq)tember  19  to  30.  1994,  with  a  preceding  Preparatory  Committee 
meeting  on  April  11-15,  1994.  The  1995  Ad  Hoc  Group  meetings  were  on  January  4-6,  1995  and  July  10-21, 
1995,  and  the  last  1995  session  will  be  on  November  27  to  December  8,  1995. 

"Australia  Group  Meeting:   Fact  Sheet,  US  Arms  Control  and  Disarmament  Agency,  July  28,  1993,  2  pages, 
and  Australia  Group,  Export  Controls  on  Matoials  Used  in  the  Manufacture  of  Chemical  and  Biok>gical 
Weapons;  Control  List  of  Dual-Use  Biological  Equipment,  List  of  Biological  Agents  for  Export  Control  Core 
List,  Control  List  of  Plant  Pathogens,  Control  List  of  Animal  Pathogens.  Fact  Sheet,  US  Arms  Control  and 
Disarmament  Agency,  October  25,  1993. 

The  list  included  7  categories  of  equipment* 

-  BL-3  and  BL-4  containment  facilities 

-  Fermenters 

-  Centrifugal  separators 

-  Cross  flow  filtration  equipment    r; 

-  Aerosol  inhalation  chambers 
•  Freeze-drying  equipment 

-  Equipment  to  be  included  inside  BL-3  or  BL-4  contaiiunent 

Each  of  these  categories  of  equipment  was  defined  by  specific  technical  parameters. 
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biological  area. 

Where  has  the  process  of  strengthening  the  BWC  by  providing  additional  verification  capability 
reached?  At  the  September  1994  Special  Conference  several  nations,  Iran  above  all,  wanted  to  see  nothing 
further  take  place.  However  by  September  1994  the  United  States  was  interested  in  seeing  that  a  series 
of  "transparency  measures"  similar  to  those  that  the  United  States,  Russia,  and  the  UK  had  agreed  on  in 
the  trilateral  process  in  September  1992,  be  extended  on  an  international  basis  to  all  States  Parties  of  the 
BWC.  That  included  mandatory  data  exchanges,  or  declarations,  and  mandatory  on-site  visits.  Both 
aspects  were  essential;  whatever  was  decided  on  must  be  mandatory,  and  there  had  to  be  some  on-site 
inspection  capability.  The  US  also  hoped  that  the  new  Ad  Hoc  Group  established  by  the  Special 
Conference  would  function  as  a  drafting  group,  to  prepare  a  Protocol  to  the  BWC  that  would  be  ready  in 
time  for  consideration  at  the  Fourth  Review  Conference  in  1996. 

The  purpose  of  the  mandatory  declarations  would  be  to  provide  a  database  on  the  facilities  that  were 
of  the  greatest  potential  danger  to  the  BWC,  the  most  convertible,  and  the  easiest  to  disguise:  all  facilities 
with  high  containment,  all  that  used  listed  organisms,  and  all  national  biological  defense  programs.'*  Over 
a  period  of  years  such  declarations  would  presumably  provide  a  profile  of  "a  national  pattern  of  activity." 
If  that  profile  changed  it  could  provide  reason  for  an  on-site  visit  Such  visits  would  have  to  take  place 
on  relatively  short  notice,  and  they  would  be  to  any  declared  or  undeclared  site,  or  to  a  site  of  alleged  use 
of  BW.   The  requirement  for  a  greater  number  of  declarations  and  for  mandatory  ones  meant  that  the 


"See  the  following  very  useful  papers  on  recent  efforts  and  proposals  to  strengthen  the  BWC: 

-  Graham  S.  Pearson,  "Fcffging  an  Effective  Biological  Weapons  Regime",  Arms  Control  Today,  24:5 
(June  1994),  pp.  14-17. 

-  Graham  S.  Pearson,  "Strengthening  the  Biological  and  Toxin  Convention:  The  Outcome  of  the  Special 
Conference",  Chemical  Weapons  Convention  BulletJn.  Issue  No.  26  (December  1994),  pp.  1,  3-6. 

-  Jonathan  B.  Tucker,  "Strengthening  the  Biological  Weapons  Convention",  Arms  Control  Today,  25:3 
(April  1995),  pp.  9-12. 

-  Michael  Moodie,  Sept  1994,  op.  ciL 

-  Graham  S.  Pearson,  "Improving  the  Biological  Weapons  Convention",  Proceedings  of  the  First  Moscow 
Conference  on  Chemical  and  Biological  Disarmament,  Demilitarization  and  Conversion,  Chemical  and 
Biological  Arms  Control  Institute,  1993;  see  also  brief  papers  by  Edward  Lacey,  H.  Mash'hadi,  and 
Nikolai  Pietkov. 

-  Edward  J.  Lacey,  "Tackling  the  Biological  Weapons  Threat:   The  Next  Proliferation  Challenge",  The 
Washington  Quarterly.  17:4  (Autumn  19S>4),  pp.  46-53. 

-  Susan  Wright,  "Prospects  for  Biological  Disarmament  in  the  1990s,"  Transnational  Law  and 
Contemporary  Problems  2:2  (Fall  1992):  453-492. 
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question  of  an  international  directorate  would  have  to  be  resolved.  The  most  likely  solution  would  be  an 
addition  to  and  colocation  with  the  OPCW,  the  organization  responsible  for  verification  of  the  Chemical 
Weapons  Convention  (in  full,  the  Provisional  Technical  Secretariat  of  the  Organization  for  the  Prohibition 
of  Chemical  Weapons).  Finally,  the  existing  BWC  would  be  left  intact  so  as  not  to  run  the  risk  of  loosing 
any  current  States  Parties,  and  in  order  that  a  new  Protocol  be  legally  binding  it  would  have  to  undergo 
a  separate  ratification  process.  As  there  were  already  signatories  to  the  BWC  who  had  not  yet  ratified  it, 
it  was  likely  that  many  in  that  group  would  not  ratify  the  new  protocol,  or  even  sign  it 

The  July  meeting  of  ttie  Ad  Hoc  Group  in  fact  divided  its  work  program  into  four  areas,  the  first  two 
of  which  appear  to  be  somewhat  redundant  and  are  both  an  outgrowth  of  the  VEREX  process: 

-  Measures  to  promote  compliance:    declarations,  on-site  measures,  irKluding  short  notice  and 
challenge  inspections,  etc; 

-  Other  confidence-building  and  transparency  measures; 

-  Lists  of  agents  ^nd  toxins,  definitions,  criteria; 

-  "Article  10  issues". 

The  last,  under  pressure  from  Iran  and  several  other  participants,  refers  to  increasing  technology  transfers 
to  developing  nation  member  states. 
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Problems  and  Possibilities  of  Verification  .  ..  , 

'  ■  '  ■  •'  ■  . 

The  last  half-dozen  years  have  provided  the  experience  with  the  USSR/Russia  and  Iraq,  in  which 
partial  and  limited  degrees  of  inspection  have  not  been  sufficient  to  wholly  determine  the  past  or  present 
status  of  either  nation's  BW  program.  It  is  crucial  to  understand  the  nature  of  past  programs  in  order  to 
establish  a  baseline  for  subsequent  credibility  and  control,  and  neither  nation  was  willing  to  disclose  the 
details  of  their  past  programs.  As  one  of  the  UNSCOM  inspectors  commented  regarding  Iraq,  "They  only 
tell  us  what  we  find  out  about;  if  there  is  a  chance  to  hide  anything,  deceive  something,  they  do  so.  The 
biological  area  was  the  one  most  lacking  in  cooperation,  the  one  that  they  engaged  in  with  the  greatest 
reluctance."  Both  nations  were  determined  to  hide  their  activities,  and  both  were  and  are  controlled 
societies  to  a  major  degree.   Access  to  Russian  facilities  is  still  quite  limited. 

The  verification  problem  is  simply  the  ability  to  find  and  then  to  distinguish  prohibited  from 
permitted  activity,  to  distinguish  offensive  fiom  defensive  research  programs.  In  BW  this  is  complicated 
by  the  fact  that  the  facilities  -  at  least  in  theory  -  need  not  be  very  large,  although  all  the  national  facilities 
identified  to  date  have  been  sizable,  and  the  equipment  is  for  the  most  part  dual  purpose. 

What  would  one  look  for?  The  Director  of  Biological  Research  at  a  French  military  laboratory  listed 

the  following  in  1992  as  "indicators  of  strategic  B  W  development": 

".  .  .  large  scale  production  of  an  agent,  the  existence  of  certain  storage  facilities,  the  use  of 
certain  equipment  such  as  fermenters  and  freeze  drying  equipment,  and  the  safety  protection 
being  provided  personnel."' 
When  US  satellite  intelligence  photo  interpreters  in  the  mid-1970s  identified  tall  incinerator  stacks,  large 

cold  storage  facilities,  animal  pens,  sentries  and  double  barbed  wire  fences  in  a  Soviet  military  compound 

in  Sverdlovsk  they  suspected  it  of  being  a  BW  laboratory  -  which  it  was.   Both  lists  of  characteristics 

however  are  at  the  high  end  of  the  indicator  spectrum,  and  of  course  the  use  of  femienters  alone  would 

not  be  indicative;    all  would  depend  on  what  was  being  grown  in  them.    In  addition,  more  recent 

technology  could  reduce  the  need  for  large  stockpiles  that  were  previously  held  in  readily  recognizable 

.  storage  facilities,  depending  on  the  procedures  that  a  nation  chose  to  implement    Raymond  Zilinskas 

wrote  that 

". . .  verifying  that  no  BW-related  work  is  taking  place  in  a  given  nation's  P-4  (BL-4)  research 


'GAO,  1992.  op.  ciL,  p.  21. 
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laboratories  is  probably  the  single  best  measure  indicating  that  the  nation  in  question  is  indeed 
not  involved  with  BW."^  \ 

However,  it  appears  that  Iraq  had  no  BL-4  facility. 


The  Russian  Foreign  Intelligence  Service  produced  a  remarkable  indicator  list  in  1993,  saying, 

"The  development,  production,  stockpiling,  and  possible  use  of  biological  weapons  may  .  .  . 
be  identified  on  the  basis  of  the  following  specific  indications: 

-  the  existence  of  programs  for  training  troops,  special  subunits  or  intelligence  and  sabotage 
groups,  for  operations  involving  the  use  of  biological  weapons; 

-  the  presence  or  purposeful  search  for  highly  qualified  specialists  in  immunology, 
biochemistry,  bioengineering,  and  related  fields,  who  have  experience  in  the  development 
of  biological  weapons  and  means  of  protection: 

-  the  building  of  laboratories  with  enhanced  security  [according  to  international 
classification  P-3  (BL-3)  or  P-4  (BL-4)]; 

-  the  development  of  secret  research  programs  and  secret  special  and  military  facilities  of 
biomedical  orientation; 

-  large-scale  production  of  vaccines  (against  especially  dangerous  infections)  and  the 
existence  of  stocks  of  these  vaccines  which  exceed  real  peacetime  requirements; 

-  creation  of  a  production  base,  specifically  of  bioreactors  and  fermenters  with  a  capacity 
of  more  than  50  liters  or  a  total  capacity  of  more  than  200  liters; 

-  outbreaks  of  especially  dangerous  infectious  diseases  not  typical  of  specific  regions; 

-  the  purchase  of  starting  biomaterials  and  equipment  for  the  production  of  biological 
weapons,  as  well  as  delivery  systems  for  them; 

-  activity  related  to  microorganisms  and  toxins  which  cannot  be  explained  by  civilian 
requirements,  activity  involving  agents  of  especially  dangerous  infections  not  endemic  to 
a  given  area; 

-  the  existence  of  biotechnological  equipment  and  conduct  of  work  to  create  vectors  of 
various  diseases  in  people,  animals,  or  plants,  as  well  as  composite  media  for  culturing 
them; 

-  the  existence  of  equipment  for  microencapsulation  of  live  microorganisms; 

-  the  existence  of  equipment  for  studying  the  behavior  of  biological  aerosols  in  the 
environment"' 

Not  the  least  interesting  aspect  of  this  list  is  that  it  would  always  have  served  as  an  indicator  of  ttie  former 

Soviet  BW  program.  But  the  list  is  even  more  "superindicative"  than  the  group  of  items  provided  by  the 
FretKh  official.  It  of  course  identifies  the  maximum  of  everything  in  a  large  and  ambitious  national 
program,  even  including  a  potential  disease  outbreak  due  to  a  BW  installation  accident,  such  as  actually 


^ymond  ZiLinskas,  "Verification  of  the  Biological  Weapons  Convention',  Chapter  7  in  Ertiard  Geissler 
(ed).  Biological  and  Toxin  Weapons  Today.  SIPRI,  Stockholm  International  Peace  Research  Institute,  Oxford 
University  Press,  Oxford,  1986,  pp.  85-107. 

''Proliferation  Issues:  A  New  Challenge  After  the  Cold  War  Proliferation  of  Weapons  of  Mass 
Desnuction',  Russian  Federation  Foreign  Intelligence  Service  Report,  March  3,  1993.  JPRS-TND-93-007,  pp.  15- 
16. 
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took  place  in  the  former  USSR  in  1979. 

i 

The  former  director  of  USAMRIID,  Col.  David  Huxsoll,  presented  a  scheme  in  1989  testimony  to 

Congress  which  attempted  to  set  out  the  differences  between  offensive  and  defensive  research,  as  well  as 

between  the  development  of  vaccines  and  other  defenses  and  biological  weapons. 

"From  the  outset,  defensive  research  is  based  on  different  postulates  and  hypotheses  than  is 
research  directed  toward  offensive  ends,  and  the  rationales  for  data  collection  and  analysis  are 
different. 

"At  the  basic  research  level,  the  laboratory  techniques  used  would  be  very  similar,  but  the 
objectives  are  markedly  different  Beyond  the  basic  research  level,  there  is  a  marked  divergence 
in  the  type  of  work  that  would  be  done. 

"If  a  vaccine  were  to  be  produced,  one  that  would  pursue  ways  of  crippling,  weaken,  or 
lessening  the  viruleiKe  of  the  agent  in  question  so  that  it  could  be  used  in  humans  without  fear 
of  inducing  disease.   In  fact,  it  may  be  completely  inactivated,  a  killed  vaccine. 

"A  vaccine  would  be  produced  under  the  stringent  guidelines  of  the  Food  and  Drug 
Administration  regulations  and  would  have  to  receive  FDA  approval  before  use.  This  type  of 
work  is  permitted  by  the  Biological  Weapons  Convention." 

"If,  however,  the  goal  were  to  create  a  weapons,  the  opposite  objectives  would  be  pursued. 
Efforts  to  enhance  virulence  or  toxicity  and  to  produce  enormous  quantities  of  agent  far  larger 
than  those  required  for  vaccine  production  would  be  undertaken.  In  addition,  the  issues  of 
stability,  dissemination,  and  weapons  delivery  systems  would  have  to  be  addressed.  These 
activities  are  cleariy  prohibited  by  the  Biological  Weapons  Convention."'' 


Virus 


Common  Laboratory  Techniques  at  Outset,  BUT  „^C 

Different  Experimental  Hypotheses  .  gV  ..^-^''■^~  '^''""^'  ^''^'1  , 

'^  '  iMfi'^Z^ —  Phase  I  -  Safely 

opfl*^   \.      ,.,.,.,  I'  ■  Immunogenicily 

pe» ^^-£:^Preclinlcal  Trials  ,„  .  EHicacy 

(GLP.  GMP) 

Small  Quantities 
Attenuate 


Vaccine 


RlnrhLmlEal  ^*"  Animal 

Isolation       ^1°^^!^."'      Culture       Models 
I  fropenies        system  | 

Virus 1 1 — ' ' -c— More  Virulent 


-  Stabilization 
yO    ^>^::—  Dissemination  Mettiods 


Large  Quantities 


-''^it^r'"~'"=r Weapons  Delivery 

^<-^  —  System 


Weapon 


*Global  Spread  of  Cfiemical  and  Biological  Weapons.  Hearings,  Committee  on  Governmental  Affairs,  US 
Senate,  101st  Congress,  1st  Session,  May  1989;  testimony  of  Dr.  David  Huxsoll,  pp.  199  to  203. 

In  questioning  by  the  Senate  Committee  staff  Dr.  Huxsoll  appeared  however  to  also  rely  on  the  presence  of 
BL-4  facilities  and  "program  intent'  as  two  key  discriminanda.   "Intent"  is  of  course  inferred  by  an  outside 
observer,  and  that  key  concept  will  be  returned  to  below  in  a  discussion  on  differentiating  research  programs. 
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His  argument  was  seconded  by  a  US  Anny  Medical  Intelligence  officer  who  similarly  identified  four  key 
factors:  the  amount  of  agent  produced,  the  attenuation  of  the  organisms  used  for  vaccine  production, 
process  difference  between  vaccine  and  weapons  production,  and  the  opermess  of  a  defensive  program.' 
This  analysis  was  carried  further  in  a  set  of  tables  prepared  by  the  Armed  Forces  Medical  Intelligence 
Center  in  1993  entitled  "Signatures  for  Biological  Warfare  Facilities."*  It  divided  indicators  into  five 
categories: 

-  funding  and  personnel, 

-  facility  design,  equipment,  and  security, 

-  technical  considerations, 

-  safety, 

-  process  flow. 

Under  each  of  these  categories  it  listed  a  series  of  common  -  or  quite  dissimilar  -  characteristics  in  a  "BW 
facility"  and  in  a  "legitimate  facility"  for  example,  the  location  of  refrigerated  bunkers,  facility  security, 
the  nature  of  waste  treatment,  location  of  air  filters,  air  pressure  gradients,  etc.  Forty  such  characteristics 
were  evaluated  and  appeared  to  provide  quite  a  good  differentiation  between  the  BW  facility  and  the 
presumptive  pharmaceutical  or  other  commercial  site.  Qjee  4nl»lc^ ,  Uet»«\ 

Have  there  been  any  post- WWII  BW  inspection  regimes  or  trial  inspection  exercises,  and  if  so,  what 
has  been  learned  from  them?  There  have  been  several,  and  cumulatively,  they  in  fact  provide  extremely 
useful  information.  .    . 

Under  the  terms  of  ttie  Brussels  Treaty  and  Paris  agreements  that  established  the  Western  European 
Union  in  1954  a  WEU  Armaments  Control  Agency  (ACA)  was  established.  The  terms  of  the  treaty  were 
to  remain  in  effect  at  least  until  the  year  2005,  and  under  them  the  Federal  Republic  of  Germany  agreed 
never  to  manufacture  chemical,  biological,  or  nuclear  weapons.  The  ACA  was  to  monitor  the  FRG's 
compliaiKe  with  that  provision  via  non-production  controls.  It  was  to  do  that  by  examining  "statistical 
and  budgetary  information,"  and  by  "test  checks,  visits  and  inspections  at  production  plants,  depots,  and 


'ibid..  Dr.  Bany  Erlick,  pp.  33-40. 


'Signamres  for  Biological  Warfare  Facilities.  Armed  Forces  Medical  Intelligence  Center,  11  pages, 
(unclassified). 
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Signatures  for  Biological  Warfare  Facilities 

(Anned  Forces  Medical  Intelligence  Center) 

1.  Funding  and  Personnel 

2.  Facility  E>esign,  Equipment,  and  Security 

3.  Technical  Considerations 

4.  Safety 

5.  Process  Flow  .-..   --. 


1.  Funding  and  Personnel 
BW  FACILITY 

1.  Military  funding 

2.  High  salary 

3.  Funding  exceeds  product/research  output 

4.  ScientistsAechnician  ratio  high 

5.  Limited  Ethnic  diversity 

6.  Elite  work  force/foreign  trained 

7.  Foreign  language  competoicy 

8.  High  ratio  of  military  to  civilian 


LEGITIMATE  FACILITY 

1.  Private  enterprise  or  nonmilitary 

2.  Salary  within  normal  limits 

3.  Average  or  underfunded  for  expected 

output 

4.  Average  ratio 

5.  Integrated  work  staff 

6.  Local  trained  work  force 

7.  Limited  foreign  language  capability 

8.  Military  personnel  unlikely 


2.  Technical  Considerations 
BW  FACILITY 

1.  Pathogenic  or  toxic  strains 

2.  Test  aimed  at  killing  animals 

3.  Facilities  for  large  animals  sudi  as  monkeys 

4.  Negative  air  flow 

5.  No  commercial  products 

6.  Weapons  filing  equipment 

3.  Facilities.  Security,  and  Equipmoit 
BW  FACILITY 

1.  Access  control:   High  walls,  guard  towers, 
motion  detectors,  video  cameras,  elite  security 
force,  badges  and  clearances 

2.  Transportation  provided 

3.  Quarantine  facilities  on  compound 

4.  Foreign  travel  restricted,  highly  available 

5.  Refrigerated  bunkers  secure  area 

6.  Advanced  software,  external  data  base  access 

ADP  security  high  foreign  access 

7.  Static  aerosol  test  chambers 

8.  Military  with  weapons  expertise 

9.  Rail  or  heavy  truck  required  for  weapons  filling 
facility 


LEGITIMATE  FACILITY 

1.  Non-patiiogenic  or  non-toxic  strains 

2.  Test  aimed  at  protecting  animals 

3.  Facilities  for  smaller  animals,  specific 

inbred  strains 

4.  Positive  air  flow 

5.  Commercial  products 

6.  Bottle  filling  equipment 


LEGITIMATE  FACILITY 

1.   Average  security,  badges  at  most 


2.  Public/private  transport 

3.  No  quarantine 

4.  Unrestricted  but  not  readily  available 

5.  Cold  rooms  in  facility 

6.  Open  information  except  for  proprietary 

information 

7.  No  aerosol  test  diambers 

8.  No  need 

9.  Only  light  truck  transportation 
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<♦.   aaieiy 

BW  FAaLITY 

1.  Physical  barriers  to  prevent  animal  to  animal 
and  animal  to  human  transmission 

2.  HEPA  filters  present,  exhaust 

3.  Dedicated  biosafety  personnel 

4.  Infectious  and  toxic  agent  trained  medical 
staff 

5.  Decontamination  equipment  and  showers 

6.  Large  capacity  pass  through  autoclaves 

7.  Dedicated  waste  treatment 

8.  Special  sterilization  of  waste 

9.  Test  animals  sterilized  before  final  disposal 


LEGITIMATE  FACILITY 

1.  Physical  barriers  designed  to  prevent  animal 
to  animal  and  human  to  animal  trans- 
mission 

2.  HEPA  filters  possible,  intake 

3.  May  or  may  not  be  present 

4.  Dedicated  highly  trained  staff  not  likely 

5.  Not  needed  on  large  scale 

6.  Small  bench  top  autoclaves 

7.  Waste  treatment  common  with  local 

facilities 

8.  May  or  may  not  exist 

9.  Animals  may  not  need  to  be  sterilized 

before  final  disposal 


5.  Pnxess  Flow 
BW  FACILITY 

1.  Raw  material  consumption  doesn't  equal  output 

2.  Large  volume  fermenters  (greater  than  500 
liters)  cell  cultures  (lOOO's  of  culture  flasks/roller 
bottles)  embryonated  eggs  (lOO's  thousands) 

3.  Air  pressure  gradients  keep  microbes  in  vessel 

4.  Finished  product  -  wet  stored  at  low  temperature 

in  sealed  (often  double  packaging)  containers  - 
not  readily  identifiable 

5.  Milling  equipment  operated  in  biohazard  protective 
suits 

6.  Storage  -  low  temperature,  high  security,  bunkers 

with  biocontainment 

7.  Mtmitions  -  special  filling  buildings  and/or 

explosives  handling  facilities 


LEGITIMATE  FACILITY 

1.  Raw  material  consiunption  relates  to  output 

2.  Large  or  small  scale  fermentation  but  cell 
culture  and  eggs  in  smaller  voliune 

3.  Air  pressure  gradients  keep  contaminants 
out  of  vessels 

4.  Labelled  by  product,  batch  number,  date, 

etc. 

5.  Milling  equipment  is  not  operated  in 

biohazard  areas 

6.  Storage  in  temperature  controlled  environ- 

ment clean  warehouse  conditions 

7.  Non-issue 
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forces."'  In  1959  a  list  of  biological  products,  (agents)  to  be  controlled  was  approved,  and  although 
chemical  production  sites  were  visited  in  subsequent  years,  formally,  biological  ones  were  not,  ".  .  .  due 
to  the  absence  of  any  legal  guarantees  to  protea  private  interests,"  that  is,  the  problem  of  commercial 
secrecy.  However  "technical  information  visits"  were  made  to  biological  facilities  in  the  FRG  and  in  other 
WEU  coimtries.  In  addition,  an  economic  accounting  procedure  was  established.  A  group  of  WEU 
military  and  biological  experts  met  in  1959  and  for  each  of  the  BW  agents  on  the  control  list  established 
a  :"threshold"  amount,  corresponding  to  the  amount  reckoned  to  be  needed  in  order  to  obtain  "direct 
military  effect"  over  an  area  of  one  square  kilometer.  The  WEU/ACA  then  asked  the  FRG  to  provide  the 
following  information  each  year: 

1.  The  names  of  West  German  production  plants'  capable  of  producing  pathogenic  organisms  or 
toxins. 

2.  The  biological  products  on  the  Agency's  list  that  were  produced  within  the  FRG  during  the 
previous  year. 

3.  The  names  of  the  plants  which  produced  or  processed  these  products. 

4.  The  names  of  plants  which  could  have  produced  them  but  did  not 

5.  The  quantities  produced  by  each  plant,  and  the  quantities  consumed  for  civilian  purposes. 

6.  The  quantities  of  civilian  end-items  made  from  these  products  during  the  previous  year,  together 
with  production  estimates  for  the  next  year. 

7.  The  quantities  of  the  products  in  stock  at  each  plant 
The  infonnation  was  supplied  by  the  FRG  each  year. 

The  first  "east-west"  BW  trial  inspection  exercise  was  carried  out  in  the  mid-I960's  by  the  Pugwash 
BW  study  group.  It  visited  four  laboratories;  in  Stockholm,  Vienna,  Prague,  and  Copenhagen.  This  was 
then  greatly  expanded  upon  in  1968-1969  in  a  trial  inspection  exercise  carried  out  by  SIPRI,  the 
Stockholm  International  Peace  Research  Institute,  as  part  of  its  major  study  on  chemical  and  biological 


'"The  CB  Weapons  Controls  of  the  Western  European  Union  Armaments  Control  Agency",  .'Appendix  3  in 
The  Prevention  of  CBW.  Vol.  5  in  The  Problem  of  Chemical  and  Biological  Warfare,  SIPRI.  Stockholm 
International  Peace  Research  Institute,  Almquist  and  Wiksell  and  Humanities  Press,  1971. 

"The  ACA  deflned  "production  plants"  as  "every  unit  suitable  for  producing  in  such  amounts  as  are  covered 
by  the  definition  of  a  biological  weapon  [i.e..  the  threshold  amounts  that  were  established  for  each  BW  agent] 
those  biological  products  which  are  to  be  controlled,  regardless  of  its  ownership,  legal  position,  size  and  number 
of  workers  employed"  The  thresholds,  however,  were  established  in  an  extremely  inadequate  manner. 
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weapons  anns  control.'  22  laboratories  or  production  facilities  were  approached,  of  which  14  accepted 
site  visits:  8  research  laboratories.  3  of  them  in  Warsaw  Treaty  Organization  countries,  and  6  production 
establishments,  none  in  the  WTO,  but  one  of  them  in  Eastern  Europe  (Yugoslavia).  The  22  facilities 
solicited  were  not  however  selected  at  random,  but  depended  on  personal  contacts  known  to  the  research 
team.  25  scientists  from  Western,  Eastern,  and  neutral  states  were  involved  in  the  teams  that  made  the 
inspection  visits.  A  reasonably  elaborate  protocol  and  questionnaire  was  developed  for  the  site  visits, 
whose  purpose  was  defined  as  locating  sufficient  BW  agent  production  to  be  deemed  to  be  "militarily 
relevant".  Thai  was  defined  as  10  kilograms  (around  20-25  pounds)  of  microbial  paste  or  spores,  of  a  half 
kg  (one  pound)  of  botulinum  toxin.  It  should  be  noted  that  at  the  present  time  an  inspection  would  be 
looking  for  orders  of  magnitude  larger  quantities.  The  visits  however  were  not  on  short  warning.  It  is 
also  understood  that  the  14  facilities  that  participated  in  the  exercise  did  so  with  the  knowledge  of  their 
relevant  national  authorities. 

Following  all  the  visits  the  protocol  records  were  distributed  to  some  70  professional  who  were  asked 
to  judge  what  the  chances  would  have  been  of  finding  the  defined  militarily  relevant  quantity.  Fifty 
replied,  with  a  consensus  that  there  would  have  been  about  a  50:50  chance  of  doing  so.    The  study 


'Tlie  Probtems  of  Inspection  Concerned  with  BW  Agents",  Chapter  2,  in  Technical  Aspects  of  Early 
Warning  and  Verification.  Vol.  6  in  The  Problem  of  Chemical  and  Biological  Warfare.  SIPRI,  Stockholm 
International  Peace  Research  Institute,  Almquist  and  Wiksell  and  Humanities  Press,  1975,  pp.  39  to  60,  89  to 
103. 

Sec  also  Appendix  2,  "Verification  of  CB  Disarmament",  in  Vol.  5.  The  Prevention  of  CBW.  op.  ciL,  1971. 
pp.  137  to  163. 

The  institutions  or  laboratories  that  accq)ied  visits  in  this  exercise  were  the  following: 
Research  laboratories: 

1.  The  Medical  Research  Council  Group  for  Bacteriological  Bioengineering.  Stockholm. 

2.  The  Institute  of  Microbiotogy  of  the  Czechoslovak  Academy  of  Sciences,  Prague. 

3.  The  Institute  of  Virology  for  the  Czechoslovak  Academy  of  Sciences,  Bratislava. 

4.  BundesfoTschungsanstalt  fiir  Viruskrankheiten  der  Tiere,  Tubingen.  West  Germany. 

5.  The  Lister  Institute  of  Preventative  Medicine,  London. 

6.  The  State  Institute  of  Hygiene,  Warsaw. 

7.  The  University  Institute  of  Miciobioktgy,  Copenhagen. 

8.  The  Institute  of  Hygiene,  Graz,  Austria. 
Production  establishments: 

9.  The  Institute  of  Immunok>gy,  Zagreb,  Yugoslavia. 

10.  The  Lister  Institute  of  Preventative  Medicine,  Elstree  Laboratories,  Elstree.  England. 

11.  Wellcome  Research  Laboratories.  Beckenham.  Kent.  England. 

12.  Institut  Merieux.  Lyon,  Fiance. 

13.  LEO  Pharmaceutical  Products,  Copenhagen. 

14.  Aktiebolaget  ASTRA,  Sodertalje,  Sweden. 
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concluded 


".  .  .  that  a  substantial  measure  of  on-site  verification  would  be  possible  provided  certain 
conditions  were  fulfilled:     documentafion,  free  access  to  all  facilities  and  personnel,  the 
possibility  of  visits  at  short  notice  or  of  permanent  inspection  by  resident  inspectors  or  by 
exchange  scientists  cooperating  with  them." 
A  crucial  assumption  was  that  there  was  no  falsification  of  production  records  at  the  production  sites. 

That  was  perhaps  a  weak  link  in  the  exercise,  otherwise  it  is  interesting  to  note  the  similarity  in  the  three 

basic  conditions  noted  in  the  conclusion  and  the  ones  that  would  be  assumed  as  necessary  today. 

In  the  1990's  two  circumstances  gave  rise  to  a  substantial  group  on  BW  inspections,  some  as  national 
exercises,  and  some  on  an  international  and  official  level: 

-  the  US-Russia-UK  "Trilateral"  process  led  to  US-UK  inspection  visits  to  Russian  facilities,  and 
to  Russian  inspections  of  facilities  in  the  US  and  UK; 

-  and  as  part  of  the  VEREX  process  three  western  governments,  the  UK,  the  Netherlands,  and 
Canada,  ran  trial  inspections  of  commercial  facilities  in  their  respective  countries. 

There  had  in  fact  been  Soviet  visits  to  US  miUtary  BW  sites  in  previous  years.  Soviet  government 
officials  at  the  ministerial  level  had  visited  Fort  Detrick  in  1972  at  US  government  invitation,  as  the  US 
was  interested  in  demonstrating  the  conversion  of  the  site.  Soviet  officials  again  visited  Fort  Detrick  - 
now  USAMRIID  -  in  1988.  US  and  Soviet  delegations  also  visited  each  other's  BW  facilities  in  1991, 
before  the  trilateral  series  of  exchange  site  visits  began.  In  addition  representatives  of  Western 
pharmaceutical  finns  -  from  the  US,  UK,  Austria,  France,  and  Finland  -  as  well  as  ones  from  Japan, 
Taiwan,  and  South  Korea  have  been  visiting  Russian  microbiological  research  institutes  that  were  formerly 
affiliated  with  the  Soviet  Biopreparat  organization  to  explore  the  feasibility  of  establishing  joint  venture 
coimnercial  partnerships.  When  Russian  teams  have  visited  US  facilities  they  have  shown  themselves  to 
be  highly  meticulous  inspectors;  they  knew  what  to  look  for,  what  might  be  hidden,  and  how  it  would 
be  hidden,  and  at  times  used  their  own  former  BW  program  as  a  model  for  searches.'" 

In  the  course  of  the  VEREX  process,  the  Netheriands  and  Canada  carried  out  a  two-day  trial 
inspection  at  a  large  vaccine  production  facility.  Its  purpose  was  to  evaluate  potential  BW  verification 
measures  that  had  been  identified  by  VEREX.  It  concluded  that  "the  combining  of  measures  would  be 
essential  to  effective  on-site  inspectioa     During  the  trial  inspection,  issues  relating  to  commercial 


'°A  Soviet  team  on  a  December  1991  US  site  visit  was  composed  of  members  of  the  Soviet  Ministry  of 
Defense,  Ministry  of  Foreign  Affairs,  and  their  biotechnology  industry. 
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confidentiality  did  not  stand  in  the  way  of  effective  conduct  of  the  inspectioa  Some  sensitivities  were 
noted,  but  solutions  were  at  hand.""  In  particular,  "Removal  of  live  samples  from  the  site  would  have 
been  of  great  concern  to  the  company,  but  removal  of  inactivated  samples  was  not  perceived  to  be  a 
problem." 

Also  in  conjunction  with  VEREX  the  UK  carried  out  four  practice  inspections  of  plants  in  the 
biotechnology,  pharmaceutical,  and  vaccine  industries.  The  UK  inspections  were  particularly  focussed  on 
issues  of  the  compatibility  of  verification  procedures  in  large  multipurpose  facilities  capable  of  working 
with  pathogens  and  the  requirements  of  commercial  confidentiality.  The  UK  reports  concluded 

"In-depth  inspections  are  practicable;  auditing,  interviews  and  visual  inspection  of  key 
equipment  are  all  essential  and  mutually  reinforcing.  Any  measure  on  its  own  is  of  little  or  no 
value. 

"Provided  the  sites  being  inspected  make  preparations  and  use  managed  access,  the  risks  to 
commercially  sensitive  information  can  be  reduced.  On  many  occasions  the  amount  of  access 
that  can  be  granted  without  imduly  risking  proprietary  data  can  be  extensive. 

"The  standards  of  evidence  for  an  effective  inspection  are  high.  This  is  a  qualitative  problem 
as  unambiguous  evidence  of  non-compliance  is  difficult  to  acquire,  but  indicators  of  such 
activity  can  be  identified.  Given  the  potential  dual-use  nature  of  biological  agents  and  much 
related  equipment,  inspection  teams  need  evidence  from  all  aspects  of  the  site  under 
investigation  if  they  are  to  form  a  judgment  on  its  compliance.  The  main  burden  on  industry 
is  largely  one  of  diversion  of  management  time  to  hosting  the  inspection;  there  should  be  no 
need  to  disrupt  plant  operations  or  enter  sterile  area  provided  alternative  means  can  be  found 

to  satisfy  inspector  concerns." 

*   «   *   * 

"The  IT  [inspection  team]  was  able  to  gather  sufficient  infonnation  to  do  its  job  effectively 
without  compromising  commercial  confidentiality  or  Intellectual  Property  rights.  It  was  possible 
for  the  HT  [Facility  or  "Home"  Team]  to  protect  such  irvformation;  for  example,  the  deletion 
of  critical  data  from  the  facility's  Genetic  Manipulation  Safety  Committee  submissions  to  the 
national  regulatory  body  before  revealing  the  documents  to  the  inspection  team.  There  may 
however  be  different  problems  in  a  production  plant  and  this  will  be  addressed  in  future  practice 
inspections,  but  it  is  encouraging  to  note  that  it  is  possible  to  conduct  an  intrusive  inspection 
at  an  R&D  and  pilot  plant  facility  without  unacceptable  compromise  of  commercial 
confidentiality.  That  an  inspection  can  be  carried  out  at  an  R&D  plant  is  in  itself  highly 
significant 

"This  practice  inspection  demonstrated  the  feasibility  of  on-site  inspections.  Furthermore,  it 
is  clear  that  they  are  worthwhile  and  can  be  conducted  in  Western  countries  without  too  much 
disruption  to  activities.  Given  the  nature  of  health,  safety,  environmental,  and  other  regulatory 
provisions   that  govern   the   pharmaceutical   and   biotechnology   industries   in  the   West, 


"The  Netherlands-Canada;   Bilateral  Triai  Inspection  in  a  Large  Vaccine  Production  Facility;  A 
Contribution  to  the  Evaluation  of  Potential  Verification  Measures,  BWC/CONF.  HI/VEREXAVP.  112,  May  24, 
1993. 19  pages. 
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demonstrating  compliance  with  Aiticle  1  of  the  BWC  is  comparatively  straightforward."'^ 
Finally,  the  Federation  of  American  Scientists  carried  out  an  inspection  exercise  in  the  United  States  witfi 

the  cooperation  of  a  commercial  pharmaceutical  plant''  Undoubtedly  of  great  value  to  any  international 

BW  inspection  agency  or  regime  would  be  the  verification  protocols  established  by  UNSCOM  for  its  site 

visits  to  biological  facilities  in  Iraq.   These,  and  the  experience  gained  from  them,  as  well  as  from  the 

series  of  trilateral  site  visits,  would  all  undoubtedly  be  transferred  to  any  new  international  B  W  agency.'^ 

The  British,  Canadian,  Dutch  and  US  inspection  exercises  were  all  informally  criticized  by 
representatives  of  the  US  pharmaceutical  manufacturers  association  as  having  been  too  "tame",  and 
captive,  and  not  as  severe  as  they  would  have  to  face  from  international  inspectors.  They  submitted  a 
study  to  the  US  Arms  Control  and  Disarmament  Agency  before  the  July  1995  meeting  of  the  Ad  Hoc 
Group,  essentially  arguing  that  they  wanted  no  on-site  inspections  of  their  facilities.    US  government 


"  -  United  Kingdom  BTWC  Practice  Compliance  Inspection  (PCI)  Programme,  Summary  Report 
BWC/SP/CONFAVP.  2,  September  20,  1994. 

-  UK  Practice  Inspection:   Pharmaceutical  PUot  Plant,  BWC/CONF.  HVVEREX/WP  141.  May  24,  1993. 

-  UK  Practice  Inspection:   Pharmaceutical  PUot  Plant,  BWC/CONF.  nVVEREXAVP  147,  (undated). 

-  Commercial  Confidentiality  Concerns  Associated  with  Sampling  and  Analysis  During  On-Site 
InspecUons  Under  the  BWC,  BWC/CONF.  DIA^EREX/NON.  28,  (undated). 

"Beyond  VEREX:   A  Legally  Binding  Compliance  Regime  for  the  Biological  Weapons  Convention.  Report 
of  the  Federation  of  American  Scientists  Working  Group  on  Biological  and  Toxin  Weapons  Verification,  July 
1994. 

See  also  '  Implementation  of  the  Proposals  for  a  Verification  Protocol  to  the  Biological  Weapons 
Convention",  (FAS),  SepL  1991,  op.  ciL,  for  the  protocol  of  off-site  and  on-site  data  which  the  group  proposed. 

'''For  other  major  sources  on  BW  verification  see  the  following: 

-  Barbara  Hatch  Rosenberg  and  Gordon  Buick,  'Verification  of  Compliance  with  the  Biological  Weapons 
Convention",  Chapter  14  in  Susan  Wright,  (ed).  Preventing  a  Biological  Arms  Race.  MIT  Press. 
Cambridge.  1990,  pp.  300-329. 

-  Oliver  Thranert,  (ed.).  The  Verification  of  the  Biological  Weapons  Convention:  Problems  and 
Perspectives.  Friedrich  Ebeit  Stiftung,  Bonn,  May  1992. 

-  Susan  Berger,  "The  Challenges  of  Chemical  and  Biological  Weapons  Arms  Control  Treaty  Verification", 
in  Elizabeth  Kirk  eL  al.  (eds.").  Trends  and  Implications  for  Arms  Control.  Prohferation.  and 
International  Security  in  the  Changing  Global  Environment.  AAAS,  American  Association  for  the 
Advancement  of  Science,  Washington,  DC,  1993,  pp.  175  to  189. 

-  Amb.  Tibor  Toth,  et  aL,  "Verification  of  the  BWC",  and  Nicholas  A.  Sims,  "Control  and  Cooperation 
in  Biological  Defense  Research:  National  Programmes  and  International  Accountability",  Chapters  6 
and  7  in  E.  Geissler  and  J  J*.  Woodall  (eds.).  The  Control  of  Dual-Threat  Agents:  The  Vaccines  for 
Peace  Programme.  SIPRI.  The  Stockholm  International  Peace  Research  Institute.  Oxford  University 
Press.  Oxford.  1995,  pp.  -. 

-  M.  Meselson  eL  al.,  "Verification  of  Biological  and  Toxin  Weapons  Disarmament",  in  Verification. 
Monitoring  Disarmament.  F.  Calogero  et.  al.,  (eds.),  Westvicw  Press,  Boulder,  1990,  pp.  149  to  163. 


363 


74 


I  offlcials  feel  that  the  industry  simply  does  not  want  to  be  inconvenienced  in  any  way,  and  uses  the 
potential  compromise  of  conmiercially  confidential  infonnation  however,  as  a  more  palatable  and  serious- 
sounding  argument  to  put  forward.  Unfortunately,  it  is  the  earlier  US  government  statements  of  1992  that 
have  provided  the  industry  vAth  a  large  degree  of  the  leverage  of  that  argument. 

One  important  question  remains:  can  one  distinguish  microbiological  research  that  is  being  carried 
out  for  "civil"  purposes  from  that  which  is  for  military  purposes.  In  research  carried  out  some  years  ago 
I  became  confident  that  if  one  could  not  unequivocally  answer  "yes,  absolutely",  there  were  reasonably 
good  indicators  which  could  be  gathered  from  scientific  woric  to  help  make  the  distinction."  However, 
that  task  was  made  immeasurably  more  difficult  once  US  BW  R&D  managers  made  the  argument  that  in 
order  to  anticipate  the  nature  of  future  BW  threats  that  US  military  forces  might  encounter  they  had  to 
produce  novel  surface  antigens  on  pathogens,  test  organisms  with  increased  virulence,  or  any  other  of  the 
many  other  parameters  that  an  offensive  BW  program  might  develop  against  US  vaccines  and  defenses. 
This  problem  was  described  in  a  paper  by  Barbara  Hatch  Rosenberg,  in  1988, 

"A  central  problem  with  the  Convention  is  the  blurring  of  the  distinction  between  legitimate 
activities  related  to  defense  against  biological  weapons  and  illegitimate  activities  for  offensive 
purposes.  Scientists  generally  agree  that  offensive  and  defensive  activities  are  largely 
indistinguishable. 

"Military  insistence  upon  testing  detection  and  protective  devices  against  bona  fide  weapons 
agents  means  that  information  on  offensive  use  of  weapons  agents  will  inevitably  be  obtained. 

"According  to  the  US  Department  of  Defense  (DoD);  'Current  requirements  in  biological 
defense  include  testing  equipment  against  known  and  suspected  threat  agents.  . .  We  especially 
need  more  information  about  protection  against  novel  agents.'  Because  these  agents  do  not 
exist,  they  will  have  to  be  created  in  order  to  study  the  threat  they  could  pose.  Threat 
evaluation  also  requires  detailed  information  on  'new  production  and  processing  technologies 
as  they  apply  to  conventional  and  novel  biological  agents.' 

"The  military  is  also  interested  in  protective  vaccines,  which  are  useful  not  only  as  defense 
against  an  enemy  attack,  but  are  also  required  to  protect  aggressors.  Such  vaccines  cannot  be 
developed  without  possessing  the  agents  themselves.  Thus,  defense  without  the  potential  for 
offense  is  essentially  impossible,  and  all  these  'defensive'  activities  are  actually  inconsistent  with 


"I  have  attempted  to  resolve  this  question  on  two  earlier  occasions:  in  a  study  "Research  and  Development 
in  (QBW;   An  Examination  of  the  Possibility  of  Distinguishing  Between  Civil  and  Military,  Offensive  and 
Defensive",  that  was  written  in  1970  as  part  of  the  SIPRI  CBW  project  and  presented  at  the  International 
Congress  of  NGciobiology,  in  Mexico  City  in  1970,  and  then  in  an  expanded  version  for  a  book  manuscript  on 
Militarv  Research  and  Development  for  the  Ministry  of  Foreign  AfEairs  of  Sweden,  in  1983-1984. 
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the  convention's  aim  to  exclude  the  possible  use  of  biological  and  toxin  agents  as  weapons.""' 
The  same  counterproductive  effects  of  maximizing  the  requirements  of  "defensive"  research  were  pointed 

out  by  several  others  microbiologists  writing  on  BW  arms  control,  and  they  are  a  major  theme  of  the  book 

edited  by  Susan  Wright  in  1990,  Preventing  a  Biological  Arms  Race.'^   Once  one  takes  this  position  as 

a  requirement  for  defensive  research  (omitting  the  issue  of  protective  vaccines  being  required  for  the 

attacker),  there  is  virtually  nothing  that  cannot  be  done  in  a  defensive  research  program,  and  everything 

becomes  a  matter  of  quantities,  weatx)ns  development,  and  "intent". 

An  excellent  example  of  this  was  demonstrated  by  the  US  Army  request  in  1984  to  build  a  large 
aerosol  test  chamber  at  the  Dugway  Proving  Ground  "...  to  generate  amounts  of  infectious  agents  that 
could  potentially  be  used  as  biological  weapons.  The  chief  puipose  of  the  facility  would  be  to  test 
whether  the  agents  penetrate  protective  clothing  and  filters.""  After  several  years  of  debate  the  Army 
cancelled  its  request  in  1988  due  to  opposition  precisely  on  the  grounds  that  the  facility  would  blur  the 
distinction  between  defensive  and  offensive  research.  The  US  government  had  inactivated  precisely  such 
a  large  aerosol  test  chamber  when  it  dismantled  the  offensive  BW  R&D  program  at  Fort  Detrick  in  the 


"Barbara  Hatch  Rosenberg,  "International  Biological  Weapons  Update",  Genewaich,  (July-October  1987),  pp. 
6-7,  15.  (The  DoD  references  are  to  US  Department  of  Defense  testimony  to  the  House  Committee  on 
Appropriations,  May  1986.) 

"Susan  Wright  (ed.),  PreventJng  a  Biological  Arms  Race.  The  MIT  Press,  Cambridge,  1990.  See  in 
particular  the  following  chapters: 

-  Susan  Wright  and  Stuait  Ketcham.  "The  Problem  of  Interpreting  the  US  Biological  Defense  Program", 
pp.  169-196. 

-  Charles  Piller  and  Keith  R.  Yamamoto.  "The  US  Biological  Defense  Research  Program  in  the  1980' s: 
A  Critique",  pp.  133-168. 

-  Jonathan  King  and  Harlee  Strauss.  "The  Hazards  of  Defensive  Biological  Warfare  Programs",  pp.  120- 
132. 

-  Richard  Novick  and  Seth  Shulman,  "New  Forms  of  Biological  Warfare?",  pp.  103-119. 

-  "Recombinant  DNA  Projects  Funded  by  US  Military  Agencies".  Appendix  L,  pp.  413-420. 

-  also  pp.  80-84.  87-97.  335-337.  340-351. 
See  also: 

-  Jonathan  King  and  Harlee  Strauss,  "The  Fallacy  of  Defensive  Biological  Wesqxms  Prograntmes",  in 
Biological  and  Toxin  Weapons  Today,  Erhard  Geissler  (ed.),  SIPRI.  Stockhohn  International  Peace 
Research  Institute  and  Oxford  University  Press.  1986,  pp.  66-81. 

-  Susan  Wright,  "Biowar  Treaty  in  Danger".  Bulletin  of  the  Atomic  Scientists.  47:7  (September  1991),  pp. 
36  to  40. 

"  -  Cohn  Norman.  Army  Shifts  on  Dugway  Lab",  Science,  241:4874,  (September  30,  1988),  p.  1749. 

-  Colin  Norman,  "Biological  Defense  Defended",  Science.  240:4855,  (May  20,  1988),  p.  981. 

-  R.  Jeffrey  Smith,  "Under  Pressure,  Army  Scales  Back  Plan  for  Germ  Warfare  Lab".  Washington  Post. 
September  20,  1988. 
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years  1969  to  1972.  Even  more  ironically,  when  US  inspectors  found  precisely  the  same  kind  of  aerosol 
test  chamber  at  the  Soviet-Biopreparat  facility  at  Obolensk  in  1992-1993,  and  when  UNSCOM  inspectors 
found  that  another  one  had  also  been  a  part  of  the  Iraqi  facility  at  Al-Hakam  but  had  been  destroyed  by 
Iraq  before  the  inspectors  got  there,  in  both  instances  the  presence  of  the  test  chamber  was  given  as 
evidence  of  the  offensive  nature  of  the  former  Soviet  and  Iraqi  BW  programs. 

When  Soviet  BW  inspectors  visited  USAMRUD  in  1991,  officials  there  felt  confident  that 
precisely  because  of  the  expertise  of  the  Soviet  team  they  would  understand  how  far  the  USAMRUD 
program  was  from  one  that  intended  weapon  development.  Nevertheless  the  visitors  foimd  portions  of 
the  US  research  program  troubling;  in  this  case  what  looked  like  an  entirely  open  program  to  US  research 
managers  still  posed  problems  for  an  outsider.  One  such  aspect  was  USAMRIID  research  on  toxins, 
precisely  a  portion  of  the  Soviet  basic  research  program  that  was  frequently  raised  as  a  problematical  issue 
in  the  1980's.  It  is  problems  such  as  these  dealing  with  "intent"  that  suggest  that  looking  for  production 
and  weaponry  might  be  more  useful  for  an  international  BW  inspection  regime  than  examining  research. 
And  it  is  here  too  that  fonnai  aspects  such  as  secrecy,  the  occurrence  of  covert  BW  programs  run  by 
military  or  intelligence  agencies,  and  the  role  of  military  agencies  in  funding  and  operating  BW  research 
programs  and  institutions  are  shown  to  be  highly  important  considerations. 

Nevertheless,  researchers  have  been  able  to  prepare  lists  of  indicators  which  quite  usefully  separate 
"civilian"  from  "military",  and  "offensive"  from  "defensive"  microbiological  research.  As  early  as  1963 
Morton  prepared  such  a  categorization  which  distinguished  various  aerobiological  techniques  according 
to  their  utility  for  "medicine",  "defense",  and  "theory"."  More  recently,  several  additonal  lists  were 
included  in  the  1990  volume  edited  by  Wright" 


"J.D.  Morton,  table  on  "Relationship  of  Aerobiological  Techniques  to  Useful  Situations",  in  "Remarks  from 
the  Chair  A  Critique",  First  International  Symposium  in  Aerobioloev,  Berkeley,  1963,  p.  186. 

'^Tables  that  differentiate  BW  R&D  into  military  and  civil,  offensive,  and  defensive  programs: 

-  M.  Lappa,  'Criteria  for  judging  the  likelihood  of  misuse  of  potential  biological  warfare  research",  in 
Susan  Wright,  ed..  Preventing  a  Biological  Arms  Race,  p.  88. 

-  Susan  Wright  and  Stuart  Ketcham,  "Pathogens  studied  under  DoD  sponsorship  as  potential  biological 
warfare  agents  compared  with  pathogens  identified  by  the  Institute  of  Medicine  as  the  leading  cause  of 
disease  in  developing  countries",  in  S.  Wright,  ed.,  1990,  pp.  178-179. 

-  C.  Piller  and  ICR.  Yamamoto,  "US  BW  program  development  -  offensive  development  implications", 
(during  the  1980s)  in  S.  Wright,  ed.,  1990,  p.  143. 

-  S.  Wright  and  S.  Ketcham,  "Present  activities  conducted  under  the  Biological  Defense  Program  and 
related  activities  conducted  under  the  Chemical  Warfare  Program",  in  S.  Wright,  ed.,  1990,  p.  189. 
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Summary: 

Biological  weapons  were  unfortunately  not  laid  to  rest  in  the  years  1972  to  1975.  Several  nations 
have  gone  on  to  develop  the  capability  to  produce  BW  at  short  notice,  and  have  done  so  precisely  in  the 
years  since  the  Biological  Weapons  Convention  came  into  force. 

The  USSR's  and  presenUy  Russia's  continuing  delinquency  in  putting  a  certain  and  definitive  end 
to  its  own  BW  program  have  been  a  severe  impediment  to  international  efforts  to  stop  and  to  reverse  any 
further  trends  towards  BW  proliferation.  Fust,  because  Russia  inherited  one  of  the  two  major  post- WWII 
offensive  BW  programs,  and  one  which  the  USSR  had  continued  despite  signing  and  ratifying  the  BWC. 
That  established  an  extremely  damaging  precedent,  and  the  continued  resistance  to  making  a  determined 
show  of  reparations  by  retroactively  extirpating  the  remainders  of  the  program  once  and  for  all  only  add 
further  damage  to  the  BWC.  It  is  important  that  Russia  remove  whatever  secrecy  remains  surrounding 
its  BW  establishments,  both  military  and  civilian.  Second,  because  it  weakens  the  combined  efforts  of 
the  major  powers  in  applying  pressure  on  those  nations  that  have  more  recently  developed  BW  programs 
to  begin  reversing  and  expunging  them. 

Nations  who  have  developed  BW  programs  in  recent  years  such  as  Iran  and  Libya  are  not  particularly 
open  to  argument.  The  major  institutional  indicators,  secrecy  and  the  role  of  military  or  intelligence 
agencies  in  funding  and  managing  BW  programs,  are  constant  indicators  of  problems,  and  most  certainly 
when  all  three  occur  together.  Much  more  thought  should  be  given  to  the  pressure  of  sanctions  by  the 
international  community.  Following  the  additional  example  of  Iraq,  a  state  that  had  gone  on  to  develop 
BW  despite  having  signed  (although  not  ratified)  the  BWC,  much  more  thought  particularly  needs  to  be 
given  to  the  circumstances  in  which  a  Stote  Party  to  the  BWC  shows  evidence  of  developing  the 
prohibited  weapon  system,  and  the  sanctions  that  should  be  applied  in  such  instances. 

It  appears  that  the  next  year  will  see  the  proposal  of  an  international  verification  regime  as  a  Protocol 


See  also: 

-  Barend  ter  Haar,  The  Future  of  Biological  Weapons,  The  Washington  Papers,  No.  151,  Center  for 
Strategic  and  International  Studies,  Washington  and  Praeger,  New  York,  1991,  particularly  pp.  54  to  75, 
and  the  table  "Activities  permitted  or  prohibited  in  the  Biological  Weapons  Convention",  p.  63. 

-  USAMRHD;  United  States  Army  Research  Institute  of  Infectious  Diseases,  1995. 

-  FOA  4;  In  the  Service  of  the  Swedish  Total  Defense  and  of  the  Entire  Community,  1986. 
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to  the  BWC.  It  would  require  an  international  monitoring  organization,  probably  similar  to  that  which 
has  been  established  under  the  Chemical  Weapons  Convention.  It  is  very  likely  that  such  a  regime  will 
provide  for  the  opportxmity  for  both  routine  and  challenge  on-site  inspections  to  facilities  or  locations  in 
member  states.  Domestically,  the  US  government  runs  the  risk  of  having  impeded  its  current  efforts  to 
defeat  the  further  spread  of  a  weapon  of  mass  destruction  by  greatly  exaggerated  concerns  several  years 
ago  regarding  corporate  commercial  secrecy.  Trial  inspections  carried  out  by  several  western  nations  in 
recent  years  as  a  contribution  toward  producing  a  strengthened  verification  regime  for  the  BWC  showed 
that  this  was  a  manageable  concern.  It  will  be  important  for  the  US  government  to  maintain  its  focus  on 
stemming  BW  proliferation  as  its  first  and  overwhelming  priority,  and  that  all  its  other  considerations  that 
relate  to  that  effort  be  so  adapted  as  to  aid  in  that  endeavor. 

In  that  rcgard.  Senate  ratification  of  the  Chemical  Weapons  Convention  would  be  a  crucially 
important  step,  establishing  the  US  interest  in  a  serious  verification  regime  in  the  C  and  B  area. 
Obviously,  that  means  ending  the  ability  of  a  single  US  Senator  to  prevent  a  major  arms  control  treaty 
on  one  of  the  three  categories  of  weapons  of  mass  destruction--a  treaty  that  the  Bush  Administration  had 
championed,  that  the  United  States  signed,  and  that  took  over  twenty  years  of  international  negotiation 
to  achieve-from  being  put  to  the  US  Senate  for  ratification. 
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THE   HENRY   L.    STIMSON   CENTER 

News  Advisory 


Senate  Permanent  Subcommittee 
on  Investigations 

la. 


EXHIBIT*. 


Alarm  Sounded  About  Security 
of  Russia's  Chemical  Weapons 


•  October  2, 1995 


•  Contact: 

Amy  E.  Smithson 
The  Siimson  Center 
21  Dupooi  Cirele,  ^W 
Washington,  DC  20036 
let  2027223-5956 
/ax  202/785-9034 


"We  cannot 
overstate  the 
threat  posed 
by  the 

proliferation  of 
these 

weapons..." 
Sen.  Sam  Nunn 


Russia's  cticniical  weapons  stockpile  storage  sites  appear  to  be  vulneraWe  to 
theft  firom  wiitiin  and  attack  from  without,  accenting  to  a  repon  released  today  by  the 
Henry  L  Stinison  Center  in  Washington,  D.C.  Based  on  eyewitness  accounts,  the 
r^wn  descriijcs  the  security  surrounding  Russia's  40,000  metric  ton  chemical  weapons 
arsenal— over  80  percent  of  which  is  ksthal  nerve  agents — as  felling  fer  short  of  the 
security  provisions  taken  at  U.S.  cheiracal  weapons  storage  sites. 

One  witness  described  the  security  as  suitable  only  "to  keep  an  honest  man 
out"  Congressman  Gten  Browder  (D-AL),  who  had  visited  one  of  the  sites,  observed. 
Their  feciliiies  were  not  as  secure  as  ouis,  especially  regarding  physical  security" 
measures.  Amy  E.  Smithson's  essay  on  security  is  the  first  of  four  in  the  rcpoit. 
Chemical  Weapons  Disarmament  in  Russia:  Problems  and  Prospects. 

After  the  tenorist  use  of  chemkal  weapons  in  Japan  last  March  and  April,  the 
StinBon  Center  examined  tlie  security  of  the  chemical  weapons  stored  at  seven 
kxations  in  Russia.  Like  the  prospca  of  'loose  nukes,"  kxjse  or  stolen  chemical 
wesqxjns  coukl  present  a  real  danger  to  gtobal  security.  "Once  stolen,"  notes  an  expert 
in  the  report,  "a  cheimcal  weapon  is  far  easier  for  a  terTorist...to  use  than  a  nuclear 
weapon."  Smithson  provides  a  sobering  pkmire  of  the  "rudimentary"  security  measures 
that  appear  to  be  in  place,  and  recommends  some  low-tech,  relatively  tow  cost 
iTKasures  that  could  significantly  inprove  security.  "The  price  of  assisting  Russia  now 
is  much  k)wer  than  the  cost  that  may  be  incurred  later  if  this  prot)lem  is  not  promptly 
addressed,"  she  concludes. 

In  late  October,  the  U.S.  Senate's  Permanent  SubconmiKec  on  Investigations 
is  planning  to  examine  issues  related  to  the  threat  posed  t>y  chenncal  weapons.  Senator 
Sam  Nunn  (D-GA),  ranking  member  of  the  Subcommittee,  said,  "We  cannot  overstate 
the  threat  posed  by  these  weapons,  nor  can  we  afford  to  wait  until  ttte  aftermath  of  a 
tragedy  to  criticaDy  address  tliese  concerns." 

Congress  has  at  its  fingertips  two  onechanisns  it  can  activate.  The  first  is  the 
Cooperative  Threat  Reduction  program,  whk:h  has  channeled  U.S.  assistance  to 
Russia,  Ukraine,  Belarus,  and  Kazakhstan  to  he^  secure  former  Soviet  nuclear 
weapons  and  to  begin  disnantling  them.  This  program  t>as  reduced  the  diances  that 
former  Soviet  nuclear  weapons  might  fan  into  the  wrong  hands. 
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"Once  stolen,  a 
chemical 
weapon  is  far 
easier  for  a 
terrorist...to  use 
than  a  nuclear 
weapon." 


"No  matter  how 
detailed  a  map 
Mirzayanov 
and  other 
whistle  blowers 
provide... 
without  the 
CWC  that  map 
will  be  of  little 
avail" 


The  second  mcchamsra  is  the  Chemical  Weapons  Convention  (CWQ.  When 
in  force,  the  CWC  could  bring  intemaiional  inspeaore  to  Russian  storage  sites  to 
inventory  and  secure  these  weapons.  If  the  Senate  rati6es  this  treaty,  pressure  win 
increase  for  Russia  to  do  the  same,  thus  opening  its  facilities  to  inspectioa  The  CWC 
has  been  awaiting  Senate  action  for  almost  two  years.  After  numerous  hearings  in 
1994,  none  have  been  held  this  year. 

Dr.  Vil  Mirzayanov,  a  26-ycar  veteran  of  the  Soviet  chemical  weapons 
conplex,  argues  in  the  Stimson  report  that  the  Senate  must  ratify  the  CWC  so  that  this 
weapons  development  program  can  be  brought  under  international  scrutiny  and 
control  In  states  that  have  ratiSed  the  treaty,  routine  inspections  as  well  as  short-notice 
challenge  inspections  can  occur  at  any  site  suspeaed  of  conducting  prohibited 
activities.  A  refusal  of  a  challenge  inq)ection  is  an  automatic  violation  of  the 
Convention. 

Mirzayanov  is  the  scientist  and  whistkblower  who  charges  that  a  Soviet 
program  developed  a  new  generation  of  chemical  agents,  apparently  breaking  Mikhail 
Gorbachev's  1987  pledge  that  the  USSR  had  ceased  producing  chemical  weapons. 
Questions  remain  about  the  extent  of  this  program  and  how  many  of  these  activities 
continued  after  the  Russian  government  came  to  power. 

As  Mirzayanov  states,  "If  the  CWCs  pnxedures  arc  not  instituted,  the  Russian 
chemical  weapons  conplex  will  remain  accountable  only  to  the  same  clique  of  leaders, 
who  have  thus  far  not  proven  their  trustworthiness."  Smilhson  agrees,  noting,  "No 
matter  how  detailed  a  map  MirzayaiK>v  and  other  whistleblowers  provide  of 
[this).... program,  without  the  CWC  that  map  will  be  of  littk  avail"  In  order  to  rein  in 
this  program,  Mirzayanov  asks  for  the  Senate's  prompt  ratiScation  of  the  CWC 

Maj.  Gen.  Roland  Lajoie,  USA  (Ret),  the  Deputy  Assistant  Secretary  of 
Defense  for  the  Cooperative  Threat  Reduction  Program,  notes  in  the  Stimson  report 
how  important  it  is  to  get  a  destruction  program  started  in  Russia.  Economic 
difficulties  and  political  disarray  have  conplicated  the  Russian  government's  cfibrts  to 
launch  such  a  program.  Only  approximately  five  percent  of  the  total  funds  authorized 
for  the  Cooperative  Threat  Reduction  program  have  gone  toward  Russia's  chemical 
weapons  destruction  program.  With  U.S.  assistance  now,  Lajoie  states,  "Russia  will  be 
much  better  prepared  to  carry  out  destruction  operations  at  other  storage  facilities  and 
continue  down  the  path  of  CWC  inplementation." 

In  her  concluding  essay,  Smithson  quotes  one  of  those  who  had  been  to 
Russian  chemical  weapons  storage  facihiies:  The  best  security  is  to  get  rid  of  it"  She 
argues  that  ratifying  tfte  CWC,  "tightening  security  around  Russia's  chemica]  weapons 
stockpile,  and  hastening  its  destruction  vnH  measuraWy  reduce  the  possibility  that 
Russian  cheirscal  weapons  will  one  day  harm  Americans." 

This  report  is  a  product  of  the  Chemical  Weapons  Convention  Is^l^B&ntaaon 
Project,  which  is  fiinded  by  the  Carnegie  Corporation  of  New  Yoric  Snmhson,  ,. 
senior  associate  at  the  Stimson  Center,  directs  this  project  The  Heiny  L.  Stimson 
Center  is  a  nonprofit,  nonpartisan  research  institution  devoted  to  pubBc  policy  research. 
The  Stimson  Center  coiKcntraies  on  particularly  difficult  national  and  international 
security  issues  where  poBcy,  technok>gy,  and  poUtks  intersect 
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Introduction 

Michael  Krepon 


A  strange  fate  has  befallen  the  Chemical  Weapons  Convention  (CWC).  Enmeshed  in 
partisan  wrangling  between  the  executive  and  legislative  branches,  the  CWC  remains  in  limbo, 
both  in  Washington  and  Moscow.  Hearings  have  been  held  and  reports  filed,  but  no  votes  have 
been  taken  in  either  country.  In  other  words,  the  two  countries  most  required  for  the  CWC's 
successful  entry  into  force  have  yet  to  ratify  the  accord. 

With  Moscow  in  a  reactive  mode,  the  task  of  prompting  the  CWC's  ratification  and 
successful  implementation  falls  on  Washington.  If  the  Senate  consents  to  the  CWC's  ratification, 
there  is  no  assurance  that  the  Duma  will  follow.  If,  however,  the  Senate  fails  to  act,  there  is  little 
incentive  for  the  Ehima  to  stretch  from  its  defensive  crouch. 

As  this  collection  of  essays  acknowledges,  the  decision  before  the  Senate  is  not  free  of 
complication.  The  toughest  questions  are  tackled  directly  in  the  pages  that  follow.  Will  Russian 
authorities  be  able  to  comply  with  treaty  provisions  even  if  they  want  to  because  of  insufficient 
resources?  What  if  Russian  authorities  do  not  want  to  comply  fiilly  with  the  CWC? 

As  Amy  Smithson  makes  abundandy  clear  in  her  lead  essay,  Russian  security  for  existing 
stocks  is  insufficient.  Ms.  Smithson  observes  that  "Russia's  chemical  weapons  storage  sites 
appear  to  be  vulnerable  to  theft  fit>m  within  and  attack  from  without."  Given  the  frightening 
example  of  the  terrorist  use  of  chemical  weapons  in  Jap>an  in  March  and  April  of  199S,  she 
concludes  that  "The  price  of  assisting  Russia  now  is  much  lower  than  the  cost  that  may  be 
incurred  later  if  this  problem  is  not  prompdy  addressed." 

While  many  of  the  corrective  measiuvs  advocated  by  Ms.  Smithson  are  inexpensive  and 
essential  for  the  security  of  Russian  citizens,  even  these  small  steps  may  be  difficult  for  the 
Russian  government  to  take.  Moscow  may  be  forced  to  split  scarce  rubles  between  improved 
security  and  destruction  of  the  Russian  stockpile,  she  notes,  increasing  the  likelihood  that  progress 
will  be  slow  and  insufficient  on  both  fronts.  U.S.  interests  will  best  be  served  if  these  tasks  are 
accomplished  quickly  and  well. 

Russian  compliance  with  the  CWC  must  be  proven  for  it  cannot  be  assumed.  Yet  Russia 
has  no  obligations  to  stop  development  of  new  chemical  agents  or  to  dismande  existing  stocks 
without  the  CWC's  entry  into  force.  Those  concerned  with  the  possibility  of  Russian 
noncompliance  need  the  investigative  tools  that  the  CWC  provides.  The  advice  of  Russian 
whistleblower  Dr.  Vil  S.  Mirzayanov  is  especially  important  in  this  regard.  "I  now  understand 
that  the  CWC  provides  the  means  to  bring  the  Russian  chemical  weapons  complex  under 
international  monitoring,"  he  sutes.  "If  the  CWC's  procedures  are  not  instituted,  the  Russian 
chemical  weapons  complex  will  remain  accountable  only  to  the  same  clique  of  leaders,  who  have 
thus  far  not  proven  their  trustworthiness."  Mirzayanov,  a  former  employee  of  the  Soviet  chemical 
complex  and  prisoner  of  conscience  for  revealing  chemical  weapons-related  activities,  notes  that 
Russians  as  well  as  Americans  who  wish  for  a  complete  accoimting  and  halt  to  prohibited 
chemical  weapons  activities  will  be  badly  hurt  by  non-ratification. 
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In  his  essay,  Mirzayanov  describes  what  happened  when  he  blew  the  whistle  on  the 
actions  of  Soviet  authorities.  He  explains  that  "tens  of  tons"  of  new  binary  agents  were  produced 
in  "experimental  quantities,"  mostly  for  testing  purposes.  Mirzayanov  states  that  the  quantity 
involved  "is  not  significant  in  the  military  sense." 

It  is  also  essential  for  the  United  States  to  provide  more  assistance  to  a  Russia  that  has 
begim  to  take  corrective  measures  to  improve  security  around  its  chemical  weapons  and  destroy 
its  stockpile.  The  Russian  government's  efforts  to  initiate  a  destruction  program  have  been 
frustrated  by  a  lack  of  resources,  public  resistance  and  fear,  and  the  absence  of  the  legal  and 
bureaucratic  infrastructure  to  execute  such  a  complicated  program.  As  Maj.  Gen.  Roland  Lajoie, 
(USA,  Ret.)  explains  in  his  essay,  the  focus  of  U.S.  assistance  has  been  to  "jump-start"  Russia's 
efforts  to  destroy  the  nerve  agents  that  comprise  over  80  percent  of  Russia's  stockpile. 

"The  objective  of  U.S.  assistance,"  Lajoie  states,  "is  not  to  achieve  the  complete 
destruction  of  the  Russian  chemical  weapons  stockpile — that  goal  is  beyond  the  scope  of  the 
Cooperative  Threat  Reduction  program  both  in  terms  of  cost  and  time."  With  assistance  from 
the  United  States  and  other  countries  at  the  outset,  however,  he  argues  that  "Russia  will  be  much 
better  prepared  to  carry  out  destruction  operations  at  the  other  storage  facilities  and  continue  down 
the  path  of  CWC  implementation." 

Ms.  Smithson's  concluding  essay  makes  a  powerful  case  for  the  prompt  ratification  and 
entry  into  force  of  the  CWC.  The  best  way  to  help  whistleblowers  in  the  former  Soviet  Union 
and  to  advance  U.S.  national  security  is  to  pry  open  the  old  Soviet  CW  complex  with  the  CWC's 
monitoring  provisions.  As  Ms.  Smithson  notes,  "Until  the  U.S.  Senate  gives  its  consent  to 
ratification  of  the  CWC,  it  will  be  in  the  untenable  position  of  complaining  about  possible 
activities  in  Russia  that  may  violate  a  law  that  does  not  exist.  No  matter  how  detailed  a  map 
Mirzayanov  and  other  whistleblowers  provide  of  the  novichok  program,  without  the  CWC  that 
map  will  be  of  little  avail." 

As  for  providing  U.S.  resources  to  improve  security  of  the  Russian  stockpile  and  speed 
its  destruction,  Ms.  Smithson  quotes  one  of  those  she  interviewed:  "The  best  security  is  to  get  rid 
of  it."  Accordingly,  she  argues  that  "tightening  security  around  Russia's  chemical  weapons 
stockpile  and  hastening  its  destruction  will  measurably  reduce  the  possibility  that  Russian  chemical 
weapons  will  one  day  harm  Americans."  Executive  and  legislative  branch  leaders  within  Russia 
and  the  United  States  are  obligated  to  pay  more  attention  to  these  pressing  problems. 

The  international  community  has  a  choice:  either  to  reinforce  international  norms  against 
chemical  weapons  and  esublish  an  effective  international  agency  to  monitor  the  CWC  or  to  let 
these  opportunities  pass  and  to  live  in  a  world  without  the  CWC.  As  Ms.  Smithson's  notes  in  her 
analysis,  "The  CWC  is  best  suited  to  help  the  United  States  reach  its  near-term  objective  to 
resolve  problems  in  Russia  and  its  long-range  objectives  regarding  nonproliferation  policy  and 
chemical  weapons  disarmament." 

The  Stimson  Center  wishes  to  thank  the  authors  of  these  essays  for  their  time  and  effort. 
In  addition,  Maj.  Gen.  Lajoie's  capable  assistant  Kevin  Flamm  was  always  helpfiil  in  providing 
information  about  the  status  of  U.S.  Cooperative  Threat  Reduction  programming  in  Russia.  Gale 
Colby  dedicated  a  great  deal  of  time  and  attention  to  Dr.  Mirzayanov's  discussion  of  the 
Soviet/Russian  chemical  weapons  program.  Those  who  worked  with  Ms.  Smithson  on  her  first 
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essay,  including  Congressman  Glen  Browder  (D-Alabama)  and  other  interviewees  who  requested 
anonymity,  gave  generously  of  their  time  and  personal  experience  regarding  chemical  weapons 
security  in  Russia  and  the  United  States. 

A  number  of  individuals  at  the  Stimson  Center  helped  prepare  this  report.  Senior 
Associate  Joseph  Cirincione  furnished  constructive  suggestions  and  critical  assessments.  Laurie 
H.  Bouldcn  supplied  indefatigable  research  assistance  for  the  entire  repon  and  also  managed  to 
compile  the  chronology  in  the  appendix.  Sony  Devabhaktuni,  Jill  Juimola,  Howard  Kee,  Michele 
Siders,  Kathleen  Walsh,  and  Christine  Wormuth  helped  proof  the  text.  Laurie  Boulden  and  Jane 
Dorsey  deserve  credit  for  its  polished  finish. 

Finally,  we  are  grateful  to  the  funder  of  the  Stimson  Center's  Chemical  Weapons 
Convention  Implementation  Project,  the  Carnegie  Corporation  of  New  York.  The  Stimson  Center 
particularly  thanks  David  Speedie  and  David  Hamburg  for  their  continuing  support. 
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Improving  the  Security  of 

Russia's  Chemical  Weapons  Stockpile 

Amy  E.  Smithson 


On  March  20th,  religious  zealots  in  Japan  broke  a  taboo  against  use  of  weapons  of  mass 
destruction  by  terrorists  and,  in  the  process,  provided  an  ominous  glimpse  into  future  acts  of 
terrorism.  Contrary  to  most  expectations  and  fears,  the  weapon  of  choice  was  not  nuclear,  but 
chemical.  Twelve  were  killed  and  over  5,000  injured  when  the  nerve  gas  sarin  was  released 
during  the  morning  rush  hour  on  Tokyo's  crowded  subway  system.'  Now  that  this  line  has  been 
crosswi,  other  terrorists  and  leaders  of  rogue  states  may  try  to  follow  in  Aum  Shinrikyo's  path. 

Moreover,  U.S.  policy  makers  need  only  recall  the  terrorists  acts  in  New  York  City  in 
1991  and  Oklahoma  City  in  1995  that  stunned  the  whole  world  to  face  the  ugly  possibility  that 
chemical  terrorism  could  migrate  to  U.S.  shores  or  even  originate  here.  President  Bill  Clinton 
observed,  "In  light  of  what  happened  in  Japan,  all  advanced  countries  should  be  very,  very 
concerned  about  the  prospect  of  the  merger  of  terrorism  with  weapons  of  mass  destruction."^  For 
example,  the  effective  use  of  chemical  agents  instead  of  conventional  explosives  in  the  1991 
terrorist  attack  against  the  World  Trade  Center  would  have  totally  devastated  the  building's 
occupants  within  a  few  moments.' 

When  the  Soviet  Union  collapsed,  much  attention  was  given  to  the  possibility  that  nuclear 
weapons  or  their  components  could  find  their  way  into  the  wrong  hands.  The  frightening  prospect 
of  "loose  nukes"  prompted  Senators  Richard  Lugar  (R-Indiana)  and  Sam  Nxmn  (D-Georgia)  to 
launch  a  program  to  help  Russia,  Belarus,  Ukraine,  and  Kazakhstan  secure  these  weapons  and 
begin  safely  dismantling  their  delivery  vehicles  according  to  treaty  requirements.  The  Cooperative 
Threat  Reduction  (CTR)  program  got  off  to  a  slow  start  because  umbrella  agreements  had  to  be 
negotiated  with  the  former  Soviet  states  and  the  Defense  Department  had  to  award  contracts  to 
U.S.  companies  to  provide  the  appropriate  goods  and  services.*    However,  there  is  widespread 


'  Nicholas  D.  Kristof,  "Hundreds  in  Japan  Hunt  Gas  Attackers  After  8  Die:  Police  Tighten  Security  Steps  at  Stations." 
NeM/  York  Times.  2 1  March  1 995,  A 1 ;  Lois  Ember,  "Tokyo  Subway  Attack:  Chemical  Weapon  Possible  Terrorist  Tool." 
Chemical  &  Engineering  News  (27  March  1995):  6-7;  "Gas  Attacks  Renew  Fears  For  Japanese."  Washington  Post,  15 
July  1995.  A20. 

-  President  William  J.  Clinton,  Joint  Press  Conference  by  President  Clinton  and  President  Boris  Yeltsin,  Moscow,  10 
May  1995. 

'  See  Victor  A.  UtgofT,  The  Challenge  of  Chemical  Weapons:  An  American  Perspective  (New  York:  St.  Martin's  Press, 
1991).  241-2.  See  also.  Anthony  H.  Cordesman.  "One  Half  Cheer  for  the  CWC:  Puning  the  Chemical  Weapons 
Convention  in  Military  Perspective."  in  Ratifying  the  Chemical  Weapons  Convention,  ed.  Brad  Roberts  (Washington, 
D.C.:  Center  for  Strategic  and  International  Studies,  1994).  44. 

■*  Dunbar  Lockwood,  "Getting  Down  to  Business."  Bulletin  of  the  Atomic  Scientists  51,  no.  I  (January/February  1995): 
12-13.  For  more  on  the  former  Soviet  nuclear  arsenal  and  the  evolution  of  the  CTR  program,  set  Zachary  S.  Davis  and 
Jason  D.  Ellis.  "Nuclear  Proliferation:  Problems  in  the  States  of  the  Former  Soviet  Union."  CRS  Issue  Brief  IB91 129 
(Washington,  D.C.:  Library  of  Congress.  Congressional  Research  Service.  28  June  1995);  Amy  F.  Woolf  and  Theodor 
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agreement  that  the  CTR  program  has  made  impressive  strides  in  improving  the  security  of 
former  Soviet  nuclear  weapons,  facilitating  the  dismantlement  of  delivery  vehicles,  and  providing 
assistance  and  opportunities  to  enable  Russia's  nuclear  experts  to  apply  their  skills  to  peaceful 
uses,  not  to  nuclear  proliferators  or  terrorists. 

Perhaps  because  U.S.  policy  makers  have  been  so  preoccupied  with  addressing  the  nuclear 
agenda,  comparatively  little  thought  has  been  given  to  chemical  matters.  However,  it  is  prudent 
to  examine  the  potential  for  theft  and  black  marketeering  of  Russia's  chemical  weapons  given 
Japan's  horrifying  encounter  with  chemical  terrorism.  Nerve  agents,  including  VX,  sarin,  and 
soman,  comprise  over  80  percent  of  Russia's  40,000  metric  ton  chemical  arsenal.'  With  regard 
to  Russia's  chemical  weapons  storage  facilities,  Russian  Army  Chief  of  Staff  Gen.  Mikhail 
Kolesnikov  recently  described  the  security  measures  at  these  facilities  as  "inadequate,"  pointing 
out  that  the  chemical  arsenal  is  "more  vuhierable  to  theft"  since  the  location  of  Russia's  seven 
storage  facilities  has  become  a  matter  of  public  record.*  This  information  was  classified  until 
mid- January  1994,  when  Rossiiskaya  Gazeta  published  the  amount  and  types  of  chemical  agents 
stored  at  each  site.'  Russia's  blister  agents — mustard  and  lewisite — are  stored  at  Gomy  and 
Kambarka.  The  remaining  sites  are  Kizner,  Leonidovka,  Maradykovsky,  Pochep,  and  Shchuche. 
These  sites  store  mostly  nerve  agents,  such  as  VX,  sarin,  and  soman.  For  a  map  of  these  sites  and 
the  types  of  munitions  stored  at  each,  see  page  36.  , 

Some  of  those  who  have  been  to  Russia's  chemical  weapons  storage  facilities  provide  a 
disquieting  picture  regarding  the  security  of  the  sites.  The  following  paragraphs  provide  a  general 
description  of  the  security  provisions  that  appear  to  be  in  place  at  four  of  the  seven  Russian 
storage  sites.'  While  this  description  is  based  on  first-hand  accounts,  some  caveats  must  be 
attached  to  it.  First,  these  eyewitnesses  may  not  have  noticed  all  of  the  security  measures  present. 
Second,  Russian  officials  may  have  purposefiilly  changed  their  practices  while  visitors  were 
present  or  after  they  left  to  protect  the  integrity  of  their  security  measures.  Third,  Russian  officials 
may  have  controlled  the  visit  so  that  outsiders  saw  only  partial  views  of  the  facilities.  Fourth,  the 
differences  observed  in  security  fi^om  one  site  to  another  may  be  attributed  to  one  or  more  of  these 
factors.   Finally,  these  accounts  may  be  biased  toward  Western  security  practices. 


W.  Galdi,  "Nuclear  Weapons  in  the  Former  Soviet  Union:  Location,  Command,  and  Control,"  CRS  Issue  Brief  1B9 1 1 44 
(Washington,  D.C.:  Library  of  Congress,  Congressional  Research  Service,  13  February  1995);  U.S.  General  Accounting 
Office,  Weapons  of  Mass  Destruction:  Reducing  the  Threat  From  the  Former  Soviet  Union,  GAO/NSIAD-95-7 
(Washington,  D.C.:  U.S.  General  Accounting  Office,  October  1994). 

'  About  70  percent  of  the  32,500  metric  tons  of  nerve  agent  in  Russia's  stockpile  is  in  air-delivered  munitions.  Walter 
L.  Busbee,  "Now  for  the  Heavy  Lifting:  Destroying  CW  Stockpiles  in  the  United  States  and  Russia,"  in  Ratifying  the 
Chemical  Weapons  Convention,  III. 

'  "Russian  Security  Inadequate  for  Chemical  Weapons  Storage,"  Agence  France  Presse,  2  August  1995. 

'  Igor  Vlasov,  "Chemical  Splinters  in  Russia's  Body,"  Rossiiskaya  Gazeta,  15  January  1994,  3. 

'  The  author  interviewed  people  who  had  visited  one  or  more  Russian  facilities,  asking  them  about  security  measures 
they  did  or  did  not  observe.  Those  interviewed  were  at  these  facilities  for  varying  periods  of  time,  ft"om  hours  to  days. 
Several  of  these  individuals,  who  had  different  affiliations,  gave  descriptions  of  specific  sites.  The  author  has  elected 
to  provide  a  general  description,  accompanied  by  examples,  without  identifying  the  particular  sites  involved.  She  would 
like  to  emphasize  that  no  one  who  spoke  with  her  revealed  classified  information.  For  a  rare  and  brief  public  account 
of  a  U.S.  inspection  conducted  under  the  Wyoming  Memorandum  of  Understanding,  see  Joseph  D.  Richard,  "Team 
Morris'  Inspects  Russia's  Pochep  Facility,"  On-Site  Insights  6,  no.  8  (September  1994),  4-5. 
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Security  for  chemical  weapons  has  three  basic  components:  physical  barriers  at  a 
particular  site,  human  controls/guards,  and  the  system  of  accountability.  Ideally,  these  comf>onents 
work  together  to  block  theft  fiom  outside  or  inside  the  facility.  Physical  barriers  are  items  such 
as  fences,  locks,  and  other  security  devices  intended  to  deter  an  attack  against  a  facility  or  impede 
the  attackers  until  guards  can  respond.  Guards  at  a  facility  control  access  to  the  compound, 
monitoring  the  perimeter  and  checking  vehicle  and  pedestrian  traffic  to  prevent  unauthorized 
personnel  ft-om  entering.  If  the  physical  security  at  a  facility  were  to  be  breached,  it  is  the 
responsibility  of  these  troops  to  respond,  engage,  and  fend  off  attackers.  The  system  of 
accountability  entails  the  procedures  that  a  nation  uses  to  keep  track  of  chemical  weapons  in  the 
inventory  and  the  chemical  agent  in  bulk  storage  at  various  sites. 

Physical  Security  at 
Russian  Chemical  Weapons  Storage  Sites 

In  general,  outsiders  who  have  been  to  Russian  chemical  weapons  storage  facilities 
characterize  the  security  at  these  sites  as  similar  to  the  measures  commonplace  at  U.S.  storage 
facilities  in  the  1950s.  Since  then,  the  United  States  has  switched  to  an  approach  that  employs 
significant  physical  barriers,  intruder  alarms,  and  other  electronic  sensors  monitored  from  a  central 
security  control  room."  In  contrast,  Russian  chemical  weapons  storage  facilities  have  the  bare 
basics  of  physical  security  for  a  sensitive  military  site — multiple  exterior  fences,  storage  buildings, 
and  padlocks.'" 

One  of  the  storage  sites  visited  was  a  stand-alone  facility,  but  the  others  were  inside  or 
collocated  with  a  larger  military  compound."  Normally,  the  chemical  weapons  storage  area  had 
different  entrances  for  pedestrians,  road  vehicles,  and  railroad  cars.  At  two  sites,  a  two-gate 
entrapment  system  was  used  at  the  main  entry.  Guards  were  present  at  the  main  gates  at  all 
facilities.'^  Railroad  entrances — padlocked  double-opening  fences  were  observed — did  not 
appear  to  be  guarded."  More  than  one  individual  observed  that  the  railroad  tracks  into  the 
restricted  chemical  storage  area  were  rusted,  with  grass  overgrowing  the  tracks,  and  did  not  look 
like  they  had  been  used  in  a  long  time."  At  one  facility  that  was  adjacent  to  another  compound, 
an  unguarded  gate  in  the  fence  separating  the  two  areas  could  be  seen.'' 


Interviews  by  author,  28  July  1995,  31  July  1995.  and  1 1  August  1995.  '' 

'"  Interviews  by  author.  28  July  1995,  31  July  1995,  11  August  1995,  21  August  1995,  30  August  1995,  31  August 
1995.  ISSeptetnber  1995. 

"  Interviews  by  author.  28  July  1995,  31  July  1995.  31  August  1995.  18  September  1995.  According  to  Representative 
Glen  Browder  (D-Alabama),  family  housing  units  were  inside  the  larger  military  compound  at  one  storage  site,  with 
children  playing  nearby  the  restricted  chemical  storage  area.  Interview  with  Congressman  Glen  Browder.  Washington. 
D.C..  14  September  1995. 

"  Interviews  by  author.  28  July  1995,  31  July  1995.  31  August  1995,  18  September  1995.  At  one  of  the  entries  to  the 
restricted  area  at  one  site,  the  guard  was  inside  a  plexiglass  booth  and  pedestrians  had  to  pass  through  a  turnstile. 
Interview  by  author,  21  August  1995.  In  a  rwo-gate  entrapment,  entering  vehicles  are  stopped  between  the  outer  and 
inner  gates,  while  the  guard  checks  identification  pnor  to  opening  the  inner  gate. 

"  Interviews  by  author.  31  July  1995,  21  August  1995,  31  August  1995,  18  September  1995. 

"  Interviews,  28  July  1995.  11  August  1995.  • 

"  Interview  by  author.  31  August  1995. 
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Different  combinations  of  fences  are  used  for  perimeter  security  at  Russian  chemical 
weapon  storage  sites.  Some  fences  were  chain-link,  some  were  barbed  wire,  and  some  were 
apparently  electrified.  Two  concentric  exterior  fences  were  erected  at  some  sites,  three  or  four 
fence  lines  at  others.  Some  fences  were  in  good  repair,  others  appeared  to  be  poorly  maintained. 
At  one  site  where  the  storage  facility  was  inside  a  larger  compound,  a  wall,  approximately  eight 
feet  high,  had  been  erected  around  the  chemical  weapons  storage  area.'*  One  interviewee 
described  the  outer  fencing  as  "tall  cattle  fences.""  The  zone  between  the  innermost  and 
outermost  fences  was  cleared  and  well-maintained  at  some  sites,  allowing  for  foot  or  vehicle 
patrols.  In  some  cases,  a  clear  zone  was  established  outside  the  outermost  fence  and  a  worn  path 
indicating  perimeter  patrols  was  evident.  In  other  cases,  the  outermost  fence  was  directly  adjacent 
to  a  village  or  wooded  area,  and  the  direction  of  the  observed  paths  indicated  pedestrian  traffic 
to  and  from  a  nearby  village,  not  perimeter  guard  activities.'*  According  to  one  individual,  at 
one  site  "there  had  been  clear  zones,"  but  this  area  was  not  well-maintained."  At  two  sites, 
perimeter  lights  along  the  fence  line  were  seen,  but  the  lights  were  few  in  number  and  did  not 
appear  to  be  well-maintained."  Perimeter  lights  were  not  observed  at  the  other  facilities.^'  No 
electronic  security  devices,  such  as  closed-circuit  or  low-light  TV  cameras,  were  observed  on  or 
near  the  exterior  fences.^ 

Some  storage  buildings  were  constructed  with  cement  blocks  and  had  wooden  or  steel- 
faced  doors.^'  Others  were  made  only  of  wood  and  had  wooden  doors  and  windows  with  bars. 
The  roofs  of  these  buildings  were  often  made  of  tile  or  wood.  At  one  site,  holes  could  be  seen 
in  the  roof,  but  at  other  sites,  the  buildings  were  well-maintained.  The  buildings  at  one  facility 
had  just  been  re-roofed."  Several  people  interviewed  observed  nothing  other  than  a  single-key 
padlock  on  the  doors  to  storage  buildings."  At  one  site,  the  doors  to  storage  buildings  had  an 
additional  bar  across  the  door  required  a  separate  device  or  key  to  unlock,  but  the  lower  section 
of  these  doors  had  unseciu-ed  lift-up  "dog  doors"  used  for  first-entry  monitoring.  Given  the 
"material  of  construction  and  the  kinds  of  locks  they  used,  it  was  nothing  that  a  locksmith  couldn't 
defeat,"    said   one    interviewee.^*      Intruder   detection   devices — probably   a   circuit-breaker 


"  Interviews  by  author,  28  July  1995,  31  July  1995,  1 1  August  1995,  21  August  1995,  31  August  1995,  18  September 
1995. 

"  Interview  by  author,  18  September  1995. 

"  Interviews  by  author.  1 1  August  1995,  21  August  1995,  31  August  1995. 

"  Interview  by  author,  18  September  1995. 

"  Interviews  by  author,  28  July  1995.  31  July  1995.  31  August  1995. 

■'  Interviews  by  author.  1 1  August  1995.  21  August  1995.  18  September  1995. 

"  Interviews  by  author.  28  July  1995.  31  July  1995.  II  August  1995.  21  August  1995.  30  August  1995.  21  August 
1995.  18  September  1995.  Browder  did  not  observe  any  electronic  surveillance  or  intnider  detection  equipment  at  one 
site.  Interview  with  Browder,  14  September  1995. 

"  Interviews  by  author.  28  July  1995.  31  July  1995,  1 1  August  1995.  21  August  1995.  31  August  1995.  18  September 
1995.  Some  of  the  cement  block  buildings  at  one  site  had  large  openings,  approximately  6  feet  by  6  feet,  that  were 
covered  by  a  wire  mesh  grill.  Interview  by  author.  28  July  1995. 

"  Interviews  by  author.  28  July  1995.  31  July  1995,  II  August  1995.  31  August  1995.  18  September  1995. 

"  Interviews  by  author.  31  July  1995.  1 1  August  1995.  21  August  1995,  30  August  1995. 

"*  Interview  by  author.  18  September  1995. 
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mechanisms — ^werc  observed  on  the  doors  to  individual  storage  buildings  at  second  site  and 
possibly  at  a  third."  No  one  recalled  electronic  or  other  intruder  detection  sensors  on  the  other 
openings  to  these  buildings  (e.g.,  windows).^' 

Inside  these  buildings,  munitions  were  kept  in  racks,  similar  to  the  storage  of  wine  bottles, 
or  stacked  horizontally  on  wooden  pallets.  Bulk  storage  drums  were  elevated  on  beams  to 
facilitate  monitoring  for  corrosion  or  a  clean-up  effort  in  the  event  of  a  leak."  Smaller  items, 
like  mimitions  and  storage  drums  were  numbered,  most  likely  with  production  lot,  not  serial, 
numbers.'"  Missile  warheads  also  appeared  to  be  marked  with  production  lot  numbers.  Each 
warhead  had  its  own  numbered  storage  container."  At  one  site,  caged  birds  were  kept  inside 
the  cement  storage  buildings — a  time-tested  method  of  detecting  whether  chemical  agent  is 
present.   The  death  of  the  bird  is  a  likely  indicator  of  a  leaking  weapon  or  container." 

The  munitions  and  bulk  storage  containers  observed  were  well-maintained,  in  good  to 
excellent  condition."  As  Congressman  Glen  Browder  (D-Alabama)  reported  after  a  visiting  a 
Russian  storage  site  in  1994,  "The  chemical  shells  and  warheads  which  we  inspected  appeared  to 
be  in  good  condition,  having  been  manufactured  between  the  early  1950s  and  mid-1980s,  and 
were  battlefield-ready."^ 

Interviewees  did  not  observe  physical  barriers,  such  as  an  large  obstacle  that  would  have 
to  be  moved,  in  front  of  storage  building  doors.  Nor  were  tamper  detection  seals  seen  on  any 
storage  building  doors."  Seals  were  used  sporadically  at  some  sites,  apparently  not  at  all  at 
others.  For  example,  the  large  50-cubic  meter  storage  tanks  and  storage  drums  were  sealed  at  one 
site,  but  at  another,  these  large  storage  tanks  apparently  were  not  sealed.  The  containers  for  missile 
warheads  were  sealed  at  one  site,  but  the  other  items  there  were  not  sealed.  The  seals  that  were 
observed  were  wire-loop  or  lead  seals  that  were  dated  and  numbered.  Ostensibly,  either  the  seal 
has  to  be  broken  or  the  wire  cut  to  open  them.^ 


^  Interview  by  author,  28  Ju)y  1995.  At  one  site,  an  individual  saw  what  might  have  t>een  a  roller  or  switch  on  the 
door,  but  could  not  be  certain  that  that  was  the  case.  The  accompanying  soldier  did  telephone  someone  before 
unlocking  the  door  to  enter  the  building.  Interview  by  author,  31  August  1995. 

"  Browder  did  not  observe  any  electronic  surveillance  or  intruder  detection  equipment  at  one  site.  Interview  with 
Browder,  14  September  1995.  Nor  did  others  observe  such  devices  on  storage  doors  or  within  buildings.  Interviews  by 
author,  28  July  1995,  31  July  1995,  1 1  August  1995,  21  August  1995.  30  August  1995,  18  September  1995. 

"  Interviews  by  author,  31  July  1995,  1 1  August  1995,  21  August  1995.  18  September  1995. 

*  Interviews  by  author,  28  July  1995,  31  July  1995,  1 1  August  1995,  31  August  1995,  18  September  1995. 

"  Interviews  by  author.  31  August  1995,  18  September  1995. 

'•  Interview  by  author,  3 1  July  1 995. 

"  Interviews  by  author,  28  July  1995,  31  July  1995,  1 1  August  1995,  21  August  1995,  31  August  1995.  18  September 
1995. 

^  Representative  Glen  Browder.  Memorandum  to  Representative  Ronald  V.  Dellums,  Chairman.  House  Armed  Services 
Comminee,  "July  3-10  Codel  to  Concerning  Chemical  Weapons,"  25  July  1994. 

"  Interviews  by  author,  31  July  1995,  1 1  August  1995,  31  August  1995.  18  September  1995. 

"  Interviews  by  author.  28  July  1995.  31  July  1995.  1 1  August  1995,  18  September  1995. 


382 


10  Chemical  Weapons  Disarmament  in  Russia:  Problems  and  Prospects 

Guards  and  Accountability  at  Russian  Chemical  Weapons  Storage  Sites 

Physical  security  aside,  more  than  one  individual  interviewed  dwelled  on  the  human 
component  of  security  at  Russia's  chemical  weapons  storage  facilities.  As  noted,  main  gates  were 
guarded  and  the  identification  of  visitors  was  checked  before  they  were  allowed  to  enter.  Visitors 
were  issued  badges."  Armed  perimeter  patrols  were  seen  at  some  sites,  but  not  at  others. 
Guards  were  not  stationed  at  individual  storage  buildings  at  the  time  that  visitors  were  there.  The 
troops  encountered  were  courteous  and  well-disciplined.  Morale  was  good;  these  soldiers  did  not 
appear  to  be  discontent."  One  individual  observed  that  there  were  "No  signs  of  things  falling 
apart  around  the  seams,"  but  another  noted  that  one  site  was  poorly  maintained."  Soldiers  had 
expressed  concerns  about  "bandits"  in  the  area,  recalled  one  interviewee.'** 

Following  Soviet  precedent  for  tracking  the  whereabouts  of  weapons,  the  soldiers  at  these 
facilities  use  a  "personalized"  system  of  accountability.  Officers  are  personally  responsible  for 
the  chemical  weapons  stored  within  a  given  number  of  buildings,  usually  one  to  five  buildings. 
With  smaller  items  such  as  artillery  shells,  this  means  that  a  single  officer  can  be  responsible  for 
hundreds  of  weapons.  If  something  is  missing,  this  officer  is  held  accountable.  Wrinen  records 
are  kept,  and  the  location  of  munitions  or  drums  is  noted  on  a  planograph  or  a  diagram  of  the 
building's  contents.   A  computer  database,  however,  is  not  used.*' 

At  some  sites,  soldiers  stated  that  they  entered  storage  buildings  frequently,  even  on  a 
daily  basis,  for  maintenance  and  inventory  activities.*^  Such  statements  could  not,  of  course,  be 
confirmed.  However,  some  individuals  wimessed  inventory  and  maintenance  procedures.  For 
example,  racks  of  munitions,  stacked  from  the  floor  to  the  ceiling,  were  painstakingly  inventoried, 
as  were  rows  of  storage  drums.  Results  were  recorded  on  the  aforementioned  planograph.*' 
Soldiers  used  a  1 5-foot  long  dipstick  to  measure  the  level  of  agent  in  the  50-cubic  meter  storage 
tanks.  They  also  conducted  an  analysis  of  the  contents  to  ascertain  the  concentration  of  key 
chemicals.  To  prevent  the  ruptiire  of  storage  drums,  it  is  standard  Russian  procedure  to  open 
these  drums  periodically  to  relieve  the  gas  pressure  that  builds  up  inside.  Storage  drums,  tanks, 
and  munitions  were  checked  for  signs  of  disrepair  or  corrosion.** 


"  Interviews  by  author,  31  July  1995.  21  August  1995,  31  August  1995.  18  September  1995. 

"  Imei^iews  by  author,  28  July  1995.  31  July  1995.  1 1  August  1995.  21  August  1995.  At  one  site,  the  enlisted  soldiers 
were  "run-of-the-mill."  not  the  type  of  soldier  that  would  be  assigned  to  guard  sensitive  military  facilities  in  the  WesL 
The  officers  were  "clearly  disgruntled  at  having  to  open  the  facility"  to  outsiders.  Interview  by  author.  1 8  September 
1995.  In  contrast.  Browder  noted  that  inside  the  chemical  weapons  storage  section,  his  hosts  were  quite  open  to  having 
him  look  around  the  site.  Browder.  interview  by  author,  14  September  1995. 

"  The  first  comment  was  made  in  an  11  August  1995  interview;  the  second  in  an  18  September  1995  interview. 

"  Interview  by  author,  31  August  1995. 

"  Interviews  by  author,  30  August  1995,  31  August  1995. 

"  Interviews  by  author,  31  July  1995,  30  August  1995. 

"  Interviews  by  author.  31  July  1995,  31  August  1995. 

"  Interviews  by  author,  31  July  1995.  II  August  1995. 
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Evaluating  the  Security  of  Russia's  Cliemical  Arsenal 

In  some  respects,  the  security  measures  described  above  do  not  appear  to  be  too  far  out 
of  order.  Thieves  cannot  just  walk  off  with  a  50-cubic  meter  tank  full  of  chemical  agent/' 
Racks  of  artillery  shells  arc  placed  so  close  together  that  it  would  be  difficult  to  maneuver  lifting 
equipment  inside  the  building  to  cart  off  several  racks  of  artillery  shells.**  Some  storage  sites 
are  a  restricted  area  inside  of  a  larger  military  compound,  which  would  make  it  more  difficult  to 
violate  security.  In  other  words,  the  way  that  Russian  chemical  weapons  and  bulk  agent  are  stored 
creates  some  built-in  security  features. 

In  other  instances,  this  account  raises  some  grave  concerns,  especially  for  those  who  are 
familiar  with  routine  security  procedures  at  sensitive  U.S.  military  sites.  By  U.S.  standards, 
Russian  chemical  weapon  storage  facilities  unquestionably  appear  to  be  vulnerable  to  attack  from 
outside  and  theft  from  within.  In  the  discussion  that  follows,  apparent  shortfalls  are  identified  and 
possible  scenarios  for  foul  play  are  raised.  General  U.S.  standards  of  physical  security  and 
accountability  practices  are  presented  as  a  point  of  comparison. 

Shortcomings  in  the  physical  security  were  readily  apparent  at  the  Russian  storage 
facilities  visited.  For  example,  perimeter  fences  lacked  electronic  sensors  and  intrusion  detection 
devices.  In  the  absence  of  well-maintained  clear  zones  and  perimeter  lighting,  attackers  have  more 
cover  for  a  stealthy  approach.  Railroad  entrances  at  these  facilities  could  be  a  particularly 
egregious  breach  of  perimeter  security,  since  they  were  apparently  unguarded  and  secured  only 
with  a  single-key  padlock."  Single-key  padlocks  were  frequently  the  only  visible  barrier  to 
entrance  at  individual  storage  buildings.  Additional  physical  barriers  were  not  seen.  In  the 
majority  of  cases,  intrusion  detection  devices  apparently  were  not  installed.*'  A  lone  padlock 
on  any  door,  especially  a  wooden  door,  is  hardly  an  impediment  to  thieves  or  attackers.  At  the 
one  site  where  storage  tanks  and  drums  were  sealed,  the  technology  used  was  not  tamper-proof.*' 

These  measures  fall  far  short  of  the  physical  security  at  U.S.  chemical  weapons  storage 
sites.  For  example,  two  continuous  lines  of  intrusion  detection  sensors,  as  well  as  imaging 
systems  (e.g.,  closed-circuit  TV,  radar,  and  infirared  detectors),  buttress  perimeter  fencing,  lighting, 
and  clear  zones.  Where  appropriate,  vehicle  barriers  such  as  concrete  blocks,  ditches,  and  posts 
embedded  in  the  ground  are  situated  to  prevent  vehicles  from  crashing  gates  or  fences.  In 
addition,  huge  concrete  blocks  are  placed  immediately  in  front  of  the  entrance  of  U.S.  bulk  storage 
buildings,  which  are  built  of  concrete  and  sometimes  also  bernied.   These  so-called  "King  Tut" 


"  Interview  by  author,  1 1  August  1995. 

*  Interview  by  author.  21  August  1995. 

"  Interviews  by  author,  21  August  1995,  30  August  1995,  31  August  1995. 

**  Interviews  by  author,  1 1  August  1995,  21  August  1995,  31  August  1995. 

"  To  foil  these  wire  loop  or  lead  seals  without  detection,  the  thief  would  need  to  replicate  the  seal  that  leaves  an 
imprint  on  the  lead.  TTiis  type  of  sealing  technology  was  common  in  the  1970s.  Fiber-optic,  tamper-proof  seals  can 
now  be  readily  obtained.  Interview  by  author,  28  July  1995.  Another  person  noted  that  the  Russians  also  use  a 
"primitive'  string  and  clay  pot  seal  at  nuclear  facilities,  which  can  be  spoofed  by  un-threading  the  string  to  gain  access 
and  then  rethreading  the  string  through  the  clay  m  the  pot  As  noted,  much  more  advanced  seal  technology  is  available. 
Interview  by  author,  30  August  1995. 
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blocks  are  so  heavy  that  a  forklift  must  remove  them  to  enable  access.  U.S.  regulations  require 
that  two  soldiers  be  present  to  open  a  storage  building.  Each  has  possession  of  a  separate  key  to 
unlock  one  of  the  two  high-security  padlocks  on  the  door.  When  entry  occurs,  at  least  one  other 
soldier  will  be  alerted.  Balanced  magnetic  switches  or  other  intrusion  detection  sensors  are  placed 
on  all  doors,  windows,  and  movable  openings  of  U.S.  storage  buildings.  These  sensors,  which 
are  tamper-protected,  automatically  notify  the  security  control  center,  which  is  manned  24  hours 
a  day,  of  intrusions  of  perimeter  and  individual  building  security.'*'  Table  1  compares  the 
security  measures  generally  practiced  at  U.S.  storage  sites  with  the  physical  security  observed  at 
some  Russian  storage  sites. 

Of  the  physical  security  at  Russian  chemical  weapons  storage  sites,  one  interviewee 
characterized  it  as  suitable  "to  keep  an  honest  man  out,"  another  as  "rudimentary.""  A  much 
harsher  assessment  was  offered  by  another  individual,  who  concluded,  "You  could  really  walk  into 
that  place  without  any  problem.""  Browdcr  observed  that  "Their  facilities  were  not  as  secure 
as  ours,  especially  regarding  physical  security.""  Yet  another  person  acknowledged  the 
shortcomings  in  physical  security,  but  thought  that  Russia's  chemical  weapons  are  probably 
"secure  as  long  as  the  people  who  are  guarding  them  want  them  to  be  safe."**  This  statement 
brings  up  a  different  set  of  concerns  related  to  the  Russian  system  of  accountability  and  potential 
problems  among  Russian  troops  and  chemical  weapons  experts. 

A  fair  amount  of  Russia's  chemical  agent  is  in  bulk  storage  containers.  One  is  not 
counting  munitions  as  much  as  tons  of  agent.  While  measurements  from  large  storage  tanks 
provide  a  rough  idea  of  how  much  agent  is  there,  these  circumstances  could  present  an 
accountability  problem."  Chemical  agents  are  not  stable  and  tend  to  deteriorate  gradually. 
Unless  the  seals  on  these  tanks  are  tamper-proof  and  daily  measurements,  both  of  quantity  and 
quality,  are  taken  and  cross-checked  by  individuals  that  are  not  within  the  immediate  chain  of 
accountability,  it  would  be  difficult  in  the  event  of  a  discrepancy  to  tell  whether  chemical  agent 
leaked  or  was  stolen.  In  other  words,  there  did  not  appear  to  be  significant  obstacles  to  prevent 
someone  from  systematically  skimming  small  quantities  of  agent  out  of  bulk  storage  containers.^ 


'"  Military  Police:  Chemical  Agent  Security  Program,  Army  Regulation  190-59  (Washington,  D.C.:  Department  of  the 
Army,  27  June  1994),  6-11,  16-17,  37.  Interviews  by  author,  1 1  August  1995,  21  August  1995,  31  August  1995.  Other 
documents  that  stipulate  the  security  and  safety  practices  followed  at  U.S.  chemical  weapons  storage  sites  include 
Chemical  Surety.  Army  Regulation  50-6  (Washington,  D.C.;  Department  of  the  Army,  12  November  1986):  Safety 
Toxic  Chemical  Agent  Safety  Standards.  Pamphlet  385-61  (Washington,  D.C.:  Department  of  the  Army,  cuaently  being 
revised);  Medical  Services  Occupational  Health  Guidelines  for  the  Evaluation  and  Control  of  Occupational  Exposure 
to  Mustard  Agents  H.  HD.  and  HT,  Pamphlet  40-1 73  (Washington,  D.C.:  Department  of  the  Army,  30  August  1991 ); 
Medical  Services:  Occupational  Health  Guidelines  for  the  Evaluation  and  Control  of  Occupational  Exposure  to  Nerve 
Agents  GA.  GB.  GD.  and  VX  (Washington,  D.C.:  Department  of  the  Army,  4  December  1990). 

"  Interview  by  author.  1 1  August  1995,  18  September  1995. 

'•  Interview  by  author,  21  August  1995. 

"  Interview  with  Browder,  14  September  1995. 

"  Interview  by  author,  28  July  1995. 

"  Interview  by  author,  8  August  1995. 

**  Interviews  by  author,  28  July  1995,  30  July  1995. 
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Table  1:  A  Comparison  of  Physical  Security 
at  U.S.  and  Russian  Chemical  Weapons  Facilities 


13 


WtM 

United  States* 

Russia 

CUar  Zones 

•  Oear  zones  maintained  30  feet 
outside  of  the  outer  fence 

•  Reinforced  with  steel  cables  to 
prohibit  vehicle  penetration  of  the 
outer  fence,  and,  terrain  permitting, 
speed  bumps,  highway  barriers,  or 
steel  posts  partially  embedded  in  the 
ground  prevent  high-qwed  vehicle 
approaches 

•  In  some  cases,  clear  zone  and  patrol 
path  evident  around  the  perimeter,  in 
others,  outer  fence  adjacent  to  a 
forest  <»•  village 

•  Gear  zones  reasonably  well- 
maintained  between  fences,  except 
at  one  site 

Fencing 

•  Two  concentric  perimeter  fences, 
seven  feet  high,  with  barbed  or  razor 
wire  outriggers 

•  Qear  zones  maintained  between 
fences  as  well  as  inside  inner  fence 

•  Sites  have  two  to  four  concentric 
rings  of  fencing,  cither  chain  link, 
barbed  wire,  or  electrified 

•  At  one  site,  restricted  area 
surrounded  by  a  wall 

•  Fences  in  disrepair  at  some  sites 

Ughts 

•     Perimeter  lights  iUuminate  entire 
area  inside  the  fences,  between  the 
fences,  and  the  clear  zone  outside  the 
outermost  fence 

•  At  two  sites,  perimeter  lights 
observed,  but  they  were  few  in 
number  or  appeared  to  be  poorly 
maintained 

•  No  lights  observed  at  the  other  sites 

Gaua 

•  A  two-gate  entrapment  system"  for 
vehicles 

•  Armed  guards  check  and/or  inspect 
all  personnel  and  vehicles  entering 
or  exiting  main  gate 

•  Crash  barriers  installed  when 
appropriate 

•  Personnel  use  a  secured  separate 
gate;  odier  emergerx^  gates  secured 
with  locks  and  a  variety  of  sensos  to 
detect  inuiision 

•  Separate  gates  exist  for  railroads, 
pedestrians,  and  road  vehicles 

•  Only  main  gates  appeared  to  be 
guarded 

•  Guards  checked  identification  and 
issued  badges 

•  A  two-gate  entrapment  system"  was 
used  at  two  sites,  while  another, 
inside  a  larger  military  compound 
had  a  turnstile  for  pedestrian  entry 

•  Railroad  sates  closed  with  a  padlock 

Intrusion 

Detection 

System 

•  Two  continuous  intrusion  detection 
system  lines,  each  with  different 
sensing  methods,  installed  to  detect 
entry  into  the  perimeter  area 

•  Sensors  monitored  24  hours  a  day 
from  central  security  control  facility 

•     None  observed 

Closed- 
Circuit  TV 

•     Gosed-drcuit  TV  with  tamper-proof 
barriers  alk>ws  for  real-time 
ideniirtcation  of  intruders 

*  Security  at  U.S.  fadltties  varies  slightly  £rom  site  to  site,  but  in  such  cases,  compensatory  measures 

are  taken.  For  a  more  detailed  explanation  of  security  at  United  States  facilities,  such  as  reinforced 

guard  houses  and  the  many  other  security  measures  required,  see  Mitiiary  Police:  Chemical  Agent 

Security  Program,  Army  Regulation  190-59  (Washington,  D.C:  Department  of  the  Army,  27  June 

1994). 

"  Guards  open  the  outer  gate  to  allow  the  vehicle  to  enter  and  close  it  while  identification  checks  are 

conducted.  Only  after  completing  this  process  will  the  guard  open  the  inner  gate. 
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Table  1:  A  Comparison  of  Physical  Security 
at  U.S.  and  Russian  Chemical  Weapons  Facilities 


^  Storage  ff 
BtdJdiftgs 

United  States* 

Russia 

Building 
Construction 

•  Walls  either  8-inch  thick  reinforced 
concrete  or  reinforced  cement  blocks 

•  Windows,  ceilings,  and  roof  provide 
resistance  to  penetration  equal  lo  the 
walls 

•  Some  storage  bunkers  bermed 

•  Steel-reinforced  wood  or  steel- 
reinforced  metal  doors  constructed  to 
prevent  prying  or  jacking 

•  Some  buildings  constructed  of 
cement  blocks,  while  others 
made  of  wood 

•  Cement-block  buildings  had 
wooden  or  strcl  doors;  wooden 
buildings  had  wooden  doors 

•  Some  buildings  had  bars  on 
windows,  some  had  large  mesh  grills 

•  At  one  site,  holes  observed  in  the 
roof;  at  another,  buildings  had  just 
been  re-roofed 

Doors: 

Physical 

Barriers 

and  Locks 

•  King  Tut  blocks,  or  similar  concrete 
barriers,  placed  in  front  of  doors 
whenever  feasible 

•  Doors  have  2  high-security  padlocks 

•  No  one  person  possesses  keys  to  both 
locks 

•  Keys  secured  when  not  in  use 

•  Storage  building  doors  secured  with 
single  key  padlock 

•  Doors  at  one  site  had  a  bar  requiring 
a  separate  key  or  tool  to  open,  as 
well  as  unsecured,  lift-up  "dog 
doors"  to  facilitate  first-entry 
monitoring 

Intrusion 

Detection 

System 

•      Intrusion  detection  systems  such  as 
motion  sensors  with  tamper 
detection  devices  on  all  openings  in 
all  storage  buildings 

•  Intrusion  detection  devices  (circuit- 
breakers)  observed  on  doors  at  one 
site,  and  possibly  at  another 

•  At  other  sites,  no  confirmed 
observation  of  clecuxjnic  or  other 
intruder  detection  sensors  on 
entrances  or  other  openings  to 
storage  buildings 

'  Security  at  U.S.  facilities  varies  slightly  from  site  to  site,  but  in  such  cases,  compensatory  measures 
are  taken.  For  a  more  detailed  explanation  of  security  at  United  States  facilities,  such  as  reinforced 
guard  houses  and  the  many  other  security  measures  required,  see  Military  Police:  Chemical  Agent 
Security  Program,  Army  Regulation  190-59  (Washington.  D.C.:  Department  of  the  Army,  27  June 
1994). 

Moreover,  the  soldiers,  not  the  officer  accountable,  are  apparently  conducting  the 
inventory  and  maintenance  chores.  Therefore,  aiwiher  possibility  is  that  with  so  many  munitions, 
a  number  of  aniUcry  rounds  could  disappear  before  the  officer  in  charge  might  notice."  What 
is  not  known  at  this  point  is  what  procedures,  if  any,  the  Russian  military  has  for  cross-checking 
these  records.  If  inventory  records  are  not  routinely  and  randomly  cross-checked  by  others  outside 
the  immediate  unit  and  facility  where  accountability  in  the  Russian  system  ^parently  rests,  it 
would  not  be  a  great  challenge  for  one  or  more  soldien  to  falsify  these  records.   In  short,  theft 


"  Interviews  by  author.  21  August  1995.  30  August  1995.  31  August  1995. 
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appears  to  be  possible  if  Ivan,  the  individual  soldier,  is  so  inclined;  if  a  colleague  and  Ivan 
conspire;  or  if  an  outsider  coopts  or  disables  Ivan. 

In  contrast,  accountability  at  U.S.  storage  facilities  is  institutionalized,  collective,  and 
computerized.  U.S.  storage  igloos  and  bunkers  are  infrequently  op)cned  for  random  inventory  and 
maintenance  activities.  When  a  soldier  engages  in  maintetuoice  chores  or  takes  an  inventory 
count,  his  work  is  double-checked  and  cross-checked  by  others  to  ensure  its  accuracy.  A  written 
planograph  and  computerized  records  are  updated  accordingly.  These  records  account  for  the 
number  and  type  of  munitions  in  each  bunker  and  at  each  storage  facility.  Munitions  are  tracked 
by  serial  number  and/or  production  lot  number.  Officials  at  a  central  record  keeping  unit  in  Rock 
Island,  Illinois,  also  review  this  data.  The  commanding  officer  here  is  the  individual  accountable 
for  the  U.S.  chemical  weapons  inventory.  Units  from  this  central  command  are  randomly  sent  to 
the  eight  storage  depots  in  the  United  States  to  check  the  accuracy  of  these  records.** 

In  all  fairness,  U.S.  security  and  accountability  at  U.S.  chemical  storage  facilities  are  not 
perfect.  Furthermore,  U.S.  newspapers  often  describe  breaches  in  security  or  acts  of  vandalism 
at  U.S.  regular  military  bases.  Problems  also  occur  with  the  reliability  of  the  military  p)ersonnel 
at  sensitive  U.S.  facilities.  The  armed  services  do  not  publicize  such  incidents  because  they  are 
embarrassing  and  detract  from  public  confidence  in  the  safety  of  the  military  bases  in  their  midst. 
At  U.S.  chemical  weapons  storage  sites,  disgruntled  soldiers — "the  Timothy  McVeighs  of  this 
world,"  as  one  interviewee  put  it — could  be  among  the  personnel.  However,  because  of  the 
redundancies  in  the  U.S.  physical  security  and  in  the  system  of  accoimtability,  a  malcontent  would 
have  to  recruit  others  in  different  units  in  order  to  defeat  the  physical  security  and  the  system  of 
accoimtability.  The  odds  of  an  insider  successfully  stealing  chemical  agent  or  munitions  from  a 
U.S.  facility  without  being  caught  somewhere  along  the  way  are  quite  low." 

One  must  also  understand  that  the  redundancy  and  technical  sophistication  that  gird  the 
physical  security  and  accountability  at  U.S.  chemical  weapons  storage  sites  did  not  appear 
overnight.  For  instance,  U.S.  recordkeeping  has  been  computerized  to  some  extent  for  a  long  time 
and  has  gradually  improved  to  make  the  records  more  specific.  Also,  it  was  not  that  long  ago  that 
rabbits  were  kept  in  U.S.  storage  bunkers  to  indicate  whether  the  munitions  within  had  leaked. 
What  may  be  viewed  as  old-fashioned  methods  are  nonetheless  proven  and  work  well. 

Some  of  the  fimdamental  differences  in  apparent  Russian  and  U.S.  security  provisions  are 
due  to  the  nature  of  the  respective  Russian  and  American  chemical  weapons  stockpiles.  For 


"  Imerviews  by  author,  7  September  1995,  30  August  1995,  and  31  August  1995.  The  arsenal  at  a  ninth  U.S.  facility, 
on  Johnston  Island  in  the  Pacific  Ocean,  is  currently  being  destroyed.  The  one-ton  bulk  storage  tanks  present  at  some 
U.S.  facilities  are  sealed  and  occasionally  weighed  to  ascertain  whether  any  agent  is  missing. 

"  Interview  by  author,  30  August  1995.  Note  that  there  have  been  numerous  threats  of  terrorist  use  of  chemical 
weapons,  including  one  instance  in  1975  where  53  canisters  of  the  blister  agent  mustard  were  stolen  from  a  U.S. 
chemical  weapons  storage  facility  in  West  Germany.  The  terrorists,  probably  associated  with  the  Baader-Meinhof  gang, 
did  not  carry  out  their  threat  and  some,  but  not  all  of  the  stolen  agent  was  recovered.  In  another  example,  a  neo-Nazi 
skinhead  group  had  plans  in  1992  to  kill  children  in  a  Dallas  Jewish  day-care  center  using  cyanide.  For  a  listing  of 
reponed  threa:s.  possession,  and  use  of  chemical  agents  for  terrorist  purposes,  see  Ron  Purver,  Chemical  and  Biological 
Terrorism:  The  Threat  According  to  the  Open  Literature  (Toronto;  Canadian  Security  Intelligence  Service,  June  1995), 
82,  84-5.  See  also  Robin  Wright.  "Many  Nations  Seen  Vulnerable  to  Poison  Use,"  Los  Angeles  Times,  21  March  1995, 
1. 
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instance,  many  U.S.  chemical  weapons  such  as  the  M-55  rocket  are  "full-up,"  with  the  explosives 
and  propellents  inside  the  munition.  U.S.  storage  buildings  are  therefore  built  to  withstand  an 
explosion  of  high  explosives  and  to  contain  the  chemical  agent.  The  explosives  and  propellents 
for  Russian  chemical  weapons  are  reportedly  stored  apart  from  the  part  of  the  munition  that 
contains  the  chemical  agent.  Since  there  is  less  inherent  danger  for  an  explosion  within  a  Russian 
chemical  weapons  storage  building,  there  is  not  a  pressing  safety  requirement  for  especially  sturdy 
storage  buildings. 

As  for  some  of  the  noticeable  disparities  related  to  accountability,  the  current  Russian 
system  is  manpower-intensive  largely  because  the  Soviet  Union  could  command  significant  human 
resources  for  a  task.  The  officers  in  charge  of  Russia's  chemical  facilities  are  simply  following 
precedent.  The  U.S.  approach  to  accountability  grew  out  of  necessity.  U.S.  bunkers  are  tightly 
secured  and  not  entered  as  frequently  because  as  the  U.S.  stockpile  aged,  more  leaks  occurred." 
In  other  words,  the  United  Sutes  battened  down  the  hatches  and  switched  to  a  system  of  qiutrterly 
storage  monitoring  inspections  and  random  checks  initially  for  personnel  and  public  safety  reasons. 

However,  with  a  personalized  system  of  accountability  and  minimal  physical  barriers,  there 
appear  to  be  some  gaps  in  security  at  Russian  facilities.  Moreover,  as  one  interviewee  pointed 
out,  the  storage  sites  are  a  long  way  from  Moscow  and  the  borders  of  the  former  Soviet  Union 
are  becoming  increasingly  porous.  "Sooner  or  later,  someone  will  make  [the  soldiers  at  these 
sites]  a  better  offer  than  Moscow  does.  If  something  was  missing,  it  is  likely  to  be  an  inside 
job."^'  With  Russia's  ailing  economy  and  the  limited  resources  now  available  to  the  Russian 
armed  forces,  the  potential  thus  exists  for  insider  theft  and  black  marketeering  for  personal 
economic  gain."  Wayward  poUtical  afRliations  could  also  be  the  motivating  factor  behind  an 
inside  theft  from  a  Russian  chemical  weapons  facility. 

If  such  an  incident  were  to  occur,  another  concern  raised  was  the  preparedness  of  Russian 
authorities  to  respond.  Do  local  military  units  and  national  authorities  routinely  assess  the  security 
vulnerabilities  of  these  facilities?  Do  they  have  recovery  plans  and  the  equipment  to  execute 
them?   Do  they  conduct  training  exercises  to  practice  the  recovery  of  chemical  weapons?  How 


"  From  1983  to  1944,  there  were  1,862  leaks  within  the  U.S.  stockpile.  U.S.  Anny  Chemical  Demilitarization  and 
Remediation  Activity,  Annual  Status  Report  on  the  Disposal  of  Lethal  Chemical  Weapons  and  Materiel  (Department 
of  the  Army,  15  December  1994),  37. 

"  Interview  by  author,  28  July  1995. 

"  During  a  report  on  French  television  showing  an  image  of  Saratov,  a  reporter  intoned,  "You  can  get  In  here  almost 
at  will.  But  it  ought  to  be  one  of  the  best  guarded  places  in  Russia,  one  of  the  six  or  seven  storage  centers  for  thousands 
of  tonnes  of  toxic  gas  formerly  produced  by  the  Soviet  Union....Everything  leads  one  to  believe  that  the  least  self- 
respecting  terrorist  would  have  no  difficulty  in  hold  of  a  few  liters.  Here  everything  is  for  sale  and  everything  can  be 
bought"  "Official  On  Availability  of  Chemical  Weapons  in  Russia,"  FTance-2  Television  Network,  21  March  1995, 
FBIS  Translation.  Saratov  is  actually  a  military  academy,  where  training  of  Russia's  chemical  troops  occurs,  not  one 
of  Russia's  chemical  weapons  storage  facilities.  The  equivalent  in  the  United  States  is  Ft  McClellan  in  Alabama. 


389 


Amy  E.  Smithson  17 

quickly  can  Russian  authorities  mobilize  to  respond?*'    At  this  point,  the  answers  to  such 
questions  arc  not  known. 

Some  might  ask  why  anyone  would  bother  to  steal  Russian  chemical  weapons  when 
chemical  agents  are  not  that  difficult  to  make,  compared  to  a  nuclear  device.  The  ingredients  and 
equipment  are  commercially  available,  and  the  formulas  for  many  chemical  agents  are  common 
scientific  knowledge.**  Of  course,  it  has  always  been  difficult  to  predict  what  disturbed  workers, 
rebels,  or  terrorists  will  do,  but  those  who  want  to  inflict  the  most  serious  harm  may  seek  military- 
strength  chemical  agent.  Terrorists  may  be  able  to  concoct  a  chemical  agent,  but  it  as  not  as  easy 
as  some  might  believe  to  make  highly  effective  chemical  agent.  For  instance,  evidence  indicates 
Aum  Shinrikyo's  chemists  were  unsuccessful  in  their  attempts  to  manufacture  high-grade  sarin.*' 
Their  failure  ultimately  saved  the  lives  of  thousands  who  were  in  the  Tokyo  subway  last  March 
20th. 

Another  factor  to  consider  is  that  chemical  weapons  are  easier  to  use  than  nuclear 
weapons.  With  chemical  weapons,  thieves  do  not  have  to  overcome  the  security  devices  or 
Permissive  Action  Links  (PALs)  that  are  often  placed  on  individual  nuclear  weapons.  Nor  do  they 
have  to  figure  out  the  launch  codes  and  sequences  that  are  likely  to  firustrate  an  attempt  to  use  a 
stolen  nuclear  weapon.  Instead,  the  would-be  users  of  chemical  weapons  purchased  on  the  black 
market  or  stolen  from  a  facility  can  shield  themselves  with  protective  clothing  and  gas  masks  that 
are  commercially  available.  If  they  have  artillery  guns  or  aircraft,  they  have  the  option  to  use 
chemical  munitions  as  is  or  to  drain  them  and  fashion  their  own  crude  delivery  system.**  "Once 
stolen,  a  chemical  weapon  is  far  easier  for  a  terrorist  or  rebel  military  group  to  use  than  a  nuclear 


"  Interview  by  author.  31  August  I99S.  In  a  related  readiness  issue,  Browder  noted  that  the  preparedness  of  Russian 
soldiers  to  respond  to  an  accident  or  incident  with  chemical  weapons  appeared  to  be  meager.  Interview  with  Browder. 
14  September  1995.  Noting  that  the  fire-fighting  equipment  within  the  restricted  area  consisted  of  axes,  sand-niled 
buckets,  and  buckets  for  bailing  water,  another  interviewee  described  their  "ability  to  respond  to  fire  or  security  threats 
was  margmal  to  nonexistent."  Interview  by  author,  18  September  1995.  All  U.S.  storage  facilities  conduct  routme 
vulnerability  assessments  and  have  plans  and  drills  to  practice  a  response  to  locate  and  recover  stolen  munitions. 
Chemical  Agent  Security  Program,  22,  31-32. 

"  Many  of  the  same  chemicals  that  can  be  used  to  produce  pharmaceuticals,  textile  dyes,  and  pesticides  can  also  be 
used  to  make  chemical  agents.  For  this  reason,  the  Chemical  Weapons  Convention  contains  unprecedented  verification 
provisions  that  control  such  "precursor"  chemicals  and  require  reporting  and  inspection  within  the  commercial  chemical 
industry.  While  such  procedures  will  help  international  inspectors  track  and  assess  commercial  activities  with  dual-use 
chemicals,  the  ingredients,  equipment,  and  know-how  to  make  chemical  weapons  will  be  on  the  open  market 
indefinitely. 

"  Interview  with  Kyle  Olson,  Washington,  D.C.,  14  September  1995.  Olson  is  writing  a  book  about  the  recent  events 
in  Japan. 

•*  The  Aum  Shinrikyo  cult  executed  its  attack  on  Tokyo's  subway  by  placing  low-grade  sarin  in  two-ply  plastic  bags 
and  using  umbrellas  or  other  sharp  objects  to  puncture  these  bags  quickly  before  exiting  the  subway  cars.  Unsuspecting 
passengers  left  on  those  cars  were  quickly  overcome  with  fiunes,  which  also  made  their  way  into  the  subway  stations 
when  the  effected  trains  stopped  to  release  passengers.  Interview  with  Olson,  14  September  I99S.  Olson  also  obsierved 
that  Russian  chemical  weapons  are  comparatively  safe  to  transport  since  the  high-explosive  component  reportedly  Is 
stored  separately  from  the  chemical  munition. 
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weapon."*'   Moreover,  the  use  of  poison  gas  is  not  perceived  as  being  as  heinous  as  the  use  of 
nuclear  weapons." 

When  asked  to  assess  the  threat  of  Russian  nuclear  weapons  being  stolen  versus  the 
possibility  of  Russian  chemical  weapons  thefl,  one  interviewee  viewed  the  threat  as  "very  much 
the  same."*'  Others  interviewed  differed  with  this  opinion.  They  believed  that  Russia's  chemical 
arsenal  presents  a  far  more  exposed  and  appealing  target  for  potential  thieves  or  attackers.™ 

Although  security  apparently  varies  from  facility  to  facility,  security  at  Russian  nuclear 
facilities  was  described  as  generally  better  than  the  security  observed  at  Russian  chemical  weapons 
storage  sites.  Russian  nuclear  facilities  have  redundant  perimeter  fences;  steel  doors  on  storage 
buildings;  electronic  sensors;  and  serial  numbers,  seals,  and  PALs  on  warheads,  which  have 
accompanying  containers  that  each  have  their  own  "passport"  control  documents.  Using  a  1  to 
10  scale,  with  10  being  the  highest  grade  of  security,  one  interviewee  rated  U.S.  nuclear  security 
a  9.9,  Russian  nuclear  security  an  8,  U.S.  chemical  weapons  security  a  9+,  and  Russian  chemical 
weapons  security  a  3.''  From  another  individual,  the  security  of  Russian  chemical  weapons  also 
received  a  rating  of  3,  while  security  at  U.S.  storage  sites  was  rated  from  8  to  10,  depending  upon 
the  facility.'^ 

Finally,  U.S.  policy  makers  should  also  be  cognizant  of  the  gradual  disintegration  that  has 
taken  place  throughout  Russia's  complex  of  research,  production,  and  storage  facilities.  The 
effects  of  economic  hardship  show  not  only  in  the  apparent  differences  in  physical  security  and 
maintenance  observed  from  one  storage  facility  to  another.  Hundreds  of  chemical  weapons 
experts  are  out  of  work.  With  less  and  less  cohesion  among  this  research  community,  the 
tempution  for  these  experts  to  sell  their  knowledge  to  the  highest  bidder  will  increase  if  they 
cannot  find  more  productive  and  peaceful  ways  to  support  themselves  and  their  families.  Unlike 
nuclear  development  programs,  where  a  relatively  small  number  of  people  know  all  of  the  crucial 
information  about  making  a  nuclear  weapon,  the  knowledge  threshold  for  chemical  weapons  is 
not  nearly  as  high.  A  larger  number  of  Russian  chemical  weapons  specialists  know  enough  to 
benefit  greatly  the  efforts  of  would-be  chemical  weapons  proliferators." 


"  Interview  by  author,  30  August  1995. 


"  Throughout  history,  warring  parties  have  resorted  to  chemical  weapons  more  frequently  than  nuclear  weapons,  which 
the  United  States  used  twice  against  Japan  at  the  end  of  World  War  II.  Chemical  weapons  were  a  hallmark  of  World 
War  I  and  the  1980s  Iran-Iraq  War.  China  and  Abyssinia  also  suffered  chemical  attacks  during  World  War  II.  For  more 
on  the  history  of  chemical  weapons  use,  see  Edward  M.  Spiers,  Chemical  Weaponry:  A  Continuing  Challenge  (New 
York:  Sl  Martin's  Press,  1989). 

**  Interview  by  author,  28  July  1995. 

^  Interviews  by  author,  30  August  1995  and  31  August  1995. 

"  This  individual  had  been  to  numerous  Russian  nuclear  facilities  and  had  in-depth  knowledge  of  Russian  chemical 
weapons  storage  facilities.  Interview  by  author,  30  August  1995. 

"  Interview  by  author,  18  September  1995. 

"  Interview  by  author,  8  August  1995.  For  more  on  the  different  technology  thresholds  underlying  nuclear  and  chemical 
weapons,  see  U.S.  Congress.  Office  of  Technology  Assessment,  Technologies  Underlying  Weapons  of  Mass  Destruction 
(Washington,  D.C.:  U.S.  Government  Printing  Office,  December  1993).  On  chemical  weapons  proliferation,  see  U.S. 
Congress,  Office  of  Technology  Assessment.  Proliferation  of  Weapons  of  Mass  Destruction  (Washington.  D.C.:  U.S. 
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Observations  and  Recommendations 

From  outward  appearances,  Russia's  chemical  weapons  storage  sites  appear  to  be 
vulnerable  to  theft  from  within  and  attack  from  without.  In  all  candor,  many  American  homes 
have  more  sophisticated  physical  security  than  was  observed  at  some  Russian  chemical  weapons 
storage  sites.  For  about  $200,  sometimes  less,  U.S.  citizens  can  have  motion  sensors,  door  and 
window  contacts,  and  alarms  installed  and  monitored  24  hours  a  day  for  an  additional  $22 
monthly  fee.  Alarms  bring  private  security  or  local  police  to  the  scene.  * 

Failure  to  improve  the  security  at  Russian  chemical  weapons  storage  facilities  increases 
the  odds  that  chemical  agent  of  Russian  origin  will  find  its  way  onto  the  black  market  and  into 
an  ethnic  conflict,  subway  system,  or  building  somewhere.  Innocent  civilians  will  suffer  the 
repercussions. 

Again,  the  Russian  government  appears  to  have  recognized  the  security  at  these  sites  as 
an  issue  in  need  of  anention.  Col.  Gen.  Stanislav  Petrov,  the  commander  of  the  Radiation, 
Chemical,  and  Biological  Defense  Troops,  has  requested  additional  funding  to  upgrade  security 
at  Russia's  chemical  weapons  storage  facilities  since  the  locations  have  become  a  matter  of  public 
knowledge.  Worried  that  this  disclosure  might  fuel  the  worsening  crime  situation  in  Russia, 
Petrov  noted  that  his  already  strained  budget  has  been  stretched  even  further  by  a  Ministry  of 
Defense  effort  to  increase  guard  duty,  upgrade  the  effectiveness  of  "engineering  protection,  and 
carry  out  vigilance  exercises"  at  chemical  weapons  storage  sites."  With  few  rubles  available, 
the  Kremlin  must  balance  requests  for  improved  seciuity  against  domestic  concerns  about  the 
environmcnul  safety  of  Russia's  chemical  weapons  stockpile,  especially  the  blister  agents  at 
Gomy  and  Kambarka,  and  proposals  to  upgrade  safety  at  chemical  sites  at  an  estimated  cost  of 
21.6  billion  rubles.'*  If  environmental  concerns  are  not  addressed,  it  may  be  more  difficult  for 
the  Russian  government  to  persuade  local  communities  to  cooperate  with  the  program  to  destroy 
the  Russian  chemical  arsenal.  For  a  government  being  pressed  to  keep  its  treaty  commitments  to 
eliminate  its  chemical  stockpile,  the  choice  is  a  difficult  one. 

While  the  CTR  program  was  initiated  to  address  the  safety  and  security  of  all  weapons 
of  mass  destruction  in  the  former  Soviet  Union,  the  overwhelming  majority  of  the  Nunn-Lugar 
funds  have  gone  toward  nuclear  security  and  disarmament.  This  focus  on  nuclear  safety,  security, 
and  dismantlement  was  appropriately  geared  to  the  problems  recognized  at  the  time.  To  date,  $55 
million  or  roughly  five  percent  of  the  over  $  1  billion  in  CTR  funds  has  gone  toward  assisting  the 
chemical  weapons  destruction  program  in  Russia. 


Government  Printing  Office,  December  1993);  Gordon  M.  Burck  and  Charles  C.  Flowerree,  Imemaiionat  Handbook 
on  Chemical  Weapons  Proliferation  (New  York:  Federation  of  American  Scientists  and  Greenwood  Press.  1991);  U.S. 
House  of  Representatives,  Comminee  on  Armed  Services,  Countering  the  Chemical  and  Biological  Weapons  Threat 
in  the  Post-Soviet  World,  102d  Cong.,  2d  sess.,  Comminee  Print  No.  15  (Washington,  D.C.:  U.S.  Government  Printing 
Office,  1993). 

"  This  information  reflects  prices  and  services  quoted  by  two  home  security  companies,  ADT  and  Brinks,  on  30  August 
1995.    More  elaborate  systems  are  available. 

"  Anatoliy  Yurkin,  "General  Urges  More  Funds  for  Guardmg  Chemical  Weapons."  ITAR-TASS.  2  August  1995.  FBIS 
Translation. 

*  "Over  R509  Billion  Needed  to  Destroy  Chemical  Weapons."  Novosti,  Moscow,  1  August  1995,  FBIS  Translation. 
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For  a  rather  modest  amount,  the  United  States  could  help  Russia  markedly  enhance 
security  at  these  sites.  Perimeter  security  could  be  strengthened  to  allow  guards  to  detect  and 
respond  to  intruders  more  rapidly.  Lights  and  closed-circuit  TV  could  be  added.  Physical 
security  at  individual  buildings  could  be  reinforced  with  better  doors,  locks,  and  King  Tut  blocks. 
More  advanced  seals  would  also  appear  to  be  in  order.  Such  low-tech  improvements  will  be  less 
expensive  and  easier  for  the  Russians  to  operate  and  maintain. 

The  United  States  might  also  consider  providing  early  warning  monitors  or  intruder 
detection  systems  for  heightened  perimeter  and  storage  building  security.  Another  option  would 
be  to  furnish  computers  so  central  inventory  records  could  be  maintained  in  a  computerized 
database.  To  address  the  problem  of  "brain  drain"  of  Russia's  chemical  weapons  expertise,  the 
United  States  might  set  up  employment  and  aid  projects  under  the  umbrella  of  the  CTR  program, 
similar  to  those  set  up  for  Russia's  nuclear  experts. 

In  addition,  U.S.  officials  might  also  constructively  engage  Russian  authorities  in  a 
dialogue  about  response  and  recovery  procedures  to  be  used  in  the  event  of  an  attack  or  theft  of 
chemical  weapons.  The  U.S.  Army  routinely  conducts  vulnerability  assessments  of  U.S.  storage 
facilities.  Response  plans  are  tailored  to  each  site  and  troops  train  and  practice  drills  to  test  them 
and  ensure  readiness  in  the  event  of  an  actual  theft  or  attack."  Such  capabilities  and  experience 
would  be  well  worth  sharing  with  Russian  authorities. 

In  the  midst  of  a  struggle  to  bring  federal  spending  under  control.  Congress  correctly  has 
its  sights  focused  on  improving  govenmient  services  to  U.S.  citizens  at  the  lowest  practicable  cost. 
.Such  an  intense  focus  on  domestic  matters  can  often  result,  however,  in  proposals  that  win  points 
with  the  voters  but  in  the  end  weaken  U.S.  national  security.  For  example,  some  in  Congress 
have  called  for  cuts  in  the  CTR  program  as  a  whole.'*  Others  in  Congress  have  proposed 
reducing  ftmds  for  assistance  to  Russia's  chemical  weapons  destruction  program  or  have  sought 
to  portray  certain  CTR  programs,  such  as  those  geared  toward  conversion  of  defense  facilities,  as 
ill-conceived.   Such  proposals  are  short-sighted. 

The  CTR  program  is  an  astute  investment  in  U.S.  and  international  security.  U.S.  security 
interests  are  being  well  served  by  aiding  the  security  and  dismantlement  of  former  Soviet  nuclear 
weapons,  and  funds  should  not  be  diverted  ft-om  the  important  tasks  that  the  CT^  has  underway 
in  order  to  anend  to  security  at  Russian  chemical  weapons  storage  facilities. 

The  measures  reconmiended  above  could  yield  substantial  improvements  in  the  security 
of  Russia's  chemical  weapons  stockpile,  and  exorbitant  sums  would  not  be  required  to  enact  them. 
Given  the  line  crossed  by  Aum  Shinrikyo  and  the  political  and  economic  circumstances  in  the 
former  Soviet  Union,  the  U.S.  Senate  would  be  prudent  to  set  aside  additional  fiinds  for  assistance 
to  reinforce  security  at  these  sites.  The  price  of  assisting  Russia  now  is  much  lower  than  the  cost 
that  may  be  incurred  later  if  this  problem  is  not  promptly  addressed. 


"  Military  Police:  Chemical  Agent  Security  Program,  Army  Regulation  190-59,  22,  25,  31-33. 

"  For  fiscal  year  1996,  the  Clinton  administration  requested  $731  million  for  the  CTR  program.  The  House  of 
Representatives  cut  this  request  by  $171  million,  the  Senate  by  $6  million.  As  of  this  writing.  House  and  Senate 
conferees  had  not  arrived  at  a  final  decision  about  CTR  funding. 
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Dismantling  the  Soviet/Russian  Chemical  Weapons  Complex: 
An  Insider's  View 

Dr.  Vil  S.  Mirzavanov 


The  following  pages  tell  of  my  personal  journey  and  of  a  chemical  weapons  development 
program  that  went  unchecked.  While  many  people  are  aware  of  some  of  the  details  associated 
with  this  story,  they  do  not  know  that  I  am  a  stalwart  supporter  of  the  Chemical  Weapons 
Convention  (CWC)  as  the  most  viable  way  to  bring  this  particular  program  or,  for  that  matter,  any 
other  runaway  chemical  weapons  development  program,  under  control.  Without  the  CWC,  I  fear 
such  programs  will  continue  to  endanger  mankind. 

In  the  last  year,  the  ratification  of  the  CWC  has  been  under  consideration  in  the  U.S. 
Senate  and  the  Russian  Duma.  Differing  views  about  ratification  exist  in  both  countries,  so  politics 
will  undoubtedly  influence  their  actions.  Given  the  consequences  of  this  important  decision, 
American  and  Russian  legislators  and  citizens  should  do  their  utmost  to  set  politics  aside  in  this 
instance.  U.S.  and  Russian  decisions  about  the  CWC's  ratification  will  mean  either  the  fruitfiil 
entry  into  force  of  a  crucial  disarmament  and  nonproliferation  treaty  or  the  begiiming  of  its 
gradual  disintegration. 

If  the  United  States  does  not  ratify  the  CWC,  pushing  Russia  to  do  the  same,  Russia's 
chemical  weapons  programs  will  become  less  transparent,  perhaps  even  completely  closed. 
Although  there  is  no  organized  political  force  in  Russia  opposing  the  CWC's  ratification,  some 
within  the  military  and  political  ranks  would  like  to  revise  the  CWC.  Their  aim  is  to  exclude  the 
CWC's  provisions  that  ban  the  development  and  testing  of  chemical  weapons.  These  misguided 
people  believe  that  military  weapons,  including  chemical  weapons,  are  the  key  to  Russia's  ability 
to  remain  a  strong  and  respected  country.' 

While  such  views  are  cause  for  apprehension,  one  must  recognize  that  these  individuals 
are  poorly  informed  about  the  subject  of  chemical  weapons  and  are  clinging  to  old  ways  of 
thinking  about  how  security  can  best  be  achieved.  Initially,  I  too  objected  to  the  CWC,  which  I 
assessed  as  being  inadequate  for  the  task  of  eliminating  chemical  weapons.  My  lack  of 
understanding  about  the  CWC's  provisions  and  my  naivete  about  politics  in  general  led  me  to 
advise  against  ratification  of  the  CWC  in  a  24  March  1994  speech  to  the  Duma  and  in  articles 
published  in  Russia  and  in  the  West.^ 


'  For  example,  a  colonel  of  the  General  SafT  of  the  Russian  Armed  Forces  made  remarks  to  that  effect  before  a  closed 
meeting  of  the  Committee  on  Defense  of  the  State  Duma  on  1 1  October  1994.  Konstantin  Kuprecv,  one  high-ranking 
official  of  the  Duma's  Committee  on  International  Affairs,  has  also  expressed  similar  sentiments  in  a  9  February  1995 
conversation  with  me. 

^  "Free  to  Develop  Chemical  Weapons."  Vil  Mirzayanov.  The  Wall  Street  Journal,  IS  May  1994,  p.  A 16;  "Chemical 
Weapons:  An  Expose,"  Vil  Mirzayanov,  Perspective,  vol.  IV,  no.  4,  Institute  for  the  Study  of  Conflict,  Ideology  & 
Policy,  Boston  University,  April-May  1994.  1-4. 
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The  Duma  has  held  preparatory  hearings  on  the  CWC,  despite  my  imprudent  counsel,  the 
rumblings  of  the  ultra-nationalists,  and  the  fact  that  President  Boris  Yeltsin  has  not  yet  transferred 
the  CWC  to  the  Duma  for  formal  consideration.  In  fact,  the  E>uma  Committee  on  Defense  has 
stated  its  general  approval  of  the  CWC.  This  committee  found  that  Russia's  signanire  of  the 
CWC: 

conforms  with  the  new  foreign  policy  of  Russia.. ..Chemical  disarmament  meets  in  full 
measure  the  national  interests  of  Russia  since  it  provides  for  the  destruction  of  obsolete 
stocks  of  chemical  weapons  that  present  a  real  danger  to  the  population  and  to  the 
environment.  Destruction  of  chemical  weapons  will  not  affect  national  security  and  will 
have  no  impact  on  the  defense  capability  of  the  country.  Ratification  of  the  Convention 
should  be  regarded  as  part  of  the  overall  process  of  disarmament.' 

In  addition  to  such  statements,  the  Defense  Committee  has  urged  the  Russian  government  to 
proceed  promptly  with  the  planning  and  other  activities  that  will  enable  Russia  to  implement  the 
CWC. 

Such  encouraging  developments  should  not  be  mistaken  as  signs  that  Russia  will  move 
forward  with  the  CWC  before  the  United  States  does.  I  am  certain  that  if  the  U.S.  Senate  docs 
not  consent  to  ratify  the  treaty,  the  Russian  Duma  surely  will  not  approve  it.  As  already  noted, 
this  scenario  would  probably  doom  the  CWC  to  failure. 

The  Evolution  of  My  Views 

For  some,  such  views  are  a  notable  departure  from  what  I  have  said  before  and  what  they 
expected  to  hear  from  a  veteran  of  the  Soviet  chemical  weapons  complex.  Many  people  think  that 
they  know  my  story — what  I  have  done  and  why  I  did  it — but,  given  the  rumors  and  confiision 
swirling  around  me,  perhaps  it  is  best  that  I  tell  it  myself. 

For  twenty-six  years,  I  worked  at  the  State  Scientific  Research  Institute  of  Organic 
Chemistry  and  Technology  (GosNIIOKhT)  in  the  heart  of  Moscow.*  I  began  as  a  scientist 
working  in  a  laboratory  with  sophisticated  equipment  to  monitor  the  air,  water,  and  other 
emissions  from  this  facility.  In  my  final  position  at  GosNIIOKhT,  I  was  the  Chief  of  the 
Department  of  Counteraction  against  Foreign  Technical  Intelligence.  For  much  of  my  career,  my 
duties  involved  the  security  of  all  new  projects  at  GosNIIOKhT  and  the  chemical  weapons 
complex  as  a  whole.  Accordingly,  I  strived  to  ensure  that  this  work  would  go  undetected  by 
foreign  intelligence  services.  I  had  state-of-the-art  equipment  at  my  disposal,  and  my  job  offered 


'  1 1  October  1994  Resolution  of  the  Committee  on  Defense,  State  Duma  of  the  Federal  Assembly  of  the  Russian 
Federation,  "On  the  Course  of  Preparation  of  the  Russian  Federation  for  the  Process  of  Destruction  of  Chemical 
Weapons  and  for  Ratification  of  the  'Convention  on  Prohibition  of  Development,  Production,  Stockpiling  and  Use  of 
Chemical  Weapons  and  On  Their  Destruction',"  2-3. 

'  GosNIIOKhT  actually  had  four  branches.  The  Moscov^  branch,  which  employed  500-600  scientists  and  a  total  of 
about  3,500  people,  was  the  largest.  The  Volgograd  branch  specialized  in  research  on  soman  and  new  binary  agents, 
while  the  Shikhany  branch  worked  on  the  synthesis  and  testing  of  new  agents.  A  fourth  branch  was  located  at 
Novocheboksarsk,  along  with  a  large  chemical  weapons  production  facility. 
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mc  unique  opportunities  for  creative  scientific  work.   My  years  at  GosNIIOKhT  were  the  most 
rewarding  of  my  scientific  career. 

I  was  somewhat  surprised  to  discover,  however,  the  extent  to  which  our  efforts  to  protect 
these  programs  succeeded.  When  I  first  went  public  with  statements  about  the  development  of  new 
chemical  agents  in  October  1991, 1  was  smnned  to  learn  that  U.S.  Government  officials  really  did 
not  appear  to  know  what  was  going  on  inside  the  Soviet  and  later  the  Russian  chemical  weapons 
complex. 

I  unmasked  the  policies  and  activities  of  the  Soviet/Russian  chemical  weapons  complex 
for  several  reasons.  First,  I  witoessed  the  duplicity  of  Soviet  officials  during  the  CWC 
negotiations.  Although  the  United  States  stopped  producing  and  testing  chemical  weapons  and 
signed  an  agreement  with  the  Soviet  Union  to  that  effect  in  June  1990,  the  USSR  did  not  stop 
such  work.'  The  main  reason  that  the  Soviets  did  not  stop  their  developmental  work  is  that  the 
United  States  had  succeeded  in  developing,  testing,  and  producing  a  binary  chemical  weapon.* 
GosNIIOKhT's  leadership  was  compelled  to  pursue  an  analogous  capability — a  Soviet  binary. 

In  other  words,  the  USSR  intensified  the  development  and  testing  of  the  most  modem 
class  of  chemical  weapons  during  the  final  stages  of  the  CWC's  negotiations.  These  events  took 
place  during  the  period  of  "perestroika,"  when  Moscow  was  doing  its  utmost  to  demonstrate  its 
peaceful  intentions,  welcoming  new  arms  control  proposals  and  loosening  its  iron  grip  over 
Eastern  European  satellite  states.  For  many  Soviets,  however,  perestroika  meant  a  lack  of  food, 
clothing,  and  housing.  The  USSR  was  asking  for  foreign  loans  to  make  ends  meet.  For  me,  this 
was  a  hypocrisy  of  the  greatest  order:  Internationally,  the  Soviet  government  pretended  to  have 
stopped  producing  chemical  weapons,  while  domestically  it  fimded  a  program  to  develop  those 
very  weapons  at  the  expense  of  its  own  citizens. 

At  about  this  time,  the  top  officials  ordered  the  escalation  of  a  program  known  by  the 
secret  codename  "novichok,"  which  in  Russian  means  newcomer.  This  research  resulted  in  a  new 
class  of  Soviet  binary  chemical  weapons. 

The  Soviets  actually  began  their  research  program  to  develop  a  new  generation  of 
chemical  agents  back  in  the  mid-1970s.  In  1978,  they  completed  construction  of  a  large  facility 
in  Novocheboksarsk  that  had  the  capacity  to  make  up  to  20,000  tons  of  chemical  agents 
annually.'   The  Novocheboksarsk  facility  would  later  produce  a  total  of  about  15,000  tons  of  a 


'  In  the  U.S.-Soviet  Bilateral  Destruction  Agreement,  both  states  agreed  to  stop  producing  chemical  weapons  and  to 
reduce  their  respective  chemical  weapons  stockpile  to  no  more  than  5,000  metric  tons.  These  reductions  were  to  have 
been  fmished  by  31  December  2002,  but  the  revised  date  has  the  bilateral  destruction  process  beginning  by  30  June 
1 997  and  ending  by  30  June  2004.  This  treaty  has  not  yet  entered  into  force  and  has  verification  procedures  similar 
to  those  in  the  CWC. 

*  In  a  binary  chemical  weapon,  the  two  component  chemicals  are  mixed  just  prior  to  the  weapon's  aiming  or  detonation 
to  create  a  lethal  agent  In  unitary  chemical  weapons,  such  as  the  nerve  gases  VX,  tabun,  soman,  and  sarin,  the 
chemicals  are  combined  during  the  manufacturing  process  so  that  the  agent  is  at  its  fiill  potency  from  the  outset.  Binary 
weapons  are  considered  safer  since  the  components  can  be  stored  separately.  The  United  States  halted  production  of 
its  binary,  called  the  Bigeye,  in  1990. 

''  This  facility  is  very  large,  but  as  far  as  I  know,  it  has  never  actually  operated  at  its  full  capacity. 
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chemical  agent  called  Substance  33,  which  is  similar  to  the  nerve  agent  VX.  The  Soviet  Anny 
gave  its  official  approval  to  a  new  unitary  chemical  agent  known  as  A-230  in  1988.  Yet  a  third 
new  unitary  agent  called  A-232,  which  was  similar  to  agent  A-230,  was  also  developed  but  never 
received  the  Soviet  Army's  approval.  Testing  of  these  new  agents  took  place  at  Shikhany  and  in 
Nukus,  Uzbekistan.   These  agents  were  produced  only  in  limited  "experimental"  quantities. 

These  three  agents — Substance  33,  A-230,  and  A-232 — ^were  the  springboard  for  the 
development  and  testing  of  the  novichok  binary  weapons.  The  first  novichok  agent  to  receive 
Soviet  Army  approval  was  novichok-5,  which  under  optimal  conditions  exceeds  the  effectiveness 
of  VX  by  five  to  eight  times.  Novichok-5,  which  was  based  upon  A-232,  was  developed  by 
GosNIIOKhT's  scientists  and  tested  in  1989  and  1990  at  a  large  facility  in  Nukus.  The  binary 
variant  of  Substance  33,  which  was  tested  at  Nukus  and  Shikhany,  was  officially  adopted  by  the 
Soviet  Army  as  a  chemical  weapon  in  1990.  The  developments  associated  with  the  novichok 
program  are  presented  in  Table  2. 

These  achievements — in  particular  the  success  of  the  binary  based  upon  Substance 
33 — ^were  celebrated  in  1991  by  the  most  senior  officials  in  the  USSR.  President  Mikhail 
Gorbachev  presented  the  Soviet  Union's  highest  award,  the  Lenin  Prize,  to  GosNIIOKhT's 
Director,  Victor  Petrunin,  the  Vice-Commander  of  the  Soviet  Chemical  Forces  Gen.  Anatoly 
Kuntscvich,  and  his  successor,  Gen.  Igor  Yevstavyev. 

One  should  be  mindful  that  the  chemical  components  or  precursors  of  A-232  and  its 
binary  version  novichok-5  are  ordinary  organophosphates  that  can  be  made  at  coomiercial 
chemical  companies  that  manufactore  such  products  as  fertilizers  and  pesticides.  In  my  opinion, 
this  research  program  was  premised  on  the  ability  to  hide  the  production  of  precursor  chemicals 
under  the  guise  of  legitimate  commercial  chemical  production  of  agricultural  chemicals. 
Inspectors  would  have  a  difficult  time  uncovering  this  covert  Soviet  chemical  weapons  production 
program  since  no  outsiders  knew  that  these  new  chemical  agents  even  existed.'  To  me,  this 
situation  was  ominous:  It  could  have  been  the  basis  for  undermining  the  verification  regime  being 
shaped  in  the  Geneva  negotiations. 

Furthermore,  neither  the  Soviets  nor  the  Russians  revealed  any  of  these  activities  under 
the  terms  of  a  bilateral  Memorandum  of  Understanding  that  was  designed  to  promote  mutual 
transparency  of  chemical  weapons  programs  and  to  test  proposed  verification  procedures.'  Even 
worse,  although  the  June  1990  Bilateral  Destruction  Agreement  had  not  been  approved  by  either 
country  and  therefore  had  not  entered  into  force,  the  continued  testing  and  production  of  chemical 
agents  by  the  Soviet  and  Russian  governments  amounted  to  a  grave  violation  of  that  agreement. 


•  The  CWC  bans  known  chemical  agents  and  specifies  them  by  name  on  Schedule  1 .  The  CWC  caulogs  the  other 
chemicals  that  it  controls  -  mostly  the  precursors  to  agents  -  on  Schedules  2  and  3.  Variants  of  the  chemicals  involved 
in  the  binary  program  are  currently  on  these  Schedules,  but  the  individual  chemicals  themselves  are  not  specified  by 
name. 

'  The  Wyoming  Memorandum  of  Understanding,  signed  on  23  September  1989,  provided  for  both  countries  to  engage 
in  a  voluntary,  cooperative  program  of  data  exchanges  and  trial  verification  experiments.  The  first  data  exchange  took 
place  at  the  end  1989,  the  second  early  in  1994.  Each  side  conducted  seven  trial  inspections  in  conjunction  with  the 
first  data  exchange  and  five  following  the  second. 
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Table  2:  Mirzayanov's  Account  of  the  Novichok  Program 
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'  The  1989  Wyommg  Memorandum  of  Understartding  is  a  bilateral  confidence-building  agreement  signed  by  the 
United  Slates  and  the  USSR,  providing  for  reciprocal  data  exchanges  and  trial  on-site  inspections. 
^  Andrei  i^teleznyakov  was  moctaUy  wounded  in  a  laboratory  accident  during  the  development  of  novichok -S. 
'  The  number  of  the  novichok  ageiu  does  not  necessarily  mean  that  other  novichok  agents,  either  numerically 
before  or  after  this  agent,  exist. 
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I  had  hoped  that  this  partem  of  behavior  would  change  as  new  democratic  norms  and 
institutions  took  hold  in  Russia.  At  first,  it  looked  as  though  this  would  happen.  Yeltsin  made 
several  statements  about  the  importance  of  keeping  arms  control  commitments  made  by  the  Soviet 
Union  and  of  destroying  our  inherited  chemical  weapons  stockpile  safely.  He  also  formed  a  new 
Presidential  Conunittee  on  Biological  and  Chemical  Weapons  to  oversee  the  dismantlement  of 
these  military  complexes  and  weapons  in  accordance  with  treaty  provisions.  Yeltsin  erred  by 
appointing  the  same  group  of  officials  who  had  nm  the  chemical  weapons  complex  under  the 
Soviet  system  to  this  important  committee.  Kuntsevich,  for  example,  chaired  the  presidential 
conunittee.  After  a  while,  I  realized  that  behavior  patterns  were  not  changing  and  the  level  of  my 
protests  gradually  increased. 

The  first  overt  signs  of  my  disillusionment  with  this  situation  came  in  1989  when  I  helped 
to  organize  a  branch  of  the  Democratic  Movement  of  Russia  within  GosNIIOKhT.  In  May  1990, 
I  ended  my  membership  in  the  Communist  Party.  Thereafter,  the  authorities  denied  me  access  to 
my  laboratory  equipment  and  several  of  my  closest  colleagues  were  transferred  elsewhere.  In 
short,  they  began  to  try  to  isolate  me. 

Next,  on  10  October  1991,  I  published  an  article  in  the  newspaper  Kuranty  wherein  I 
attempted  to  draw  public  attention  to  the  dangerous  and  deceiving  policies  of  the  chemical 
weapons  complex.'"  This  article  was  a  cri  de  coeur,  a  cry  from  my  heart.  To  my  dismay,  few 
inside  Russia  and  even  fewer  abroad  paid  any  attention  to  my  warnings.  More  dramatic  events 
associated  with  the  USSR's  disintegration  overshadowed  my  revelations  about  the  development 
of  new  chemical  agents.  I  tried  personally  to  persuade  the  leaders  of  the  Democratic  Movement 
of  Russia  that  the  chemical  weapons  complex  would  continue  this  dangerous  activity  if  its  leaders 
were  not  confronted.  GosNIIOKhT,  I  noted,  was  conducting  hazardous  work  that  grossly  violated 
ecological  standards  and  threatened  the  safety  of  hundreds  of  thousands  of  Muscovites.  Even 
when  I  told  them  that  the  storage  facilities  at  GosNIIOKhT  contained  enough  chemical  agents  for 
a  second  Chernobyl,  my  warnings  went  unheeded. 

The  only  ones  paying  attention  to  my  actions  were  the  leaders  of  the  chemical  weapons 
complex,  who  fired  me  on  6  January  1992."  Because  of  a  legal  technicality,  I  was  not  arrested 
at  that  time,  but  I  was  forced  to  eke  out  a  living  by  selling  goods  at  Moscow's  flea  market. 
During  chance  encounters  with  my  former  GosNIIOKhT  colleagues,  I  learned  that  the  same 
policies  and  practices  that  I  had  spoken  out  against  were  still  being  pursued.  I  was  angered,  but 
not  surprised,  to  learn  that  GosNIIOKhT's  employees  had  spent  an  entire  year  falsifying  technical 
documents  about  the  work  done  at  Novocheboksarsk.  They  were  scrambling  to  create  proof  for 
international  inspectors  that  the  Novocheboksarsk  facility  was  producing  the  agent  VX,  when  in 
fact  it  was  producing  Substance  33,  the  VX-like  agent.'^ 

These  circumstances,  among  others,  tonNnnced  me  that  I  had  to  raise  the  level  of  my 
protests.  On  16  September  1992, 1  co-authored  an  article  with  Lev  Fyodorov  that  appeared  in  the 


'"  This  article  is  titled  "Inversion." 

"  To  show  how  linle  had  changed  since  the  collapse  of  the  USSR,  I  was  fired  according  to  Stalinist  custom,  after  open 
general  meetings  of  the  various  depanments  of  GosNIIOKhT  wherein  people  expressed  their  opinions  and  demanded 
my  punishment. 

"  The  Novocheboksarsk  facility  may  have  also  been  producing  the  binary  that  is  based  upon  Substance  33. 
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Moscow  News,  a  weekly  publication.  I  also  gave  interviews  to  Western  and  Russian  reporters 
wherein  I  stated  my  grave  concerns  about  the  direction  of  the  Russian  chemical  weapons 
program."  This  time,  the  Russian  Federal  Counterintelligence  Service  (FCS),  formerly  the  KGB, 
did  not  look  the  other  way.  On  22  October  1 992, 1  was  arrested  and  imp.-isoned  in  Lefortovo,  the 
infamous  KGB  prison  in  downtown  Moscow.  I  was  charged  with  revealing  state  secrets,  although 
anyone  who  reads  my  articles  or  other  public  statements  can  see  that  I  have  been  careful  not  to 
disclose  technical  details  about  the  program." 

The  authorities  found  no  secret  information  in  my  possession,  despite  a  thorough  search 
of  my  apartment."  After  eleven  days  in  jail  without  access  to  my  defense  attorney,  I  was 
released  on  the  condition  that  I  not  leave  Moscow.  What  became  clear  was  that  those  prosecuting 
me  were  less  concerned  with  protecting  state  secrets  than  with  making  an  example  of  me.  To  wit, 
as  I  prepared  my  defense,  I  was  legally  allowed  to  copy  nimierous  top  secret  documents — many 
of  which  I  had  never  seen  before — and  distribute  them  to  my  attorney,  the  press,  and  others 
abroad  who  were  denouncing  my  persecution. 

A  dispute  with  Nicolai  Sazanov,  the  judge  who  had  jurisdiction  over  my  case,  resxUted  in 
my  being  imprisoned  a  second  time.  In  this  instance,  I  went  to  jail  because  I  protested  Sazanov's 
refusal  of  my  request  to  declare  the  list  of  impublished  states  secrets  illegal.'*  As  my  case 
wound  its  way  through  the  Russian  legal  system,  it  garnered  a  great  deal  of  international 
attention."  Had  it  not  been  for  the  protests  of  numerous  scientific  and  human  rights 
organizations  in  the  United  States,  Germany,  Great  Britain,  Holland,  Canada,  Italy,  Sweden,  and 
elsewhere,  I  have  no  doubt  that  I  would  still  be  in  prison.   After  more  than  three  weeks  in  jail, 


"  See  Will  England,  "Ex-Soviet  Scientists  Says  Gorbachev's  Regime  Created  New  Nerve  Gas  in  '91,"  The  Baltimore 
Sun,  16  September  1992,  A3;  Will  Englund,  "Russia  Still  Doing  Secret  Work  on  Chemical  Arms,"  The  Baltimore  Sun, 
18  October  1992,  Al;  and  Oleg  Vishnyakov,  "Backstage  Story:  Binary  Bomb  Exploded.  First  Victim  Arrested  by  State 
Security.  Can  a  State  Crime  Be  a  Departmental  Secret?  Chemical  Weapons  Are  Banned,  But  Is  the  Military  Continuing 
With  Chemistry?"  Novoye  Vremya.  22  October  1992.  4-9. 

'*  These  charges  were  based  on  a  resolution  of  GosNIIOKhT's  Permanent  Technical  Commission.  One  member  of  this 
commission.  Professor  Georgi  Drozd,  judged  these  charges  to  be  unfounded  and  refused  to  sign  the  resolution.  At  one 
meeting  of  the  commission,  Drozd  recalled  that  GosNIIOKhT's  Deputy  Director.  Alexander  Martynov,  who  was  also 
a  colonel  in  the  FCS.  told  the  group  that  1  would  never  be  freed  and  therefore  there  was  not  much  need  for  proof  of 
the  charges  being  brought  against  me. 

"  More  than  fifty  top  secret  documents,  many  of  which  had  not  previously  been  in  my  possession,  somehow  appeared 
among  my  files  at  work.  For  example,  though  I  had  never  officially  had  access  to  the  project  that  developed  and  tested 
the  novichok-5  agent,  one  document  detailed  my  technical  assignment  to  this  program.  The  record  of  the  list  of  the 
individuals  admined  to  this  project  shows  that  I  never  took  part  in  this  work. 

'"  This  unpublished  list  was  the  basis  for  the  charges  against  me,  yet  the  judge  refused  to  allow  me  and  my  attorney 
access  to  this  list  His  ruling  was  in  direct  violation  of  Paragraph  3,  Anicle  15  of  the  Russian  Constitution.  When  I 
argued  that  at  least  I  was  not  guilty  of  the  crime  of  violating  the  Constitution,  on  27  January  1994  1  was  arrested  again. 
This  time.  1  was  treated  as  a  dangerous  criminal,  hand-cuffed  and  escorted  by  dogs.  See  Sonni  Efron.  "Russian  Whistle- 
Blower  Calls  Closed  Trial  "a  Crime'."  The  Los  Angeles  Times,  26  January  1994.  A12. 

"  Among  the  many  articles  written  about  my  plight  were  Serge  Schmemann,  "K.G.B.'s  Successor  Charges  Scientist," 
The  Nen  York  Times,  I  November  1992,  A4;  Gale  Colby.  "Fabricating  Guilt,"  The  Bulletin  of  the  Atomic  Scientists, 
vol.  49.  no.  8.  October  1993.  12-13;  Sonni  Efron.  "Russian  Scientist  Faces  Trial  for  Chemical-Arms  Report,"  The  Los 
Angeles  Times,  5  January  1994,  A6;  Fred  Hiatt.  "Russian  Coun  Opens  Unprecedented  Secrets  Trial."  TTie  Washington 
Post,  IS  January  1994,  AI. 
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I  was  released  on  22  February  1994.    Then,  on  11  March  1994,  acring  Prosecutor-General  A. 
Ilyushenko  closed  my  case  due  to  "absence  of  evidence  of  the  crime." 

My  attorney  advised  me  to  press  for  further  resolution  of  my  case  in  order  to  set  a  legal 
precedent.  In  all  likelihood,  the  case  would  have  gone  all  the  way  to  the  Russian  Supreme  Court 
and  could  have  helped  to  propel  legal  and  civil  progress  in  Russia.  As  the  father  of  two  young 
sons,  I  could  not  in  good  conscious  pursue  this  matter,  even  though  President  Yeltsin  promised 
me  amnesty  if  the  decision  was  unfavorable."  Furthermore,  I  did  not  wish  to  continue  with  this 
ordeal  since  I  had  committed  no  crime.  My  innocence  was  underscored  when  the  People's  Court 
of  Moscow's  Perovsky  district  ordered  GosNIIOKhT  and  the  federal  Prosecutor-General's  Office 
to  pay  me  thirty  million  rubles  for  financial  and  moral  damages.'*  I  have  yet,  however,  to 
receive  any  compensation,  and  GosNIIOKhT  has  filed  a  countersuit  against  me  for  moral  and 
financial  damages  in  the  amount  of  33  million  rubles. 

Amidst  all  of  this  legal  maneuvering,  things  did  not  stand  still  within  the  chemical 
weapons  complex.  In  the  Fall  of  1993 — months  af^er  Russia  signed  the  GWC — Professor  Georgi 
Drozd  successfully  completed  testing  the  binary  novichok-7  at  the  Shikhany  test  site.  Novichok-7 
is  approximately  ten  times  more  effective  than  soman  but  has  similar  volatility.  While  the 
program  was  in  ftill  operation,  so-called  "experimental"  quantities  of  these  new  agents  were 
produced  for  testing  purposes.  The  quantity  of  these  new  agents  that  was  produced — a  few  tens 
of  tons,  at  most — is  not  significant  in  the  military  sense.^'  Two  experimental  production 
facilities  were  built  at  Shikhany  and  Volgograd,  but  full-scale  production  facilities,  like  the  one 
built  at  Novocheboksarsk  for  Substance  33,  were  not  built  for  any  of  the  new  agents.  Moreover, 
there  is  very  little  chance  that  Russia  will  further  develop  or  produce  any  of  the  new  chemical 
agents.  Russia's  continuing  economic  crisis  means  that  the  government  can  simply  no  longer 
afford  to  fund  these  programs  at  their  previous  high  levels. 

Though  I  have  not  worked  at  GosMIOKhT  since  January  1992,  I  have  remained  in 
contact  with  several  colleagues  who  are  still  employed  within  the  chemical  weapons  complex. 
These  individuals  tell  me  that  the  signs  of  deterioration  within  this  program  are 
evident — approximately  fifty  percent  of  the  scientific  personnel  in  the  research  and  development 
institutes  like  GosNIIOKhT  have  been  laid  off  from  their  jobs.  As  many  as  ninety  percent  of 
those  involved  with  producing  chemical  agents  lost  their  jobs  when  production  stopped. 

Furthermore,  Yeltsin  fired  Kuntsevich  on  7  April  1994  from  his  position  as  the  chairman 
of  the  President's  Committee  on  Biological  and  Chemical  Weapons.  Little,  if  anything,  has 
improved  since  Kuntsevich's  departure.     Pavel  Pavlovitch  Syutkin,  previously  Kuntsevich's 


'*  In  1993,  one  of  Yeltsin's  closest  advisors  made  a  verbal  promise  to  me  to  this  effect 

"  Fred  Hiatt,  "Russian  Court  Rules  Against  Government,"  The  Washington  Post,  9  June  1994,  A22. 

*  While  a  very  small  amount  of  agent  can  have  a  devastating  effect  on  unprotected  civilians,  a  few  tens  of  tons  of 
chemical  agent  is  not  necessarily  significant  in  the  tactical  or  strategic  sense  for  a  military  attack,  especially  against 
a  well-equipped  and  trained  opponent.  For  example,  to  contaminate  a  parcel  of  land  72  square  kilometers  in  size,  2 1 .2 
metric  tons  of  the  nerve  agent  VX  would  have  to  be  dispersed  twice  a  day,  meaning  over  43  metric  tons  would  be 
required  daily  for  this  one  area.  Or,  to  achieve  SO  percent  contamination  of  I  square  kilometer  of  ground  using  mustard 
gas,  over  1 34  metric  tons  of  mustard  gas  would  need  to  be  dispersed  per  day.  See  Victor  A.  Utgoff,  The  Challenge 
of  Chemical  Weapons:  An  American  Perspective  (New  York:  St.  Martin's  Press,  1991),  238,  240. 
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deputy,  now  heads  the  committee.    Syutkin,  however,  is  no  more  competent  or  motivated  to 
oversee  the  dismantlement  of  the  chemical  weapons  complex  than  his  former  boss. 

The  Dangers  of  Chemical  Weapons 

Nuclear  weapons  were  used  only  on  two  Japanese  cities  at  the  end  of  World  War  II.  In 
comparison,  chemical  weapons  were  used  often  on  World  War  I  battlefields  and  as  recently  in  the 
1980s  Iran-Iraq  War,  when  helpless  citizens  were  sometimes  the  targets  of  chemical  attacks. 
Nuclear  weapons  demolish  everything  in  the  vicinity  of  the  explosion,  but  chemical  weapons, 
perhaps  even  more  insidiously,  kill  or  injure  the  living,  leaving  buildings  standing.  Still,  for  some 
reason,  chemical  weapons  are  thought  of  as  old-fashioned  and  are  not  perceived  as  being  as 
abhorrent  as  nuclear  weapons. 

Chemical  weapons  are  not  useful  strategically  and  are  of  marginal  use  tactically,  especially 
against  well-equipped  and  trained  troops.  However,  chemical  weapons  are  quite  effective  against 
an  unprotected  civilian  population.^'  What  would  the  reaction  have  been,  for  example,  had 
Saddam  Hussein  used  chemical  weapons  against  Israeli  citizens?"  More  recently,  Japanese 
citizens  have  been  the  victims  of  indiscriminate  poison  gas  attacks  in  the  subways  of  Tokyo  and 
Yokohama.^'  These  events  have  not  only  shaken  the  entire  country  of  Japan,  they  have  provided 
a  high-profile  example  of  the  utility  of  chemical  weapons  for  terrorist  purposes. 

Accordingly,  it  is  more  important  than  ever  that  we  proceed  with  the  safe  destruction  of 
existing  chemical  weapons  stockpiles.  Nowhere  is  the  need  to  attend  to  this  matter  more  evident 
than  in  Russia,  where  the  Duma's  Committee  on  Defense  has  classified  "the  condition  of  [Russia's 
chemical  weapons]  storage  facilities  and  of  most  chemical  warfare  products"  as  an  "emergency 
or  near-emergency."  According  to  this  committee,  "By  the  expectwl  time  of  the  actual  start  of 
the  process  of  chemical  weapons  destruction,  that  is  by  2003-2007,  all  facilities  and  all  types  of 
products  will  be  in  a  state  of  emergency."^* 

Security  and  accounting  procedures  within  Russia's  chemical  complex  can  be  described 
as  primitive,  at  best."   Though  there  are  fences  and  guards  at  these  facilities,  such  factors  are 


"  Even  a  few  molecules  of  poison  gas  may  be  enough  to  produce  unpredictable  genetic  changes  that  can  manifest 
themselves  through  several  generations.  Sec  Valentin  Tarasov  and  Ludmilla  Kalinina,  "Principles  of  Assessing 
Mutagenic  ana  Carcinogenic  Danger  of  Poison  Gas  and  of  Products  of  Their  Degradation  and  Biotransformation,"  Paper 
presented  at  the  NATO  International  Conference  on  Chemical  Weapons,   Kaliningrad.  February  1995. 

"  In  the  aftermath  of  the  Persian  Gulf  War.  inspectors  from  the  United  Nations  Special  Commission  found  that,  in 
addition  to  bombs  and  missiles  filled  with  mustard  gas  and  the  nerve  agents  tabun  and  sarin,  Iraq  had  loaded  14  Al- 
Hussein  missiles  with  binary  agent  warheads.  Another  336  bombs  were  filled  with  binary  agent  Chemical  Weapons 
Convention  Bulletin,  no.  13,  September  1991,  22. 

-'  The  Tokyo  attack  took  place  on  20  March  1995,  killing  12  and  injuring  5,500.  The  Yokohama  attack  on  19  April 
1995  sent  over  250  to  the  hospital. 

"  See  the  1 1  October  1994  Resolution  of  the  Comminee  on  Defense,  op  eit,  4. 

Russian  officials  cannot  precisely  account  for  how  much  chemical  agent  was  made  or  how  many  weapons  have  been 
transferred  from  one  location  to  another.  In  a  closed  meeting  of  the  Duma  Defense  Committee  on  1 1  October  1994, 
A.S.  Obukhov,  the  General  Director  of  Scientific  Production  Association  "Basalt"  admitted  that  with  apt>roximatelv  four 
million  Russian  chemical  munitions  having  been  produced,  it  was  virtually  impossible  to  keep  track  of  this  arsenal  in 
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no  hindrance  to  desperate  individuals  who  will  do  anything  to  make  money.  Given  the  instability 
and  corruption  that  permeate  contemporary  Russia,  one  caimot  rule  out  the  possibility  that  some 
will  seek  to  profit  by  smuggling  out  chemical  weapons  for  sale  on  the  black  market,  as  others 
have  tried  to  do  with  nuclear  materials. 

In  short,  I  fear  that  the  danger  of  chemical  weapons  proliferation  or  theft  far  exceeds  the 
danger  of  foul  play  with  the  nuclear  arsenal  of  the  former  Soviet  Union.  I  strongly  recommend 
that  security  at  these  storage  sites  be  improved  and  the  appropriate  steps  taken  to  prevent  these 
weapons  from  falling  into  the  wrong  hands. 

Russia's  stockpile  is  also  a  ticking  ecological  time  bomb.  Soviet  officials  amply 
demonstrated  their  disregard  for  public  safety  by  callously  operating  chemical  weapons  production 
facilities  with  little  protection  for  the  health  of  the  facilities'  workers,  neighbors,  and  the 
surrounding  environment.  After  some  time  at  GosNIlOKhT,  I  realized  that  basic  safety  standards 
were  routinely  being  violated,  that  workers  were  frequently  being  contaminated  with  chemical 
agents  while  on  the  job."  Top-ranking  officials  within  the  military-chemical  complex  were 
aware  of  these  circumstances,  but  did  not  take  measures  to  upgrade  safety.  It  should  be  of  little 
surprise,  therefore,  that  citizens  greeted  their  government's  plans  to  destroy  the  chemical  weapons 
stockpile  with  skepticism  and  fear." 

Their  apprehensions  appear  to  have  been  well-founded.  The  top  officials  in  the  chemical 
weapons  complex  tried  to  destroy  surreptitiously  the  new  binary  agents  that  had  been  produced. 
From  1993  to  1994,  they  destroyed  this  material  by  detonating  the  binaries  in  the  open  air  at  the 
Shikhany  test  site,  near  the  city  of  Saratov.  Since  they  used  no  safety  precautions 
whatsoever — simply  exploding  the  binary  shells  and  allowing  the  wind  to  carry  away  their 
poisonous  contents — this  barbaric  destruction  program  hardly  went  unnoticed.  The  health  of  local 
citizens  was  tremendously  harmed,  and,  justifiably,  they  are  angry."  The  Presidential  Committee 
must  bear  a  great  deal  of  the  responsibility  for  allowing  this  unsafe  destruction  effort  to  proceed. 
Had  the  CWC  been  in  force,  I  would  note,  this  material  would  have  been  safely  destroyed  under 
international  supervision. 

Given  these  circumstances,  the  most  extensive  safety  precautions  possible  must  be  used 
to  destroy  Russia's  chemical  weapons  stockpile.  If  not  disposed  of  properly,  air  currents  can 
transport  particles  and  fine  dust  containing  chemical  agents  over  long  distances,  literally  hundreds 


a  precise  manner.  It  was  not  unusual  to  hear  about  guards  that  did  not  keep  accurate  records  of  weapons  transfers,  who 
"guestimated"  how  many  munitions  were  in  a  shipment  rather  than  actually  counting  them.  Such  an  environment  is 
conducive  to  foul  play. 

^  For  example,  my  analysis  of  the  smokestack  gases  emerging  fi-om  the  Volgograd  chemical  weapons  production 
facility  revealed  that  these  emissions  regularly  exceeded  the  permissible  amount  of  nerve  agent  air  emissions  by  80  to 
150  times,  while  the  plant's  water  effluents  were  almost  1,000  times  over  the  allowed  concentration  level. 

"  For  example,  in  1989,  Soviet  officials  hailed  their  chemical  weapons  destruction  facility  at  Chapayevsk  as  a  state-of- 
the-art  prototype,  but  citizen  protests  about  the  safety  at  the  plant  blocked  operation  of  the  facility.  Karen  Elliott  House, 
"Toxic  Dump,"  Wall  Street  Journal,  25  February  1993,  A6. 

"  Vladimir  Petrenko,  "Response  to  General  Danilkin's  statements  of  21  July  1994,"  Russian  Green  Cross,  IVogram  on 
The  Environmental  Legacy  of  the  Cold  War,  Project  Chemtrust-2.  1995. 
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of  miles,  exposing  humans,  animals,  and  the  environment  to  possible  contamination.^'  Russia's 
current  blueprint  calls  for  the  chemical  wea(>ons  to  be  destroyed  by  a  two-step  process,  beginning 
with  neutralization.  Bilateral  tests  of  Russia's  proposed  neutralization  technology  are  now 
underway  with  U.S.  government  experts.  While  Russian  authorities  must  gain  the  approval  of 
U.S.  and  international  experts,  it  is  vitally  important  that  they  also  begin  to  build  a  bridge  of 
mutual  understanding  with  the  communities  where  these  weapons  are  located.  The  Russian 
government  should  supply  these  communities  with  the  information  necessary  for  a  full  appraisal 
of  their  plan  and  the  technologies  to  be  used.'"  Without  the  involvement  and  consent  of  the 
public,  the  Russian  destruction  program  will  meet  with  citizens'  resistance  at  every  juncture. 

CWC  Ratification  Needed 

To  the  best  of  my  knowledge,  the  development,  testing,  and  production  of  chemical 
weapons  has  stopped  in  Russia,  partly  because  of  the  aforementioned  economic  circumstances  and 
partly  as  a  result  of  the  attention  I  drew  to  the  situation.  However,  one  unintended  side-effect  of 
my  revelations  about  the  binary  program  is  that  they  have  provoked  doubt  in  some  quarters  about 
the  wisdom  of  proceeding  with  ratification  of  the  CWC.  Having  seen  this  system  from  the  inside, 
I  am  thoroughly  convinced  that  a  ban  on  chemical  weapons  must  be  established  and  that  the  CWC 
is  the  vehicle  to  accomplish  that  goal. 

What  1  did  not  understand  when  I  first  spoke  out  on  these  issues  is  that  the  CWC's 
negotiators  built  flexibility  into  the  CWC  to  permit  it  to  adapt  to  new  scientific  and  technical 
developments.  This  adaptability  was  prudent  because  science  does  not  stand  still.  The  treaty 
contains  provisions  to  permit  additions  to  the  list  of  banned  and  controlled  chemicals  and  to 
improve  inspection  techniques  and  technologies  to  keep  pace  with  such  developments.^'  When 
Russia  ratifies  the  CWC,  the  international  community  will  have  the  right  to  inspect — extensively, 
frequently,  and  on  a  challenge  basis,  if  needed — the  facilities  involved  in  the  binary  program.  In 
the  end,  I  am  confident  that  the  international  authorities  can  get  to  the  bottom  of  this  matter 
through  this  process  and  that  the  appropriate  additions  will  be  made  to  the  list  of  chemicals. 
Contrary  to  my  initial  assessment,  I  now  understand  that  the  CWC  provides  the  jneans  to  bring 
the  Russian  chemical  weapons  complex  under  international  monitoring.  If  the  CWC's  procedures 
are  not  instituted,  the  Russian  chemical  weapons  complex  will  remain  accountable  only  to  the 
same  clique  of  leaders,  who  have  thus  far  not  proven  their  trustworthiness. 


■  For  more  on  how  chemical  contaminants  can  be  transported  through  the  air,  see  Maijatta  Rautio,  et  al..  Air 
Moniiohng  As  A  Means  for  Verification  of  Chemical  Disarmament:  C.2.  Development  and  Evaluation  of  Basic 
Techniques  (Helsinki:  Ministry  of  Foreign  Affairs,  1985)  and  Air  Moniiohng  As  A  Means  for  Verification  of  Chemical 
Disarmament:  C.4.  Further  Development  and  Testing  of  Methods  (Helsinki:  Ministry  of  Foreign  Affairs,  1987). 

Independent  scientists  should  play  a  constructive  role  in  this  review,  and  citizens  would  be  better  equipped  to  make 
decisions  if  the  media  helped  disseminate  information  to  the  public  about  the  technologies  under  consideration.  Several 
Russian  and  American  colleagues  support  this  type  of  collaborative,  problem-solving  approach  between  the  Russian 
government  and  the  local  communities. 

I  note  with  approval  the  plans  to  involve  outside  scientific  experts  in  such  evaluations.  Article  VIII  of  the  CWC, 
paragraphs  21  (h)  and  45,  requires  the  Director-General  of  the  Technical  Secretariat  to  set  up  a  Scientific  Advisory 
Board  with  experts  in  scientific  fields  pertinent  to  the  CWC's  implementation. 
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Russia  itself  must  take  steps  beyond  ratifying  and  implementing  the  CWC  to  address  the 
situation  brought  about  by  the  existence  of  these  new  agents.  In  September  1992,  Yeltsin  signed 
Resolution  508-RP,  which  prohibits  the  export  of  chemical  agents  and  their  precursors.  Those  in 
charge  of  the  chemical  weapons  complex  purposefully  drafted  this  resolution  so  that  it  did  not  list 
the  chemicals  involved  in  the  binary  program — namely  Substance  33,  the  novichok  agents,  and 
the  precursors  for  these  agents.  This  situation  must  be  rectified  by  adding  the  chemicals 
concerned  to  those  prohibited  from  export  to  ensure  that  Russia's  domestic  nonproliferation 
provisions  are  as  strong  as  possible. 

Next,  because  I  believe  chemical  weapons  development,  testing,  and  production  have  come 
to  a  halt,  many  qualified  chemists  and  other  specialists  can  no  longer  support  themselves  and  their 
families.  Those  in  the  West  who  are  concerned  about  the  proliferation  of  chemical  weapons 
should  be  more  aware  of  the  latent  dangers  created  by  this  situation.  These  scientists  may  be 
persuaded  by  irresponsible  regimes  to  use  their  skills  to  help  with  the  clandestine  development  and 
production  of  chemical  weapons."  To  forestall  a  "brain  drain"  from  the  now  mostly  defunct 
Russian  chemical  weapons  complex,  it  would  be  advisable  to  provide  some  assistance  to  these 
displaced  chemical  weapons  experts.  Such  assistance  might  consist  of  grants  to  pursue  scientific 
research  unrelated  to  chemical  weapons  or  training  for  new  jobs  in  the  civilian  sector.  Under  the 
Nunn-Lugar  program,  similar  assistance  has  been  made  available  to  nuclear  weapons  experts. 

By  now  it  is  fairly  common  knowledge  that  Russia  does  not  have  the  technical  or  financial 
means  to  destroy  its  chemical  weapons  stockpile  on  its  own.  Because  of  traditional  security  ties, 
Russia  will  continue  to  look  to  the  United  States  for  assistance  with  this  difficult  task,  but  other 
European  countries  are  discussing  what  contributions  they  might  make  in  this  regard.  For 
example,  Germany  has  already  begun  a  cooperative  technical  assistance  program.  Such  assistance 
will  undoubtedly  be  crucial  to  the  safety  and  success  of  Russia's  chemical  weapons  destruction 
program. 

Conclusion 

Leaders  around  the  globe,  but  particularly  in  the  United  States  and  Russia,  must  muster 
the  political  will  to  address  the  problems  associated  with  chemical  weapons — how  to  destroy  them 
safely,  how  to  stem  their  proliferation,  how  to  establish  an  international  norm  against  their 
possession,  and  how  to  create  an  environment  of  cooperative  security  to  take  the  place  of  states' 
reliance  upon  chemical  weapons.  The  key  to  confronting  all  of  these  problems  lies  in  the  CWC; 
there  is  no  time  to  waste  in  ratifying  and  implementing  this  important  treaty  Without  the  CWC, 
there  will  be  no  control  of  security,  storage,  or  continued  development  of  chemical  weapons. 


'-  For  example,  whether  purposefully  or  not,  the  Russian  government  may  have  facilitated  the  establishment  of  a  conduit 
for  the  transfer  of  chemical  weapons  related  knowledge  and/or  materials  by  signing  an  October  1992  agreement  with 
Syria  to  create  the  Syrian  Center  of  Ecological  Protection.  The  Syrian  center  mainly  works  on  the  synthesis  of  polymer 
sorbents  for  the  purification  of  water,  air,  and  the  environment  Russia  has  shipped  the  center  at  least  seven  laboratory 
cabinets,  vacuum  pumps,  and  other  laboratory  equipment,  all  of  which  could  be  used  for  purposes  other  than 
environmental  work.  This  information  came  from  my  long-time  GosNIIOKhT  colleague.  Professor  Georgi  Drozd,  who 
worked  for  the  individual  in  charge  of  the  agreement's  negotiation  and  implementation.  General  Kuntsevich,  and  is 
intimately  familiar  with  the  situation.  On  4  April  1994.  the  FCS  told  Onad  and  ten  others  summoned  as  witnesses  that 
criminal  charges  were  to  be  filed  against  Kuntsevich  for  suspicion  of  attempting  to  illegally  export  precursors  for  the 
synthesis  of  chemical  warfare  agents.   The  investigation  of  this  matter  continues. 
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The  terrorist  use  of  chemical  agents  in  Japan  this  past  spring  should  serve  as  ample 
warning  that  the  global  community  can  no  longer  ignore  the  problems  that  chemical  weapons 
present.   The  consequences  of  doing  so  may  be  unpredictable  and  tragic. 
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Deputy  Assistant  to  the  Secretary  of  Defense  for  Cooperative  Threat  Reduction 


The  Cooperative  Threat  Reduction  (CTR)  Program  is  an  effort  to  enhance  the  national 
security  of  the  United  States  through  cooperative  engagements  with  Russia,  Belarus,  Kazakhstan, 
and  Ukraine  aimed  at  diminishing  the  threat  posed  by  weapons  of  mass  destruction  along  with 
their  associated  delivery  systems.  The  Nunn^Lugar  initiative  establishing  the  CTR  Program  was 
a  direct  response  to  the  political  and  economic  uncertainties  associated  with  the  disintegration  of 
the  former  Soviet  Union  that  called  into  question  the  ability  of  the  newly  independent  states  to 
provide  for  the  safe  and  secure  transportation,  storage,  and  eventual  reduction  or  complete 
elimination  of  these  weapons.  With  respect  to  chemical  weapons,  the  objective  of  the  CTR 
Program  is  to  "jump-start"  the  Russian  chemical  weapons  destruction  program,  specifically  in  the 
area  of  nerve  agent  destruction  and  thus  to  contribute  to  Russia's  ability  to  meet  the  destruction 
milestones  of  the  Chemical  Weapons  Convention.  In  addition,  the  accelerated  destruction  of  the 
chemical  weapons  stockpile  reduces  the  likelihood  of  the  proliferation  of  these  weapons. 

This  essay  begins  with  a  description  of  Russia's  chemical  weapons  stockpile  and  a  brief 
history  and  status  report  on  Russia's  chemical  weapons  destruction  program.  Next,  the  origins 
and  organization  of  the  CTR  program  are  described  before  the  discussion  moves  on  to  the 
activities,  accomplishments,  and  plans  for  the  programming  related  to  Russia's  chemical  weapons 
destruction  effort. 

An  Overview  of  the  Russian  Chemical  Weapons  Stockpile 

After  the  Soviet  Union  splintered,  the  Russian  Federation  assumed  responsibility  for  the 
former  Soviet  chemical  weapons  stockpile  and  treaty  commitments  related  to  it.  The  Russian 
stockpile  is  the  largest  declared  stockpile  in  the  world,  consisting  of  40,000  metric  agent  tons. 
Organo-phosphorous  based  nerve  agents  make  up  the  majority  of  the  stockpile  (8 1  %)  with  the 
balance  comprised  of  blister  agents  (19%).  The  Russian  stockpile  contains  three  types  of  nerve 
agents:  sarin,  soman,  and  VX.  In  addition,  the  Russian  stockpile  contains  thickened  or  viscous 
versions  of  the  soman  and  VX  agents.  Thickened  agents,  comprising  approximately  1 6%  of  the 
chemical  weapons  stockpile,  are  only  used  in  air-delivered  munitions.  The  arsenic-based  agent 
lewisite  constitutes  the  majority  of  the  declared  Russian  blister  agent  stockpile  with  only  very 
small  portions  of  the  stockpile  consisting  of  mustard  and  a  mustard/lewisite  mixture. 

Chemical  agents  in  the  Russian  stockpile  are  contained  in  projectiles,  rocket  warheads, 
bombs,  spray  devices,  SCUD  missile  warheads,  and  bulk  storage  containers.  The  majority  of  the 
blister  agents  are  stored  in  large  (50  cubic  meter)  bulk  storage  containers.  All  the  nerve  agent  is 
weaponized,  contained  in  either  artillery  munitions  (projectiles  or  rocket  warheads)  or  air-delivered 
munitions  (bombs,  spray  devices,  or  missile  warheads).  There  are  a  greater  number  of  ground- 
based  weapons  as  opposed  to  air-delivered  munitions,  but  the  air-delivered  weapons  represent  the 
majority  of  the  stockpile  on  an  agent-tonnage  basis.  The  stockpile  is  stored  at  the  seven  locations 
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shown  in  Figure  1 .  Excqjt  for  Shchuche,'  all  of  the  storage  locations  arc  west  of  the  Ural 
mountains.  Only  one  type  of  chemical  weapon  is  principally  stored  at  each  installation: 
Kambarka  and  Gomy  store  bulk  blister  agents;  Kizner  and  Shchuche  are  primarily  nerve-agent- 
fillcd  artillery  munitions  storage  installations;  and  Pochep,  Leonidovka  and  Maradykovsky  store 
nerve  agent-filled  air-delivered  munitions. 
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Figure  1:  Russian  Chemicai  Weapons  Storage  Locations 


/  Pechap:  Br'ansk  Region 
Nerve  Agent 
Alr-Dellvered  Munitions 


Leonldovfca:  Penza  Region 
Nefve  Agent 
Atr-Delivered  Munitions 

Qomy:  Saratov  Region 

Mustard.  Lewsrte,  and 

Mbdure 

Bulk  Containecs 

Maradykovsky:  Kirov  Region 
Nerve  Agent 
Alr-Dellvered  Munitions 

:  Kizner:  Udmun  Reputilic 
LevmsitB 
Profectiles  &  RocKet  Wartieads 

Kambarka:  Udmurt  ReputJtic 

uswtsite 

Bu\k  Storage  Containefs 

Shchuche:  Kurgan  Region 

Nerve  Agent 

Projectiles  &  Rocitet  Warheads 


Unlike  the  U.S.  chemical  weapons  stockpile,  none  of  the  Russian  chemical  weapons 
reportedly  contain  explosive  components  such  as  bursters,  fiizes,  or  rocket  motors.  These 
components  are  stored  separately  from  the  agent-filled  munitions.  Another  key  difference  between 
the  Russian  and  U.S.  chemical  weapons  is  that  the  U.S.  weapons  were  "pressed-fit"  during 
assembly,  while  the  Russian  weapons  were  welded.  Therefore,  the  U.S.  approach  of  reverse 
assembly^  is  not  applicable  for  Russian  chemical  agent-filled  projectiles.  Finally,  the  presence 
of  thickened  or  viscous  agents  in  the  Russian  stockpile  could  make  draining  these  munitions  more 
difficult  than  if  the  munition  had  been  filled  with  unthickened  versions  of  the  same  agent. 


'  Shchuche  IS  also  commonly  spelled  Shchuch'ye. 

'  "Reverse  Assembly"  is  the  method  used  to  drain  chemical  agent-filled  projectiles  at  the  U.S.  chemical  weapons 
destruction  facilities.   The  process  involves  unscrewing  the  nose  closure/lifting  lug,  extracting  the  pressed-fit  burster 
well  using  an  expandable  collet  and  then  inserting  a  drain  probe  to  remove  the  agent  under  vacuum.   Since  the 
burster  well  of  the  Russian  nerve  agent-filled  projectiles  are  welded  to  the  munition  casing  it  cannot  be  readily 
extracted.   Therefore,  an  alternative  must  be  used  to  access  the  chemical  agent  contained  in  the  munition. 
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Status  of  Russian  Chemical  Weapons  Destruction  Efl^orts 

Although  Russia  docs  not  currently  operate  an  industrial-scale  chemical  weapons 
destruction  program,  the  Ministry  of  Defense  (MOD)  has  previously  used  a  mobile  destruction 
process  called  KUASI  to  destroy  4,000  leaking  munitions  containing  approximately  200  metric 
tons  of  nerve  agents.  The  KUASI  system  employed  a  nvo-step  destruction  process  that  involved 
neutralizing  the  chemical  agent  with  an  organic  reagent^  and  then  incinerating  the  resulting  agent 
mass.  The  KUASI  system  was  demonstrated  to  the  members  of  the  United  Nations  Conference 
on  Disarmament  in  1987. 

Planning  for  destruction  of  the  main  chemical  weapons  stockpile  began  in  the  1 986- 1 989 
time-frame  when  the  demonstration  facility  near  the  town  of  Chapayevsk  in  the  Kuybyshev 
Region  was  designed  and  constructed.  The  destruction  process  used  in  this  facility  was  based  on 
the  rwo-step  technology  first  employed  in  the  KUASI  mobile  destruction  system,  but  modified  to 
meet  the  through-put  requirements  of  an  industrial-scale  facility.  Because  of  reported  opposition 
from  local  officials  arising  from  concerns  about  inadequate  safety  and  environmental  protection 
measures,  the  Chapayevsk  facility  was  never  commissioned  and  has  never  processed  any  chemical- 
agent-filled  munitions. 

In  February  1992,  President  Boris  Yeltsin  established  the  Committee  on  Conventional 
Problems  of  Chemical  and  Biological  Weapons  of  the  Russian  Federation.*  Commonly  referred 
to  as  the  President's  Comminee,  it  is  responsible  for  organizing  Russia's  chemical  weapons 
disarmament  efforts.  In  October  1992  this  Committee  submitted  a  Program  to  the  Sute  Duma' 
for  the  phased  destruction  of  Russia's  chemical  weapons.  The  document  described  an  approach 
for  destroying  the  blister  agent  stored  at  Kambarka  and  Gomy  in  Phase  I,  and  for  the  nerve  agent- 
filled  artillery  munitions  stored  a5  Kizner  and  Shchuche  in  Phase  II.  Destruction  of  the  air- 
delivered  munitions  stored  at  Pochep,  Leonidovka,  and  Maradykovsky  was  not  discussed.  This 
plan  proposed  on-site  destruction  of  the  blister  agent  stored  at  Kambarka  and  Gomy,  and 
relocation  of  the  nerve  agent-filled  artillery  munitions  stored  at  Kizner  and  Shchuche  to 
Novocheboksarsk,  in  the  Chuvash  Republic.  There,  they  would  be  destroyed  in  a  converted 
former  VX  production  facility. 

The  State  Duma  returned  the  program  plan  to  the  President's  Committee  in  March  1993, 
requesting  that  a  more  comprehensive  plan  be  prepared  and  resubmitted  that  would  encompass  the 
entire  chemical  weapons  stockpile.  One  of  the  main  concerns  about  the  original  plan  was  the 
collocation  of  the  chemical  weapons  stored  at  Kizner  and  Shchuche  to  Novocheboksarsk.  This 
objection  was  raised  by  the  Representatives  fh>m  the  republics  that  the  collocated  munitions  would 
travel  through  enroute  to  Novocheboksarsk.  After  March  1993,  many  of  these  republics  passed 
laws  prohibiting  the  transporution  of  chemical  weapons  through  their  territory.    These  laws 


The  reagent  used  for  mustard,  sarin,  and  soman  was  monoethanolamine  (MEA).   A  mixture  of  ethylene  glycol  and 
phosphoric  acid  was  used  for  VX. 

'  Presidential  [>ecree  #160,  19  February  1992,  Esttbiishment  of  the  Committee  for  Conventional  Problems  of 
Chemical  and  Biological  Weapons  Under  the  President  of  the  Russian  Federation. 

'  Hie  Stale  Duma  is  roughly  equivalent  to  the  House  of  Representatives  in  the  United  States  Congress. 
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apparently  convinced  Moscow  that  chemical  weapons  destniction-or  at  least  detoxification  of  the 
agent-would  need  to  be  accomplished  where  the  agentAnunitions  are  stored. 

In  March  1995,  a  Presidential  Decree  mandated  that  all  chemical  weapons  in  Russia  be 
destroyed  in  facilities  specifically  built  for  this  purpose  and  located  in  the  regions  where  the 
weapons  are  currently  stored.*  This  statement  cleariy  acknowledged  the  anxiety  caused  by  the 

October  1992  plan. 
Moscow's  intention 
was  to  alleviaie  the 
concerns  of  the 
other  regions 
through  which 
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would  be 
transported  or 
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addition,  the  decree 
stated  that  chemical 
weapons  destniction 
would  be  funded 
through  a  separate 
line  item  in  the 
federal  budget,  thus 
helping  to  ensure 
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chemical  weapons 
Finally,  the  Decree 
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Figure  2:  Key  Russian  Government  Organizations  Associated 
with  Chemical  Weapons  Destruction 

destniction  were  used  for  this  purpose  and  not  diverted  to  other  programs 
delineated  the  roles  and  responsibilities  of  12  executive  branch  ministries  and  committees  in  the 
area  of  chemical  weapons  disarmament  (e.g.,  destruction  and  treaty  compliance)  and  established 
an  Intcrdcpanmental  Commission  on  Chemical  DisannamenL  This  new  commission,  to  be  headed 
by  National  Security  Advisor  Yuri  M.  Batuiin.  would  be  responsible  for  coordinating  the 
executive  branch's  efforts  in  such  areas  as  administering  the  funding  appropriated  for  chemical 
weapons  disarmamenL  Within  the  executive  branch  of  the  Russian  Government,  the  MOD  was 
designated  the  "Government  Customer"  responsible  for  the  development  and  operation  of  the 
destruction  facilities,  along  with  maintaining  the  safe  storage  of  the  weapons  until  thdr 
dcsinjction.  In  other  words,  the  Russian  MOD  and  U.S.  Depanment  of  Defense  (DOD)  now  have 
analogous  responsibilities  for  the  destruction  of  their  respective  chemical  weapons  stockpiles. 

Treaty  Obligations 

In  January  1993.  botii  the  United  States  and  tiic  Russian  Federation,  along  witii  128  otiier 
natioas,  signed  the  Convention  on  the  Prohibition  of  the  Development,  Production,  Stockpiling 


*  PresklemUl  Decree  #314.  24  Mncfa  1993.  Prepsinc  the  Ruuin  Fedemion  for  FulTillini  lis  Inienuuioiul 
Obb|itions  in  ihe  Held  of  ChaniciJ  DisamumenL 


20-875    96-14 
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and  Use  of  Chemical  Weapons  and  on  Their  Destruction,  commonly  referred  to  as  the  CWC.  The 
CWC  prohibits  the  development,  production,  stockpiling,  transfer  and  use  of  chemical  weapons 
as  well  the  provision  of  assistance  to  any  states  attempting  to  pursue  these  activities.  Additionally, 
the  signatories  agree  to  destroy  existing  chemical  weapons  stockpiles  within  the  specified 
timeframe  shown  in  Table  3.  i. 


Table  3: 

Key  Chemical  Weapons  Convention  Destruction  Milestones 

Phase 

Entry  Into 

Force  (F.IK) 

Milert(me 

(Years) 

Destruction  Requirement 

1 

2 
3 
4 

EIF  +  2 
EIF  +  3 

EIF  +  5 
EIF  +  7 
EIF  +  10 

♦  Complete  testing  of  its  first  destruction  facility 

♦  Not  less  than  1%  of  declared  stockpile 
(on  agent  tonnage  basis) 

♦  Not  less  than  20%  of  declared  stockpile 

♦  Not  Less  than  45%  of  declared  stockpile 

♦  100%  of  declared  stockpile 

In  helping  Russia  destroy  its  chemical  weapons  stockpile,  the  CTR  program  supports  the 
principal  objective  of  the  CWC  Hat  a  coimtry's  entire  stockpile  be  destroyed  within  10  years  after 
the  CWC  enters  into  force,  which  will  occur  1 80  days  after  the  65th  signatory  coimtry  submits 
its  document  of  ratification  to  the  United  Nations.  Although  the  destruction  objectives  are  clearly 
staled,  the  CWC  also  specifies  that  chemical  weapons  destruction  operations  need  to  be  carried 
out  using  environmentally  safe  methods.  The  CWC  also  provides  for  extensions,  up  to  a 
maximum  of  five  years,  subject  to  a  decision  by  the  Conference  of  State  Parties.  A  treaty  party 
may  request  an  extension  if  it  believes  it  will  be  unable  to  meet  the  ten-year  deadhne. 

The  Cooperative  Threat  Reduction  Program 

The  political  and  economic  conditions  that  accompanied  the  disintegration  of  the  Soviet 
Union  at  the  end  of  1991  called  into  question  the  ability  of  the  newly  independent  states  (NIS) 
of  the  former  Soviet  Union  to  maintain  effective  control  over  their  arsenals  of  weapons  of  mass 
destruction  (WMD).  Political,  social,  and  economic  upheaval  heightened  the  prospects  that  the 
former  Soviet  republics  would  not  be  able  to  provide  for  safe  and  secure  storage  or  disposition 
of  these  weapons.  Although  significant  positive  changes  were  occurring  in  the  NIS  and  many  of 
the  threats  that  confronted  the  United  States  throughout  the  Cold  War  were  disappearing,  these 
weapons  and  materials  continued  to  pose  a  risk  to  U.S.  national  security  interests. 

Congress  responded  to  these  conditions  and  associated  threats  by  initiating  the  CTR 
program  in  November  1991.  Often  referred  to  as  the  Nunn-Lugar  program  after  the  senators  who 
spearheaded  the  effort,  this  bipartisan  congressional  initiative  authorized  DOD  to  assist  eligible 
states  of  the  former  Soviet  Union  in  weapons  dismantlement  and  destruction.  The  CTR  program 
is  not  traditional  foreign  aid;  rather,  it  is  defense  by  other  means.  The  CTR  program  is  a  unique 


411 


40  Chemical  Weapons  Disarmament  in  Russia:  Problems  and  Prospects 

approach  to  mitigating  the  dangers  associated  with  the  WMD  in  the  NIS  and  for  helping  to  reduce 
the  possibility  that  these  dangers  will  rise  again  in  the  future.  The  United  States'  objectives  in 
the  CTR  program  as  established  by  Congress  are  to  cooperate  with  the  NIS  to: 

♦  destroy  weapons  of  mass  destruction; 

♦  transport,  store,  disable,  and  safeguard  weapons  in  connection  with  their 
destruction; 

♦  establish  verifiable  safeguards  against  the  proliferation  of  such  weapons; 

♦  prevent  diversion  of  wesqxwis-related  expertise; 

♦  facilitate  demilitarization  of  defense  industries  and  conversion  of  military 
c^)abilities  and  technologies;  and, 

♦  expand  defense  and  military  contacts  between  the  United  States  and  the 
NIS. 

CTR  Program  implementation  is  managed  and  directed  by  the  CTR  Program  Office  within 
the  Office  of  Dr.  Harold  P.  Smith,  Assistant  to  the  Secretary  of  Defense  (Atomic  Energy). 
Established  in  May  1994  by  direction  of  the  Secretary  of  Defense,  my  program  office 
coordinates  the  development  of  long-range  plans  with  policy  direction  from  the  Assistant 
Secretary  of  Defense  (International  Security  Policy)  and  executes  those  plans  through  the 
Defense  Nuclear  Agency  (DNA).  To  a  lesser  degree,  the  On-Site  Inspection  Agency 
(OSIA),  the  U.S.  Army  Program  Manager  for  Chemical  Demilitarization,'  and  the  U.S. 
Army  Corps  of  Engineers  are  also  involved.  The  CTR  Program  Office  establishes  a 
single  focal  point  within  DOD  for  all  program  implementation  matters  and  provides  the 
structure  and  oversight  necessary  for  effective  and  efficient  program  management.  DNA 
is  responsible  for  actual  project  execution,  and,  along  with  OSIA  and  the  Army,  provides 
the  professional  staff  to  turn  policy  and  legislative  direction  into  tangible,  on-the-ground 
assistance.  This  work  includes  supporting  the  audits  and  examinations  process  to  ensure 
that  CTR  assistance  is  being  used  for  the  purposes  intended,  in  accordance  with  legislative 
mandates. 

Through  the  CTR  program,  DOD  provides  equipment,  services,  and  technical 
advice  to  Russia,  Belarus,  Kazakhstan,  and  Ukraine  to  assist  them  in  the  safe  and  secure 
transportation,  storage,  and  eventual  elimination  (or  in  the  case  of  Russia,  the  reduction) 
of  the  remaining  Soviet-era  weapons;  to  prevent  proliferation;  to  dismantle  the  associated 
infrastructure;  and  to  help  transform  portions  of  the  infrastructure  into  peaceful  civilian 
assets.  In  each  of  fiscal  years  1992  and  1993,  Congress  authorized  DOD  to  transfer  $400 
million  from  existing  DOD  accounts  to  support  the  Nunn-Lugar  program.  Subsequent 


'  After  a  recent  reorganization,  the  U.S.  Army  Chemical  Materiel  Destruction  Agency  (USACMDA)  is  now  known 
as  PMCD. 
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legislation  in  fiscal  years  1994  and  1995  provided  for  direct  appropriations  of  $400 
million  each  year.* 

CTR  Chemical  Weapons  Destruction  Support  Program 

Although  CTR's  emphasis  has  been  on  nuclear  weapons  and  fissile  materials,  the 
dangers  inherent  in  the  Russian  chemical  weapons  stockpile  and  the  challenges  in 
destroying  it  have  made  CTR  efforts  to  assist  Russia's  chemical  weapons  destruction 
efforts  a  key  element  in  America's  multi-year  strategy  to  help  dismantle  former  Soviet 
weapons  of  mass  destruction.  The  CTR  Chemical  Weapons  Destruction  Support  program 
was  established  on  30  July  1992,  when  DOD  signed  an  agreement  with  the  President's 
Committee  concerning  the  safe,  secure,  and  ecologically  soimd  destruction  of  chemical 
weapons.'  This  agreement  stipulated  a  funding  limit  of  $25  million  to  accomplish  five 
tasks:  develop  a  concept  plan  for  the  Russian  chemical  weapons  destruction  program; 
conduct  a  familiarization  (intern  training)  program;  host  visits  to  U.S.  chemical  weapons 
destruction  facilities;  provide  chemical  weapons  detectors,  systems  for  analysis,  and 
alarms;  and  provide  tutorials  and  demonstration  of  protective  equipment.  The  agreement 
also  contained  a  provision  for  additional  support  to  the  Russian  chemical  weapons 
destruction  program  at  the  discretion  of  DOD.  Such  support  could  include  the  creation 
of  a  national  laboratory,  joint  evaluations  related  to  chemical  weapons  destruction,  and 
other  mutually-agreed  support.  In  March  1994,  an  amendment  to  the  July  1992 
agreement  was  signed  by  DOD  and  the  President's  Committee  that  increased  the  funding 
limit  from  $25  to  $55  million. 

The  objective  of  the  CTR  Chemical  Weapons  Destruction  Support  Program  is  not 
to  achieve  the  complete  destruction  of  the  Russian  chemical  weapons  stockpile — that  goal 
is  beyond  the  scope  of  the  CTR  program  both  in  terms  of  cost  and  time.  Rather,  the  CTR 
program  is  focused  on  jump-starting  the  Russian  chemical  weapons  destruction  program, 
specifically  in  the  area  of  nerve  agent  destruction,  and  thus  contributing  to  Russia's  ability 
to  meet  the  destruction  milestones  of  the  CWC.  The  program  is  focused  on  the 
destruction  of  Russia's  nerve  agent  stockpile  because  these  weapons  represent  the  greatest 
threat  to  U.S.  security  interests.  The  nerve  agent  is  weaponized,  not  in  bulk  storage 
containers,  and  these  mimitions  comprise  over  80%  of  the  entire  Russian  chemical 
weapons  stockpile.  Through  CTR  assistance,  it  is  hoped  that  the  two-step  technology 
selected  by  Russia  will  be  proved  out,  the  necessary  pilot  and/or  demonstration  activities 
will  be  completed,  and  a  full  scale  destruction  facility  will  be  started  and  ideally  begin 


In  January  1995,  the  CTR  Program  Office  published  a  multi-year  CTR  Program  Plan  in  response  to  congressional 
direction  in  the  fiscal  year  1995  National  Defense  Authorization  Act.  The  plan  describes  CTR  activities  and  funding 
requirements  beginning  with  fiscal  year  1996  and  concluding  at  the  end  of  fiscal  year  2001. 

'  Agreement  Between  the  Department  of  Defense  of  the  United  States  of  America  and  the  President's  Committee 
on  Conventional  Problems  of  Chemical  and  Biological  Weapons  of  the  Russian  Federation  Concerning  the  Safe, 
Secure  and  Ecologically  Sound  Destruction  of  Chemical  Weapons,  signed  30  July  1992. 
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through-put  operations.  With  this  kind  of  jump  stan  and  the  resulting  lessons  learned, 
Russia  will  be  much  better  prepared  to  carry  out  destruction  operations  at  the  other 
storage  facilides  and  continue  down  the  path  of  CWC  implementadon. 

To  meet  die  objective  of  the  CTR  Chemical  Weapons  Destruction  Support 
Program,  die  four-tier  program  illustrated  in  Figure  3  has  been  developed.  This  program 
culminates  with  the  design  and 
construction  of  a  destruction 
demonstration  facility  for  nerve 
agent-filled  artillery  munitions. 
Russia  is  expected  to  use  the 
experience  gained  from  this  first 
nerve  agent  destruction  facility,  once 
it  has  begun  operations,  to  complete 
the  destruction  of  its  remaining  nerve 
agent  stockpile.  Annual  plans  of 
work  arc  developed  jointiy  between 
DOD,  the  President's  Committee,  and 
the  MOD  to  delineate  the  roles  and 
responsibilities  of  each  party  in 
accomplishing  agreed  tasks.  These 
plans  of  work  also  serve  as  die  basis  Figure  3:  CTR  Destruction  Support  Program 
for  developing  statements  of  work  for  supporting  contractual  efforts. 

Naturally,  there  is  a  desire  and  expectation  to  begin  moving  eanh  and  building 
structures  immediately.  Nevertheless,  chemical  weapons  destruction  is  an  enormously 
complicated  task  and  one  that  receives  a  great  deal  of  scrutiny  by  the  public,  both  here 
in  the  United  States  as  well  as  in  Russia.  The  success  of  such  a  program  is  dependent 
on  the  quality  of  planning  and  preparation  that  forms  the  foundation  for  more  visible 
progress  such  as  constructing  destruction  facilities.  Consequentiy,  much  of  the  initial 
efforts  of  the  CTR  Chemical  Weapons  Destruction  Support  Program  has  focused  on 
working  with  the  President's  Committee  and  the  MOD  to  joindy  develop  this  foundation, 
while  at  the  same  time  constantiy  looking  for  areas  of  cooperation  that  could  accelerate 
the  start  of  destruction  activities.  Objectives  and  activities  under  each  of  the  tiers  ~  from 
base  to  apex  ~  are  as  follows: 

The  first  objective  is  to  provide  assistance  to  the  Russian  government  in  the 
organization  and  planning  for  the  destruction  of  the  declared  nerve  agent  stockpile.  This 
tier  of  the  support  program  has  two  goals:  to  develop  a  common  technical  basis  for  all 
cooperative  e^orts  and  to  ensure  that  there  is  a  detailed  and  well-defined  plan  for  the 
destruction  of  the  Russian  chemical  weapons  stockpile.  The  first  element  is  being 
achieved  through  a  variety  of  activities  (e.g.,  visiting  destruction  facilities,  conducting 
intern  familiarization  programs,  and  developing  a  bilingual  glossary  of  chemical  we^wns- 
related  terminology  to  help  avoid  miscommunications).    The  second  element  is  being 
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accomplished  by  the  joint  development  of  a  comprehensive  implementation  plan  for  the 
Russian  chemical  weapons  destruction  program. 

TTie  Chemical  Weapons  Destruction  Support  Office  (CWDSO)  was  established  in 
Moscow  in  June  1993  to  serve  as  the  in-country  technical  focal  f)oint  for  U.S.  support  to 
the  Russian  chemical  weapons  destruction  program.  The  CWDSO  provides  U.S. 
government  and  contractor  personnel  with  a  fiiUy-equipped  facility  to  meet  and  work  with 
their  Russian  colleagues  in  a  less  formal  envirorunent  where  the  technical  details  and 
issues  associated  with  chemical  weapons  destruction  can  be  addressed  and  resolved  in  a 
business-like  fashion.  The  CWDSO  has  also  developed  a  bilingual  glossary  of  chemical 
weapons  terminology  and  performs  the  majority  of  the  translations  (both  English-to- 
Russian  and  Russian-to-English),  thus  helping  to  ensure  the  accuracy  and  consistency  of 
the  translation  and  resulting  discussions. 

A  number  of  visits  to  U.S.  destruction  facilities  and  to  the  U.S.  Chemical 
Demilitarization  Training  Facility  at  Aberdeen  Proving  Ground,  Maryland,  have  been 
conducted  for  members  of  the  President's  Committee  and  MOD.  Several  members  of  the 
State  Duma,  as  well  as  local  officials  of  commimities  near  some  of  the  Russian  chemical 
weapons  storage  installations,  have  also  participated  in  these  visits.  The  visitors  have 
been  shown  the  extensive  amoimt  of  planning  and  preparation  that  goes  into  the  design, 
construction,  and  operation  of  a  chemical  weapons  destruction  facility.  They  also 
demonstrate  that  chemical  weapons  destruction  can  be  accomplished  in  a  safe  and 
environmentally  sound  manner.  As  part  of  this  effort,  in  July  1994  a  group  of  U.S. 
engineers  and  safety  and  environmental  specialists  visited  the  Chapayevsk  site  to  become 
more  familiar  with  Russian  facility  concepts  for  chemical  weapons  destruction. 

From  September  1993  through  March  1994,  six  Russian  chemists  and  engineers 
participated  in  an  intern  familiarization  program  conducted  at  the  Aberdeen  training 
facility.  During  their  stay,  the  interns  received  classroom  training  and  "on-the-job" 
training  in  Aberdeen  as  well  as  the  U.S.  chemical  weapons  destruction  facilities  in  Tooele, 
Utah,  and  on  Johnston  Island  in  the  Pacific  Ocean.  In  addition,  many  of  the  interns 
attended  town-hall  meetings  with  local  citizens  from  communities  near  proposed  United 
States  chemical  weapons  destruction  facilities.  These  activities  famiharize  the  Russians 
with  the  technical,  legislative,  and  management  aspects  of  the  U.S.  chemical  weapons 
destruction  program  so  that  they  can  apply  these  experiences,  as  appropriate,  to  the 
Russian  program.  Several  of  these  interns  will  also  be  working  with  U.S.  personnel  on 
the  joint  evaluation  of  the  Russian  nerve  agent  neutralization  reactions  described  later  in 
this  paper. 

In  May  1994,  a  contract  was  awarded  to  a  U.S.  contractor  team  led  by  Bechtel 
National  Incorporated  (BNI)  to  prepare  the  comprehensive  implementation  plan  for  the 
Russian  chemical  weapons  destruction  program.  Representatives  from  both  the 
President's  Committee  and  the  MOD  participated  in  the  Source  Selection  and  Evaluation 
Board  that  recommended  the  BNI  contractor  team.   The  comprehensive  implementation 
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plan  is  intended  to  provide  a  detailed  and  well-defined  plan  for  the  destruction  of  the 
Russian  chemical  weapons  stockpile,  describing  program  cost  and  schedule,  the  basis  for 
destruction  technology  and  facility  location  selection,  design  criteria  for  the  destruction 
facilities,  results  of  the  site  characterization  of  the  proposed  locations  for  the  fiiture 
chemical  weapons  destruction  facilities,  public  outreach  and  education  programs,  and 
recommendations  for  an  emergency  preparedness  program. 

In  February  1995,  DOD  accepted  a  Russian  suggestion  to  rescope  the 
comprehensive  implementation  plan  in  a  phased  approach  that  more  closely  parallels 
MOD'S  approach  for  its  chemical  weapons  destruction  program.  Rather  than  addressing 
the  entire  Russian  chemical  weapons  destruction  program  at  the  outset,  initial  work  will 
focus  on  the  first  destruction  facility  for  nerve-agent-filled  artillery  munitions.  Following 
a  meeting  with  local  officials  fit)m  the  Kurgan  regional  administration  and  the  town  of 
Shchuche  in  July  1995,  a  protocol  was  signed  authorizing  the  selection  of  a  site  for  a  pilot 
chemical  weapons  destruction  facility  and  authorizing  the  MOD  to  prepare  a  feasibility 
study  for  the  creation  of  the  facility."*  Based  on  this  agreement,  the  implementation 
plan  for  the  Shchuche  pilot  chemical  weapons  destruction  facility  will  be  completed  by 
mid- 1996.  The  balance  of  the  comprehensive  implementation  plan  could  be  undertaken 
in  1996  as  work  on  the  Shchuche  destruction  facility  gets  tmderway. 

The  second  objective  of  this  overall  program  is  to  assist  in  the  development  of 
industrial  and  chemical  agent  analytical  and  monitoring  procedures  for  use  at  the 
declared  nerve  agent  storage  and  destruction  facilities.  Chemical  agent  and 
environmental  monitoring  at  and  in  the  area  surrounding  a  chemical  weapons  destruction 
facility  is  a  critical  element  of  any  chemical  weapons  destruction  program.  Not  only  is 
this  information  necessary  for  the  facility  operators,  but  it  is  necessary  to  address  public 
concerns  about  the  impact  and  safety  of  chemical  weapons  destruction  activities.  This 
capability  must  be  in  place  prior  to  the  start  of  destruction  operations  so  the  necessary 
personnel  can  be  trained  and  an  environmental  baseline  established  that  would  be  used 
to  assess  the  impact  of  chemical  weapons  destruction  operations.  The  second  tier  of  the 
CTR  Chemical  Weapons  Destruction  Support  Program  addresses  this  requirement  by 
helping  to  establish  a  central  chemical  weapons  destruction  analytical  laboratory  (CAL). 
The  CAL  will  be  responsible  for  developing  chemical  agent  analytical  and  monitoring 
procedures  for  use  at  the  destruction  and  storage  facilities;  training  chemical  weapons 
destruction  and  storage  p>ersonnel;  serving  as  the  quality  assurance/quality  control  center 
for  the  destruction  and  storage  analytical  and  monitoring  efforts;  and  conducting  analysis 
of  environmental  samples  comparable  to  an  Envirotunental  Protection  Agency  certified 
laboratory. 

Although  an  agreement  in  principal  was  reached  in  March  1994  when  the 
amendment  to  the  30  July  1992  agreement  was  signed,  substantive  work  on  the  CAL  was 


"  PROTOCOL  of  the  Meeting  in  Shchuche,  Kurgan  Region.  Concerning  the  Review  of  the  Request  Made  by  A.B. 
Chubais,  Head  of  the  Govemment  of  the  Russian  Federation  Dated  17  July  1995,  No.  ACh-P7-21l83.  27  July  1995. 
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delayed  until  a  location  for  the  laboratory  was  approved  and  the  necessary  permits 
received,  hi  April  1995,  the  President's  Conunittee  informed  DOD  that  building  14  at 
the  Moscow  State  Scientific  Research  Institute  of  Organic  Chemistry  and  Technology 
(GosNIIOKhT)  had  been  selected  as  the  location  for  the  CAL.  A  U.S.  facility  assessment 
team  visited  GoshfllOKhT  in  May  1995.  Negotiations  are  currently  underway  between 
U.S.  and  Russian  technical  experts  to  develop  a  mutually  agreed  concept  for  refurbishing 
building  14.   The  CAL  is  expected  to  be  operational  by  the  end  of  1997. 

In  addition  to  the  refurbishment  of  building  14  at  GosNIIOKhT,  DOD  is  procuring 
three  mobile  laboratories  for  use  at  the  storage  installations.  These  mobile  labs  are 
similar  to  the  real-time  analytical  platforms  that  DOD  uses  at  its  chemical  weapKJns 
storage  installations.  They  will  provide  the  MOD  with  the  capability  to  monitor  the 
interior  of  a  mimition  storage  building  before  it  is  opened  (i.e.,  "first-entry  monitoring"), 
as  well  as  perform  environmental  monitoring  of  the  area  surrounding  the  storage 
installation.  Acceptance  testing  and  operating  training  will  begin  in  January  1996, 
followed  by  delivery  of  the  mobile  laboratories  to  Russia.  These  mobile  labs  are  expected 
to  be  operational  by  May  1996. 

The  third  major  objective  of  CTR  assistance  in  this  area  is  to  assist  in  the 
evaluation,  selection,  and  development  of  the  destruction  technologies  that  will  be  used 
to  destroy  the  declared  nerve  agent  stockpile.  The  major  obstacle  in  helping  jumpnstart 
the  Russian  chemical  weapons  destruction  program  has  been  the  absence  of  a  Russian 
decision  on  a  destruction  technology.  In  February  1994,  the  U.S.  provided  a  copy  of  the 
design  package  for  the  Newport  Indiana,  chemical  weapons  destruction  facility.  The 
design  package  was  provided  to  the  MOD  and  President's  Committee  as  a  cost-effective 
method  for  destroying  U.S.  bulk  mimitions  and  containers  that  could  be  adapted  readily 
for  the  Russian  nerve  agent-filled  air-delivered  munitions.  In  May  1994,  the  President's 
Coirmiittee  indicated  to  the  United  States  that  direct  incineration  would  not  be  acceptable 
in  Russia.  In  September  1994,  the  MOD  and  President's  Committee  informed  DOD  that 
a  two-step  destruction  process  involving  chemical  neutralization  with  organic  reagents, 
followed  by  a  treatment  process  called  bituminization,  had  been  selected  as  Russia's 
national  chemical  weapons  destruction  technology  for  nerve  agent-filled  mimitions.  The 
United  States  has  very  little  information  about  industrial-scale  neutralization  of  chemical 
agents  with  organic  reagents.  The  Army  had  used  aqueous  sodium  hydroxide  to 
neutralize  sarin  in  the  late  1970s  and  early  1980s,  but  had  encountered  various  difficulties 
that  contributed  to  the  decision  to  adopt  direct  incineration  as  the  U.S.  destruction 
technology.  In  addition,  the  United  States  had  no  information  on  the  bituminization 
process  proposed  to  treat  the  substance  generated  as  a  result  of  the  neutralization  reaction. 
Following  intensive  bilateral  discussions  in  November  1994,  it  was  agreed  that  a  U.S.- 
Russian joint  evaluation  of  the  two-step  nerve  agent  destruction  process  would  be 
conducted. 

This  joint  evaluation  will  occur  in  two  phases.  The  first  phase  was  conducted  at 
the  U.S.  Army  Edgewood  Research,  Development  and  Engineering  Center  located  at 
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Aberdeen  Proving  Ground,  Maryland,  from  May  to  August  1995.  U.S.  nerve  agents  were 
used  during  these  tests.  The  second  phase  will  occur  at  the  Saratov  Military  Engineering 
College  of  Chemical  Defense,  using  Russian  nerve  agents  from  October  through 
November  1995.  The  evaluation  consists  of  three  50-gram  tests  for  each  of  the  three 
types  of  nerve  agent  contained  in  artillery  munitions:  sarin,  soman,  and  Russian  VX.  For 
sarin  and  soman,  the  same  neutralization  reaction  that  had  been  used  with  the  KUASI 
system,  monoethanolamine,  will  be  used.  For  VX,  the  Russians  have  chosen  a  new 
neutralization  reaction  using  potassium  isobutylate.  The  CTR  program  provides  for 
identical  analytical  equipment  to  be  available  in  both  laboratories  for  the  joint  evaluation 
and  ensures  that  personnel  receive  the  necessary  training  to  operate  the  equipment 
properly.  Both  U.S.  and  Russian  environmental  and  safety  criteria  are  being  used  to 
evaluate  the  destruction  process,  and  limited  engineering  data  is  also  being  collected  to 
assist  in  the  follow-on  design  efforts. 

The  final  objective  of  the  Chemical  Weapons  Destruction  Support  Program  is  to 
assist  in  the  design  and  construction  of  a  chemical  weapons  destruction  demonstration 
facility.  Based  on  the  results  of  the  technology  evaluation,  it  is  DOD's  intention  to  ask 
Congress  for  funding  to  assist  in  the  design  and  construction  of  a  pilot  chemical  weapons 
destruction  facility  at  Shchuche.  This  facility  would  effectively  realize  the  CTR  objective 
of  jump-starting  the  Russian  program  by  providing  Russia  with  a  demonstrated  chemical 
weapons  destruction  process/technology  that  could  be  used  to  destroy  the  remaining  nerve 
agent-filled  chemical  munitions.  The  qualifier  "pilot"  is  used  merely  to  connote  that  it 
may  be  necessary  or  desirable  for  the  facility  to  begin  with  a  lower  initial  destruction 
capacity  that  could  be  expanded  later  by  adding  modular  process  lines  after  successftjl 
demonstration  of  the  initial  process  line.  After  expansion,  the  fiill-scale  facility  would  be 
capable  of  destroying  the  remaining  nerve  agent-filled  artillery  munitions  stored  at 
Shchuche  within  three  years. 

A  separate  CTR  implementing  agreement  will  be  negotiated  for  DOD  assistance 
in  the  design  and  construction  of  the  destruction  facility.  The  agreement  will  clearly 
stipulate  DOD  and  Russian  roles  and  responsibilities  and  will  provide  for  specific  linkage 
between  E>OD  assistance  and  Russian  performance. 

A  U.S.  integrating  contractor  will  be  hired  to  provide  the  assistance  in  the  design 
and  construction  of  the  destruction  facility.  DOD  can  only  obligate  fiinds  that  are  legally 
available  for  this  purpose.  Consequently,  funding  for  the  contract  will  be  provided  in 
annual  increments,  subject  to  congressional  appropriation  and  annual  certification  that  the 
specific  conditions  in  the  agreement  are  being  met. 

Conclusion 

This  paper  has  provided  an  overview  of  the  CTR  program  and,  more  specifically, 
its  role  in  helping  to  jump-start  the  Russian  chemical  weapons  destruction  program.  The 
on-going  United  States  effort  to  destroy  its  own  chemical  weapons  stockpile  proves  how 
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difficult  and  immense  the  task  can  be.  Russia,  with  a  stockpile  of  40,000  metric  tons  of 
chemical  agents,  faces  an  even  greater  task,  one  compounded  by  the  terrible  condition  of 
the  Russian  economy.  The  assistance  from  the  CTR  program  will  play  an  important  role 
in  the  Duma's  decision  to  ratify  the  CWC,  and  in  the  Russian  effort  to  destroy  their 
chemical  weapons  stockpile. 

Admittedly,  work  has  not  proceeded  as  rapidly  as  hoped.  However,  strides  have 
been  made,  and  events  over  the  last  six  months  indicate  that  the  progress  of  this 
cooperative  endeavor  should  improve  both  in  pace  and  in  substance.  The  technical  and 
political  complexities  associated  with  chemical  weapons  destruction  as  well  as  the  funding 
structure  of  the  CTR  program  will  continue  to  challenge  both  countries  in  this  effort. 
Nevertheless,  we  must  not  lose  sight  of  the  fact  that  Russia's  40,000  metric  ton  stockpile 
is  the  largest  in  the  world  and  U.S.  national  interests  are  served  very  well  by  helping 
Russia  rid  the  world  of  these  weapons  of  mass  destruction. 
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Although  some  U.S.  security  concerns  about  Russia  eased  with  the  end  of  the  Cold  War, 
other  concerns  and  complications  have  arisen.  While  the  United  States  no  longer  truly  fears  that 
Russia  would  wage  chemical  warfare  against  America  or  its  allies,  U.S.  pohcy  makers  still  face 
decisions  regarding  the  chemical  weapons  expertise  and  arsenal  that  Russia  inherited  from  the 
Soviet  Union. 

The  United  States  negotiated  with  the  Soviet  Union  bilaterally  and  in  an  international 
forum  to  conclude  agreements  that  would  initiate  and  monitor  the  process  of  chemical  weapons 
disarmament.  Common  wisdom  held  that  the  U.S.  Senate  would  quickly  approve  such  accords. 
After  all,  a  decade  ago  Congress  mandated  the  destruction  of  the  U.S.  chemical  weapons  stockpile; 
the  U.S.  military  finds  these  weapons  repugnant  and  of  no  strategic  value  and  little  utility  on  the 
battlefield;  and  the  public  has  long  viewed  chemical  warfare  as  abominable.  Then,  charges 
surfaced  that  Russia  was  harboring  a  chemical  weapons  development  program  of  Soviet  origin. 
These  allegations  have  caused  some  in  the  Senate  to  have  second  thoughts. 

The  first  section  of  this  essay  provides  a  history  of  the  international  and  bilateral  routes 
that  have  been  taken  toward  the  prohibition  and  elimination  of  chemical  weapwns,  focusing  on 
developments  in  the  past  few  years.  The  next  segment  of  the  essay  reviews  the  factors  that  have 
managed  to  throw  both  paths  off  course.  In  the  closing  section  of  the  essay,  the  analysis 
addresses  the  path  most  likely  to  help  the  United  States  achieve  its  stated  goals  regarding  chemical 
weapons  nonproliferation  and  disarmament.  The  concluding  section  also  speaks  to  whether 
continued  U.S.  assistance  to  Russia  for  chemical  weapons  destruaion  is  advisable,  given  U.S. 
concerns  about  a  possible  covert  chemical  weapons  program. 

The  Puzzle  and  Its  Pieces 

In  1960,  18  nations  began  what  would  turn  out  to  be  a  long  quest  for  a  treaty  to  ban  the 
development,  production,  stockpiling,  and  use  of  chemical  weapons,  known  as  the  Chemical 
Weapons  Convention  (CWC).  Compared  to  the  headline-grabbing  U.S.-Soviet  nuclear  arms 
control  talks,  the  CWC  negotiations  in  the  Conference  on  Disarmament  (CD)  were  a  sleepy 
backwater.  More  delegations  joined  the  CWC  negotiations  as  the  years  passed.  By  the  time  the 
CWC  was  concluded  in  1 992,  39  nations  were  at  the  negotiating  table  in  Geneva,  with  another 
40  observing  the  process. 

Two  issues  in  particular  bedeviled  the  negotiators  at  the  CD.  The  first  was  a  vast 
commercial  industry  that  worked  with  "dual-use"  chemicals  to  manufacture  everyday  products 
such  as  fertilizers,  pharamaceuticals,  textile  dyes,  and  ceramics.  These  chemicals  could  also  be 
used,  however,  to  make  the  very  blister  and  nerve  agents  that  the  negotiators  sought  to  ban.  The 
second  issue  was  how  to  prohibit  chemical  weapons  development,  yet  allow  states  to  maintain 
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their  defense  preparedness.  States  needed  to  be  able  to  continue  to  conduct  defensive  research, 
but  the  difference  between  defensive  research  and  offensive  development  activities  can  be  hard 
to  discern.  Both  of  these  areas  would  make  compliance  with  treaty  obligations  very  difficult,  at 
best,  to  verify. 

In  1984,  then- Vice  President  George  Bush  presented  a  proposal  designed  to  tackle  the 
verification  problems  inherent  in  the  CWC.  Bush  proposed  any  time,  any  place  inspections. 
These  challenge  inspections  would  buttress  the  CWC's  data  declarations  and  routine  inspections 
with  a  short-nodce  inspection  of  any  commercial,  research,  or  other  site  suspected  of  engaging  in 
prohibited  activities.'  The  delegations  at  the  CD  were  stuimed.  While  the  United  States  had  long 
advocated  on-site  inspections,  such  measures  had  yet  to  be  incorporated  into  any  superpower  arms 
control  agreement.  In  the  multilateral  CD,  the  concept  of  challenge  inspections  was,  to  say  the 
least,  revolutionary. 

As  the  CD  delegations  began  to  digest  Bush's  proposal,  they  started  to  receive  more 
assistance  from  representatives  of  the  chemical  industry,  which  picked  up  its  level  of  involvement 
in  the  negotiations.  Chemical  industry  provided  pragmatic  advice  about  how  to  structure  the  data 
declarations  and  conduct  inspections.  Woiking  to  see  the  CWC's  objectives  reached  in  a  way  that 
protected  their  proprietary  interests,  industry  representatives  also  offered  their  facilities  for  tests 
of  the  verification  procedures  under  consideration.^ 

Iraq's  use  of  chemical  weapons  during  the  Iran-Iraq  War  of  the  1980s  underlined  the  need 
to  strengthen  the  1925  Geneva  Protocol's  norm  against  the  use  of  chemical  weapxjns.  Since  the 
Protocol's  members  are  still  allowed  to  develop,  produce,  and  stockpile  chemical  weapons,  the 
Protocol's  trip  wire  barring  states  fh>m  using  chemical  weapons  is  considered  to  be  thin.^ 
Moreover,  many  states  that  ratified  the  Protocol  reserved  the  right  to  retaliate  in  kind  against  a 


'  For  an  overview  of  negotiations  and  the  issues  involved  therein,  see  Victor  A.  UtgofT,  The  Challenge  of  Chemical 
Weapons  (New  York:  St.  Martin's  Press,  1991);  Brad  Roberts,  ed..  Chemical  Disannamem  and  U.S.  Sea/ri/y  (Boulder: 
Westview  Press,  1992). 

^  The  Chemical  Manufacturers  Association  (CMA)  was  honored  for  its  efforts  in  this  regard  on  8  May  I99S,  when  the 
Lawyers  Alliance  for  World  Security  and  the  Committee  for  National  Security  presented  CMA  with  the  W.  Averell 
Harriman  Award.  For  more  on  industry-related  issues,  see  the  testimony  of  Dr.  Will  B.  Carpenter,  Senate  Foreign 
Relations  Committee,  Hearings  on  the  Chemical  Weapons  Convention,  103d  Cong.,  2d  sess.,  S.Hrg.  103-869 
(Washington,  D.C.:  U.S.  Government  Printing  Office.  1994),  88-92;  U.S.  Congress,  Office  of  Technology  Assessment, 
The  Chemical  Weapons  Convention:  Effects  on  the  U.S.  Chemical  Industry,  OTA-BP-ISC-106  (Washington,  DC:  U.S. 
Government  Printing  Office,  August  1993);  Amy  E.  Smithson.  ed..  Implementing  the  Chemical  Weapons  Convention 
Counsel  from  Industry,  Report  No.  10  (Washington,  D.C.:  Henry  L.  Stimson  Center,  January  1994). 

'  The  Australian  government  formed  an  export  control  group  in  I98S  to  restrict  the  flow  of  dual-use  chemicals  and 
thereby  curtail  their  contribution  to  chemical  warfare  in  this  conflict  The  Australia  Group  coordinates  export  control 
policies  among  supplier  nations,  with  its  participants  assessing  requests  for  such  chemicals  on  a  case-by-case  basis. 
Gradually,  the  number  of  participants  and  chemicals  controlled  increased  to  over  25  and  SO,  respectively.  See  Julian 
Perry  Robinson,  The  Australia  Croup:  A  Description  and  Assessment,"  in  Controlling  the  Development  and  Spread 
of  Military  Technology:  Lessons  from  the  Past  and  Challenges  for  the  1990s,  eds.  Hans  Gunter  Brauch,  Henny  J.  Van 
Der  Graff,  John  Grin,  and  Wim  A.  Smit  (Amsterdam:  Vu  University  Press,  1992),  157-76. 
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chemical  attack,*  believing  that  deterrence  of  a  chemical  attack  rested  mainly  with  the  threat  of 
equal  retaliation.  The  pace  of  the  CD  negotiations  remained  glacial,  even  in  the  face  of  Iraq's 
violation  of  the  Geneva  Protocol.  This  lack  of  responsiveness  can  be  attributed  largely  to  the  fact 
that  the  two  superpowers  were  still  so  far  apart  on  the  major  issues  of  the  negotiations,  especially 
on  verification.  A  promising  sign  that  this  gap  would  begin  to  close  came  with  Soviet  Premier 
Mikhail  Gorbachev's  April  1987  announcement  that  the  Soviet  Union  had  ceased  producing 
chemical  weapons.'  A  major  breakthrough  occurred  when  the  Soviet  Union  accepted  the 
principle  of  challenge  inspections  in  August  1987,*  but  the  negotiators  continued  to  disagree  about 
how  to  conduct  such  inspections. 

To  breathe  more  life  into  the  CWC  negotiations,  the  Soviet  Union  and  the  United  States 
began  to  accelerate  a  parallel  track  of  negotiations.  First,  the  two  superpowers  sought  to 
demonstrate  that  the  verification  procedures  proposed  for  the  CWC  were  workable  and  tolerable. 
In  September  1989,  Secretary  of  State  James  Baker  and  Soviet  Foreign  Minister  Edward 
Shevardnadze  met  in  Jackson  Hole,  Wyoming,  to  sign  a  Memorandum  of  Understanding.  Therein, 
both  parties  voluntarily  agreed  to  two  phases  of  data  exchanges  and  reciprocal  practice  inspections. 
The  USSR  declared  possessing  a  chemical  weapons  stockpile  of  40,000  metric  tons  in  the  data 
exchanged  at  the  end  of  1 989.  The  first  phase  trial  inspections  took  place  the  next  year  at  two 
production  facilities,  three  storage  facilities,  and  two  industrial  chemical  facilities  in  each  country. 

The  United  States  declared  a  stockpile  of  approximately  30,000  metric  tons  and 
inaugurated  its  destruction  program  in  mid- 1990  at  a  pilot  plant  on  Johnston  Atoll  in  the  Pacific 
Ocean.  The  U.S.  Army  initiated  this  program  under  a  November  1985  congressional  mandate  to 
destroy  over  95  percent  of  the  aging  U.S.  stockpile  unilaterally.'  The  U.S.  Army  selected 
incineration  as  the  method  to  destroy  the  stockpile  at  eight  sites  in  the  continental  United  States 
where  it  is  stored.  Controversies  associated  with  the  safety  of  incineration  brought  resistance  from 
some  citizens  at  these  sites,  but  this  program  has  maintained  its  slow  forward  momentum  under 
the  careful  oversight  of  the  U.S.  National  Academy  of  Sciences  and  numerous  federal  regulatory 
agencies.' 


'  The  United  States,  which  did  not  ratify  the  Geneva  Protocol  for  SO  years,  was  among  the  nations  that  attached  this 
condition.  For  a  complete  list,  see  U.S.  Arms  Control  and  Disarmament  Agency,  Arms  Control  and  Disarmament 
Agreements  Texts  and  Histories  of  the  Negotiations  (Washington,  D.C.:  U.S.  Arms  Control  and  Disarmament  Agency, 
1990),  16-19. 

'  Gorbachev  made  this  announcement  on  10  April  1987  in  Prague.  Edward  M.  Spiers,  Chemical  Weaponry:  A 
Continuing  Challenge  (New  York:  St.  Martin's  Press,  1989),  127. 

'  U.S.  Arms  Control  and,  Disarmament  Agency,  "Chronology  of  Events  Leading  to  the  Signing  of  the  Chemical 
Weapons  Convention."  Fact  Sheet  (Washington,  D.C.:  U.S.  Arms  Control  and  Disarmament  Agency,  5  January  1993). 
The  USSR's  concession  on  this  matter,  which  was  announced  on  6  August  1987,  coincided  with  similar  progress  in 
a  bilateral  negotiation  that  produced  the  1987  Intermediate-Range  Nuclear  Forces  Treaty.  Not  that  long  thereafter  by 
the  1990  Conventional  Forces  in  Europe  Treaty  and  the  1991  Strategic  Arms  Reduction  Treaty.  For  a  chronology  of 
key  developments  in  U.S.  and  Soviet/Russian  Chemical  Weapons  Disarmament,  see  the  appendix. 

'  Public  Law  99-145  ordered  the  destruction  of  all  unitary  chemical  weapons  by  September  1994.  At  that  time,  the 
Army  estimated  the  cost  of  the  U.S.  destruaion  program  to  be  SI. 7  billion. 

'  At  present,  the  Army  is  exploring  alternative  technologies  such  as  neutralization  for  possible  use  at  two  of  the  eight 
U.S.  sites.  For  more  on  the  controversies  associated  with  the  U.S.  program,  see  Amy  E.  Smithson  with  the  assistance 
of  Maureen  Lenihan,  The  U.S.  Chemical  Weapons  Destruction  Program:  Viens  Analysis,  and  Recommendations,  Report 
No.  13  (Washington,  DC:  Henry  L.  Stimson  Center,  September  1994).  The  first  of  the  full-scale  destniction  facilities 
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In  another  efFort  to  prod  the  CD  negotiations  along,  the  Soviet  Union  and  the  United 
States  tned  to  convey  their  commitment  to  the  goal  of  chemical  disarmament  through  a  Bilateral 
Destruction  Agreement,  known  as  the  BDA.  To  the  other  CD  delegations,  it  was  fitting  that  the 
possessors  of  the  world's  two  largest  stockpiles  would  lead  this  process.  The  June  1990  BDA 
stipulated  that  the  United  States  and  the  Soviet  Union  stop  producing  chemical  weapons  and 
reduce  their  respiective  stockpiles  to  no  more  than  5,000  agent  tons.  Each  party  would  monitor 
the  other's  destruction  process  with  the  continuous  presence  of  inspectors  and  monitoring 
instruments  at  destruction  and  storage  facilities.  Destruaion  was  to  begin  no  later  than  31 
December  1992  and  be  completed  by  the  end  of  2002.'  The  BDA  would  be  brought  into  force 
with  the  exchange  of  legal  documents. 

Saddam  Hussein's  threats  to  wage  chemical  warfare  during  the  1991  Persian  Gulf  War 
proved  to  be  the  final  impetus  needed  to  conclude  the  CWC.  After  the  war.  President  Bush 
provided  another  incentive  to  the  CD  negotiators  when  he  armounced  on  13  May  1991  that  upon 
entry  into  force  of  the  CWC,  provided  the  Soviet  Union  was  a  participant,  the  United  States  would 
forswear  the  future  U.S.  use  of  chemical  weapons  for  any  purpose,  including  retaliation  against 
a  chemical  attack.  The  entire  U.S.  arsenal  would  also  be  eliminated.'"  Bush's  action  signified 
a  major  change  from  the  accepted  wisdom  of  how  chemical  attacks  could  best  be  deterred.  Later 
testifying  in  support  of  the  CWC's  ratification.  Chairman  of  the  Joint  Chiefs  Gen.  John  M. 
Shalikashvili  stated  that  even  though  the  U.S.  will  not  retaliate  in  kind,  "it  still  retains  a  retaliatory 
capability  second  to  none,"  and  that  the  U.S.  response  to  a  chemical  weapons  attack  would 
nonetheless  be  "absolutely  overwhelming"  and  "devastating."  Advanced  conventional  munitions 
would  most  likely  be  used."  Nations  participating  in  the  CWC  negotiations  took  note  of  this 
total  renunciation  of  chemical  weapons  by  the  United  States. 

In  the  spring  of  1992,  Australia  also  helped  to  reinvigoratc  the  CD  with  a  draft  text  of 
artful  compromises  on  the  major  outstanding  issues.'^  The  CD  negotiators  worked  through  the 
summer  to  bring  these  marathon  negotiations  to  a  close,  leaving  the  settlement  of  smaller 
operational  details  to  a  Preparatory  Commission  composed  of  the  CWC's  signatories.  This  final 
stage  of  the  negotiations  coincided  with  the  Russian  govenmient's  struggle  to  get  on  its  feet  in 
the  aftermath  of  the  Soviet  Union's  collapse.  New  Russian  President  Boris  Yeltsin  publicly 
committed  Russia  to  abide  by  the  international  arms  control  agreements  signed  by  the  Soviet 


is  slated  to  begin  operating  this  winter  at  Tooele,  Utah. 

'  The  White  House,  "US-USSR  Chemical  Weapons  Destruction  Agreement,"  Fact  Sheet  (Washington,  D.C.:  OfTice  of 
the  Press  Secretary,  I  June  1990). 

'"  "Chemical  Weapons  Arms  Control,  Chronology  of  Key  Events:  1925-1992,"  Issues  Brief  (Washington,  D.C.:  U.S. 
Arms  Control  and  Disarmament  Agency,  I  April  1992),  8. 

"  "Testimony  of  Gen.  John  M.  Shalikashvili"  before  the  Senate  Armed  Services  Committee,  Military  Implications  of 
the  Chemical  Weapons  Convention  (CWC),  I03d  Cong.  2d  sess.,  S.Hrg.  103-835  (Washington,  D.C.:  U.S.  Government 
Printing  Office,  1994),  40-41,  43. 

'*  For  an  account  of  the  CWC  negotiating  endgame,  see  Amy  E.  Smithson,  "Tonering  Toward  a  Treaty,"  Bulletin  of 
the  Atomic  Scientists  48,  no.  6  (July/August  1992):  8-11;  Amy  E.  Smithson,  "Chemical  Weapons:  The  End  of  the 
Beginning,"  Bulletin  of  the  Atomic  Scientists  48,  no.  8  (October  1992):  36-40. 
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Union,'^  and  Moscow  continued  to  participate  in  the  CWC  negotiations  amid  worsening 
economic  circumstances. 

Before  long,  the  CD  negotiators  recognized  that  economic  difficulties  would  make  it 
difficult,  if  not  impossible,  for  Russia  to  meet  the  CWC's  10-year  deadline  to  complete  destruction 
of  chemical  weapons  stockpiles.  They  quickly  added  a  provision  to  the  CWC  to  allow  a  treaty 
party  to  apply  for  a  maximum  five-year  extension  to  complete  the  destruction  of  a  stockpile.'* 
In  July  1992,  the  United  States  stepped  in  with  $25  million  in  technical  assistance  for  the  Russian 
destruction  program."  The  negotiators  also  acknowledged  that  universal  adherence  to  the  CWC 
would  take  time.  Therefore,  they  took  the  unprecedented  step  of  building  economic  penalties  into 
the  CWC  for  states  that  do  not  join:  Within  three  years  after  the  CWC  enters  into  force, 
nonparticipating  states  will  lose  access  to  some  dual-use  chemicals.'* 

In  the  end,  the  CWC's  verification  provisions  were  virtually  identical  to  those  in  the  BDA. 
Each  called  for  data  declarations,  routine  inspections,  and  challenge  inspections.  Under  either 
treaty,  inspectors  have  the  authority  to  review  a  facility's  records,  interview  personnel  at  the  site, 
examine  equipment,  and  take  samples  from  such  places  as  reactors,  storage  tanks,  and  waste 
so-eams.  The  CWC  contains  an  explicit  commitment  to  accept  challenge  inspections,  and 
inspectors  are  to  report  any  attempts  to  obfiiscate  or  delay  the  progress  of  an  inspection.  Both 
accords  require  the  destruction  of  former  chemical  weapons  production  facilities.  However,  a  state 
may  request  permission  to  convert  such  facilities  for  peaceful  uses.  The  conversion  of  a  former 
production  facility  would  be  accompanied  by  stringent  on-site  inspections.  While  U.S.  and 
Russian  inspectors  would  implement  the  BDA,  a  new  international  monitoring  agency,  the 
Technical  Secretariat,  would  be  established  in  the  Hague,  the  Netherlands,  to  administer  the  CWC 
and  conduct  its  inspections. 

When  the  CWC  was  opened  for  signature  in  mid- January  1993,  Russia  and  the  United 
Sutes  were  among  the  initial  signatories.  Over  155  states  quickly  signed  the  CWC,  so  many 
assumed  that  it  would  not  take  long  for  65  of  those  signatories  to  ratify  the  treaty  and  bring  it  into 
force.  Considering  Washington's  role  in  creating  the  CWC,  the  United  Sutes  was  expected  to  be 


"  Yeltsin  has  made  four  separate  public  statements  -  two  January  1992  speeches  and  two  declarations,  in  April  1993 
and  March  1995  -  about  Russia's  intent  to  abide  by  Soviet-signed  arms  treaties  and  destroy  Russia's  chemical  weapons. 

"  Russia  would  submit  its  application  for  an  extension  to  the  Executive  Council  of  the  Organization  for  the  Prohibition 
of  Chemical  Weapons  (OPCW).  This  application  must  contain  an  explanation  of  why  Russia  needed  additional  time, 
as  well  as  a  detailed  plan  for  accomplishing  the  destruction  of  the  remaining  weapons.  If  the  request  is  approved,  the 
OPCW  will  probably  require  additional  verification  measures.  See  the  Chemical  Weapons  Convention,  Annex  on 
Implementation  and  Verification,  Pan  IV  (A).  Section  C,  paragraphs  24-28. 

"  The  United  States  and  Russia  signed  an  agreement  regarding  the  safe,  secure,  and  ecologically  sound  destruction  of 
the  Russian  stockpile  on  30  July  1992.  In  his  essay,  Maj.  Gen.  Roland  Lajoie  (USA,  Ret)  provides  much  more  deuil 
about  the  efforts  of  the  Cooperative  Threat  Reduction  program  regarding  chemical  weapons  destruction  in  Russia.  For 
information  about  other  aspecu  of  the  what  is  also  known  as  the  Nunn-Lugar  program,  see  The  White  House,  "Safe, 
Secure  Dismantlement  (SSD)  Initiatives  with  Russia,"  Fact  Sheet  (Washington.  D.C.;  Office  of  the  Press  Secretary,  4 
April  1993). 

"  An  overview  of  the  CWC  text  is  conuined  in  Amy  E.  Smithson,  ed..  The  Chemical  Weapons  Convention  Handbook 
(Washington,  D.C.:  The  Henry  L.  Stimson  Center,  1993). 
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among  the  first  to  ratify.'^    Moreover,  because  the  BDA  was  concluded  three  years  before  the 
CWC,  most  assumed  that  the  BDA  would  be  activated  even  before  the  CWC. 

Events  have  not  imfolded  that  way.  In  fact,  over  the  past  two  years,  parts  of  this  carefully 
constructed  architecture  have  appeared  to  be  on  the  verge  of  unravelling.  The  intervening  political 
and  economic  difficulties  that  would  continue  to  complicate  Russia's  efforts  to  keep  its  pledges 
would  not  be  the  only  factor  blocking  progress. 

Problems  Within  Russia 

Just  as  the  finishing  touches  were  being  put  on  the  CWC,  clouds  of  suspicion  began  to 
gather  over  the  complex  of  facilities  dedicated  to  chemical  weapons  research,  development,  and 
production  that  Russia  inherited  fi-om  the  USSR.  Scientists  who  worked  inside  the  Soviet 
chemical  weapons  complex  charged  that  the  USSR  had  sponsored  a  robust  chemical  weapons 
research,  development,  testing,  and  production  program  in  the  late  1980s  and  early  1990s.'* 
During  this  same  time  period,  the  Soviet  Union  was  participating  in  the  negotiations  to  prohibit 
chemical  weapons.  Dr.  Vil  Mirzayanov  contends  that  the  Soviet  Union's  pledge  to  have  halted 
chemical  weapons  production  was  broken  when  officials  and  technical  experts  at  his  scientific 
institute  proceeded  to  develop  a  new  generation  of  nerve  agents.  The  "novichok"  program  focused 
on  the  development  of  binary  chemical  agents,  which  combine  two  chemical  components  just  prior 
to  detonation.  According  to  Mirzayanov,  the  Soviets  discovered,  developed,  tested,  approved,  and 
produced  tens  of  tons  of  these  new  binary  chemical  agents.  Not  all  of  these  activities,  he  says, 
ceased  when  the  Russian  government  came  to  power." 

While  it  is  worrisome — and  politically  damaging — that  tens  of  tons  of  new  binary  agents 
may  have  been  produced,  the  military  significance  of  such  quantities  is  questionable.  For 
example,  to  defend  a  broad  front  for  three  days  against  a  large-scale  attack,  65  metric  tons  of  VX 
would  nominally  be  required  to  contaminate  a  strip  of  land  that  is  60  kilometers  wide  and  300 
meters  deep.^"  VX  is  a  persistent  nerve  gas,  meaning  that  it  will  remain  operative  for  at  least 
three  days  under  good  weather  conditions.  If  a  non-persistent  agent  like  sarin  or  tabun  were  used. 


"  Over  35  nations  have  ratified  the  CWC,  including  Austria,  Australia.  Finland,  France,  Germany,  Greece,  Japan, 
Mexico,  Mongolia,  Peru,  Poland,  Sweden,  South  Africa,  Spain,  Tajikistan,  and  Turkmenistan,  among  others. 

'"  Dr.  Vil  Mirzayanov  was  joined  by  a  former  weapons  designer,  Vladimir  Uglev,  and  another  scientist.  Lev  Fyodorov, 
in  charging  that  new  chemical  agents  were  developed.  Gale  Colby,  "Fabricating  Guilt,"  Bulleiin  of  the  Atomic  Scientists 
49.  no.  10  (October  1993):  12-13. 

"  Mirzayanov's  essay  in  this  report  provides  greater  detail  on  the  novichok  program. 

"  About  1 3,000  1 55-mm  anillery  rounds  would  be  needed  to  deliver  these  65  tons  of  VX.  Contaminating  an  air  base 
that  is  two  square  kilometers  in  size  would  require  a  total  of  1 .8  tons  of  VX,  delivered  in  0.3  ton  increments  by  aircraft 
sorties  twice  a  day  for  three  days.  These  examples  are  taken  from  Anthony  H.  Cordesman's  chart.  "Typical  War- 
Fighting  Uses  of  Chemical  Weapons,"  in  his  anicle,  "One  Half  Cheer  for  the  CWC:  Putting  the  Chemical  Weapons 
Convention  in  Military  Perspective,"  in  Ratifying  the  Chemical  Weapons  Convention,  ed.  Brad  Roberts  (Washington, 
O.C:  Center  for  Strategic  and  International  Studies,  1994).  44.  In  this  article,  Cordesman  analyzes  the  military 
significant  and  weaknesses  of  the  CWC.  On  page  47,  he  states,  "The  weaknesses  in  the  CWC  are  the  kind  of 
weaknesses  that  are  unavoidable  if  any  progress  is  to  be  made  in  negotiating  and  ratifying  an  effort  to  control  chemical 
weapons.  Although  these  weaknesses  are  sometimes  significant,  all  can  be  contained  or  are  of  a  nature  that  permits 
the  faults  of  the  CWC  to  be  less  threatening  than  a  world  without  the  CWC." 
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much  larger  quantities  would  be  required  for  this  one  mission.^'  Russia  has  firmly  denied  the 
accusations  of  a  covert  binary  program,  taking  fiill  advantage  of  the  gray  area  between 
development  activities,  which  the  CWC  will  prohibit  once  in  force,  and  research,  which  will  not 
be  baimed." 

Because  no  independent  confirmation  of  the  whistleblowers'  accounts  has  been  possible, 
no  one  outside  of  Russia  has  evidence  of  just  how  far  across  this  gray  area  the  Soviet  Union,  and 
perhaps  Russia,  strayed.  Furthermore,  no  actual  treaty  violation  has  taken  place  since  neither  the 
CWC  nor  the  BDA  are  in  force.  At  the  very  least,  however,  it  would  appear  that  the  Soviet 
government  mocked  the  objectives  of  both  of  these  treaties  and  is  likely  have  broken  its  1987 
public  pledge  to  have  stopped  producing  chemical  weapons.  As  for  the  Russian  government's 
complicity,  it  is  not  known  how  far  bureaucratic  inertia  and  support  from  reactioi>ary  forces  inside 
the  chemical  weapons  complex  carried  the  novichok  program  despite  Yeltsin's  public  oaths  to 
abide  by  treaty  commitments.  What  is  known  is  that  the  very  individuals  who  blew  the  whistle 
on  the  novichok  program  strongly  believe  that  U.S.  Senate  ratification  of  the  CWC  will 
significantly  increase  the  opportunities  to  get  to  the  bottom  of  this  matter. 

The  extent  of  these  activities  and  the  current  status  of  this  program  has  been  a  matter  of 
controversy  and  concern  to  U.S.  policy  makers  and  Members  of  Congress.  Also  of  concern  are 
the  statements  that  began  to  appear  questioning  the  accuracy  of  the  declared  size  of  Russia's 
stockpile.^^  The  United  States  has  sought  clarification  of  these  matters  through  the  Memorandiun 
of  Understanding,  but  with  insufficient  satisfaction.  In  the  data  exchanged  in  May  and  Jime  of 
1994,  for  example,  Russia  reportedly  declared  only  one  chemical  weapons  research  site.^*  U.S. 
officials  can  push  only  so  far  for  clarification  under  the  Memorandum  of  Understanding  because 
it  is  a  cooperative,  not  a  legally  binding  document. 


^'  On  a  windy  and  rainy  day,  VX  coverage  is  expected  to  last  from  I  to  12  hours.  Sarin  coverage  is  expected  to  last 
from  I  /4  to  4  hours  on  a  sunny  day  with  light  breezes  and  1  /4  to  I  hour  in  inclement  weather  conditions.  For  more 
of  a  layman's  discussion  of  the  persistency  of  chemical  agents,  see  Gordon  M.  Burck  and  Charles  C.  Flowerree, 
Internalionat  Handbook  on  Chemical  Weapons  Pmliferalion  (New  York:  Greenwood  Press,  1991),  579. 

^  Article  VI  of  the  CWC  specifically  allows  states  to  produce  and  use  a  small  quantity  of  toxic  chemicals  for  research, 
medical,  pharmaceutical,  and  protective  purposes.  Examples  of  medical  and  protective  research  include  the 
development  of  vaccines  and  antidotes  against  chemical  agents  and  the  testing  of  protective  equipment,  like  gas  masks. 

''  For  instance,  Valery  Menshikov,  a  consultant  to  the  Russian  Security  Council,  stated  that  Russia  secretly  destroyed 
an  unknown  quantity  of  chemical  weapons  because  its  stockpile  was  much  larger  than  declared.  Marcus  Warren, 
"Russian  Admits  E>eception  on  Chemical-Arms  Stocks,"  Washington  Times,  19  March  1994.  Aleksey  Yablokov, 
chairman  of  the  Interdepartmental  Commission  for  Ecological  Safety  of  the  Russian  Security  Council,  stated  that  the 
figure  of  40,000  tons  was  'very  conservative."  He  added  that  the  actual  quantity  of  toxic  substances  may  have  been 
a  whole  order  of  magnitude  larger.  "News  Chronology:  February-May  1994,"  Chemical  Weapons  Convention  Bulletin, 
no.  24  (June  1994):  24.  The  New  York  Times  reported  that  "some  Russian  officials  have  hinted"  that  more  than  40,000 
tons  was  produced.  Michael  Gordon,  "Moscow  Is  Making  Little  I»rogress  In  Disposal  of  Chemical  Weapons,"  New  York 
Times.  I  December  1993,  Al. 

"  Interview  by  author,  23  May  I9SM.  Phase  II  of  the  Memorandum  of  Understanding  data  exchanges  took  place  in  May 
and  June  1994,  followed  by  each  side  conducting  five  "practice"  challenge  inspections  at  declared  government  facilities 
from  September  to  December  of  1 994.  See  Thomas  W.  Lippman,  "Administration  Voices  Concern  On  Russian  Treaty 
Compliance,"  Washington  Post,  1 1  December  1994,  A36;  U.S.  Arms  Control  and  Disarmament  Agency,  Adherence  to 
and  Compliance  with  Arms  Control  Agreements,  Report  to  Congress  (Washington,  D.C.:  U.S.  Arms  Control  and 
Disarmament  Agency.  30  May  1995),  13. 
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U.S.  negotiators  have  also  relentlessly  sought  Russia's  cooperation  in  bringing  the  BDA 
into  force.  Different  reasons  have  been  given  for  the  less-than-cnthusiastic  response  that  U.S. 
overtures  have  received.^'  First  and  foremost  among  these  reasons  is  the  Russian  government's 
reluctance  to  undertake  obligations  that  it  cannot  afford.  Firm  cost  estimates  for  Russia's 
destruction  program  are  not  available,  but  they  start  at  about  one  billion  dollars."  For  a 
government  struggling  with  an  economic  transition  that  has  produced  massive  dislocation  of  its 
citizenry,  the  priorities  between  fiinding  a  weapons  destruction  program  and  housing  and  feeding 
its  people  are  obvious. 

Various  Russian  officials  and  legislators  state  that  the  Russian  destruction  program  and 
ratification  of  chemical  disarmament  treaties  are  unlikely  to  move  forward  until  Russia  is 
confident  that  it  has  the  financial  means  to  fulfill  its  treaty  obligations."  According  to  Dr. 
Alexander  Pisarev  of  the  Russian  Embassy  in  Washington,  D.C.: 

The  Russian  government  fiiUy  imderstands  that  the  main  burden  of  destroying  its  chemical 
weapons  stockpile  will  lay  on  Russia's  shoulders.  At  the  same  time,  however,  the  Russian 
government  expects  other  signatories  to  the  CWC  to  help  at  the  outset  of  this  destruction 
program.  This  expectation  is  especially  high  for  the  United  States,  which  has  promised 
assistance.^' 

Pisarev  is  referring  to  assistance  that  U.S.  officials,  including  President  Bill  Clinton,  have 
indicated  would  be  forthcoming  once  U.S.  experts  were  confident  that  the  destruction  methods 
proposed  by  Russia  would  meet  treaty  requirements.^' 

Given  the  complications  that  have  been  encountered  over  the  last  few  years.  Congress  has 
only  once  approved  additional  funding — ^$30  million — for  Russia's  chemical  weapons  destruction 


"  For  example,  when  Congressman  Glen  Browder  returned  from  a  trip  to  Russia  where  he  met  with  legislators  as  well 
as  federal  and  local  officials,  he  cited  several  reasons  for  lack  of  progress.  He  stated  that  "there  is  an  apparently  small 
foction  that  has  reservations  about  the  cost  of  destruction,  the  coverage  of  binary  weapons  by  the  CWC,  the  need  to 
retain  military  utility  of  the  [chemical  weapons]  stocks,  the  costs  of  CWC  verification  and  inspection,  and  the  possibility 
of  non-signatories  to  the  CWC  on  Russian  and  [Commonwealth  of  Independent  States]  borders."  Representative  Glen 
Browder,  Memorandum  to  Representative  Ronald  V.  Dellums,  "July  3-10  Codel  to  Russia  Concerning  Chemical 
Weapons,"  25  July  1994. 

"  These  cost  estimate  vary  widely.  Arguing  for  the  CWC's  ratification  before  the  Sute  Duma,  Maj.  Gen.  Yuri 
Tarasevich  told  the  representatives  that  it  cost  roughly  S3  million  a  year  to  store  the  chemical  weapons,  but  it  would 
cost  about  SI. 2  billion  to  destroy  the  stockpile.  Tarasevich  is  the  deputy  head  of  the  Radiation,  Chemical  and 
Biological  Protection  Troops.  "News  Chronology:  February-May  1994,"  Chemical  Weapons  Convention  Bulletin,  24. 
On  1  April  1995,  the  chairman  of  the  presidential  committee,  Pavel  Syutkin  estimated  the  cost  of  destroying  the  Russian 
arsenal  at  S5  to  S6  billion.  "New  Chronology:  February-May  1995,"  Chemical  Weapons  Convention  Bulletin,  no.  28 
(June  1995),  24.  In  comparison,  destruction  of  the  U.S.  stockpile  is  estimated  to  cost  just  under  $12  billion. 

"  Catherine  Toups,  "U.S.  Russia  Slow  to  Destroy  Chemical  Weapons  After  Vow,"  Washington  Times,  31  January  1995. 

"  Dr.  Alexander  Pisarev,  interview  by  author,  Washington,  D.C.,  12  September  1995. 

"  At  the  January  1994  Moscow  summit,  Clinton  pledged  to  consider  additional  U.S.  assistance  for  Russia's  destruction 
program.  "News  Chronology:  November  1 993-February  1994,"  Chemical  Weapons  Convention  Bulletin,  no.  23  (March 
1994):  21.  Russia  plans  to  use  a  two-step  process,  chemical  neutralization  followed  by  bitimunization.  Early  results 
from  joint  testing  of  this  approach  in  the  United  States  are  promising.  Joint  tests  continue  at  Saratov.  For  more  detail, 
see  Maj.Gen.  Roland  Lajoie's  (USA,  Ret)  essay  in  this  report. 
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program.'"  Another  side-effect  of  the  shortfall  in  funds  available  for  destruction  in  Russia  has 
been  the  revision  of  the  BDA's  schedules.  If  the  BDA  were  to  be  enacted,  destruction  would 
begin  by  30  June  1997  and  end  by  30  June  2004. 

The  second  reason  cited  for  lack  of  progress  relates  to  the  Presidential  Committee  for 
Convention-Related  Chemical  and  Biological  Weapons  Matters  that  Yeltsin  created  in  February 
1992  to  oversee  the  destruction  program.  Because  those  who  build  something  often  have  the  most 
knowledge  about  how  to  destroy  it,  Yeltsin  appointed  veterans  of  the  Soviet  chemical  weapons 
complex  to  this  committee.  Similarly,  the  U.S.  Army  Chemical  Corps,  which  ran  America's 
programs  to  develop  and  produce  chemical  weapons,  is  now  managing  the  destruction  of  the  U.S. 
arsenal.  In  Russia's  case,  however,  some  members  of  Russia's  chemical  corps  and  chemical 
industry  are  sympathetic  to  reactionaries  who  want  to  revert  to  Communist  practices.  Many  of 
these  individuals  spent  a  lifetime  building  the  Soviet  chemical  weapons  program,  and  they 
perceive  proposals  to  destroy  the  stockpile  as  a  threat  to  their  jobs  and  a  negation  of  their  careers. 
Accustomed  to  the  structure  and  control  of  the  Soviet  Union's  planned  economy,  many  of  these 
managers  are  also  ill  at  ease  with  the  uncertainties  brought  about  by  Russia's  economic  and 
political  transition.  Therefore,  some  of  the  very  people  that  Yeltsin  asked  to  supervise  the 
destruction  of  the  Russian  stockpile  have  stalled  progress  on  that  front. 

A  third  reason  that  little  headway  has  been  made  is  that  proposals  to  destroy  the  Russian 
stockpile  have  nm  into  strong  resistance  from  people  living  near  prospective  destruction  sites.  In 
1988,  frightened  citizens  near  the  USSR's  pilot  destruction  plant  at  Chapayevsk  protested  so 
vehemently  that  the  Soviet  government  was  forced  to  turn  it  into  a  training  facility.^'  Grassroots 
apprehension  that  chemical  weapons  destruction  would  endanger  public  health  and  the 
enviroimient  was  not  dampened  by  Yeltsin's  promise  to  improve  health  care  and  other  services 
in  commimities  where  destruction  facilities  would  be  built.  Also,  many  of  these  people  apparently 
did  not  know  what  was  being  stored  in  their  midst  until  recently.'^  The  location  of  Russia's 
stockpile  storage  sites  was  only  made  public  in  January  1 994." 

The  commission's  initial  proposal  for  the  stockpile's  destruction,  which  involved 
transporting  chemical  weapons  through  densely  populated  areas  along  "technically  and  structurally 
unsafe"  rail  lines,  was  heavily  criticized.**   The  commission  itself  became  suspect.   On  8  April 


"  In  1994,  Congress  added  another  $30  million  for  the  construction  of  an  analytical  laboratory  to  support  this 
destruction  program. 

"  Igor  Khripunov,  The  Human  Element  In  Russia's  Chemical  Weapons  Disposal  Efforu,"  Arms  Control  Today  25, 
no.  6  (July/August  1995):  18. 

"  Such  was  the  case  with  the  local  leaders  at  a  stockpile  storage  site  visited  by  Congressman  Glen  Browder  (D- 
Alabama)  in  mid-1994.  Interview  with  Glen  Browder,  Washington,  D.C.,  14  September  1995. 

"  Igor  Vlasov,  "Chemical  Splinters  in  Russia's  Body,"  Rossiiskaya  Cazeta,  15  January  1994,  3. 

Initial  plans  set  aside  13  percent  of  the  cost  of  the  program's  first  phase  for  housing  and  other  infrastructure 
improvements.  For  more  on  this  proposal,  which  was  made  to  the  Supreme  Soviet  in  the  fall  of  1992,  see  Khripunov, 
"The  Human  Element  In  Russia's  Chemical  Weapons  Disposal  Efforts."  18-19. 
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1994,  Yeltsin  issued  a  one-line  statement  firing  its  chainnan,  retired  Gen.  Anatoly  Kuntsevich,  for 
"numerous  and  gross  violations"  of  his  duties." 

Another  reason  that  has  thwarted  progress  is  that  U.S.  officials  have  had  difficulty 
pinpointing  just  which  organization  in  the  new  Russian  government  has  the  principal  authority  for 
these  matters.  Among  the  organizations  involved  are  the  Ministry  of  Defense,  the  Ministry  of  the 
Interior,  and  the  Ministry  of  Foreign  Affairs.  At  various  times  U.S.  officials  foimd  that  one 
organization,  then  another,  appeared  to  be  in  charge  of  the  destruction  program  or  a  particular 
facet  of  it.  Well  over  a  year  passed  before  Pavel  Syutkin  was  confirmed  as  Kuntsevich 's 
replacement  as  chairman  of  the  presidential  coimnittee.  This  situation  appears  to  have  improved 
with  Yeltsin's  24  March  1995  formation  of  a  new  interministerial  committee  that  will  report  to 
his  National  Security  Advisor,  Yuri  Battirin,  who  is  to  coordinate  the  activities  of  die  different 
departments  involved."  Yeltsin's  order  also  firmly  stated  that  Russia's  chemical  weapons  would 
be  destroyed  at  the  seven  sites  where  they  are  stored. 

Moscow's  willingness  to  work  with  U.S.  officials  has  noticeably  increased  since  the 
Russian  government  has  succeeded  in  negotiating  agreements  granting  local  governmental 
approval  for  work  on  the  destruction  program  to  proceed  in  three  of  the  seven  stockpile 
communities.  Agreements  are  now  in  place  for  Gomy,  Kambarka,  and  Shchuche."  On  16 
September  1995,  Yeltsin  took  another  important  step  in  creating  the  governmental  infrastructure 
to  execute  this  program  when  he  submitted  a  draft  law  on  the  destruction  of  Russia's  chemical 
weapons  to  the  Duma's  Defense  Committee."  Duma  passage  of  this  law  will  remove  a  major 
obstacle  impeding  Russian  ratification  of  the  CWC. 

A  final  suggested  reason  for  sluggish  progress  is  that  Russia's  travails  in  putting  together 
a  coherent  destruction  program  may  simply  be  a  cover  to  hide  the  novichok  binary  program. 
According  to  this  school  of  thought,  hardliners  within  the  Russian  government  have  been  holding 
off  the  entry  into  force  of  the  BDA  and  the  CWC  to  enable  the  continued  production  of  new 
chemical  weapons  and/or  to  conceal  evidence  of  the  novichok  program.  The  veracity  of  this 
theory  cannot  be  tested  without  the  on-site  inspections  enabled  by  the  BDA  or  the  CWC. 

A  related  school  of  thought  submits  that  stalling  allows  Russia  to  convert  its  chemical 
weapons  production  facilities  to  the  manufacture  of  commercial  products  without  U.S.  or 
international  supervision.  How  to  convert  former  production  facilities  for  peaceful  purposes  has 
been  a  staple  of  bilateral  discussions  for  the  past  few  years.  U.S.  policy  makers  have  argued  that 


"  Richard  Boudreaux,  "Yeltsin  Fires  Chemical  Warfare  Chief,"  Los  Angeles  Times  (8  April  1994).  No  further 
specification  of  the  charges  against  Kuntsevich  was  provided. 

*  "News  Chronology:  February-May  1995,"  Chemical  Weapons  Convention  Bulletin,  no.  28  (June  1995):  23. 

"  Khripunov,  "The  Human  Element."  19-20.    This  summer,  local  officials  near  Shchuche  signed  a  legal  document 
granting  Moscow  authorities  permission  to  start  surveying  for  the  exact  site  for  a  destruction  facility. 

'*  This  legislation  contains  the  comprehensive  plan  to  destroy  the  stockpile,  which  is  the  foundation  that  must  be  in 
place  before  Russia  can  ratify  the  CWC.   Presidential  Press  Service.  Moscow,  18  September  1995. 
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Russia  is  trying  to  weaken  the  terms  for  destruction  or  conversion  of  these  facilities."  Russian 
officials  counter  that  the  costs  of  all  of  the  possible  attendant  verification  procedures  are 
prohibitive.  They  also  observe  that  Russia's  economy  suffers  if  these  facilities,  which  could  be 
making  commercial  products,  must  remain  closed  until  the  BDA  or  the  CWC  become  effective. 

One  does  not  have  to  search  too  hard  to  see  that  the  actions  of  Moscow  and  Washington 
on  this  important  security  matter  remain  closely  linked.  The  Duma  has  held  hearings  on  the  CWC. 
In  October  1994,  the  Duma's  Committee  on  Etefense  stated  that  "Chemical  disarmament  meets 
in  full  measure  the  national  interests  of  Russia.""  However,  the  Duma  cannot  act  on  the  treaty 
until  Yeltsin  formally  submits  it  for  consideration.  Yeltsin  is  unlikely  to  take  this  step  until  the 
funding  picture  for  chemical  weapons  elimination  becomes  clearer.  On  the  oppwsite  side  of  the 
Atlantic,  the  Senate  held  numerous  hearings  on  the  CWC  in  1994,  but  has  taken  no  action  since. 
Congress  is  also  reticent  to  approve  additional  funds  to  help  Russia's  destruction  program.  Some 
in  Congress  argue  that  Russia  must  answer  all  questions  about  the  novichok  program  before  the 
United  States  takes  additional  steps:  Russian  policy  makers  counter  that  the  United  States  should 
provide  the  promised  assistance  before  Russia  takes  additional  action.  Each  side  is  thus  waiting 
for  the  other  to  move  first. 

The  Pursuit  of  U.S.  National  Security  Interests 

When  the  Senate  debates  the  CWC,  some  are  likely  to  claim  that  a  decision  on  the  CWC 
has  tc  be  predicated  upon  the  progress  or  lack  thereof  that  has  been  achieved  through  bilateral 
chemical  weapons  agreements  with  Russia.  Those  who  insist  on  clinging  to  this  approach  mistake 
the  appetizers  for  the  entree.  The  CWC  is  best  suited  to  help  the  United  States  reach  its  near-term 
objective  to  resolve  problems  in  Russia  and  its  long-range  objectives  regarding  nonproliferation 
policy  and  chemical  weapons  disarmament. 

Some  of  the  most  important  decisions  pertaining  to  chemical  weapwns  disarmament  in 
Russia  are  to  be  taken  in  Moscow,  but  the  decisions  made  by  the  U.S.  Senate  can  influence  what 
unfolds  in  Russia.  The  U.S.  Senate's  actions  can  either  make  it  less  complicated  for  Russia  to 
proceed  along  a  constructive  path  or  easier  for  Russia  to  go  in  the  wrong  direction.  The  decisions 
facing  the  Senate  are  whether  ratification  of  the  CWC  and  the  provision  of  additional  U.S. 
resources  for  the  destruction  of  Russia's  chemical  arsenal  would  increase  the  probability  that 
Moscow  chooses  a  desirable  course.  Ratification  of  the  CWC  and  the  provision  of  additional  U.S. 
resources  for  the  destruction  of  Russia's  chemical  arsenal  are  strong  incentives  for  Russia  to  do 
so. 


"  For  example,  both  agreements  state  that  inspectors  can  "observe  all  areas,  all  activities,  and  all  items  of  equipment 
at  the  facility,"  take  samples  from  "any  area,"  and  use  "continuous  monitoring  with  on-site  instruments  and  the  physical 
presence  of  inspectors."  See  Amy  E  Smithson,  "Russia  Wants  Plastics,  Too,"  Bulletin  of  the  Atomic  Scientists  50,  no. 
3  (May/June  1994):  14-15.  Lack  of  progress  on  bilateral  issues  has  spilled  over  to  the  CWC's  Preparatory  Commission, 
slowing  to  a  crawl  decision  making  about  the  operational  details  of  the  CWC's  declarations,  inspections,  and 
administration. 

*  Committee  on  Defense,  Federal  Assembly  of  the  Russian  Federation,  State  Duma,  "On  the  Course  of  Preparation  of 
the  Russian  Federation  for  the  Process  of  Destruction  of  Chemical  Weapons  and  for  Ratification  of  the  'Convention 
on  the  Prohibition  of  Development,  Production.  Stockpiling  and  Use  of  Chemical  Weapons  and  On  Their  Destruction*," 
(Moscow,  31  October  1994),  2. 
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Those  still  fixated  upon  the  problem  and  not  the  solution  will  argue  that  the  United  States 
should  take  no  action  on  the  CWC  until  Russia  "comes  clean"  about  the  novichok  program  under 
the  Memorandum  of  Understanding.  This  argument  is  self-defeating,  because  U.S.  decision 
makers  will  not  truly  know  whether  Russia  has  been  totally  forthcoming  in  declaring  its  activities 
until  inspections  are  conducted.  Suspicions  require  on-site  inspections.  Russia  can  only  be  held 
accountable  under  a  legally  binding  agreement.  The  Memorandum  of  Understanding  is  not  such 
an  agreement;  the  CWC  is. 

Some  will  also  contend  that  the  BDA  must  be  activated  before  the  CWC  is  ratified  and 
enters  into  force.  Actually,  Russia  accrues  several  advantages  in  enacting  the  BDA  first. 
According  to  the  March  1993  draft  Protocol  of  the  BDA,  the  inspecting  party  agrees  to  "bear  the 
expenses  related  to  inspection  activities...,  including  the  installation  and  maintenance  of  agreed 
equipment."*'  Thus,  the  financial  burden  on  the  Russian  government  would  be  less  under  the 
BDA  since  under  the  CWC  Russia  will  be  assessed  a  constant  share  of  the  budget  for  the 
Technical  Secretariat.*^  While  the  United  States  is  more  accustomed  to  working  bilaterally  with 
Russia  on  sensitive  military  issues,  there  is  no  reason  other  than  Russia's  financial  plight  why  the 
BDA  must  precede  the  CWC,  especially  since  the  verification  provisions  under  the  two  accords 
are  virtually  identical. 

The  largest  risk  that  the  U.S.  Senate  runs  in  ratilying  the  CWC  before  Russia  is  that 
Russia  will  not  quickly  follow  suit.  Even  so,  the  United  States  would  occupy  the  high  ground  of 
having  helped  to  reinforce  an  international  norm  against  chemical  weapons  development, 
production,  and  stockpiling — the  very  activities  that  the  United  States  long  ago  ceased  unilaterally. 
Until  the  U.S.  Senate  gives  its  consent  to  ratification  of  the  CWC,  it  will  be  in  the  untenable 
position  of  complaining  about  possible  activities  in  Russia  that  may  violate  a  law  that  does  not 
exist. 

No  matter  how  detailed  a  map  Mirzayanov  and  other  whistleblowers  provide  to  the 
novichok  program,  without  the  CWC  that  map  will  be  of  little  avail.  Until  the  CWC  is  in  force, 
inspectors  will  be  denied  the  opportunity  to  take  the  measure  of  what  agents  may  or  may  not  have 
been  developed.  Given  the  information  akeady  available  about  the  novichok  program,  those 
within  Russia's  chemical  weapons  complex  will  be  hard-pressed  to  foil  the  CWC's  routine  and 
challenge  inspections  as  long  as  the  international  Technical  Secretariat  is  doing  its  job  properly. 
If  an  effort  is  made  to  take  the  binary  program  underground,  so  to  speak,  trying  to  hide  it  amidst 
the  background  noise  of  commercial  chemical  industry,  Russia  would  be  subject  to  findings  that 
it  has  violated  the  CWC's  prohibition  on  the  use  of  any  toxic  chemicals  for  military  purposes. 
Unless  the  CWC  is  in  force,  Russia's  commercial  activities  with  dual-use  chemicals  will  remain 
undeclared  and  unmonitored. 


*'  Emphasis  added  Protocol  on  Implementation  Measures  Relating  to  the  Agreement  Between  the  United  States  of 
America  and  the  Union  of  Soviet  Socialist  Republics  on  the  Destruction  and  Non-Produaion  of  Chemical  Weapons 
and  on  Measures  to  Facilitate  the  Multilateral  Convention  on  Banning  Chemical  Weapons,  26  March  1993  Joint  Draft 
Text.  I(D)3(c). 

"  Russia's  assessment  for  Preparatory  Commission  activities  is  5.67  percent,  slightly  smaller  than  Russia's  5.68  percent 
assessment  for  United  Nations  activities.  Preparatory  Conunission  Document  PCA('Il/A/4  (The  Hague:  OPCW 
Preparatory  Commission,  23  September  1994),  4,  8. 
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Moreover,  refusal  of  a  challenge  inspection  would  automatically  put  Russia  in  violation 
of  the  CWC.  Inspectors  will  have  two  basic  strategies  to  assess  whether  Soviet  authorities 
produced  novel  chemical  agents  that  are  not  banned  by  the  ONC*^  First,  all  chemical  agents 
are  made  from  the  same  chemical  building  blocks — sulfur,  phosphorus,  or  flourine.  Inspectors 
can  analyze  samples  they  have  taken  for  the  chemical  agent  precursors  that  the  CWC  controls,  as 
well  as  the  chemical  by-products  that  result  when  a  chemical  solution  degrades  over  time.  This 
analysis  will  give  inspectors  insight  into  whether  new  agents  were  produced.  Second,  the 
inspectors  will  look  for  evidence  of  novel  chemistry,  which  would  require  the  modification  of 
standardized  equipment.  While  inter\'iewing  workers  and  reviewing  facility  records,  they  will  also 
look  for  anomalies,  which  will  be  reported  if  Russian  officials  have  no  satisfactory  explanation. 

Even  though  inspectors  have  been  able  to  confirm  the  presence  of  chemical  weapons  years 
after  their  use  occurred,"  pragmatists  will  not  expect  the  inspection  process  to  produce 
immediate,  clear-cut  answers.  Nonetheless,  the  United  States  stands  to  learn  a  great  deal  more 
about  the  novichok  program  from  the  CWC's  inspections  than  it  would  otherwise  glean  through 
national  technical  means. 

Similarly,  the  best  route  to  watch  over  Russia's  conversion  of  former  chemical  weapons 
production  facilities  is  through  the  CWC.  Before  long,  however,  this  particular  issue  may  be 
moot.  Earlier  this  year,  a  senior  Russian  official  announced  that  "Russia  has  proceeded  to 
destroy"  over  half  of  its  chemical  weapons  production  facilities  to  fiirther  the  "definitive 
elimination  of  the  military  chemical  threat"  and  demonstrate  Russia's  commitment  to  the  CWC.^' 
The  longer  the  U.S.  Senate  delays  ratification  of  the  CWC,  the  more  former  Russian  production 
facilities  will  be  converted  without  international  supervision.  In  contrast,  with  the  CWC  the 
opportunity  arises  to  monitor  this  conversion  process  closely,  confirming  the  elimination  of 
specialized  equipment  and  structures. 

Proper  implementation  of  the  CWC  would  also  bolster  accoimtability  for  Russia's 
chemical  weapons  stockpile.  International  inspectors  have  the  right  to  inventory,  secure,  and 
routinely  check  Russia's  arsenal  until  it  is  destroyed.  In  this  manner,  the  CWC's  monitoring 
process  can  help  prevent  Russian  chemical  weapons  from  fmding  their  way  into  the  hands  of 
proliferators  or  terrorists. 

As  for  fiirther  assistance  to  Russia's  chemical  weapons  destruction  program,  some  will 
argue  that  taxpayers  dollars  should  not  be  used  to  help  fulfill  Russia's  treaty  obligations. 
However,  tightening  security  around  Russia's  chemical  weapons  stockpile  and  hastening^  its 


"  Noie  that  the  CWC's  list  of  prohibited  agents,  as  well  as  the  control  lists  of  dual-use  chemicals,  can  be  modified. 

**  Soil  samples  taken  from  four  year-old  bomb  craters  in  Iraq  had  traces  of  the  nerve  gas  sarin  and  the  blister  agent 
mustard,  confirming  Iraq's  violation  of  the  1925  Geneva  Protocol  ban  on  the  use  of  chemical  weapons.  See  "Scientific 
First;  Soil  Samples  Taken  from  Bomb  Craters  in  Northern  Iraq  Reveal  Nerve  Gas  —  Even  Four  Years  Later,"  Physicians 
for  Human  Rights/Human  Rights  Watch  (Boston,  29  April  1993);  Report  on  Analysis  of  Samples  Collected  in  Northern 
Iraq  (Porton  Down,  United  Kingdom:  Chemical  &  Biological  Defence  Establishment,  Ministry  of  Defence,  March 
1993). 

"  "Statement  by  the  Head  of  the  Delegation  of  the  Russian  Federation  at  the  Eleventh  Session  of  the  Preparatory 
Commission  for  the  Organisation  for  the  Prohibition  of  Chemical  Weapons,"  Document  PC-XI/II  (The  Hague: 
Preparatory  Commission  for  the  Organisation  for  the  Prohibition  of  Chemical  Weapons,  25  July  1 995). 
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destruction  will  measurably  reduce  the  possibility  that  Russian  chemical  weapons  will  one  day 
harm  Americans.^  As  one  person  who  had  been  to  Russian  chemical  weapons  storage  facilities 
concluded.  The  best  security  is  to  get  rid  of  it."*'  Any  additional  funding  would  probably  fall 
under  the  umbrella  of  the  Nunn-Lugar  Cooperative  Threat  Reduction  Program,  which  was  initiated 
in  the  aftermath  of  the  Soviet  Union's  disintegration  to  help  seciire  and  dismande  the  former 
Soviet  Union's  weapons  of  mass  destruction.  Congress  might  also  recall  that  whatever  assistance 
the  United  States  provides  would  simultaneously  benefit  the  U.S.  companies  awarded  the  contracts 
for  this  work.** 

The  United  States  cannot  be  expected  to  pay  for  most  of  these  expenses,  and  that  does 
not  appear  to  be  what  Russian  officials  are  requesting.  Russia  has  asked  for  assistance  in  getting 
its  destruction  program  started.  Through  incremental  funding.  Congress  can  significantly  facilitate 
this  process.  Western  technical  credibility  as  well  as  money  are  important  here.  Wary  of  a 
chemical  Chernobyl,  Russian  citizens  will  have  more  confidence  that  chemical  weapons 
destruction  can  be  accomplished  safely  with  Western  technical  assistance  and  oversight.  Local 
communities  are  more  likely  to  cooperate  with  Moscow  if  the  United  States  stays  involved  in 
Russia's  chemical  weapons  destruction  program.*'  Already,  other  countries,  recognizing  Russia's 
severely  depressed  economy  and  the  threat  resident  in  Russia's  chemical  weapons  stockpile,  have 
begun  offering  financial  and  technical  assistance.  Germany,  for  example,  is  helping  to  develop 
technology  to  destroy  the  mustard  and  lewisite  agents  at  the  Gomy  storage  site.  Sweden  has 
pledged  assistance,  and  internal  discussions  are  taking  place  in  other  European  capitols  about  how 
they  might  help  the  Russian  destruction  program.^  Thus,  the  United  States  would  have  partners 
in  this  effort. 

In  sum,  the  Senate  will  have  little  effect  on  the  problems  associated  with  Russia's 
chemical  weapons  complex  by  sitting  on  the  sidelines.  Ratification  of  the  CWC  and  increasing 
U.S.  assistance  for  the  destruction  of  Russia's  chemical  arsenal  are  sensible  steps  to  begin 
resolving  these  problems. 


**  According  to  Browder,  "Destruction  of  these  weapons  will  be  a  very  worthwhile  investment  in  improving  U.S., 
Russian,  and  international  security.'  Browder,  "July  3-10  Codel  to  Russia  Concerning  Chemical  Weapons."  25  July 
1994. 

*'  Interview  by  author,  28  July  1995. 

**  For  a  similar  argument,  see  Secretary  of  Defense  William  Perry's  win-win-win  concept,  as  quoted  in  Dunbar 
Lockwood,  "The  Nunn-Lugar  Program:  No  Time  To  Pull  the  Plug."  Arms  Control  Today  25,  no.  5  (June  1995):  10. 
These  funds  should  not,  however,  be  used  to  construct  hospitals,  roads,  or  make  other  improvements  that  Moscow  has 
promised  local  communities  for  their  cooperation  with  the  destruction  program. 

"  Congressman  Browder  discussed  this  matter  with  Russian  officials  in  1994.  In  his  trip  report,  he  states  "It  was  also 
apparent  in  fiank  discussions  with  local  and  regional  civilian  officials  that  active  American-Russian  pannership  in 
[chemical  weapons]  destruction  will  help  move  the  program  along  among  local  site  populations."  Browder,  "July  3-10 
Codel  to  Russia  Concerning  Chemical  Weapons."  4. 

"  Interview  by  author.  15  September  1995.  Sweden  has  pledged  2.6  million  Krona  (approximately  S370,000)  to  assist 
destruction  at  the  Kambarka  site.  "News  Chronology:  November  1 994-February  1995."  Chemical  Weapons  Convention 
Bulletin,  no.  27  (March  1995),  28-29. 
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Furthermore,  the  CWC  will  promote  the  long-term  U.S.  nonproliferation  objectives  by 
helping  to  reverse  the  tide  of  chemical  weapons  proliferation.  Undoubtedly,  the  time  has  come 
for  the  U.S.  Senate  to  act. 
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Appendix:  Chronology  of  Events  Related  to  U.S. 
and  Soviet/Russian  Chemical  Weapons  Disarmament 

Laurie  H.  Boulden 


1960 
1969 
1979 


9  March  1982 
18  April  1984 


1984 


1985 


November  1985 


1986-1989 


Negotiations  for  an  international  chemical  weapons  ban  begin  in  G^eva. 

The  United  States  ceases  production  of  unitary  chemical  weapons. 

The  U.S.  Anny  constructs  a  new  chemical  agent  disposal  facility  at  the 
Tooele  Anny  Depot,  Utah,  to  test  high-temperature  incineration  as  well  as 
neutralization.  From  1979  to  1987,  the  Army  incinerates  over  83  metric  tons 
of  chemical  agents  and  nearly  38,000  munitions. 

After  encountering  difficulties  with  neutralization,  the  U.S.  Army  selects  the 
incineration  method  to  destroy  the  stockpile. 

At  the  Conference  on  Disarmament  (CD)  in  Geneva,  Vice  President  George 
Bush  presents  a  draft  text  of  the  Chemical  Weapons  Convention  (CWC) 
baiming  the  development,  acquisition,  production,  stockpiling,  transfer,  and 
use  of  chemical  weapons.  His  proposal  calls  for  any  time,  any  place 
challenge  inspections  of  facilities  suspected  of  engaging  in  banned  activities. 
The  Soviet  Union  quickly  dismisses  the  U.S.  proposal. 

The  U.S.  National  Research  Council  (NRC)  Committee  on  Demilitarizing 
Chemical  Munitions  and  Agents  reviews  a  range  of  U.S.  chemical  weapons 
disposal  techniques  and  endorses  the  Army's  selection  of  incineration,  the  so- 
called  "baseline"  approach. 

The  Soviet  government  selects  Chapayevsk  as  the  site  for  a  chemical 
weapons  destruction  facility. 

U.S.  Public  Law  99-145  directs  the  Department  of  Defense  to  destroy  over 
95  percent  of  the  total  U.S.  stockpile  of  chemical  agents  and  munitions  by 
30  September  1994.  The  Army  estimates  the  total  cost  for  destruction  will 
be  $1.7  billion.   This  figure  rises  to  $8.6  billion  in  1993. 

The  Soviet  government  operates  Chapayevsk  as  a  demonstration  facility 
using  the  KUASI  2-step  destruction  technology,  which  neutralizes  the 
chemical  agent  with  an  organic  reagent  and  then  incinerates  the  resulting 
mass. 
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10  April  1987 


6  August  1987 


4  October  1987 


23  February  1988 


In  Prague,  Soviet  Premier  Mikhail  Gorbachev  announces  that  the  Soviet 
Union  has  stopped  producing  chemical  weapons  and  has  never  deployed  any 
outside  of  its  own  territory. 

At  the  CD,  the  Soviet  Union  accepts  the  principle  of  challenge  inspections 
without  the  right  of  refusal,  resolving  a  major  impasse  in  CWC  negotiations. 

Western  observers  from  45  countries  visit  the  Soviet  chemical  weapons 
testing  facility  at  Shikhany.  They  examine  the  facility  and  the  chemical 
weapons  to  be  destroyed. 

The  Under  Secretary  of  the  U.S.  Army  annoimces  that  chemical  weapons 
will  be  incinerated  at  the  eight  sites  where  they  are  stored.  This  alternative 
was  selected  over  transportation  options  because  a  more  credible  emergency 
response  program  could  be  established  at  the  storage  sites  rather  than  along 
transportation  corridors  that  would  be  used  to  relocate  the  weapons  to  one 
or  two  central  destruction  facilities. 


28  July  1988  At  the  CD,  the  United  States  voluntarily  reveals  the  location  of  its  chemical 

weapons  storage  facilities  and  its  plans  to  eliminate  the  U.S.  chemical 
weapons  arsenal.  The  U.S.  delegation  calls  on  the  Soviet  Union  to  do  the 
same. 

23  September  1989  The  Soviet  Union  and  the  United  States  sign  the  Wyoming  Memorandum  of 
Understanding  (MOU)  to  build  confidence  that  a  chemical  disarmament 
treaty  can  be  successfully  implemented.  The  MOU  consists  of  two  phases 
of  data  exchanges  and  trial  on-site  inspections. 


5  September  1989 


Due  to  public  protests  about  safety  at  the  Chapayevsk  destruction  facility, 
Soviet  Government  Decision  #1565  turns  Chapayevsk  into  a  training  facility. 


29  December  1989  Phase  I  of  the  Wyoming  MOU  data  exchange  takes  place.  The  United  States 
and  the  Soviet  Union  swap  data  on  aggregate  stockpile  size;  types  of  agents; 
the  percent  of  chemical  agents  in  munitions,  devices,  or  bulk  storage;  the 
location  of  storage,  production,  and  destruction  facilities;  and  types  of  agents 
and  munitions  at  each.  The  Soviet  Union  declares  the  size  of  its  chemical 
stockpile  to  be  40,000  metric  tons. 


7  February  1990 


1  June  1990 


U.S.  Secretary  of  State  James  Baker  and  Soviet  Foreign  Minister  Edward 
Shevardnadze  agree  on  a  framework  document  to  help  accelerate  CWC 
negotiations  at  the  Conference  on  Disarmament.  This  document  outlines 
plans  for  a  bilateral  destruction  agreement. 

The  United  States  and  the  Soviet  Union  sign  the  "Agreement  on  Destruction 
and  Non-Production  of  Chemical  Weapons  and  on  Measures  to  Facilitate  the 
Multilateral  Chemical  Weapons  Convention,"  known  as'  the  Bilateral 
Destruction  Agreement  (BDA).  In  this  accord,  both  sides  pledge  to  cease 
chemical  weapons  production,  to  reduce  existing  stocks  to  5,000  metric  tons 
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30  June  1990 


February  1991 


13  May  1991 


by  the  end  of  2002,  to  cooperate  on  safe  technologies  for  destruction,  and  to 
allow  on-site  inspections  during  the  destruction  process.  Complications 
caused  by  the  collapse  of  the  Soviet  Union  later  spur  a  renegotiation  of  the 
BDA's  timelines,  with  destruction  slated  to  begin  in  1997  and  end  by  2004. 

The  U.S.  Army  begins  testing  its  pilot  destruction  facility  at  Johnston  Atoll 
in  the  Pacific.  These  tests  involve  M-55  rockets  and  105mm  M-60 
projectiles  filled  with  chemical  agents. 

Phase  I  of  the  Wyoming  MOU  comes  to  a  close.  The  Soviet  Union  and  the 
United  States  successfully  conducted  reciprocal  trial  inspections  at  two 
production,  three  storage,  and  two  industrial  chemical  facilities. 

President  George  Bush  announces  a  U.S.  initiative  to  propel  the  CWC 
negotiations  toward  conclusion.  The  United  States  commits  unconditionally 
to  destroy  all  of  the  U.S.  stockpile  within  10  years  of  the  CWC's  entry  into 
force.  The  United  States  also  renounces  any  use  of  chemical  weapons, 
including  use  in  retaliation  for  a  chemical  attack,  once  the  CWC  becomes 
effective  and  providing  the  USSR  is  a  participant  in  the  treaty. 

Dr.  Vil  Mirzayanov,  a  scientist  at  the  Soviet  State  Institute  for  Organic 
Chemistry  and  Technology  (GosNIIOKhT),  the  Soviet  Union's  premier 
chemical  weapons  research  facility,  publishes  an  article  in  the  newspaper 
Kuranty.  He  charges  that  the  Soviet  Union  has  continued  to  develop,  test, 
and  produce  chemical  weapons. 

19  August  1991        A  coup  d'etat  almost  topples  the  Soviet  government. 

25  December  1991  Gorbachev  announces  the  imminent  termination  of  the  Soviet  government. 
As  the  new  year  dawns,  the  flag  of  the  Federation  of  Russia  is  raised  over 
the  Kremlin. 


10  October  1991 


6  Januaiy  1992 


19  February  1992 


30  July  1992 


Mirzayanov  is  fired  from  his  job  at  GosNIIOKhT  because  of  his  revelations 
about  the  "novichok"  program  to  develop  a  new  generation  of  binary 
chemical  weapons. 

Russian  President  Boris  Yeltsin's  Presidential  Decree  #160  creates  the 
"Presidential  Committee  for  Convention-Related  Chemical  and  Biological 
Weapons  Matters"  to  oversee  Russian  treaty  compliance,  including  the 
chemical  weapons  destruction  program. 

The  United  States  and  Russia  sign  an  agreement  concerning  the  safe,  secure, 
and  ecologically  sound  destruction  of  chemical  weapons.  This  agreement 
initiates  such  activities  as  joint  training  in  chemical  weapwns  destruction 
methods  and  other  efforts  designed  to  facilitate  Russia's  destruction  program. 
The  United  States  pledges  S25  million  in  technical  assistance. 
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10  August  1992  After  more  than  three  decades,  CWC  negotiations  come  to  a  successful 
conclusion  at  the  CD  in  Geneva. 

16  September  1992  With  Lev  Fyodorov,  Mirzayanov  publishes  an  article  about  the  novichok 
binary  program  in  Moscow  News.  Mirzayanov  conducts  interviews  with 
western  journalists,  which  result  in  international  press  coverage  of  this  story. 


October  1992 


2  October  1992 


22  October  1992 


The  Presidential  Committee  submits  a  draft  proposal  to  the  Duma  for  the 
phased  destruction  of  the  Russian  stockpile,  based  on  an  earlier  Yeltsin 
decree  su{^x>rting  a  phased  af^noach.  Phase  I  calls  for  the  on-site  destruction 
of  blister  agents  at  Kambarka  and  Gomy.  In  Phase  II,  nerve  agent-filled 
munitions  from  Kizner  and  Shchuche  are  to  be  transported  for  destruction  to 
a  facility  in  Novochdx>ksarsk,  Chuvash  Republic. 

Tartarstan  declares  itself  a  weapons  of  mass  destruction  (WMD)-firee  zone, 
outlawing  any  productirai,  storage,  or  movement  of  WMD  on  its  territory. 
This  action  makes  it  impossible  to  execute  the  Presidential  Committee's  plan 
to  transport  chemical  wea^xms  fiom  Kizner  and  Shchuche  to 
Novocheboksarsk  for  destruction. 

Russian  authorities  anest  Mirzayanov  and  place  him  in  Lefortovo  Prison  in 
Moscow.  He  is  charged  with  revealing  state  secrets,  but  claims  his  arrest 
violates  the  Russian  OHistitution. 


1  November  1 992     Mirzayanov  is  released  fiom  prison  and  awaits  trial. 

2S  December  1992  The  Chuvash  Siqweme  Soviet  forbids  chemical  weapons  destruction  within 
its  borders,  thus  outlawing  die  destruction  facility  plaimed  for 
Novocheboksarsk. 


13-15  January  1993 
19  January  1993 

March  1993 
26  March  1993 
June  1993 


In  Paris,  Russia  and  die  United  States  join  130  other  countries  in  becoming 
initial  signatories  to  the  CWC. 

The  Duma  rejects  the  Presidential  Committee's  draft  destruction  program, 
citing  strong  regional  composition  to  the  transportation  of  chemical  weapons 
firom  storage  faciUties  to  destruction  sites. 

The  Duma  a^  the  government  and  the  Presidential  Committee  for  a  more 
detailed  plan  for  destruction. 

In  Moscow,  negotiations  to  conduct  Phase  II  of  the  Wyoming  MOU 
conclude  successfully. 

The  United  States  establishes  the  Chemical  Wei^x)ns  Destruction  Support 
OfiEice  in  Moscow  to  ^Knlitate  U.S.  assistance  to  the  Russian  destruction 
program. 
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A  new  commission,  headed  by  First  Vice  Premier  Oleg  Soskovets,  is  created 
to  recommend  destruction  sites  to  Yeltsin  and  to  work  to  secure  the  local 
community's  approval  of  a  facility. 

The  U.S.  Army  opens  the  $385  million  Tooele  baseline  destruction  facility 
at  Tooele,  Utah,  and  begins  to  test  its  equipment  in  preparation  for  trial  bums 
to  prove  that  the  incinerators  can  meet  pollution  control  standards. 

Russian  scientists  visit  the  United  States  for  March  1994  training  at  U.S. 
chemical   weapons   sites,   mostly  at   the  training   facility   in   Aberdeen, 
Maryland.    They  also  work   with  U.S.    citizens'  groups  to  learn  about  the 
legal,  political,  and  public  aspects  of  running  a  destruction  program. 

In  an  interview  with  Krasnaya  Zvezda,  former  chairman  of  the  Presidential 
Committee,  Anatoly  Kuntsevich,  states  that  no  agencies  or  ministries  of  the 
Russian  government  have  complete  information  on  the  amount  or  location 
of  previously  disposed  chemical  weapons-related  materials. 

Kambarka's  city  and  regional  councils  approve  the  placement  of  a  chemical 
weapons  destruction  site  there,  in  exchange  for  Moscow's  pledge  of  6  billion 
rubles  for  infi-astructure  projects,  including  better  water  and  gas  supplies  and 
a  sewage  treatment  facility. 

23  November  1993  President  William  Clinton  submits  the  CWC  to  the  Senate  for  its  advice  and 
consent  to  ratification. 


10  August  1993 


11  August  1993 


September  1993- 
March  1994 


22  October  1993 


3  November  1993 


14  January  1994 


At  a  summit  in  Moscow,  President  Bill  Clinton  promises  to  consider 
additional  measures  to  assist  Russia's  chemical  weapons  destruction  program. 
Clinton  and  Yeltsin  sign  a  document  initiating  Phase  II  of  the  Wyoming 
MOU. 


15  January  1994 


Rossiiskaya  Gazeta  reveals  the  location  of  the  seven  sites  in  Russia  where 
chemical  weapons  are  stored.   This  information  was  previously  classified. 


27  January  1 994       Mirzayanov  is  arrested  again,  only  to  be  released  from  prison  26  days  later. 


4  February  1994 


March  1994 


The  NRC  Stockpile  Comminee  issues  recommendations  on  U.S.  chemical 
demilitarization.  The  NRC  concludes  that  the  Army's  incineration  method 
has  been  demonstrated  to  be  a  safe  and  effective  disposal  process.  Although 
supporting  continued  research  on  alternate  techniques,  the  NRC  states  that 
the  benefits  of  developing  another  successful  technique  are  outweighed  by 
the  risks  associated  with  the  many  years  of  storage  needed  to  develop 
alternate  techniques  fully. 

Congress  adds  $30  million  for  the  construction  of  a  laboratory  to  support 
Russia's  destruction  program. 
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11  March  1994 


17  March  1994 


24  March  94 


7  April  1994 
May  1994 


May-June  1994 


8  June  1994 


The  Russian  government  drops  its  legal  case  against  Mirzayanov  due  to  lack 
of  evidence. 

According  to  the  London  Daily  Telegraph,  Valery  Menshikov,  a  consultant 
for  the  Russian  Security  Council,  asserts  that  Russia  secretly  destroyed  an 
unknown  quantity  of  chemical  weapons  in  1993  without  international 
monitoring.  This  destruction  activity,  he  explains,  was  intended  to  reduce  the 
Russian  stockpile  to  the  declared  level  of  40  000  metric  tons. 

The  head  of  the  Foreign  Ministry's  arms  control  department,  Oleg  Sokolov, 
states  that  Russia's  interests  require  it  to  become  one  of  the  first  65 
signatories  to  ratify  the  CWC,  and  that  the  "negative  implications  from 
Russia's  failure  to  do  so  are  obvious." 

Chairman  of  the  Presidential  Conunittee  Anatoly  Kuntsevich  is  fired  by 
Yeltsin  for  "numerous  and  gross"  violations  of  his  duties. 

Under  the  aegis  of  the  U.S.  technical  assistance  program,  the  Department  of 
Defense  awards  a  contract  to  Becbtel  National,  Inc.  to  prepare  a 
comprehensive  implementation  plan  for  Russian  chemical  weapons 
destruction. 

Russia  and  the  United  States  exchange  data  under  Phase  11  of  the 
Memorandum  of  Understanding. 

The  People's  Court  of  Moscow  awards  Mirzayanov  30  million  rubles  in 
compensation  for  his  arrests  and  trial.  To  date,  be  has  not  received  any 
compensation. 


16  September  1994  O^s/ic/iqya  Gozeta  prints  details  about  Russian  chemical  weapons  destruction 
plans,  including  a  Defense  Ministry  concept  paper.  Russian  experts  were 
most  angered  by  their  government's  seeming  disregard  for  public  opinion  in 
making  decisions  about  chemical  demilitarization. 


31  October  1994 


The  Russian  Duma  Committee  on  Defense  states  that  "Chemical  disarmament 
meets  in  full  measure  the  national  interests  of  Russia." 


18  November  1994  The  United  States  and  Russia  sign  the  "Addendum  to  the  1994  Plan  of  Work 
for  Assistance  to  the  Russian  Program  for  the  Destruction  of  Chemical 
Weapons  within  the  Framework  of  the  Bilateral  Agreement  of  30  July  1992," 
which  provides  for  the  joint  evaluation  of  Russian  destruction  technologies 
and  plans. 

22  November  1 994  A  Russian  team  arrives  in  the  United  States  to  inspect  Newport  Army 
Ammunition  Depot  in  Indiana.  This  trial  inspection  is  one  of  five  that 
Russian  officials  conduct  at  declared  U.S.  government  chemical  weapons 
faciUties  in  Phase  II  of  the  Wyoming  MOU.  During  this  general  time  period, 
U.S.  inspectors  also  inspect  five  sites  in  Russia. 
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5  December  1994 


7  December  1994 


At  a  news  conference  sponsored  by  Greenpeace  in  Moscow,  Lev  Fyodorov, 
Chairman  of  the  Russian  Union  for  Chemical  Seairity,  states  that  4.5  million 
chemical  weapons  have  been  dumped  in  the  seas  surrounding  Russia  since 
World  War  11.  The  chairman  of  the  Saratov  Union  for  Chemical  Safety, 
Vladimir  Petrenko,  aimounces  that  Russian  officials  engaged  in  the 
"unauthorized  destruction"  of  chemical  weapons  at  Shikhany  in  1993. 

A  new  Yeltsin  order  supersedes  one  from  September  1992  about  controls  on 
the  export  of  dual-use  chemicals,  technology,  and  equipment.  Export 
controls  in  the  new  order  are  more  stringent. 


8  December  1994     GosNIIOKhT  countersues  Mirzayanov  for  33  million  rubles. 

10  December  1994   Phase  11  of  the  Wyoming  MOU  comes  to  a  close  with  the  completion  of  the 
.    final  reciprocal  trial  inspections.  ' 

14  December  1994  The  Chechen  Parliament  accuses  the  Russian  government  of  using  chemical 
weapons  against  them  in  the  military  conflict  in  Chechnya. 

30  December  1994  Russian  Government  Decision  #1470  provides  36  billion  rubles 
(approximately  $9  million)  to  Gomy  for  infrastructure  improvements,  in 
exchange  for  local  cooperation  with  the  destruction  facility  to  be  built  there. 


6  January  1995 

21  January  1995 
4  February  1995 

February  1995 

22  March  1995 


24  March  1995 


Russian  Duma  Deputy  Ayvars  Lezdinsh  tells  reporters  that  Federal  troops 
used  chemical  bombs  to  contaminate  the  Chechen  reservoir  at  Grozny  during 
the  conflict  in  Chechnya. 

Sweden  pledges  2.6  million  Krona  (approximately  $370,000)  in  financial  aid 
to  Russia  to  assist  with  chemical  weapons  destruction  at  Kambarka. 

The  Union  for  Chemical  Safety  reports  that  one-half  of  the  3,(X)0  workers 
employed  at  the  chemical  weapons  production  factory  in  Novocheboksarsk 
have  been  or  are  ill.  ' 

The  Russian  destruction  plan  is  reshaped.  Nerve  agent-filled  mimitions  now 
will  be  destroyed  in  Phase  I. 

Upon  the  authority  of  Russian  Prime  Minister  Viktor  Chernomyrdin,  Russian 
Government  Decision  #289  announces  the  "organization  of  work"  for  the 
destruction  of  lewisite  at  Kambarka,  authorizing  the  Ministry  of  Defense  to 
coordinate  the  project. 

Yeltsin  issues  Presidential  Decree  #314  "On  Preparing  the  Russian  Federation 
for  the  Implementation  of  International  Commitments  in  the  Field  of 
Chemical  Disarmament"  to  accelerate  and  organize  Russia's  demilitarization 
efforts.  This  decree  creates  an  interagency  commission  to  oversee  chemical 
weapons  destruction,  chaired  by  National  Security  Adviser  Yuri  Baturin,  and 
delineates  a  list  of  tasks  for  all  relevant  agencies  involved  in  destruction. 
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Yeltsin  also  issuer  a  decree  giving  Pavel  Syutkin,  the  new  chairman  of  the 
Presidential  Committee,  60  days  to  plan  measures  to  accelerate  preparations 
for  chemical  weapons  destruction. 

1 1  April  1995  Chairman  of  the  Duma  Defense  Comminee  Alexander  Piskunov  states  that 

the  Russian  Federation  will  not  be  among  the  first  65  states  to  ratify  the 
CWC  because  of  economic  pressures  and  the  upcoming  parliamentary 
elections. 

July  1995  The  Russian  govenmient  and  the  Shchuche  local  government  sign  a  protocol 

authorizing  the  location  of  a  pilot  chemical  weapons  destruction  facility  in 
Shchuche. 

5  September  1995  In  an  official  statement,  Clinton  welcomed  the  adoption  of  a  Senate 
amendment,  sponsored  by  Senator  Carl  Levin  (D-MI),  which  expresses  the 
Senate's  desire  to  ratify  the  CWC  quickly. 

16  September  1995  Yeltsin  submits  draft  legislation  to  the  Duma  containing  the  revised 
comprehensive  plan  to  destroy  the  stockpile. 
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About  the  Project 


The  Chemical  Weapons  Convenrion  (CWC)  is  a  multilateral  treaty  of  unprecedented  scope 
and  complexity  that  will  prohibit  the  development,  production,  acquisition,  stoclqjiling,  retention, 
and  use  of  chemical  weapons.  In  conjunction  with  the  CWC's  signing  ceremonies  in  January 
1993,  the  Stimson  Center  launched  a  project  to  monitor  domestic  and  international  preparations 
for  implementing  the  treaty  and  to  serve  as  an  information  clearinghouse. 

The  project  publishes  a  periodic  newsletter — The  CWC  Chronicle — to  keep  officials  in 
government,  industry,  the  diplomatic  community,  and  interested  observers  abreast  of  important 
developments  related  to  the  CWC's  implementation. 

The  project  assembled  a  group  of  experts  from  the  International  Atomic  Energy  Agency 
(IAEA),  which  is  the  oft-cited  model  for  the  CWC's  new  international  monitoring  agency,  to 
consider  what  steps  they  would  take  and  which  ones  they  would  avoid  if  they  were  building  a 
monitoring  agency  frt}m  scratch.  Their  warnings  and  recommendations  were  published  in  an 
occasional  paper,  "Administering  the  Chemical  Weapons  Convention:  Lessons  from  the  IAEA " 
(April  1993). 

A  guidebook,  titled  "The  Chemical  Weapons  Convention  Handbook,"  (September  1993) 
walks  readers  through  the  basic  components  of  the  treaty  using  a  thorough,  reader-friendly 
question  and  answer  format.  The  handbook  also  provides  discussion  of  such  topics  as  the 
verification  regime  and  stockpile  destruction,  as  well  as  a  selected  bibliography. 

Given  the  CWC's  significant  reporting  and  inspection  requirements  for  commercial 
chemical  industry,  the  project  gathered  a  group  of  industry  experts  to  solicit  their  thoughts  about 
these  requirements.  Their  views  about  the  treaty  and  recommendations  to  facilitate  the  effective 
implementation  of  the  CWC  arc  contained  in  "Implementing  the  Chemical  Weapons  Convention: 
Counsel  from  Industry"  (January  1994). 

A  report  entitled  "The  U.S.  Chemical  Weapons  Destruction  Program:  Views,  Analysis,  and 
Recommendations"  (October  1994)  provides  an  overview  of  the  controversies  associated  wath  the 
Army's  stockpile  incineration  program,  which  is  slated  to  operate  in  eight  different  U.S.  sites 
where  the  weapons  are  stored.  The  report  also  turns  a  critical  eye  to  the  charges  made  by 
opponents  to  the  Army's  program,  finding  the  science  behind  some  of  these  allegations  to  be  poor 
and  lacking  in  discipline.  Consequently,  the  report  recommends  that  the  Army's  program  be 
assessed  on  its  own  merits,  not  on  the  negative  stereotype  of  incineration,  and  that  opposition 
charges  be  viewed  skeptically.  Other  recommendations  are  aimed  at  facilitating  citizen 
participation  in  the  decision  making  process  and  improving  oversight  of  the  Army's  program. 

The  Carnegie  Corporation  of  New  York  funds  this  project,  which  is  directed  by  Amy  E. 
Smithson. 
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Senate  Permanent  Subcommittee 


EXHIBIT  # 


on  Investigations 
lb. 


Senate  Inaction  on  Chemical  Treaty 

America's  Safety,  Security,  and  Leadership  at  Stake 


•  Embargoed  until 
9:30  a.in. 

I  November  1995 

•  Contact: 

Amy  E  Smithson 
The  Stimson  Center 
21  Duponi  Circle  NW 
Washington,  DC  20036 

«e/ 202/223-5956 
fiix  202/785-9034 
email  info@slunson.org 

"The  time  has 
come  for  the 
Senate  to 
uphold  U.S. 
leadership  in 
combatting 
the 

proliferation 
of  weapons  of 
mass 

destruction  by 
providing  its 
advice  and 
consent  to  the 
Convention." 
Brent 
Scow  croft 


Washington — Continued  Senate  delay  on  the  ratification  of  the  Chemical  We^wns 
Convention  (CWQ  tray  jeopardize  America's  own  safety  and  security  as  well  as 
international  efforts  to  ban  deadly  chemical  weapons,  according  to  a  new  repon  by  the 
Henry  L.  Stimson  Center.  The  CWC  is  designed  to  tjan  a  category  of  weapons  that  are 
universally  abhorred  A  decade  ago.  Congress  mandated  that  the  Army  unilaterally 
destroy  well  over  ninety-five  percent  of  the  U.S.  chemical  weapons  stockpile. 

In  this  report,  entitled  The  US.  Senate  and  the  Chemical  Weapons  Convention:  The 
Price  of  Inaction,  leading  political  and  security  experts  warn  that  damage  may  result  if 
the  Senate  continues  to  shirk  its  constitutional  duties.  Senate  ratification  is  considered 
critical  to  launch  the  CWC  which  aims  to  curtail  chemical  weapons  proliferation  and  to 
compel  the  elimination  of  cherrrical  arsenals  workiwide. 

In  the  report.  Senator  John  Glenn,  a  veteran  of  two  wars,  argues  that  "Americans  shoukl 
walk  the  extra  mile  to  ensure  that  future  generations  will  not  have  to  endure  the  kinds  of 
warfare  that  the  last  two  generations  had  to  endure."  Glenn  notes  that  the  CWC  has 
overwhelming  hripartisan  support  in  the  Senate,  and  that  delaying  the  CWC  due  to  lack  of 
progress  on  other  legislative  agendas  "is  a  very  risky  Imsiness  when  treaties  are  at  stake 
that  affect  vital  national  security  interests." 

The  CWC  has  been  awaiting  a  Senate  vote  since  Novemljer  1993.  Numerous  hearings 
on  the  CWC  were  heU  last  year,  tnit  none  have  been  convened  in  1995.  Most  recently, 
the  treaty  has  been  held  hostage  by  Senate  Foreign  Relations  Committee  Chairman  Jesse 
Helms'  (R-NQ  demand  that  the  State  Department  bt  reorganized  and  streamlined. 

Calling  for  U.S.  leadership  on  this  agenda,  former  Secretary  of  State  Lawrence 
Eaglehiurger  describes  the  CWC  as  "an  important  part  of  an  international  structure  that 
woukl  increase  U.S.  and  gk>bal  security  in  the  next  century."  Another  senior  member  of 
the  Bush  administration,  former  Natkjnal  Security  Adviser  Brent  Scowcroft,  states  "The 
time  has  come  for  the  Senate  to  uphoU  U.S.  leadership  in  coinbatting  the  proliferation  of 
weapons  of  mass  destruction  tiy  providing  its  advice  and  consent  to  the  Convention" 
Joining  the  call  for  ratification  of  the  CWC  are  Senators  Nancy  L.  Kassetaum,  John  F. 
Kerry,  and  Joseph  R.  Biden;  the  Bush  administration's  direaor  of  the  Arms  Control  and 
Disarmament  Agency,  Ronald  F.  Lehman;  and  the  U.S.  ChemKal  Manufacturers 
Association,  among  others. 


446 


"The  un- 
making of  the 
CWC  could 
have 

consequences 
well  beyond 
the  chemical 
arms  control 
arena," 


Without  the  CWC,  the  United  States  will  not  have  essential  investigative,  legal,  and 
economic  instruments  with  which  to  restrain  the  proliferation  of  chemical  weapons.  The 
CWCs  intrusive  verification  measures,  esp)ecially  its  challenge  inspections,  go  much 
farther  than  those  in  any  other  arms  control  treaty.  In  the  view  of  Michael  Moodie, 
president  of  the  Chemical  and  Biotogical  Aims  Control  Institute,  not  availing  ourselves 
of  these  usefiil  tools  "would  be  short-sighted,  indeed  foolish,  and  ultimately,  dangerous." 

The  Senate's  Mure  to  provide  its  consent  to  ratify  the  CWC  could  lead  to  the  finther 
unravelling  of  U.S.  nonproBferation  policy.  Without  the  United  States  on  board,  many 
countries  may  back  away  &x)m  the  CWC  and  reconsider  their  decisions  to  forego 
chemical  weajwHS.  In  this  r^wrt.  Sheila  R-  Buckley,  a  Pentagon  o£5cial  during  the 
Reagan  and  Bush  administrations,  highlights  how  "the  un-making  of  the  CWC  could 
have  consequences  well  beyond  the  chemical  arms  control  arena."  For  instance,  current 
efiForts  to  strengthen  the  Biobgical  and  Toxin  Weapons  Convention  are  also  likely  to 
falter. 


Not  availing 

ourselves  of 

the  CWCs 

intrusive 

inspections 

"Would  be 

short-sighted, 

indeed 

foolish,  and 

ultimately, 

dangerous." 


The  Senate's  vacillation  on  the  CWC  couU  leave  the  treaty  and  its  new  international 
monitoring  agency  on  hokl  indefinitely,  to  the  detriment  of  both.  Or,  as  the  Stimson 
Center's  Amy  E.  Smithson  points  out,  the  CWC  could  enter  into  force  without  the 
United  States,  in  whk;h  case  Washington  would  tose  its  vote  in  how  inspections  are 
conducted,  be  shut  out  of  key  positions  at  this  inspectorate,  and  be  denied  formal  access 
to  the  information  that  the  agency's  inspectors  collect.  Either  way,  "the  United  States 
ends  up  on  the  sidelines,  poorly  positioned  to  address  the  problem  of  chemical  weapons 
proliferation,"  she  states. 

Recent  events  in  Japan  underscore  new  dimensions  of  the  threat  from  chemkal  weapons. 
Last  March,  terrorists  used  the  nerve  agent  sarin  in  an  attack  that  killed  12  and  injured 
some  5,000  Tokyo  subway  coranuters.  The  problem,  notes  H.  Martin  Lancaster,  the 
president's  special  adviser  on  the  CWQ  is  that  chemical  weapons  "are  relatively  cheap  to 
produce  and  do  not  demand  the  elaborate  technical  infi^structure  needed  to  make 
nuclear  weapons.  It  is  thaiefbre  all  the  more  vital  to  establish  an  international  bulwark 
against  the  acquisition"  of  these  weapons.  The  CWC  and  its  irtfilemennng  legislation 
would  enhance  the  ability  of  domestic  and  international  law  enforcement  agencies  to 
detect  activities  associated  with  chemical  terrorism  and  prosecute  those  involved. 

Is  the  Senate  going  to  r^Hcate  its  past  performance  in  considering  chemkal  weapons 
treaties?  Half  a  century  passed  before  the  Senate  ratified  the  Geneva  Protocol,  which 
bans  the  use  of  chemical  weapons.  Two  years  have  already  passed  without  a  Senate  vote 
on  the  CWC  Meanwhile,  the  chemical  weapons  threat  has  continued  to  fester. 


This  report  is  a  produa  of  the  Chemical  Weapons  Convention  In^lementation  project, 
which  is  funded  by  the  Carnegie  Corporation  of  New  York.  Smithson,  a  senior  associate 
at  the  Stimson  Center,  directs  this  project.  The  Henry  L.  Stimson  Center  is  a  nonprofit, 
nonpartisan  research  institution  devoted  to  public  policy  research.  TTie  Stimson  Center 
concentrates  on  particularly  difiScult  national  and  international  security  issues  where 
policy,  technology,  and  politics  intersect. 
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Views  About  the  Chemical  Weapons  Convention 

Lawrence  S.  Eagleburger: 

The  Chemical  Weapons  Convention  is  an  important  part  of  an 
international  structure  that  would  increase  U.S.  and  global 
security  in  the  next  century.  If  we  do  not  lead  this  effort  to 
curb  the  proliferation  of  chemical  weapons  and  initiate  their 
global  elimination,  we  increase  the  chances  that  we  will  encounter 
disasters  in  the  21st  century  reminiscent  of  those  that  occurred  in 
the  first  fifty  years  of  the  20th  century. 

Lawrence     S.     Eagleburger,      Secretary    of    State     during     the     Bush 
administration,    statement   given   to   the  Henry  L.    Stimson  Center, 
11  October  1995 

General  Brent  Scowcrof t : 

Success  in  rolling  back  the  threat  of  chemical  weapons 
proliferation  requires  well-equipped  U.S.  military  forces  and 
chemical  defense  preparedness.  However,  the  clear  international 
norms  against  chemical  weapons,  the  legal  framework,  and  the 
challenge  inspections  embodied  in  the  Chemical  Weapons  Convention 
are  also  needed.  The  time  has  come  for  the  Senate  to  uphold  U.S. 
leadership  in  combatting  the  proliferation  of  weapons  of  mass 
destruction  by  providing  its  advice  and  consent  to  the  Convention. 
General  Brent  Scowcroft  (USA,  ret.).  National  Security  Adviser 
during  the  Bush  administration,  statement  given  to  the  Henry  L. 
Stimson  Center, 
16  October  1995 

Senator  Joseph  R.  Biden: 

The  single  greatest  threat  facing  the  United  States  today  is 
the  proliferation  of  weapons  of  mass  destruction.  We  need  to  use 
every  means  at  our  disposal  to  reduce  the  chances  of  a  chemical 
attack  in  our  country.  The  Chemical  Weapons  Convention  is  an 
irreplaceable  tool  to  achieve  that  goal. 

Further  delay  by  the  U.S.  Senate  in  considering  the  CWC  would 
be  a  dereliction  of  our  duty  to  serve  those  we  represent.  It  would 
bring  comfort  only  to  those  rogue  states  and  terrorists  who  are 
trying  feverishly  to  acquire  chemical  weapons. 

Senator  Joseph  R.    Biden,    statement   given   to   the  Henry  L.    Stimson 
Center,    30  October  1995. 

Senator  Nancy  L.  Kassebaum: 

The  Chemical  Weapons  Convention  will  not  prevent  all  future 
chemical  attacks,  particularly  by  terrorists.  Bit  it  nevertheless 
is  an  important  and  constructive  international  mechanism  to  check 
and  reverse  the  proliferation  of  chemical  weapons.  In  particular, 
it  will  be  crucial  to  help  ensure  that  the  enormous  chemical 
stockpiles  of  the  former  Soviet  Union  are  destroyed  before  they 
fall  into  dangerous  hands.  The  United  States  cannot  stop  the 
proliferation  of  these  weapons  alone,  and  that  is  why  our 
participation  with  other  nations  in  ratifying  and  implementing  the 
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believe  our  leadership  is  important  for  the  uncertain  times  that  . 
lie  ahead. 

Senator  Nancy  L.  Kassebaum,  statement  given  to  the  Henry  L.  Stimson 
Center,    25  October  1995 

Senator  John  F .  Kerry : 

Chemical  weapons  are  potentially  one  of  the  most  serious 
threats  to  America's  armed  forces  on  future  battlefields,  and  their 
proliferation  is  a  cause  for  great  anxiety.  Recent  events  in  Tokyo 
highlight  the  possibility  of  chemical  terrorism  around  the  world, 
which  could  easily  manifest  itself  in  the  United  States.  Our 
nation's  highest  military  and  intelligence  officials  repeatedly 
have  stated  that  while  the  Chemical  Weapons  Convention  is  no 
panacea  for  these  threats,  our  nation  will  be  safer  and  we  will 
have  greater  ability  to  reduce  chemical  weapons  proliferation,  and 
to  identify  and  remove  chemical  weapons  threats,  if  the  United 
States  and  a  majority  of  the  world's  nations  ratify  this  treaty. 
The  United  States  should  be  leading  this  effort,  and  it  is  both 
absurd  and  inimical  to  our  self-interest  that  the  Senate  has  yet  to 
consider  and  vote  on  the  CWC.  I  urge  my  colleagues  in  the  Senate  - 
-  and  all  concerned  Americans  —  to  join  me  in  insisting  that 
Chairman  Helms  of  the  Foreign  Relations  Committee  quickly  permit 
the  Committee  to  act  on  it,  and  that  soon  thereafter  Senate 
Majority  Leader  Dole  schedule  Senate  floor  action. 
Senator  John  F.  Kerry,  statement  given  to  the  Henry  L.  Stimson 
Center,    23  October  1995 

Frederick  L.  Webber: 

The  U.S.  chemical  industry  worked  hard  to  help  government 
negotiators  craft  a  CWC  that  provides  strong  protections  against 
future  uses  of  chemical  weapons,  at  a  minimum  burden  and  intrusion 
on  commercial  chemical  facilities.  With  the  negotiations  on  the 
Convention  complete,  it  is  critical  that  the  United  States  provide 
leadership  in  implementing  this  global  agreement.  The  protections 
our  industry  achieved  in  the  CWC  can  only  be  realized  if  the  Senate 
acts  quickly  to  ratify  the  Convention. 

Fredericic  L.      Webber,     president     of    the     Chemical     Manufacturers 
Association,    statement   given   to  the  Henry  L.    Stimson  Center, 
30   October   1995 

Ronald  F.  Lehman,  II: 

With  the  CWC  in  force,  we  can  more  effectively  reduce  the 
dangers  faced  by  our  troops  when  they  are  deployed  within  range  of 
the  weapons  of  outlaw  regimes.  With  the  CWC  ratified,  we  can  more 
easily  marshal  the  international  and  domestic  support  necessary  for 
the  strong  countermeasures  we  must  take  when  we  are  threatened  by 
weapons  of  mass  destruction.  Indeed,  our  efforts  to  counter  the 
proliferation  of  nuclear  and  biological  arms  may  falter  if  we 
cannot  even  codify  the  ban  on  chemical  weapons  that,  under  the 
personal  leadership  of  two  Republican  presidents,  the  United  States 
sought  and  achieved. 

Ronald  F.  Lehman,  II,  director  of  the  Arms  Control  and  Disarmament 
Agency  during  the  Bush  administration,  statement  given  to  the  Henry 
L.    Stimson   Center,    25   October   1995 
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General  John  M.  Shalikashvili : 

From  a  military  perspective,  the  Chemical  Weapons  Convention 
is  clearly  in  our  national  interest.  The  Convention's  advantages 
outweigh  its  shortcomings.  The  United  States  and  all  other  CW- 
capable  state  parties  incur  the  same  obligation  to  destroy  their 
chemical  weapons  stockpiles ...  if  we  do  not  join  and  [we]  walk  away 
from  the  CWC  an  awful  lot  of  people  will  probably  walk  away  from  it 
as  well,  and  our  influence  on  the  rogue  states  will  only  decrease. 
General  John  M.  Shalikashvili,  Chairman  of  the  Joint  Chiefs  of 
Staff,  testimony  before  the  Senate  Foreign  Relations  Committee, 
23  June  1994 

James  Woolsey: 

In  sum,  what  the  Chemical  Weapons  Convention  provides  the 
intelligence  community  is  a  new  tool  to  add  to  our  collection  tool 
kit.  It  is  an  instrument  with  broad  applicability,  which  can  help 
resolve  a  wide  variety  of  problems.  Moreover,  it  is  a  universal 
tool  which  can  be  used  by  diplomats  and  politicians,  as  well  as 
intelligence  specialists,  to  further  a  common  goal:  elimination  of 
the  threat  of  chemical  weapons. 

James  tfoolsey,  former  Director  of  Central  Intelligence,  testimony 
before  the  Senate  Foreign  Relations  Committee,    23  June   1994 

Ambassador  Stephen  Ledogar: 

Now  the  United  States  still  has  both  the  responsibility  and 
the  ability  to  bring  this  endeavor  to  full  maturity.  The  CWC's 
entry  into  force  and  implementation  at  the  earliest  possible  date 
lies  in  our  hands  as  the  international  community  is  looking  to  us 
to  lead  the. way  toward  ratification. 

Ambassador  Stephen  Ledogar,  Chief  U.S.  Negotiator  for  the  Chemical 
Weapons  Convention,  testimony  before  the  Senate  Foreign  Relations 
Committee,    13  April    1994 

Cord  Meyer: 

The  Chemical  Weapons  Convention. .. [is]  being  held  hostage  to 
Mr.  Helms'  demand  that  ACDA  be  integrated  into  the  State 
Department.  ...the  delay  in  acting  on  the  Chemical  Weapons 
Convention  increases  the  danger  of  proliferation.  ...Arms  control 
is  too  important  to  be  left  half  done. 

Cord  Meyer,  contributing  writer  to  The  Washinoton  Times,  from 
"Unfinished  arms  control  business, "13  October  1995 
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Introduction 

Michael  Krepon 


The  passage  of  time  is  the  enemy  of  U.S.  treaty  ratification.  As  the  Chemical  Weapons 
Convention  (CWC)  now  approaches  the  third  anniversary  of  its  signing  ceremony  without  Senate 
action,  the  specter  of  the  1925  Geneva  Protocol  has  begun  to  haunt  the  Senate  chamber.  The 
Geneva  Protocol  effectively  barred  only  the  first  use  of  chemical  weapons.  A  highly  popular 
treaty  prompted  by  the  horrors  of  chemical  weapons  use  during  World  War  I,  it  nonetheless  was 
not  acted  upon  by  the  Senate  for  fifty  long  years. 

The  CWC  goes  well  beyond  the  Geneva  Protocol,  banning  the  development,  production, 
acquisition,  stockpiling,  and  transfer  of  chemical  weapons,  as  well  as  use.  It  is  a  highly  valued 
treaty  at  home  and  abroad.  Many  of  its  provisions,  including  its  intrusive  inspection  procedures, 
bear  the  stamp  of  the  United  States.  The  need  for  the  CWC's  controls  and  inspections  has 
become  more  evident  with  the  passage  of  time,  as  chemicals  have  been  used  on  third  world 
battlefields  and  modem  subway  systems. 

When  will  the  Senate  act?  Will  the  CWC  suffer  the  same  fate  as  the  Geneva  Protocol? 
As  the  essays  that  follow  make  abundantly  clear,  much  will  be  lost  if  the  Senate  continues  to  shirk 
its  constitutional  responsibilities.  A  Senate  debate  is  urgently  needed  to  discuss  the  pros  and  cons 
of  the  CWC.  The  American  public  and  the  international  community  deserve  a  vote  on  this  treaty. 

The  essays  that  follow  conclude  that  the  CWC  deserves  to  be  rafified  by  the  United  States, 
and  that  much  harm  can  come  from  the  U.S.  Senate's  failure  to  consent  to  ratification. 

In  the  opening  essay.  Senator  John  Glenn  expresses  his  conviction  that  the  CWC  is  a 
treaty  benefiting  not  only  the  United  States,  but  also  the  intemational  arms  control  effort.  He 
notes  that  the  treaty  has  overwhelming  bipartisan  support  in  the  Senate  and  that  issues  of  concern 
have  been  aired  fully  in  hearings.  "As  a  veteran  of  two  of  this  counny's  most  violent  wars," 
Glenn  states,  "I  believe  that  all  Americans  should  walk  the  extra  mile  to  ensure  that  future 
generations  will  not  have  to  endure  the  kinds  of  warfare  that  the  last  two  generations  had  to 
endure."  Delaying  the  CWC's  consideration  because  of  lack  of  progress  on  other  legislative 
agendas  is  "a  very  risky  business  when  treaties  are  at  stake  that  affect  vital  national  security 
interests,"  he  concludes. 

Michael  Moodie's  essay  discusses  the  CWC's  verification  provisions  and  the  threats  that 
are  likely  to  fester  if  the  CWC  is  not  implemented.  Moodie  points  out  that  "the  CWC  provides 
such  useful  tools  in  addressing  suspicions  or  allegations  of  developing  or  using  chemical  weapons 
that  not  availing  ourselves  of  them  would  be  short-sighted,  indeed  foolish,  and  ultimately, 
dangerous."  Russia,  for  example,  "can  be  held  accountable  under  legally  binding  obligations, 
including  the  complete  destruction  of  its  chemical  stockpile  and  the  acceptance  of  challenge 
inspections"  under  the  CWC. 

Sheila  R.  Buckley  addresses  the  intemational  consequences  of  continued  Senate  inaction. 
She  believes  that  Russia,  and  perhaps  China,  would  emulate  the  United  States.     Still  other 
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countries  would  begin  to  re-evaluate  their  security  calculations  regarding  the  CWC  and  whether 
they  should  possibly  pursue  chemical  weapons  in  the  absence  of  a  strong  international  regime  to 
contain  them.  She  concludes  that  "the  un-making  of  the  CWC  could  have  consequences  well 
beyond  the  chemical  arms  control  arena,"  noting  that  efforts  to  strengthen  the  Biological  and 
Toxin  Weapons  Convention  are  also  likely  to  falter. 

Amy  E.  Smithson's  essay  details  the  likely  consequences  of  the  Senate's  inaction  on  the 
CWC's  nascent  implementing  organization,  the  Technical  Secretariat.  She  describes  two  scenarios 
likely  to  unfold  if  the  Senate's  consent  to  ratification  is  not  soon  forthcoming.  In  the  first 
scenario,  the  CWC  never  enters  into  force  because  the  U.S.  and  Russian  legislatures  remain 
dormant.  In  the  second  scenario,  the  CWC  is  activated  without  the  United  States.  "Either  way." 
she  notes,  "the  United  States  ends  up  on  the  sidelines,  pooriy  positioned  to  address  the  problem 
of  chemical  weapons  proliferation."  In  the  process,  the  Technical  Secretariat  could  be 
permanently  crippled. 

H.  Martin  Lancaster,  President  Clinton's  Special  Adviser  on  the  CWC,  observes  that  the 
threat  from  chemical  weapons  is  quite  severe  because  "they  are  relatively  cheap  to  produce  and 
do  not  demand  the  elaborate  technical  infrastructure  needed  to  make  nuclear  weapons.  It  is 
therefore  all  the  more  vital  to  establish  an  international  bulwark  against  the  acquisition  as  well  as 
the  use  of  these  weapons." 

The  Stimson  Center  wishes  to  thank  the  authors  for  their  contributions.  We  are  grateful 
to  Dr.  Randy  Rydell  of  Senator  Glenn's  staff  and  Ms.  Amy  Gordon  of  the  Arms  Control  and 
Disarmament  Agency  for  the  assistance  they  provided.  Senior  Associate  Amy  E.  Smithson, 
Director  of  the  Stimson  Center's  CWC  Implementation  Project,  worked  closely  with  the  authors. 
Her  research  assistant,  Laurie  Boulden,  also  provided  crucial  help  in  pulling  together  this  report, 
which  was  proofed  by  Brian  Curran,  Sony  Devabhaktuni,  Jill  Junnola,  Howard  Kee,  Kathleen 
Walsh,  and  Christine  Wormuth.  Credit  for  this  report's  polished  appearance  goes  to  Laurie 
Boulden  and  Jane  Dorsey. 

This  report  and  others  produced  by  the  Stimson  Center's  CWC  Implementation  Project 
were  made  possible  by  a  grant  by  the  Carnegie  Corporation  of  New  York.  We  are  grateful  for 
the  continued  support  of  David  Hamburg  and  David  Speedie  for  our  work. 
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Why  the  Senate  Should  Ratify 
the  Chemical  Weapons  Convention 

Senator  John  Glenn 


The  actions  of  the  United  States  Senate  will  have  a  lot  to  do  in  determining  whether  1 995 
will  prove  to  be  a  glorious  year  for  arms  control  and  nonproliferation,  or  a  missed  opportunity. 
Though  the  few  months  remaining  in  this  legislative  session  will  present  enticing  opportunities 
for  partisan  bickering  on  all  sorts  of  issues,  I  remain  hopeful  that  Congress  can  still  make  progress 
in  these  particular  areas.  Coming  in  the  wake  of  the  recent  permanent  extension  of  the  Treaty  on 
the  Non-Proliferation  of  Nuclear  Weapons,  prompt  Senate  ratification  of  the  Chemical  Weapons 
Convention  (CWC)  would  provide  a  much-needed  boost  to  international  arms  control  and 
disarmament  efforts.  We  stand  today  on  the  verge  of  eliminating  one  of  the  deadliest  weapons 
from  the  face  of  the  Earth. 

As  a  veteran  of  two  of  this  country's  most  violent  wars,  I  believe  that  all  Americans 
should  walk  the  extra  mile  to  ensure  that  future  generations  will  not  have  to  endure  the  kinds  of 
warfare  that  the  last  two  generations  had  to  endure.  Although  war  or  the  threat  of  war  will  likely 
remain  permanent  risks  in  the  world  of  nation  states,  there  are  some  signs  of  hope  that  certain 
forms  of  warfare  might  someday  be  brought  under  control  or  abolished  outright. 

The  Twentieth  Century  has  witnessed  the  development  and  use  of  all  forms  of  what  we 
now  call  "weapons  of  mass  destruction."  A  hallmark  of  World  War  1  and  the  Iran-Iraq  War  of 
the  1980s  was  the  use  of  chemical  weapons.  World  War  II  involved  the  use  of  both  biological 
and  nuclear  weapons.  Since  that  war,  novel  techniques  have  been  devised  to  make  such  weapons 
lighter,  more  lethal,  and  capable  of  reliable  and  accurate  delivery  over  long  distances.  These  are 
weapons  that  cannot  distinguish  between  civilian  and  military  targets.  These  are  weapons  that  are 
deadly  enough  in  the  hands  of  leaders  of  nation  states  and  that  give  rise  to  new  nightmares  in  the 
hands  of  subnational  groups,  as  best  illustrated  by  the  poison  gas  attacks  this  year  in  downtown 
Tokyo. 

Such  risks  have  motivated  efforts  of  the  United  States  and  other  countries  to  seek  a  ban 
on  both  biological  and  chemical  weapons  and  to  pursue  new  efforts  to  limit  the  vertical  and 
horizontal  proliferation  of  nuclear  weapons.  To  achieve  such  objectives  requires  an  extraordinary 
amount  of  international  cooperation.  It  requires  binding  obligations.  It  requires  an  effective 
means  of  verification.  It  requires  a  system  of  sanctions  to  impose  costs  on  those  who  violate  their 
obligations.  It  requires  new  institutions  to  coordinate  the  implementation  of  new  international 
norms.  It  requires  significant  adjustments  of  national  policies.  And  given  that  multilateralism  has 
to  begin  somewhere,  it  requires  significant  U.S.  leadership. 

America's  support  for  a  n-eaty  outlawing  chemical  weapons  is  perhaps  as  strong  now  as 
it  has  ever  been.  This  support  is  bipartisan.  It  was  a  Republican  President  who  signed  the 
Chemical  Weapons  Convention  and  it  is  a  Democratic  President  who  is  now  seeking  to  get  it 
ratified  this  year.  The  treaty  has  strong  support  from  the  chemical  industry.  The  Joint  Chiefs  of 
Staff  support  the  treaty.   The  American  people  support  the  treaty. 
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Indeed,  hardly  anybody  these  days  sincerely  argues  for  the  United  States  to  retain  an 
arsenal  of  chemical  weapons,  for  plenty  of  good  reasons: 

•  As  the  events  in  Tokyo  demonstrate,  chemical  weapons  are  more  likely  than  nuclear 

weapons  to  be  used  in  war  or  in  terrorist  attacks,  although  they  clearly  are  not  as 
potentially  lethal  as  either  biological  or  nuclear  weapons. 

They  are  readily  concealable,  lightweight,  and  transportable. 

Many  of  these  weapons  can  be  fabricated  with  readily-available  materials  and  equipment. 

They  are  cheap  to  produce. 

They  require  comparatively  little  technical  expertise  to  develop  or  produce. 

They  can  be  manufactured  in  small  facilities  that  are  extremely  difficult  to  detect. 

There  exists  no  perfect  defense  against  all  chemical  weapon  threats,  especially  against 
attacks  without  warning  against  civilian  populations. 

History  has  shown  time  and  again  that  the  possession  of  chemical  weapons  offers  little 
value  as  a  deterrent — fi-om  Ypres  to  Halabja.  all  too  often  the  side  possessing  such 
weapons  has  become  the  victim  of  chemical  attacks. 

Therefore,  a  virtual  consensus  on  the  nature  of  the  threat  exists,  as  does  a  diverse  base  of 
support  for  the  CWC.  Nonetheless,  the  Senate  has  still  not  acted  to  ratify  the  CWC.  And  in  the 
face  of  Senate  inaction,  40  countries  have  ratified  the  treaty.  Many  of  the  more  than  155 
signatories  of  this  treaty  are  delaying  their  ratification  decisions  until  the  United  States  Senate 
ratifies  the  treaty. 

Several  factors  account  for  the  failure  of  the  Senate  to  act,  including  the  effects  of  some 
active  lobbying  by  a  handful  of  vocal  individuals  and  groups  that  are  opposed  to  the  treaty.  Some 
critics  outside  the  government — citing  many  of  the  characteristics  of  chemical  weapons  described 
above — argue  that  the  CWC  is  simply  not  verifiable.  Others  fear  the  high  costs  of  implementing 
verification  arrangements.  Some  complain  that  the  verification  system  will  jeopardize  the 
confidentiality  of  commercial  proprietary  data.  Others  cite  various  legal  and  constitutional 
problems.  Finally,  some  appear  to  believe  that  chemical  weapon  nonproliferation  policies  should 
simply  be  targeted  at  four  or  five  so-called  "rogue  nations"  rather  than  framed  as  a  global 
problem. 

Each  of  these  arguments  has  been  extensively  debated  in  Congress,  both  at  the  committee 
level  and  on  the  floor  of  each  house.  Each  of  these  arguments  has  to  my  satisfaction  been 
successfully  rebutted. 

Yes,  the  treaty  does  raise  tough  problems  of  verification — but  are  we  better  off  with  an 
international  system  of  managed-access  inspections,  or  with  no  inspections  at  all?  Many  of  these 
problems,  moreover,  can  be  addressed  by  prudent  investments  in  maintaining  America's 
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intelligence  capabilities  (in  both  collection  and  analysis)  and  ensuring  the  readiness  of  our  military 
to  address  such  threats  should  they  arise. 

Yes,  the  treaty  will  cost  some  money  to  implement — but  surely  such  costs  must  pale  in 
comparison  to  the  costs  that  we  and  other  nations  would  have  to  pay  to  survive  in  a  world  where 
chemical  weapons  remain  legitimate  instruments  of  warfare. 

Yes,  the  treaty  may  open  up  some  new  risks  to  proprietary  data,  yet  if  this  risk  is  as  great 
as  the  critics  claim,  why  does  the  industry  that  has  the  most  at  stake  remain  in  full  support  of  the 
treaty? 

Yes,  the  treaty  will  require  some  additional  domestic  legislation,  but  existing  procedural 
and  legal  guarantees  are  adequate  to  protect  constitutional  rights. 

Evidence  indicates  that  more  countries  are  seeking  to  obtain  or  retain  a  chemical  weapons 
capability  than  to  acquire  nuclear  or  biological  weapons.  Therefore,  a  truly  effective  approach  to 
prevent  them  from  succeeding  must  be  global  in  scope — and  the  less  discriminatory  the  regime, 
the  broader  will  be  its  base  of  legitimacy  in  the  world  community. 

Even  if  the  case  for  the  treaty  is  strong  on  substance,  however,  there  are  other  factors  at 
work  to  slow  its  ratification.  Over  the  history  of  the  Senate,  one  delaying  tactic  has  been  to  link 
progress  in  ratifying  a  treaty  with  other  legislative  agendas.  Though  this  so-called  "log-rolling" 
approach  is  fairly  common  in  domestic  legislation,  it  is  a  very  risky  business  when  treaties  are  at 
stake  that  affect  vital  national  security  interests.  Ultimately,  the  practitioners  of  such  approaches 
will  have  to  answer  to  the  voters  for  their  actions. 

The  basic  question  comes  down  to:  "Are  we  better  off  with  the  treaty  or  without  it?"  The 
overwhelming  majority  of  members  of  Congress  would  agree  that  we  are  better  off  with  this 
treaty.  It  serves  our  national  interest.  The  American  people  support  it.  These  are,  in  sum,  the 
reasons  why  I  believe  that  the  Senate  should  ratify  the  CWC. 
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The  success  of  any  arms  control  agreement  is  based  on  confidence  that  parties  to  that 
agreement  are  in  compliance  with  their  obligations,  that  those  who  are  not  in  compliance  run  a 
reasonably  high  risk  of  being  caught,  and  that,  if  they  are  caught,  the  international  community  will 
do  something  about  it.  Concluding  an  agreement  is  only  the  first  step  in  the  arms  control  process. 
Success  is  not  inherent  in  an  agreement's  specific  provisions,  however  well  crafted  and  elegant 
they  may  be.  No  arms  are  controlled,  no  proliferation  stemmed,  until  agreemetits  are  properly 
implemented. 

The  core  of  implementing  an  arms  control  agreement  is  its  verification  procedures.  A 
treaty  must  be  verifiable  insofar  as  a  significant  violation,  should  it  occur,  will  be  detected  in  time 
to  provide  an  adequate  response.  Ideally,  the  verification  mechanisms  of  a  multilateral  arms 
control  agreement  will  deter  violations  by  convincing  potential  cheaters  that  they  will  be  caught 
and  that  the  costs  of  cheating  are  higher  than  the  costs  of  compliance.  TTie  basic  purposes  of 
verification,  then,  are  deterrence,  detection,  and  building  confidence  in  compliance. 

Arms  control  agreements  do  not  stand  in  isolation,  either  in  time  or  in  substance.  The 
international  community  has  drawn  lessons — both  positive  and  negative — ^fi-om  other  arms  control 
agreements  and  has  applied  these  lessons  to  subsequent  agreements.  Each  new  agreement 
contributes  to  a  global  arms  control  architecture  in  which  the  components  of  the  system  (i.e.,  the 
specific  agreements)  are  intended  to  be  mutually  reinforcing. 

Thus,  non-ratification  of  the  Chemical  Weapons  Convention  (CWC)  by  the  U.S.  Senate 
will  have  serious  consequences — mostly  negative — for  the  verification  and  compliance  dimensions 
of  the  arms  control  agenda.  Non-ratification  will  make  it  more  difficult  to  control  chemical 
weapons  specifically.  Moreover,  failure  of  the  Senate  to  act  will  set  back  the  broader  efforts  of 
the  intemational  community  to  respond  to  the  challenges  posed  by  other  instruments  of 
violence — including  other  weapons  of  mass  destruction — and  constrain  the  global  actors  who 
would  use  them. 

The  159  states  that  have  signed  the  CWC  as  of  October  1995  reflect  a  broad  intemational 
consensus  that  not  only  should  the  first  use  of  chemical  weapons  be  prohibited,  but  also  their 
development,  production,  storage,  and  transfer.  The  CWC  represents  a  stricter  norm  regarding  the 
behavior  of  states  than  the  1925  Geneva  Protocol's  ban  on  the  use  of  chemical  weapons.  Unless 
such  a  standard  is  embodied  in  an  intemational  legal  instrument,  however,  efforts  to  deal  with 
chemical  weapons  programs  of  other  countries  will  founder.  No  grounds  will  exist,  for  example, 
to  raise  objections  to  activities — such  as  production  and  storage  of  chemical  weapons — that  fall 
short  of  chemical  weapons  use  but  which,  nevertheless,  represent  a  significant  threat  to  other 
nations  and  to  regional,  and  possibly  global,  stability. 

The  CWC  provides  both  the  standards  of  behavior  by  which  states  should  be  judged  and 
the  tools  to  determine  whether  a  particular  state  is  meeting  those  standards.  Non-ratification  of 
the  CWC  by  the  Senate  would  leave  the  United  States  without  either. 
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The  CWC  will  not,  on  its  own,  ensure  the  complete  elimination  of  chemical  weapons. 
Nor  is  its  verification  system  airtight  and  certain  to  discover  irrefutable  proof  of  noncompliance 
in  all  cases  where  it  occurs.  The  CWC's  verification  provisions,  however,  represent  a  major  step 
forward  in  that  critical  function  of  the  arms  control  process.  The  CWC  provides  such  useful  tools 
in  addressing  suspicions  or  allegations  of  developing  or  using  chemical  weapons  that  not  availing 
ourselves  of  them  would  be  short-sighted,  indeed  foolish,  and  ultimately,  dangerous. 

Addressing  Concerns  About 
Chemical  Weapons  Activities  in  Russia 

Senate  inaction  on  the  CWC  has  notable  consequences  for  verification  and  compliance 
concerns  about  a  chemical  weapons  program  of  Soviet  origin.  Throughout  the  Cold  War,  the 
United  States  entertained  scenarios  involving  chemical  weapons  use  in  a  Warsaw  Pact  attack — a 
contingency  deeply  disturbing  to  the  military  and  political  leaders  of  the  North  Atlantic  Treaty 
Organization.  Moscow  ultimately  joined  Washington  as  one  of  two  capitals  to  declare  publicly 
that  it  held  a  chemical  weapons  stockpile  of  about  40,000  tons,  an  amount  that  exceeds  U.S. 
holdings  by  10,000  tons.  The  United  States,  however,  had  relatively  little  information  about  the 
Soviet  stockpile.  U.S.  concerns  were  elevated  in  1991  when  scientists  from  within  the  Soviet 
chemical  weapons  complex  made  allegations  about  the  development  of  new  chemical  agents, 
despite  Moscow's  1987  assertion  that  it  had  ceased  chemical  weapons  production.  Despite  the 
importance  of  U.S.  questions  about  the  "novichok"  chemical  weapons  program,  the  United  States 
had  no  firm  mechanism  for  generating  answers. 

Nonetheless,  the  United  States  began  pushing  for  answers  through  previously  established 
bilateral  channels.  The  1 989  Wyoming  Memorandum  of  Understanding  provided  for  a  voluntary 
exchange  of  data  between  the  United  States  and  the  then  Soviet  Union  about  the  chemical 
weapons  stockpiles  of  each  side.  The  agreement  also  called  for  a  series  of  reciprocal  practice 
inspections.  Data  exchanges  were  made  in  1989  and  1994.  Both  times,  Washington  registered 
several  concerns  with  Moscow  regarding  what  it  felt  were  incomplete  or  anomalous  data. 
Moscow  did  the  same.  More  exchanges  were  held  to  clarify  the  data  and  resolve  anomalies,  but 
both  sides  continue  to  seek  additional  information  to  clarify  questions  and  concerns. 

A  second  agreement — the  Bilateral  Destruction  Agreement — was  concluded  in  June  1990. 
This  agreement  called  for  each  side  to  destroy  its  chemical  stocks,  at  least  to  a  level  of  5,000  tons. 
Inspectors  from  the  other  side  would  monitor  the  destruction  process.  Like  the  Wyoming 
memorandum,  the  Bilateral  Destruction  Agreement  was  designed  to  facilitate  the  multilateral  CWC 
negotiations  in  Geneva  by  providing  a  general  approach  to  assist  in  overcoming  the  verification 
and  destruction  hurdles  bedeviling  the  negotiators.  The  provisions  of  the  bilateral  agreement 
represented  a  complementary  effort  that  helped  to  break  some  logjams  in  the  CWC  talks. 

After  five  years,  however,  implementation  of  the  Bilateral  Destruction  Agreement  has  not 
occurred  and  there  are  few  signs  that  it  will  soon  be  activated.  The  reasons  for  lack  of  progress 
are  many,  including  a  shortage  of  Russian  financial  resources  to  initiate  a  chemical  weapons 
destruction  program.  Another  serious  obstacle  has  been  an  ongoing  dispute  between  the  two  sides 
over  how  to  handle  former  chemical  weapons  production  facilities.  The  CWC  requires  the 
destruction  of  these  facilities,  especially  the  s(>ecialized  equipment  within  them  that  could  be  used 
to  manufacture  chemical  weapons.    Russia  has  converted  some  of  its  former  chemical  weapons 
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production  facilities  into  commercial  enterprises,  and  it  has  no  desire  to  lose  the  investment  this 
conversion  represents.  Washington  and  other  states  worry  that  these  facilities,  at  least  theoretically, 
could  be  reconverted  for  military  purposes,  and  they  insist  that  Russia  agree  to  provisions  that 
would  make  reconversion  at  those  sites  impossible.  No  way  has  been  found  out  of  this  impasse. 

Clearly,  these  bilateral  agreements  have  not  resolved  all  the  concerns  about  the  Russian 
chemical  weapons  program.  Unlike  the  bilateral  agreements,  once  Russia  ratifies  the  CWC, 
Moscow  can  be  held  accountable  under  legally  binding  obligations,  including  the  complete 
destruction  of  its  chemical  stockpile  and  the  acceptance  of  challenge  inspections.  If  states  felt  that 
Russia  provided  inaccurate  or  misleading  information  in  its  declarations  on  a  wide  variety  of 
chemical-related  activities,  challenge  inspections  could  be  requested  and  promptly  executed. 

The  United  States  is  not  the  only  country  that  would  welcome  a  chance  to  clarify  concerns 
about  chemical  activities  in  Russia.  The  United  States  need  not  stand  alone  in  pressuring  Moscow 
to  comply  fully  with  its  obligations.  As  H.  Martin  Lancaster,  the  President's  Special  Adviser  for 
the  CWC,  has  pointed  out,  "The  CWC  will  place  Russian  activities  under  intense  intemational 
scrutiny  and  empower  the  world  community  to  respond  to  any  concerns  about  noncompliance  with 
intrusive  verification  measures,  political  pressures,  and  possible  sanctions." 

Unless  Russia  becomes  a  party  to  the  CWC,  this  discussion  is  moot.  At  least  some 
members  of  the  Russian  leadership  do  not  appear  interested  in  ratifying  the  CWC.  Elements  of 
the  Russian  military  are  reportedly  unconvirKed  that  eliminating  the  chemical  stockpile  is  in  their 
nation's  strategic  interest,  although  it  is  not  clear  that  this  is  a  majority,  or  even  significant 
minority,  view.  Some  members  of  the  Russian  Duma  have  endorsed  the  CWC  and  the  destruction 
of  the  Russian  stockpile,  but  have  been  reluctant  to  act  because  the  costs  of  mounting  a 
destruction  program  are  prohibitive  for  a  fmancially  strapped  nation.  Some  Duma  members  argue 
that  they  should  not  ratify  the  CWC  until  further  monetary  assistance  is  assured. 

Nonetheless,  Senate  delay  in  ratifying  the  CWC  imposes  costs  with  respect  to  Russia. 
Postponement  of  U.S.  ratification  undermines  the  reformers  in  Russia  who  support  the  treaty  and 
gives  a  free  ride  to  the  hardliners  who  wish  to  continue  a  chemical  weapons  program.  With  no 
U.S.  example,  those  hardliners  will  feel  no  pressure  and  be  free  to  postpone  action  indefinitely. 
Such  an  Alphonse-Gaston  political  act  would  doom  the  CWC's  entry  into  force  to  a  state  of 
perpetual  suspension. 

Russian  leaders  are  cognizant  of  the  practical  consequences  of  not  being  part  of  the  CWC 
when  it  begins  to  operate.  Russia  will  loose  its  role  in  the  new  intemational  monitoring  agency 
and  its  vote  in  establishing  the  CWC's  operational  regulations  for  data  declarations,  inspections, 
and  administration.  In  short,  if  Russia  doesn't  ratify,  Russia  doesn't  play.  If  Russia  remains 
outside  the  regime  for  too  long,  the  CWC  mandates  that  its  trade  in  chemicals  governed  by  the 
CWC  be  cut  off  or  restricted.  As  for  the  political  costs  of  not  coming  aboard,  Russia  would  be 
forced  into  a  splendid  isolation  from  a  global  consensus,  which  is  not  a  position  the  current 
Russian  leadership  finds  comfortable.  Moscow  would  feel  the  reproach  of  the  intemational 
community  by  its  reluctance  to  join  a  global  norm. 

U.S.  ratification  and  the  subsequent  entry  into  force  of  the  CWC  generate  probably  the 
greatest  political  pressure  on  Moscow  to  join  the  agreement.  Congress  also  has  other  levers  that 
it  can  apply.  For  example,  the  Nunn-Lugar  Cooperative  Threat  Reduction  program  has  provided 
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U.S.  financial  assistance  to  Russia  and  other  states  to  help  secure  and  expedite  the  dismantlement 
of  former  Soviet  nuclear  weapons.  Providing  assistance  for  Russia's  chemical  weapons  program 
is  a  significant  carrot  to  help  Moscow  make  wise  choices  about  eliminating  its  chemical  stockpile. 
In  contrast,  cutting  Nunn-Lugar  assistance  for  Russia's  chemical  weapons  destruction  program 
reduces  America's  leverage  to  ensure  that  Moscow  provides  a  full  accounting  of  its  chemical 
weapons  program  and  begins  to  get  rid  of  its  stockpile. 

Beyond  Russia 

Obviously,  Russia  is  the  not  the  only  country  of  concern  as  a  potential  chemical  weapons 
possessor  or  proliferator.  The  U.S.  government  notes  that  more  than  two  dozen  countries  are 
suspected  of  having  chemical  weapons  or  the  capability  to  produce  them.  Among  the  states 
usually  listed  as  suspected  proliferators  are  North  Korea,  Syria,  Libya,  and  Iran.  Israel,  Viemam, 
Myanmar,  and  Taiwan  are  also  identified  by  some  analysts. 

China's  chemical  weapons  capabilities  merit  special  concern.  A  Chinese  offensive 
chemical  weapons  program  has  been  widely  alleged,  although  Chinese  officials  consistently  reject 
those  charges  and  unclassified  confirmation  of  a  Chinese  chemical  arsenal  remains  unavailable. 
China  has  a  significant  chemical  and  pharmaceutical  industry,  so  it  would  not  be  beyond  the  realm 
of  possibility  that  China  has  clandestinely  produced  or  stockpiled  chemical  weapons.  Moreover, 
the  Arms  Control  and  Disarmament  Agency's  1995  noncompliance  report  found  that  "China 
maintained  an  offensive  [biological  weapons]  program  throughout  most  of  the  1 980s.. ..and  there 
are  strong  indications  that  China  probably  maintains  its  offensive  program."  If  the  pattern  of  past 
proliferators  holds — that  weapons  of  mass  destruction  programs  are  pursued  not  sequentially  but 
simultaneously — then  China  could  well  be  involved  in  a  chemical  weapons  program.  In  light  of 
expectations  that  China  will  continue  to  emerge  as  a  regional  power  in  Asia  and  perhaps  beyond, 
the  prospect  of  Beijing  maintaining  such  an  arsenal  is  distinctly  unwelcome. 

If  lack  of  U.S.  leadership  translates  into  the  CWC's  failure  to  enter  into  force  or  its 
debilitated  entry  into  force,  the  United  States  will  have  no  instruments  beyond  national  intelligence 
means  for  exploring  these  concerns.  National  intelligence  efforts  have  been  only  moderately 
successful  in  detecting  incidents  of  chemical  weapons  proliferation,  and  the  intelligence 
community  is  being  asked  to  assume  a  greater  responsibility  in  the  nonproliferation  arena  at  a  time 
when  its  resources  are  being  cut.  On  some  occasions,  the  reluctance  to  use  sensitive  intelligence 
information  has  hampered  the  U.S.  government's  ability  to  make  a  convincing  public  case  that 
proliferation  has  occurred,  making  it  difficult  to  rally  the  necessary  domestic  and  international 
support  to  act  decisively  in  response. 

Even  the  CWC's  most  ardent  supporters  recognize  that  the  treaty's  verification  provisions 
are  not  certain  to  uncover  the  "smoking  gun"  that  provides  incontrovertible  evidence  of 
noncompliance.  Verification,  however,  is  not  some  mechanistic,  cut-and-dried  process  that 
produces  unambiguous  evidence.  Judgments  on  noncompliance  are  formed  from  a  mosaic  of 
evidence  created  over  time  using  multiple-source  information,  including  treaty-embedded  practices 
and  other  national  resources.  The  essence  of  verification  is  generating  data  and  making  judgments 
about  that  information.  The  CWC's  verification  regime  provides  critical  opportunities  for  forming 
such  a  mosaic  and  noting  quickly  when  particular  pieces  do  not  seem  to  fit,  prompting  yet  further 
scrutiny. 
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The  C  WC  creates  unprecedented  monitoring  opportunities  through  the  range  of  verification 
measures  it  incorporates  and  the  scope  of  activities  it  addresses.  Development  of  a  militarily 
significant  chemical  weapons  program  entails  many  stages — research,  development,  production, 
agent  storage  (either  in  bulk  or  weaponized),  munitions  filling,  incorporation  into  military  doctrine, 
training,  and  so  on.  Some  of  these  activities  are  more  detectable  than  others.  By  banning  all  of 
them — except  limited  research  for  defensive  purposes,  which  will  be  closely  monitored — the  CWC 
can  be  used  to  identify  a  variety  of  irregularities  in  a  state's  behavior.  If  one  piece  of  the  mosaic 
does  not  seem  to  fit,  then  other  pieces  can  be  examined  more  closely  for  an  explanation  of  the 
anomaly. 

The  treaty's  ability  to  sustain  attention  on  a  country  of  concem  is  one  of  its  unappreciated 
assets.  The  key  lesson  of  the  experience  of  the  United  Nations  Special  Commission  in  Iraq  was 
that  its  greatest  successes  did  not  result  from  discovering  smoking  guns.  Rather,  the  Special 
Commission's  successes  were  based  on  painstaking  efforts  over  time  to  analyze  a  wide  range  of 
information,  evgJuate  patterns  that  emerged  from  that  analysis,  identify  gaps  in  those  patterns,  and 
push  continually  for  additional  information  to  fill  those  gaps.  The  workings  of  the  CWC  are  not 
dissimilar;  it  provides  the  mechanisms  to  build  those  same  kinds  of  patterns,  discover  anomalies, 
and  exert  constant  pressure  to  obtain  missing  information. 

In  his  1994  testimony  in  support  of  the  CWC's  ratification,  then  CIA  Director  James 
Woolsey  admitted  that  the  intelligence  community  did  not  have  high  confidence  that  it  could 
detect  small-scale  noncompliance  with  the  CWC.  He  went  on  to  say,  in  comments  often 
overlooked  by  the  treaty's  critics,  that  the  CWC  would  nevertheless  deter  some  potential 
proliferators  and  strengthen  the  intelligence  community's  ability  to  assess  proliferation  problems. 
With  or  without  the  CWC,  the  intelligence  community  is  charged  with  ascertaining  which  states 
are  developing  and  producing  chemical  weapons. 

Woolsey's  comments  underline  the  difficulty  of  detecting  smaller  chemical  weapons 
programs  of  the  kind  that  might  be  pursued  by  terrorists  or  other  non-state  actors.  The  CWC  was 
not  primarily  designed  for  this  task.  Indeed,  terrorism  with  weapons  of  mass  destruction  is  a 
complex  challenge  for  which  no  single  policy  instrument  is  the  silver  bullet.  Responding 
successfully  to  the  challenge  of  terrorism,  even  when  it  involves  weapons  of  mass  destruction, 
remains  first  and  foremost  a  function  of  good  law  enforcement  and  intelligence. 

Given  the  dual-use  nature  of  many  chemicals  and  the  relative  accessibility  of  the  science 
involved  in  making  chemical  weapons  to  a  reasonably  trained  organic  chemist,  it  is  impossible 
to  guarantee  a  nation's  invulnerability  to  the  terrorist  use  of  chemical  weapons.  The  CWC, 
however,  requires  states  to  pass  domestic  legislation  criminalizing  the  involvement  of  any  citizen 
or  enterprise  in  the  abetment  or  pursuit  of  chemical  weapons.  This  legislation  also  enables 
improved  tracking  of  chemicals  that  could  be  used  to  make  chemical  weapons  and  could  serve  as 
the  springboard  for  tougher  measures  to  monitor  domestic  activities  with  dual-use  chemicals. 
Together  with  other  key  policy  instruments  available  in  the  fight  against  terrorism,  the  CWC  can 
contribute  to  the  web  of  deterrence  against  the  terrorist  use  of  chemical  weapons  and  raise  the 
costs  of  such  activities. 
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The  Consequences  of  Inaction 

The  CWC  has  been  hailed  justifiably  as  a  landmark  arms  control  and  nonproliferation 
agreement  in  part  because  of  its  extensive  verification  provisions.  Those  provisions  are  unmatched 
in  their  scope,  theoretically  making  any  location  in  every  state  party  susceptible  to  a  challenge 
inspection.  For  the  first  time  in  history,  the  CWC's  provisions  extend  amis  control  obligations 
deeply  into  the  commercial  sector.  They  also  specify  a  number  of  innovative  verification 
procedures — such  as  the  concept  of  "managed  access"  in  the  conduct  of  an  inspection — that 
represent  important  precedents  for  future  agreements. 

If  the  CWC  does  not  enter  into  force,  the  benefits  of  these  groundbreaking  developments 
are  likely  to  be  lost,  not  only  for  meeting  the  chemical  weapons  challenge,  but  more  broadly. 
Without  practical  experience  in  implementation,  the  international  community  is  unlikely  to 
incorporate  verification  provisions  that  were  contentious  in  the  CWC  in  other  arms  control  and 
nonproliferation  efforts. 

The  example  set  by  the  CWC's  approach  to  verification  is  evident  in  current  efforts  to 
bolster  confidence  in  compliance  with  the  Biological  and  Toxin  Weapons  Convention  (BWC). 
An  Ad  Hoc  Group  of  states  parties  to  the  BWC  has  been  given  a  mandate  to  negotiate  a  legally 
binding  protocol  that  includes  measures  to  allow  states  parties  to  probe  further  into  questions  of 
compliance.  In  this  exercise,  states  are  focusing  on  an  approach  that  closely  resembles  the  one 
defined  in  the  CWC,  particulariy  its  basic  framework  of  declarations  and  on-site  activities  to 
validate  the  information.  Negotiators  have  drawn  directly  from  their  experience  in  creating  the 
CWC's  verification  regime. 

If  the  CWC  does  not  enter  into  force  in  the  near  future,  these  efforts  to  strengthen  the 
BWC  are  not  likely  to  be  successful,  at  least  not  in  terms  of  including  this  declaration/inspection 
framework  as  the  basis  for  bolstering  confidence  in  compliance  with  the  BWC.  Without  the 
operational  experience  that  the  CWC  would  provide,  doubts  of  the  BWC's  members  that  the 
framework  is  a  viable  one  will  only  increase,  particularly  since  the  issue  of  whether  the  BWC  is 
verifiable  continues  to  be  hotly  disputed.  As  a  result,  something  less  satisfactory  is  certain  to 
emerge  from  the  BWC  negotiating  process. 

No  sensible  person  would  argue  that  the  CWC  ends  the  chemical  weapons  threat.  The 
CWC  is  a  tool,  not  an  objective.  It  establishes  a  global  norm  against  chemical  weapons 
proliferation  by  which  the  behavior  of  states  can  be  judged;  it  provides  tools  to  examine  troubling 
behavior;  and  it  establishes  a  legal  regime  that  can  be  used  as  a  lever  to  mobilize  the  international 
community  in  the  face  of  state  behavior  deemed  unacceptable.  As  a  product  of  hard-fought 
negotiations,  the  CWC  is  not  perfect,  nor  are  its  verification  provisions  foolproof 

However,  if  the  CWC  continues  to  languish  in  the  Senate,  the  United  States  will  have  lost 
a  great  opportunity  to  ensure  that  the  verification  and  compliance  functions  of  the  arms  control 
process  are  maintained  in  a  manner  capable  of  dealing  with  the  challenges  to  global  security  and 
stability  at  the  turn  of  the  century.  More  importantly,  the  United  States  will  have  shown  that  it 
has  not  come  to  grips  with  the  dynamics  of  the  post-Cold  War  world,  and  that  it  is  not  ready  to 
shape  that  world.  If  the  Senate  does  not  act  on  the  CWC,  it  will  show  that  it  does  not  yet 
understand. 
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The  Senate  has  an  opportunity  to  enhance  measurably  U.S.  security  and  to  affirm  the 
judgment  of  both  U.S.  political  parties  that  chemical  weapons  should  be  outlawed  and  can  be 
safely  outlawed  now.  More  than  twenty  years  were  required  to  produce  a  treaty  that  the 
negotiating  governments  concluded  would  best  enable  the  international  community  to  cope  during 
the  coming  critical  years  with  chemical  weapons  proliferation.  Without  the  Chemical  Weapons 
Convention  (CWC).  a  retrosjjective  on  the  next  decade  would  almost  certainly  reveal  chemical 
weapons  use  and  proliferation,  much  of  which  could  have  been  headed  off  by  a  robust  CWC. 
Prompt  Senate  consent  to  ratification  of  the  CWC  cannot  ensure  that  its  purposes  will  be  fulfilled, 
but  anything  less  incurs  high  risk  that  they  will  not. 

While  the  Senate  appears  broadly  supportive  of  the  CWC's  objectives  and  provisions,  it 
has  not  pressed  forward  with  its  consideration  of  the  treaty.  Profoundly  negative  implications  for 
the  near-  and  long-term  viability  of  the  CWC  would  ensue  should  the  Senate  not  give  its  advice 
and  consent  to  the  CWC  soon.  The  CWC  stands  as  the  only  available  instrument  for  putting  in 
place  new  law  and  procedures  to  minimize  the  prospects  for  further  proliferation  and  use  of 
chemical  weapons.  A  singularly  important  factor  influencing  the  CWC's  success  or  failure  is  U.S. 
participation  in  this  effort. 

The  United  States  played  a  prominent  role  in  creating  the  CWC.  The  1984  draft  text 
presented  by  Vice  President  George  Bush  contained  unprecedented  verification  provisions, 
including  intrusive  challenge  inspections,  which  became  the  focal  point  of  the  negotiations  and 
the  hallmark  of  the  eventual  treaty.  Along  the  wray,  nations  participating  in  and  observing  the 
negotiations  came  to  recognize  the  immutability  of  the  U.S.  commitment  to  chemical  weapons 
disarmament.  This  legacy  has  resulted  in  expectations  of  continued,  vigorous  U.S.  leadership  and 
commitment.   The  Senate's  hesitation  on  the  CWC,  however,  calls  that  legacy  into  question. 

Any  perception  that  America  is  in  retreat  from  chemical  weapons  disarmament  would 
begin  to  invalidate  the  widely  shared  political  vision  that  led  the  CWC,  and  would  risk  triggering 
a  general  disintegration  of  the  process  that  has  brought  the  international  community  to  this 
crossroads.  The  longer  the  hiatus  between  U.S.  signature  and  ratification,  the  greater  the  prospect 
that  such  a  perception  will  develop.  In  that  event,  nations  might  well  develop  corresponding 
doubts  about  the  validity  of  their  own  security  and  political  calculations  in  support  of  the  CWC. 

The  international  community,  led  by  the  United  States,  must  continue  down  the  road  to 
chemical  weapons  disarmament  and  enhanced  security,  lest  the  entire  effort  splinter  and  the  threat 
of  chemical  weapons  proliferation  go  largely  unattended.  Additional  delay  in  the  Senate's 
ratification  of  the  CWC,  or  outright  failure  to  do  so,  would  initiate  an  unraveling  process  that 
could  eventually  become  impossible  to  reverse.  It  might  one  day  be  possible  to  identify  a  turning 
point  at  which  the  chemical  weapons  disarmament  process  became  unsalvageable. 
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M  Some  Near-Term  Implications  -i 

The  CWC  exists  because  most  nations  believe  chemical  weapons  proliferatiop  is  a  serious 
threat  and  that  the  treaty  provides  tools  to  grapple  effectively  with  that  threat.  Nations  have 
rightly  rejected  the  contention  that  the  CWC  will  have  only  a  marginal  impact,  or  that  they  cannot 
risk  accepting  its  prohibitions.  Over  155  states  have  concluded  that  the  CWC's  monitoring 
provisions,  particularly  challenge  inspections,  offer  a  significantly  greater  prospect  of  successfully 
addressing  the  chemical  weapons  problem  than  would  continuing  to  rely  only  on  current  means. 
They  also  agree  that  confidence  that  their  neighbors  are  not  harboring  chemical  arsenals  or 
capabilities  will  only  be  enhanced  as  more  nations  join  the  treaty.  Holdouts  will  suffer  not  only 
the  CWC's  automatic  economic  penalties,  but  also  the  political  stigma  attendant  to  rejecting  the 
behavioral  norm  embodied  by  the  CWC. 

The  most  important  impact  of  the  CWC  lies  in  its  ability  to  restrain  the  proliferation  of 
chemical  weapons.  With  the  treaty  in  force,  governments  will  be  able  to  project  regional  security 
relationships  wherein  the  threat  of  chemical  weapons  use  is  reduced  or  practically  eliminated,  thus 
providing  them  the  confidence  to  forgo  such  weapons  themselves.  Decisions  about  military 
requirements  and  resource  investments  are  largely  based  on  threat  projections  and  are  understood 
to  involve  the  highest  possible  stakes.  Absent  the  CWC,  shifts  in  the  security  landscape  are  apt 
to  draw  reactions  that  could  further  unsettle  regional  security  balances.  The  CWC  will  enable 
states  to  counter  the  threat  of  chemical  weapons  at  much  lower  costs  than  would  be  involved  in 
maintaining  military  capabilities  to  do  the  same  job. 

As  the  U.S.  ratification  decision  is  pushed  further  into  the  future,  nations  are  increasingly 
likely  to  read  Senate  inaction  as  indicative  of  fundamental  U.S.  concerns  about  the  CWC  itself 
Many  would,  of  necessity,  begin  to  review  their  own  conclusions  about  relying  upon  the  CWC 
to  curb  proliferation  and  initiate  chemical  weapons  disarmament.  Some  of  these  governments 
would  eventually  be  forced  toward  worst  case  assumptions  about  their  neighbors'  intentions,  about 
the  deterioration  of  their  regional  security  environments,  and  about  the  apparent  gap  between  U.S. 
rhetoric  and  U.S.  resolve  with  respect  to  chemical  weapons  disarmament.  Speculation  may 
emerge  about  whether  the  United  States  has  begun  to  question  the  adequacy  of  its  own 
conventional  capabilities  to  cope  with  the  chemical  weapons  threat,  giving  pause  to  states  that  rely 
on  U.S.  willingness  to  help  enforce  the  CWC,  to  resist  chemical  weapons  use,  or  to  help  victims 
of  a  chemical  attack. 

In  such  real  or  imagined  circumstances,  many  governments  would  draw  back  firom  the 
CWC,  each  believing  it  could  not  afford  to  be  the  last  to  do  so.  Some,  particularly  governments 
involved  in  intractable  regional  hostilities  where  adversaries'  nuclear  or  biological  capabilities 
could  also  be  present,  would  also  begin  to  review  the  utility  of  chemical  weapons  possession  in 
their  security  calculations. 

States  that  have  quietly  developed  a  chemical  weapons  capability  and  perhaps  amassed 
chemical  arsenals  would  welcome  the  relaxation  of  international  political  and  economic  pressures 
that  would  come  with  the  emerging  uncertainties  about  the  viability  of  the  CWC.  These  chemical 
weapons  proliferators  could  anticipate  avoiding  indefinitely  the  outlaw  or  at  least  pariah  status  that 
entry  into  force  of  the  CWC  would  confer.   Moreover,  their  trade  in  dual-use  chemicals  would 
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continue  relatively  unfettered,  enabling  them  to  enlarge  or  improve  their  chemical  stockpiles. 
Such  states  might  be  emboldened  to  cross  other,  undesirable  thresholds. 

Finally  and  perversely  with  respect  to  proliferation,  the  fact  that  the  effort  to  control 
chemical  arms  has  reached  its  present  stage  increases  the  proliferation  dangers  associated  with  any 
unraveling  scenario.  The  treaty-building  process,  particularly  over  the  last  five  years,  has  required 
that  knowledge  about  chemical  weapons  manufacture,  storage,  transport,  delivery  systems, 
protection,  battlefield  defense,  and  monitoring  be  shared  with  negotiators,  their  national  experts, 
and  prospective  inspectors.  Countries  that  may  choose  to  revive  or  to  initiate  development  of  a 
chemical  weapons  capability  may  be  in  a  better  position  to  do  so. 

The  CWC  could,  of  course,  limp  into  force  without  the  United  States,  but  the  absence  of 
U.S.  expertise,  political  leadership,  and  financial  support  during  the  early  months  or  years  would 
be  dramatically  felt.  The  United  States  would  be  setting  adrift  the  new  monitoring  agency  in  the 
Hague  that  will  conduct  the  CWC's  inspections.  At  some  point  in  the  ftiture,  the  United  States 
may  join  the  CWC  and  turn  to  this  very  agency  to  conduct  challenge  inspections  in  a  country  the 
U.S.  government  believes  has  violated  the  CWC's  obligations.  The  failure  of  the  United  States 
to  participate  from  the  outset  may  presage  this  agency's  lackluster  performance  down  the  line. 

Furthermore,  participating  states  may  perceive  the  Senate's  delay  as  an  indefinite  rejection 
of  the  CWC,  in  which  case  governments  that  want  to  weaken  the  CWC's  verification  protocol 
would  almost  certainly  launch  an  all-out  attack  on  it  as  the  Preparatory  Commission  settles  the 
final  operational  decisions  about  declarations,  inspections,  and  the  monitoring  agency's 
administration.  If  the  CWC's  verification  protocol,  which  contains  the  strongest  provisions  ever 
negotiated  in  an  arms  control  or  disarmament  treaty,  is  gutted  by  weak  operational  procedures,  the 
international  community's  confidence  in  the  nascent  CWC  will  rightly  be  shaken. 

There  will  be  other  near-term  effects  if  the  Senate's  consent  to  ratification  is  not  soon 
forthcoming.  Other  CWC  signatories  are  alert  to  the  reception  that  the  U.S.  chemical  industry  has 
given  to  the  treaty.  Even  though  other  governments  know  that  U.S.  industry  has  contributed  to 
the  development  of  U.S.  negotiating  positions  and  hosted  trial  inspections  to  test  inspection 
procedures,  the  perception  persists  that  industry  is  not  enthused  about  its  vulnerability  to  certain 
costs  and  disruptions  attendant  to  the  CWC's  implementation.  In  fact,  as  its  long  track  record  of 
support  to  the  CWC  negotiations  and  its  testimony  before  Congress  confirm,  the  U.S.  chemical 
industry  is  willing  to  incur  these  costs.  Nevertheless,  foreign  governments  and  the  chemical 
industries  to  which  they  must  respond  could  conclude  that  the  Senate's  inaction  reflects  some 
measure  of  U.S.  industry  rebellion  against  the  overall  manageability  of  the  CWC's 
implementation. 

The  decisions  of  many  governments  and  chemical  companies  to  bear  the  burdens  of  the 
CWC  are  based  in  part  upon  the  widespread  participation  of  major  commercial  competitors. 
Should  it  appear  that  those  competitors,  particulariy  in  the  United  States,  might  escape  the  CWC's 
burdens,  foreign  industry's  willingness  to  support  their  government's  participation  in  the  CWC 
would  erode.  The  U.S.  chemical  industry  has  invested  a  significant  amount  of  time  and  energy 
in  helping  to  design  a  treaty  that  can  achieve  the  objectives  of  chemical  weapons  disarmament 
while  protecting  the  interests  of  industry.  These  valuable  contributions  should  be  validated  by  the 
Senate's  expeditious  consent  to  ratification  of  the  CWC. 
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Some  Longer-Term  Consequences 

Understanding  and  addressing  the  dangers  posed  by  the  existence  of  nuclear,  biological, 
and  chemical  weapons  in  the  former  Soviet  Union  is  high  on  the  U.S.  national  security  agenda. 
Paralyzing  domestic  political  dynamics  and  economic  weaknesses  appear  to  be  the  sources  of 
Russia's  failure  to  move  forward  on  a  variety  of  chemical  weapons  arms  control  undertakings. 
With  respect  to  chemical  weapons,  Russia  still  holds  at  least  its  declared  40,000  ton  stockpile  and, 
for  a  variety  of  more  and  less  credible  reasons,  has  not  begun  to  destroy  it.  There  are  reports  that 
the  Russians  may  still  be  developing  or  producing  chemical  weapons.  All  of  these  problems  will 
be  more  profitably  dealt  with  through  Russian  participation  in  the  CWC. 

Contrary  to  the  assertion  that  the  United  States  should  not  act  absent  a  virtual  guarantee 
of  Russian  CWC  participation,  U.S.  ratification  is  a  critical  step  to  getting  Moscow  on  board.  The 
provision  of  U.S.  fmancial  assistance  and  technical  advice  to  Russia's  chemical  weapons 
destruction  program  is  also  vitally  important  in  affecting  Russian  behavior.  Entry  into  force  of 
a  CWC  bolstered  by  the  full  weight  of  U.S.  power  and  prestige  would  immediately  and  publicly 
test  the  authenticity  of  Russian  civilian  and  military  assurances  that  Moscow's  commitment  to 
chemical  weapons  disarmament  remains  unchanged.  Russian  leaders  would  face  a  stark  choice: 
Ratify  the  CWC  and  play  an  appropriate  great  power  role,  or  renege  and  accept  the  international 
opprobrium,  diminished  political  voice  in  chemical  disarmament  matters,  and  loss  of  access  to  the 
trade  in  CWC-controlled  chemicals. 

Not  only  will  U.S.  ratification  exert  strong,  possibly  determining  pressure  in  support  of 
Russian  ratification,  without  it,  Russian  ratification  is  improbable.  If  the  CWC  entered  into  force 
without  the  world's  two  largest  chemical  weapons  possessors,  it  would  be  a  hollow  treaty.  Absent 
U.S.  and  Russian  participation,  other  nations,  such  as  China,  may  balk.  While  eventually  such 
reluctant  nations  may  join  the  CWC,  the  damage  to  the  CWC's  long-term  viability  could  already 
have  been  done.  In  capitols  around  the  globe,  doubts  would  begin  anew  about  how  much  value 
the  United  States  and  Russia  place  on  the  CWC  and,  correspondingly,  how  well  might  it  serve  the 
security  interests  of  others. 

An  evolution  in  U.S.  chemical  weapons  policy  coincided  with  the  final  years  of  the  CWC 
negotiations.  Under  a  1985  congressional  mandate,  the  long  process  of  destroying  the  U.S. 
chemical  weapons  stockpile  began  in  earnest  in  1990.  The  U.S.  government  concluded  that 
maintenance  of  a  chemical  arsenal  is  unnecessary,  even  while  chemical  weapons  are  still  held  by 
others.  Deterrence  of  chemical  attack  can  be  as  or  more  effectively  obtained  through  other  means, 
such  as  the  restrictions  imposed  by  arms  control  on  the  capabilities  of  potential  adversaries  and 
the  maintenance  of  conventional  military  capabilities  responsive  to  a  range  of  contingencies.  To 
many  governments,  the  U.S.  unilateral  renunciation  of  chemical  weapons  made  a  powerful 
statement,  influencing  their  assessments  of  military  requirements  and  hence  their  support  for  the 
CWC.  In  significant  if  unmeasurable  ways,  this  act  gave  common  sense  credibility  to  the  moral 
arguments  against  chemical  warfare. 

A  CWC  without  the  United  States  would  not  immediately  collapse,  particularly  if  the 
circumstances  of  non-ratification  could  be  credibly  attributed  to  temporary  factors  such  as  partisan 
politics,  the  particular  role  of  key  personalities,  or  linkages  with  unrelated  other  Senate  issues. 
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However,  as  the  effect  of  U.S.  immobility  on  the  CWC  facilitated  similar  behavior  by  other 
countries,  the  CWC  would  become  significantly  less  able  to  constrain  chemical  weapons 
proliferation. 

Other  efforts  to  restrain  weapons  of  mass  destruction  might  falter  as  well.  For  example, 
biological  weapons  are  considerably  tougher  to  control  and  monitor  than  chemical  weapons. 
Though  quite  different  in  many  respects,  the  two  kinds  of  weapons  are  popularly  compared,  and 
it  is  predictable  that  the  current  effort  to  strengthen  the  Biological  and  Toxin  Weapons  Convention 
would  be  set  back  by  Senate  inaction  on  the  CWC. 

Also,  in  a  world  where  weapons  of  mass  destruction  are  more  widely  proliferated  and 
regional  security  balances  consequently  more  tenuous,  the  United  States  would  eventually  have 
to  reassess  the  adequacy  of  its  own  defense  and  response  capabilities.  In  short,  the  un-making  of 
the  CWC  could  have  consequences  well  beyond  the  chemical  arms  control  arena. 

Conclusions 

The  path  to  a  CWC  has  been  arduous  because  the  security  stakes  are  high.  The 
consequences  of  not  addressing  the  problem  of  chemical  weapons  proliferation  spurred  two 
Republican  administrations,  with  broad  support  from  Congress,  to  introduce  the  policy 
breakthroughs  and  conduct  the  quiet  but  essential  off-line  diplomacy  necessary  to  obtain  the  CWC. 
The  Reagan  and  Bush  administrations  marshalled  the  resources  of  the  U.S.  diplomatic,  military, 
chemical  industry,  and  academic  communities  so  that  the  United  States  could  play  a  positive, 
determining  role  in  crafting  a  treaty  to  enhance  the  security  of  future  U.S.  generations.  Presidents 
Reagan  and  Bush  asserted  a  commitment  of  active  U.S.  leadership  from  which  it  seemed  clear 
there  would  be  no  retreat.   The  irony  of  such  a  retreat  now  would  be  inescapable. 

No  single  event  or  country  will  shatter  the  CWC  or  guarantee  its  durability.  But  the 
timing  and  outcome  of  the  Senate's  ratification  debate  will  significantly  influence  the  treaty's 
prospects  for  success.  Whatever  its  level  of  engagement  in  worid  affairs,  America's  pursuit  of 
security,  prosperity,  and  an  international  environment  congenial  to  U.S.  values  will  be  rendered 
significantly  more  manageable  by  the  eariy  entry  into  force  of  the  CWC  and  continued,  committed 
U.S.  leadership  in  all  aspects  of  its  implementation. 
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A  new  international  agency  is  being  created  in  the  Hague  from  the  ground  up  to  analyze 
the  data  declarations,  conduct  routine  and  challenge  inspections,  oversee  the  safe  destruction  of 
chemical  arsenals,  and  otherwise  administer  the  Chemical  Weapons  Convention  (CWC).  This 
agency,  which  will  be  christened  the  Technical  Secretariat  once  the  CWC  enters  into  force,  is  the 
organization  to  which  the  treaty  members  will  turn  in  the  years  and  decades  ahead  to  investigate 
concerns  about  treaty  compliance.  Non-ratification  and  non-participation  by  the  United  States  in 
the  Technical  Secretariat  would  badly  impair  this  start-up  monitoring  agency,  making  recovery 
extremely  difficult. 

For  better  or  for  worse,  the  CWC's  Technical  Secretariat  is  oflen  compared  with  the  only 
other  international  arms  control  monitoring  agency  in  existence,  the  International  Atomic  Energy 
Agency  (IAEA).  The  IAEA  was  founded  in  1957  to  assist  nations  in  developing  peaceful  uses 
of  the  atom.  In  1970,  when  the  Nuclear  Non-Proliferation  Treaty  (NPT)  entered  into  force,  the 
IAEA  was  tasked  with  conducting  the  NPT's  safeguards  inspections.  Unlike  the  IAEA,  the 
Technical  Secretariat  will  not  be  providing  technical  assistance  to  developing  countries.  The  CWC 
requires  an  open  commercial  chemical  marketplace  among  member  states,  but  nations  are  not  to 
receive  technical  assistance  in  exchange  for  forgoing  chemical  weapons.  In  the  event  a  treaty 
party  is  threatened  with  or  suffers  a  chemical  weapons  attack,  the  Technical  Secretariat  will  offer 
defensive  and  medical  assistance. 

Another  important  difference  between  the  Technical  Secretariat  and  the  IAEA  involves 
the  treaty  provisions  under  which  they  operate.  NPT  members  agree  to  safeguards  inspections  at 
declared  nuclear  research  and  power  facilities  but  do  not  assume  a  specific  commitment  to  host 
special  inspections  to  clarify  anomalies  that  arise  from  declared  information,  safeguards 
inspections,  or  other  sources  of  information.  The  IAEA  may  request  a  special  inspection,  but  the 
NPT  member  may  deny  permission  for  it.  In  contrast,  members  of  the  CWC  undertake  the 
explicit  obligation  to  accept  challenge  inspections,  which  can  be  conducted  at  any  site  and  at  any 
time.  A  treaty  member  can  request  a  challenge  inspection  based  upon  its  own  intelligence 
information  or'  questions  ensuing  from  routine  inspections  or  data  declarations.  Refusal  of  a 
challenge  inspection  would  constitute  a  violation  of  the  CWC.  Thus,  the  automaticity  and  strict 
time  lines  incorporated  into  the  CWC's  challenge  inspections  put  the  CWC's  inspectors  in  a 
stronger  position  than  their  IAEA  counterparts. 

The  Technical  Secretariat  is  to  be  built  in  two  phases,  the  first  of  which  began  early  in 
1993.  Since  then,  the  Technical  Secretariat  in  its  provisional  form  has  been  assisting  a  technical 
and  policy  decisionmaking  body  known  as  the  Preparatory  Commission  (PrepCom).  The 
PrepCom,  which  takes  its  decisions  by  consensus,  was  charged  with  translating  the  treaty's  text 
into  the  policies  and  procedures  that  will  make  the  CWC  a  living,  operational  treaty.  At  present, 
the  Technical  Secretariat  consists  of  some  120  specialists  and  administrators  who  support  the  work 
of  the  PrepCom  and  help  signatories  prepare  for  the  CWC's  entry  into  force.  Both  the  PrepCom 
and  the  budding  Technical  Secretariat  are  located  in  the  Hague,  the  Netherlands. 
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While  the  CWC  is  a  remarkably  detailed  treaty,  its  text  still  requires  further  elaboration 
of  the  procedures  and  equipment  that  are  needed  for  the  conduct  of  inspections.  Thus,  the 
PrepCom  has  been  making  decisions  about  the  format  and  processes  for  data  declarations; 
procedures  to  be  used  during  routine  inspections  of  declared  sites  (e.g.,  former  chemical  weapons 
production  facilities,  industrial  facilities  using  dual-use  chemicals,  and  chemical  weapons  storage 
sites)  and  challenge  inspections  of  suspect  sites;  the  Technical  Secretariat's  structure,  regulations, 
and  staff  qualifications;  procedures  to  maintain  the  confidentiality  of  information;  design  and 
purchase  of  the  computer  database;  planning  and  quality  control  of  inspector  training  programs; 
and  selection  and  procurement  of  required  inspection,  laboratory,  and  headquarters  equipment. 
The  importance  of  this  work  cannot  be  overstated.  The  PrepCom's  decisions  have  implications 
for  the  treaty-related  activities — declarations  and  inspections — that  will  occur  at  hundreds  of 
military  and  government  facilities  and  thousands  of  commercial  chemical  plants  worldwide. 

All  of  the  CWC's  signatories  can  participate  in  the  PrepCom,  but  once  65  ratifications 
have  been  deposited  to  initiate  the  treaty's  entry  into  force,  signatories  that  have  not  ratified  will 
lose  much  of  their  influence  in  the  crucial  decisions  to  be  made  in  the  final  six  months  before  the 
CWC's  activation.  As  often  happens  during  negotiations,  some  of  the  most  vexing  yet  important 
issues  have  been  left  for  resolution  in  the  final  stage  of  the  PrepCom  process.  The  only  way  a 
government  can  maintain  its  leverage  in  decisionmaking  and  the  eligibility  of  its  citizens  for 
employment  at  the  Technical  Secretariat  is  to  ratify  the  CWC. 

The  deposit  of  the  65th  instrument  of  ratification  kicks  off  the  second  phase  of  the 
Technical  Secretariat's  creation.  Within  six  months,  the  Provisional  Technical  Secretariat  must 
hire  and  train  the  inspection  corps  and  additional  support  staff.  The  reason  for  this  breakneck 
pace  is  that  1 80  days  after  the  65th  ratification,  the  CWC  enters  into  force.  Participating  states 
are  to  begin  submitting  their  data  declarations  for  all  chemical  weapons  activities  and  industry 
facilities  using  treaty-controlled  chemicals.  Over  the  next  30  days,  the  Technical  Secretariat  must 
digest  and  analyze  this  mountain  of  information  in  order  to  begin  conducting  its  first  inspections 
at  chemical  weapons  storage  and  production  sites,  as  well  as  at  some  industrial  facilities,  on  the 
3 1  St  day  after  the  CWC's  entry  into  force.  From  that  point  on,  the  Technical  Secretariat  must  also 
be  prepared  to  execute  a  challenge  inspection  immediately  upon  the  request  of  a  member  state. 

This  set  of  circumstances  gives  rise  to  two  basic  scenarios  for  what  is  likely  to  occur  in 
the  Hague  if  the  U.S.  Senate  continues  to  postpone  consent  to  ratification.  The  first  scenario, 
which  hinges  on  the  assumption  that  the  international  community  will  not  move  forward  in  this 
effort  without  the  United  States,  forecasts  that  the  CWC  and  the  Technical  Secretariat  will 
languish  indefinitely,  to  the  detriment  of  both.  In  the  second  scenario,  the  CWC  enters  into  force 
without  the  United  States,  and  Washington  will  be  shut  out  of  the  Technical  Secretariat  for  the 
near  term.  Either  way,  the  United  States  ends  up  on  the  sidelines,  poorly  positioned  to  address 
the  problem  of  chemical  weapons  proliferation. 
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Scenario  1:  CWC  On  Hold 

The  establishment  of  any  new  institution  is  a  difficult  task.  In  the  Technical  Secretariat's 
case,  the  exercise  is  even  more  complicated  because  the  agency's  staff  will  be  recruited  from  all 
of  the  CWC's  participating  sutes.  Although  the  Technical  Secretariat's  personnel  must  meet  fairly 
exacting  qualification  standards,  the  overall  staff  must  nonetheless  be  geographically  balanced. 
Because  this  agency  will  be  conducting  inspections  of  a  depth  and  scope  never  before  attempted 
internationally,  the  Technical  Secretariat  is  also  being  put  together  with  more  than  a  normal 
amount  of  second-guessing  and  criticism.  Another  factor  that  has  placed  this  endeavor  under 
scrutiny  is  that  even  though  it  has  only  a  short  track  record  of  its  own,  the  Technical  Secretariat 
is  saddled  with  the  reputation  that  other  international  organizations  have  gained  for  waste,  fraud, 
and  abuse.  To  head  off  similar  criticism,  the  PrepCom  has  levied  severe  limitations  on  the 
Technical  Secretariat's  staffing  and  budgeting.  The  Provisional  Technical  Secretariat  has  been  put 
together  on  a  shoestring  budget,  and  although  the  number  of  prospective  sites  and  the  workload 
merit  a  bigger  inspection  corps,  the  PrepCom  has  refused  to  authorize  additional  personnel.  Thus, 
to  begin  with,  the  Technical  Secretariat  will  hire  an  inadequate  number  of  inspectors. 

If  events  had  unfolded  as  many  had  predicted  when  the  CWC  opened  for  signature  in  mid- 
January  1993,  65  ratifications  would  have  quickly  accumulated,  and  the  CWC  would  have  entered 
into  force  eariy  in  1995.  This  outcome  was  predicated  on  the  assumption  that  the  United  States 
would  continue  its  strong  leadership  role  in  the  arena  of  chemical  weapons  arms  control  and 
nonproliferation.  After  all,  Washington  led  the  international  community  to  this  take-off  point  by 
proposing  a  revolutionary  draft  text  in  1984  and  alternately  cajoling  and  pushing  other  countries 
over  the  next  eight  years  to  conclude  the  CWC.  America's  participation  was  viewed  as  especially 
important  because  the  United  States  possessed  a  huge  chemical  arsenal  as  well  as  an  immense 
chemical  industry.  After  the  Soviet  Union's  collapse,  the  United  States  was  also  the  only 
remaining  superpower.  Therefore,  many  nations  looked  for  U.S.  ratification  of  the  CWC  as  their 
cue  to  initiate  their  own  ratification  processes. 

Had  this  prediction  come  true,  the  Technical  Secretariat  would  have  entered  into  phase 
two  of  its  establishment  in  mid- 1994.  The  lengthy  U.S.  delay  in  ratification  has  meant,  however, 
that  the  pace  with  which  other  states  have  ratified  has  been  much  slower  than  expected.  Many 
governments  have  apparently  concluded  that  the  CWC  loses  much  of  its  meaning  if  the  United 
States  and  Russia,  which  have  the  world's  two  largest  chemical  weapons  stockpiles,  do  not  lead 
the  way.  Consequently,  the  deliberations  in  the  PrepCom  and  the  Provisional  Technical 
Secretariat's  preparations  to  grow  into  a  full-fledged  inspectorate  have  gone  into  a  state  of 
suspended  animation.  In  other  words,  phase  one  activities  have  lasted  a  year  longer  than  was 
initially  planned. 

While  the  Provisional  Technical  Secretariat's  staff  has  taken  full  advantage  of  this 
extension  to  refine  its  plans  and  preparations,  continued  delay  will  be  damaging.  For  example, 
the  screening  of  applications  and  interviewing  of  candidates  for  the  170  inspector  positions  and 
additional  support  staff  began  in  the  spring  of  1995.  Current  plans  called  for  hiring  to  begin  by 
the  end  of  1995.  The  best  applicants  have  been  identified,  but  this  short  list  of  choice  candidates 
is  perishable.  The  success  of  an  organization  rests  primarily  on  the  talents  of  its  staff.  If  the  U.S. 
Senate  does  not  soon  give  its  consent  to  ratify  the  CWC,  the  Technical  Secretariat  will  lose  its 
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opportunity  to  hire  the  most  qualified  inspectors  and  staff.    Most  candidates  will  choose  to  do 
something  else  with  their  lives  instead  of  waiting  indefinitely  for  a  telephone  call  from  the  Hague. 

Similarly,  the  training  programs  for  the  inspectors  are  scheduled  to  begin  in  early  1996. 
To  provide  thorough  and  realistic  training  for  the  inspection  corps,  several  signatory  governments 
have  set  aside  facilities,  including,  with  the  continued  cooperation  of  chemical  industry, 
commercial  plant  sites.  Additional  delays  will  cause  some  governments  to  cancel  their  offers  of 
training  programs,  again  because  neither  a  government  nor  its  private  sector  can  have  people  and 
facilities  on  hold  for  several  months.  The  sum  of  these  delay-related  consequences  is  that  the 
recruiting  and  training  processes  would  have  to  be  re-initiated  later  at  additional  cost 

At  a  certain  point,  the  continuation  of  the  Provisional  Technical  Secretariat  itself  becomes 
doubtful.  The  core  of  this  would-be  agency  is  its  Verification  Division.  Particular  care  has  been 
taken  with  the  selection  of  the  staff  for  this  part  of  the  Provisional  Technical  Secretariat.  Many 
are  veterans  of  the  United  Nations  Special  Commission  in  Iraq  or  have  other  equally  unique 
qualifications  and  experiences.  If  this  state  of  suspended  animation  drags  on  for  too  long,  the 
skeletal  stafFof  the  Verification  Division,  which  at  this  point  constitutes  the  Provisional  Technical 
Secretariat's  biggest  asset,  may  also  begin  to  fall  apart. 

During  this  long  hiatus,  the  PrepCom  has  continued  to  plod  along.  Given  more  time  and 
few  actual  tasks,  governments  that  were  dissatisfied  with  the  CWC's  verification  provisions  will 
find  more  opportunity  to  water  them  down  via  the  PrepCom  process.  For  example,  some  states 
have  advanced  proposals  to  limit  the  intrusiveness  of  inspections  by  defining  the  parameters  of 
the  sampling  and  detection  equipment  as  narrowly  as  possible,  thereby  restraining  the  range  of 
anomalies  that  inspectors  could  identify.  Some  delegations  in  the  Hague  will  also  try  to  handicap 
the  Technical  Secretariat  by  imposing  on  it  a  level  of  detail  in  rules  and  regulations  that  are 
impractical  for  field  operations.  In  short,  a  PrepCom  with  too  much  time  on  its  hands  could 
render  the  eventual  Technical  Secretariat  impotent. 

Whether  PrepCom  participants  would,  at  some  point  in  the  future,  support  starting  the 
whole  recruitment,  hiring,  and  training  process  over  again  is  uncertain.  In  all  likelihood,  the 
PrepCom  participants,  pushed  by  economic  constraints  and  unsure  of  when  the  CWC  would  come 
into  force,  would  cut  the  Provisional  Technical  Secretariat's  budget  further.  At  the  very  least,  the 
current  Provisional  Technical  Secretariat  would  be  whittled  down  considerably. 

Scenario  2:  Entry  into  Force  Without  the  United  States 

Another  possible  result  of  continued  Senate  procrastination  is  becoming  increasingly 
plausible.  In  this  scenario,  a  sufficient  number  of  ratifications  are  deposited  to  enable  the  CWC's 
entry  into  force,  absent  the  United  States  and  Russia. 

Many  U.S.  policymakers  are  confident,  perhaps  unwisely  so,  that  the  CWC  cannot  take 
off  without  Washington.  A  quick  glance  at  the  list  of  countries  that  have  already  ratified  the 
CWC — 40  as  of  late  October  1995 — may  shake  the  complacency  of  U.S.  decisionmakers. 
Germany,  Japan,  Australia,  Austria,  Switzerland,  Finland,  Norway,  France,  Spain,  and  Canada  are 
among  the  countries  that  have  ratified  the  CWC.  With  these  and  other  fiscally  strong  governments 
already  committed,  the  Technical  Secretariat  has  viability  even  though  the  United  States  would 
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not  be  around  to  pay  its  assessed  25  percent  of  the  inspectorate's  budget.  (In  1996,  the  U.S. 
assessment  will  be  about  S18  million.  The  United  States  spends  four  times  that  amount 
annually — $75  million — in  operations  and  maintenance  costs  to  store  the  U.S.  chemical  weapons 
stockpile.  Other  comparative  defense  expenditures  include  the  $45  million  price  tag  of  an  FA- 1 8 
aircraft  and  the  $3.25  billion  that  United  States  invested  in  1995  for  theater  and  national  ballistic 
missile  defenses.)  Without  the  extremely  heavy  burden  of  having  to  oversee  both  U.S.  and 
Russian  destruction  chemical  weapons  programs,  the  Technical  Secretariat  could  certainly  begin 
inspections.  Even  if  Russia  were  to  confound  conventional  wisdom  and  ratify  the  CWC  before 
the  United  States,  the  Technical  Secretariat  would  still  only  have  to  hire  an  additional  25  or  so 
inspectors.     -,  -, 

The  gradual  swell  in  international  momentum  toward  the  CWC's  entry  into  force  is  also 
evident  by  the  ratifications  of  South  Africa,  Mexico,  Argentina,  Peru,  Paraguay,  Poland,  Romania, 
Uruguay,  Turkmenistan,  Tajikistan,  Bulgaria,  Armenia,  and  Mongolia.  Among  another  thirty 
countries  that  have  indicated  they  will  soon  complete  the  ratification  process  are  Belarus,  Italy, 
Saudi  Arabia,  India,  and  the  United  Kingdom.  Chemical  weapons  are  so  abhorred  and  the  need 
to  outlaw  them  so  pressing  that  numerous  governments  are  evidently  not  willing  to  continue 
waiting  on  the  United  States.  In  other  words,  there  is  a  distinct  possibility  that  the  train  will  leave 
the  station  without  Washington. 

This  scenario  would  indeed  be  the  cruellest  of  ironies,  for  the  United  States  would  be  shut 
out,  at  least  temporarily,  of  the  very  entity  that  it  sought  to  inaugurate.  While  the  United  States 
would  retain  its  vote  in  the  PrepCom,  it  would  be  held  at  arms  length  as  the  states  that  have 
ratified  make  quietly  cut  deals  on  the  final  crucial  decisions  about  how  the  Technical  Secretariat 
will  execute  the  CWC's  inspections.  Actual  votes  on  these  issues  are  likely  to  be  postponed  until 
the  first  Conference  of  States  Parties  is  held  after  the  CWC  enters  into  force.  The  United  States 
will  not  have  a  vote  in  this  decisionmaking  body  until  it  ratifies.  Nor  will  the  United  States  be 
eligible  for  a  seat  on  the  Executive  Council,  which  will  govern  the  CWC's  implementation  on  a 
day-to-day  basis.  Depending  upon  which  countries  jump  aboard  at  the  last  moment,  the  balance 
of  votes  could  easily  swing  toward  weakening  the  CWC's  verification  protocol.  Furthermore,  a 
majority  of  the  CWC's  signatories  favor  having  this  new  organization  adopt  carte  blanche  the 
general  financial  and  operational  rules  of  the  United  Nations.  These  rules  have  contributed  to  the 
inefficiency  of  some  international  organizations,  and  the  United  States  has  played  a  key  role  in 
preventing  their  wholesale  adoption.  However,  such  views  could  carry  the  day  if  the  United 
States  were  not  involved  in  the  decisionmaking  process.  Once  in  place,  these  decisions  will  be 
difficult  to  reverse. 

In  addition,  U.S.  nationals  currently  working  in  the  Provisional  Technical  Secretariat 
would  be  told  to  pack  their  bags  when  the  CWC  enters  into  force.  Furthermore,  no  U.S.  citizens 
could  be  hired  as  inspectors  until  the  United  States  ratifies,  and  all  of  the  key  jobs  will  be  taken 
by  the  time  the  CWC  enters  into  force.  Between  them,  the  United  States  and  Russia  have 
probably  the  largest  pool  of  experts  in  chemical  munitions  production,  storage,  and  destruction. 
Therefore,  the  Technical  Secretariat  would  be  forging  ahead  without  some  of  the  most  qualified 
and  experienced  inspectors  and  chemical  weapons  specialists  in  the  world.  The  individuals  who 
are  hired  as  inspectors  or  support  staff  will  receive  contracts  for  at  least  three  years.  Even  if  the 
U.S.  Senate  ratifies  shortly  after  the  CWC  enters  into  force,  there  will  be  few,  if  any,  positions 
left  at  the  Technical  Secretariat  for  Americans  for  a  period  of  years. 
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Finally,  until  the  United  States  deposits  its  instrument  of  ratification,  the  U.S.  government 
would  be  denied  formal  access  to  the  data  gained  through  declarations  and  inspections.  The 
CWC's  entry  into  force  was  designed  as  a  pay-to-play  process,  and  Washington  must  ante  up 
before  it  can  review  this  information,  which  the  intelligence  community  has  testified  would 
enhance  its  ability  to  assess  the  status  of  chemical  weapons  proliferation  worldwide. 

Conclusions 

The  Senate's  torpid  consideration  of  the  CWC  has  already  had  a  ripple  effect  in  the  Hague 
and  around  the  globe,  considerably  slowing  the  rate  of  preparations  and  ratifications.  Whichever 
scenario  one  finds  more  plausible,  both  have  significant  negative  implications  for  the  ability  of 
the  United  States  to  act  constructively  to  impede  the  proliferation  of  chemical  weapons. 

If  global  expectations  of  U.S.  leadership  are  not  fulfilled  quickly,  the  christening  planned 
for  the  Technical  Secretariat  could  turn  into  its  cortege.  Many  countries,  whether  rightly  or  not, 
have  interpreted  the  Senate's  lack  of  action  since  1994  as  puzzling,  given  Washington's  declared 
concem  about  chemical  weapons  proliferation.  Some  governments  may  even  construe  the  Senate's 
reluctance  to  ratify  as  a  signal  that  the  CWC  has  little  relevance  to  world  security;  others  may 
reconsider  their  decisions  to  forego  chemical  weapons.  At  the  very  least,  the  prolonged  absence 
of  U.S.  leadership  will  decrease  the  global  effectiveness  of  the  CWC  and  the  Technical  Secretariat. 
In  fact,  perpetuation  of  the  current  circumstances  could  asphyxiate  both  the  treaty  and  its 
inspection  agency. 

Or,  the  United  States  could  be  barred  from  the  very  control  system  that  five  U.S. 
administrations  have  worked  so  diligently  to  establish.  In  this  manner,  the  United  States  could 
be  deprived  of  useful  avenues  to  influence  how  the  CWC  is  implemented  and  the  Technical 
Secretariat  functions.  Thus,  the  entry  into  force  of  the  CWC  without  the  United  States  has 
palpable  consequences. 

Clearly,  U.S.  interests  will  be  better  served  by  the  Senate's  timely  move  to  reclaim 
America's  role  as  a  leader  in  intemational  efforts  to  constrain  chemical  weapons  proliferation  and 
institute  global  chemical  weapons  disarmament.  A  skilled,  well-equipped,  well-trained,  and 
respected  Technical  Secretariat  is  critical  for  the  viability  of  the  CWC.  The  Senate's  prompt 
consent  to  ratification  of  the  CWC  and  long-term  support  for  a  robust  intemational  inspectorate 
is  in  order. 
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Why  We  Need  the  Chemical  Weapons  Convention 

H.  Martin  Lancaster 


Chemical  weapons  have  long  been  considered  a  particularly  cruel  and  inhumane  form  of 
warfare.  They  are  insidious  and  indiscriminate,  striking  down  soldiers  and  innocent  civilians  alike. 
Indeed,  this  year's  chemical  attacks  in  Japan  have  underlined  the  grim  fact  that  chemical  weapons 
have  increasing  appeal  for  those  who  would  attack  and  kill  civilians. 

Successive  U.S.  administrations  have  made  the  fight  against  chemical  weapons 
proliferation  a  high  priority.  Beginning  with  President  Richard  Nixon,  the  United  States  has 
pioneered  negotiations  to  ban  chemical  weapons  internationally  while  moving  unilaterally  to 
eliminate  the  U.S.  chemical  weapons  stockpile.  With  bipartisan  support  in  Congress  and  active 
participation  by  U.S.  chemical  industry,  five  presidents  worked  to  produce  the  most  effective  and 
comprehensive  ban  on  chemical  weapons  that  could  be  negotiated,  the  Chemical  Weapons 
Convention  (CWC).  In  November  1993,  President  William  Clinton  submitted  the  Convention  to 
the  U.S.  Senate  with  a  strong  recommendation  for  its  advice  and  consent  to  ratification.  Two 
years  later,  the  Convention  is  still  awaiting  final  consideration  in  the  Senate. 

Early  this  year.  President  Clinton  selected  me  to  serve  as  his  administration's  point  man 
on  ratification  of  the  CWC  and  to  help  shepherd  the  treaty  through  the  ratification  process. 
During  my  eight  years  as  a  Congressman  from  North  Carolina,  I  became  deeply  interested  in  the 
efforts  of  the  international  community  to  ban  these  abhorrent  weapons.  Consequently,  I  welcomed 
the  opportunity  to  make  the  case  for  this  vital  accord. 

The  Need  For  A  Ban 

The  need  for  a  global  ban  on  chemical  weapons  is  even  greater  now  than  a  few  years  ago 
when  I  was  monitoring  the  CWC  negotiations  in  Geneva.  Iraq's  threat  during  the  Persian  Gulf 
War  to  launch  chemical  attacks  against  Saudi  Arabian  and  Israeli  cities  and  the  recent  incidents 
of  chemical  terrorism  in  Japan  show  that  chemical  weapons  are  proliferating  and  pose  a  real 
danger  to  world  security. 

Today,  we  suspect  more  than  25  countries  of  having  chemical  weapons  or  the  capability 
to  produce  them.  These  weapons  are  attractive  to  countries  or  individuals  seeking  a  mass- 
destruction  capability  because  they  are  relatively  cheap  to  produce  and  do  not  demand  the 
elaborate  technical  infrastructure  needed  to  make  nuclear  weapons.  It  is  therefore  all  the  more 
vital  to  establish  an  international  bulwark  against  the  acquisition  as  well  as  the  use  of  these 
weapons.  Equally  important,  we  must  do  all  that  we  can  to  prevent  the  acquisition  and  use  of 
these  terrible  weapons  within  our  own  borders.  As  required  by  the  CWC,  domestic  legislation  and 
law  enforcement  will  be  an  integral  part  of  the  effective  implementation  of  the  CWC  by  each 
member  state. 

The  CWC  enjoys  broad  international  support.  As  of  October  1995,  the  CWC  has  been 
signed  by  159  of  the  185  members  of  the  United  Nations.  The  signatories  include  neariy  three 
quarters  of  the  countries  we  suspect  of  possessing  or  seeking  to  acquire  chemical  weapons. 
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Before  the  treaty  can  enter  into  force,  however,  65  signatory-states  must  ratify  it.  So  far,  40 
countries  have  done  so.  Many  more  are  waiting  for  the  United  States  to  ratify,  with  the  intention 
of  following  our  lead.  I  believe  that  once  the  Senate  approves  the  treaty,  the  number  of 
ratifications  needed  for  entry  into  force  could  be  reached  in  a  matter  of  months,  if  not  weeks. 

Unique  Scope 

The  CWC  is  the  most  ambitious  treaty  in  the  history  of  arms  control.  It  bans  the  full 
spectrum  of  activities  associated  with  the  offensive  use  of  chemical  weapons,  including  the 
development,  production,  acquisition,  stockpiling,  transfer  of  chemical  weapons,  as  well  as 
assistance  to  anyone  engaging  in  these  activities. 

Whereas  most  arms  control  treaties  have  only  limited  weapons,  the  CWC  requires  their 
outright  elimination.  Parties  to  the  CWC  must  destroy  any  and  all  chemical  weapons  and 
chemical  weapons  production  facilities.  In  the  United  States  and  Russia  alone,  the  CWC  will 
require  the  destruction  of  between  60.000  and  70,000  tons  of  deadly  chemical  agents. 

In  addition,  chemical  industry  sites  that  produce  "dual-use"  chemicals  that  have  both 
military  and  commercial  applications  will  be  monitored  by  an  international  inspectorate  to  ensure 
that  chemical  weapons  are  never  again  produced  or  acquired. 

The  CWC  breaks  new  ground  with  the  sweeping  nature  of  its  prohibitions  and  in  the 
scope  and  effectiveness  of  its  verification  provisions,  which  include  data  declarations  and  routine 
and  challenge  inspections.  This  regime  reflects  a  carefully  crafted  balance  between  the 
intrusiveness  needed  to  verify  treaty  compliance,  on  the  one  hand,  and  the  measures  needed  to 
protect  confidential  business  information  and  national  security  information,  on  the  other. 

The  CWC  is  also  the  first  treaty  that  penalizes  countries  that  do  not  join  while  rewarding 
those  that  do.  Entry  into  force  of  the  CWC  will  isolate  the  small  number  of  non-participating 
states  as  international  pariahs  and  inhibit  their  access  to  certain  treaty-controlled  chemicals.  Since 
many  of  these  chemicals  are  not  only  required  to  make  chemical  weapons  but  have  important  uses 
in  commercial  industry,  the  hold-outs  will  have  economic  as  well  as  political  incentives  to  join 
the  treaty  regime. 

Countries  that  ratify  the  CWC  and  comply  fully  with  its  provisions  will  not  face  these 
restrictions.  They  will  also  be  eligible  for  humanitarian  aid  and  protective  assistance  if  they  are 
victimized  by  the  use  or  threatened  use  of  chemical  weapons.  These  built-in  carrots  and  sticks 
will  help  promote  universal  adherence  and  compliance. 

Industry  Involvement 

The  CWC  is  the  first  arms  control  treaty  to  have  an  impact  on  a  significant  portion  of  the 
private  sector.  Although  U.S.  industry  does  not  manufacture  chemical  weapons,  it  does  produce, 
process,  and  consume  a  number  of  chemicals  that  can  be  used  to  make  chemical  weapons.  For 
example,  a  solvent  used  in  ballpoint-pen  ink  can  be  easily  converted  into  mustard  gas,  while  a 
chemical  involved  in  production  of  fire  retardants  and  pesticides  can  be  used  to  make  nerve 
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agents.  Thus,  any  treaty  to  ban  chemical  weapons  must  monitor  commercial  facilities  that  work 
with  dual-use  ciiemicals  to  ensure  they  are  not  diverted  for  prohibited  purposes. 

The  CWC's  provisions  covering  commercial  chemical  facilities  were  developed  with  the 
active  participation  of  industry  representatives.  During  my  visits  to  Geneva.  I  became  aware  of 
the  extensive  involvement  in  the  negotiations  of  U.S.  industry,  in  particular,  the  Chemical 
Manufacturers  Association  (CMA).  CMA  representatives  met  regularly  with  the  U.S.  delegation 
to  convey  industry's  views — particularly  on  the  protection  of  proprietary  information — and  to  offer 
constructive  suggestions. 

Acting  in  enlightened  self-interest,  together  with  other  chemical  trade  associations  from 
Europe,  Australia,  and  Japan,  the  CMA  helped  to  craft  an  effective  yet  industry-friendly 
verification  regime.  This  regime  is  intrusive  enough  to  build  confidence  that  member  states  are 
complying  with  the  treaty,  yet  it  respects  industry's  legitimate  interests  in  safeguarding  proprietary 
information,  avoiding  disruption  of  production,  and  ensuring  a  level  playing  field  for  global 
competition. 

As  President  Clinton  said  in  May  1995: 

In  industry  meetings,  public  forums,  and  congressional  hearings,  the  Chemical 
Manufacturer's  Association  was  an  early  and  consistently  strong  supporter  of  the 
Chemical  Weapons  Convention.  Any  one  of  [CMA's]  activities  would  be  deserving  of 
praise;  together  they  represent  an  extraordinary  sustained  commitment  to  eliminating  the 
threat  of  chemical  weapons,  a  goal  that  is  central  both  to  our  nonproliferation  policy  and 
to  broader  world  security. 

Overall,  the  successful  government-industry  partnership  that  emerged  during  the  Geneva 
negotiations  provides  a  model  for  future  cooperation.  As  the  entry  into  force  of  the  CWC 
approaches,  industry's  role  has  not  diminished  but  has  become  all  the  more  crucial.  Industry's 
efforts  to  help  rid  liie  world  of  chemical  weapons  are  an  outstanding  demonstration  of  corporate 
responsibility  and  good  citizenship — one  that  will  strengthen  U.S.  national  security  and  enhance 
the  public  image  of  American  business. 

The  Need  for  Prompt  Ratification:  The  Costs  of  Delay 

The  urgent  need  for  entry  into  force  of  the  CWC  warrants  prompt  action  by  the  U.S. 
Senate  in  giving  its  advice  and  consent  to  ratification.  The  arguments  for  U.S.  ratification  are 
compelling.   Let  me  highlight  some  of  the  major  ones: 

First,  with  or  without  the  CWC,  the  United  States  has  decided  to  get  out  of  the  chemical 
weapons  business.  Congress  has  already  passed  a  law  requiring  destruction  of  the  entire  U.S. 
chemical  weapons  stockpile  by  the  end  of  the  year  2004.  The  CWC  would  require  all  other 
parties  that  possess  chemical  weapons  to  do  the  same.  If  we  fail  to  ratify  and  the  CWC  does  not 
enter  into  force,  we  would  deny  ourselves  the  benefit  of  having  other  countries  legally  obligated 
to  eliminate  weapons  that  we  ourselves  have  unilaterally  decided  to  renounce  and  destroy. 
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Second,  the  CWC  will  put  into  place  a  legally  binding  international  norm  outlawing  the 
acquisition  and  possession,  as  well  as  use,  of  chemical  weapons.  Although  universal  adherence 
and  the  complete  abolition  of  chemical  weapons  will  not  be  achieved  immediately,  the  CWC  will 
slow  and  even  reverse  chemical  weapons  proliferation.  The  CWC  will  isolate  the  small  number 
of  states  headed  by  rogue  leaders  that  refuse  to  join  the  regime,  limit  their  access  to  precursor 
chemicals,  and  bring  international  pressure  to  bear  if  such  states  continue  their  chemical  weapons 
programs. 

In  this  regard,  the  CWC  is  both  a  disarmament  and  a  nonproliferation  treaty.  It  not  only 
requires  states  parties  to  destroy  their  chemical  weapons  arsenals  but  prohibits  them  from 
transferring  chemical  weapons  to  other  countries  or  assisting  anyone  in  activities  prohibited  under 
the  CWC.  Combined  with  restrictions  on  chemical  trade  in  CWC-con trolled  chemicals  with  non- 
parties, these  provisions  will  increase  the  cost  and  difficulty  of  acquiring  chemical  weapons  for 
states  that  choose  not  to  participate. 

Further  delay  in  U.S.  ratification  and  entry  into  force  puts  off  the  day  when  current  trends 
in  the  acquisition  and  use  of  chemical  weapons  will  be  met  with  broad  international  opposition; 
the  chemical  weapons  proliferation  threat  will  persist  unabated.  And,  although  it  is  unlikely  the 
CWC  would  enter  into  force  without  the  U.S.  and  Russia,  there  is  at  least  a  small  risk  that  if  the 
U.S.  continues  to  delay  ratification,  we  may  find  ourselves  on  the  receiving  end  of  the  CWC's 
trade  restrictions  after  entry  into  force. 

Third,  although  no  treaty  is  100  percent  verifiable,  the  CWC*s  extensive  verification 
measures  will  significantly  increase  the  chances  that  a  violation  will  be  detected,  raising  the 
political  cost  of  illicit  chemical  weapons  activities  and  helping  to  deter  them.  Challenge 
inspections  require  access  on  short  notice  to  address  concerns  about  compliance.  Additionally, 
as  former  Director  of  Central  Intelligence  James  Woolsey  told  the  Senate  last  year,  the  CWC  will 
provide  valuable  information  not  otherwise  available  about  chemical  weapons-related  activities 
around  the  world,  complementing  unilateral  U.S.  monitoring  efforts.  Continued  delay  in  U.S. 
ratification  and  entry  into  force  of  the  CWC  will  deny  the  United  States  access  to  facilities  that 
have  raised  concerns.  Delays  also  deprive  the  United  States  of  needed  information  not  otherwise 
available,  that  would  help  facilitate  monitoring  and  detection  of  chemical  weapons-related 
activities. 

Fourth,  the  CWC  has  won  the  endorsement  of  the  nation's  senior  military  leaders.  Gen. 
John  Shalikashvili,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  has  testified  that  the  CWC  is 
"clearly  in  the  national  interest."  He  has  argued  that  once  the  treaty  is  in  force,  U.S.  troops  will 
be  less  likely  to  face  chemical  weapons  in  ftiture  wars.  Even  if  they  do,  the  Gulf  War 
demonstrated  that  the  United  States  does  not  need  the  option  of  retaliation  in  kind  to  deter  or 
defend  against  chemical  weapons  use  by  others.  Instead,  the  ability  to  apply  superior  military 
force  in  any  situation,  combined  with  robust  chemical  defenses,  is  sufficient  for  this  purpose. 
Delayed  U.S.  ratification  and  entry  into  force  of  the  CWC  means  that  chemical  weapons  will 
remain  an  undiminished  threat  to  U.S.  soldiers  on  the  battlefield. 

Fifth,  the  CWC  will  help  combat  efforts  by  terrorists  to  acquire  and  use  chemical 
weapons.  The  CWC  denies  terrorists  access  to  a  ready  supply  of  chemical  weapons  by  requiring 
parties  to  eliminate  their  national  stockpiles  and  by  restricting  trade  in  treaty-relevant  chemicals. 
The  CWC  also  requires  member-states  to  enact  domestic  legislation  making  the  treaty  provisions 
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binding  on  individuals  and  businesses,  including  their  nationals  living  abroad,  and  imposing  civil 
and/or  criminal  penalties  for  violations. 

This  opportunity  to  enhance  U.S.  law  enforcement  tools  and  judicial  capabilities  for 
dealing  with  chemical  terrorism  should  not  be  lost.  The  CWC's  implementing  legislation 
establishes  specific  criminal  offenses  and  penalties  for  activities  associated  with  chemical  weapons, 
including  their  acquisition,  production,  possession,  and  transfer.  The  codification  of  more  precise 
legal  definitions  would  improve  our  current  investigative  ability  to  detect  illegal  preparations  for 
a  chemical  terrorist  attack — and  by  implication  to  avert  such  an  attack — ^and  to  prosecute  these 
activities,  including  conspiracy  in  a  chemical  terrorist  plot.  In  this  manner,  prompt  ratification  of 
the  CWC  and  approval  of  its  implementing  legislation  will  materially  strengthen  the  ability  of  U.S. 
law  enforcement  agencies  to  detect  and  prevent  activities  associated  with  chemical  terrorism. 

In  addition,  the  CWC  provides  for  enhanced  international  cooperation  in  information 
sharing  and  law  enforcement  in  the  fight  against  chemical  terrorism.  The  sincerity  of  U.S. 
purpose,  the  depth  of  our  commitment  to  stop  chemical  weapons  proliferation  and  ongoing  efforts 
by  the  United  States  to  generate  cooperative  counterterrorist  programs  with  foreign  nations  would 
be  dramatically  reinforced  by  U.S.  ratification  of  the  CWC. 

Finally,  it  has  been  argued  that  concerns  about  Russia's  chemical  weapons  capabilities  and 
its  failure  to  develop  an  effective  plan  for  destroying  its  vast  chemical  stockpile  are  reasons  for 
the  U.S.  Senate  to  reject  the  CWC.  1  would  argue  just  the  opposite:  The  best  way  to  resolve  our 
concerns  over  the  status  of  Russia's  chemical  weapons  capabilities  is  for  the  U.S.  to  ratify  the 
Convention  promptly.   As  Russian  whistleblower  Dr.  Vil  Mirzayanov  recently  argued: 

...  the  CWC  provides  the  means  to  bring  the  Russian  chemical  weapons  complex 
under  international  monitoring.  ...The  key  to  confronting  all  these  [chemical  weapons] 
problems  lies  in  the  CWC;  there  is  no  time  to  waste  in  ratifying  and  implementing  this 
important  treaty. 

The  CWC  will  place  Russian  chemical  activities  under  intense  international  scrutiny  and 
empower  the  worid  community  to  respond  to  any  concerns  about  noncompliance  with  intrusive 
verification  measures,  political  pressure,  and  possible  sanctions.  U.S.  ratification  of  the  CWC  and 
its  subsequent  entry  into  force  will  present  Russia  with  a  clear  choice  between  joining  a  legally 
binding  regime  that  bans  chemical  weapons  or  isolating  itself  from  a  global  consensus. 

Conclusions 

Clearly,  the  Chemical  Weapons  Convention  is  a  treaty  whose  time  has  come.  It  is  in  our 
security  interest  for  the  CWC  to  enter  into  force  promptly  and  be  implemented  successfully.  The 
CWC  is  designed  to  bring  about  the  destruction  of  chemical  weapons  stockpiles  around  the  world 
and  impose  strict  verification  measures  to  ensure  that  they  are  not  replenished.  It  will  increase 
the  cost  and  difficulty  of  acquiring  chemical  weapons,  even  by  countries  that  do  not  join  the 
regime,  thus  helping  to  slow  or  reverse  chemical  proliferation.  It  will  generate  useful  information 
about  chemical  weapons-related  activities,  past  and  present,  complementing  and  enhancing  our 
current  knowledge  of  these  activities.   And,  it  will  help  in  the  fight  against  chemical  terrorism. 
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30  The  U.S.  Senate  and  the  Chemical  Weapons  Convention 

The  CWC  has  broad  bipartisan  support  within  the  United  States  and  growing  international 
support,  as  evidenced  by  the  40  ratifications  already  in  hand.  The  world  is  waiting  for  the  United 
States  to  ratify,  in  the  expectation  that  U.S.  ratification  will  quickly  lead  to  entry  into  force  and 
implementation  of  its  tough  requirements. 

1  urge  the  Senate  to  consider  carefully  the  costs  to  our  national  security  of  further  delay, 
indeed,  to  the  safety  of  our  citizens  and  our  troops,  and  to  move  swiftly  to  provide  consent  to  this 
important  treaty.  The  United  States  has  led  the  fight  against  these  terrible  weapons  for  too  long 
to  allow  the  world's  proliferators  the  upper  hand.  We  must  complete  the  work  begun  by  President 
Nixon  more  than  25  years  ago  and  eliminate  the  threat  to  world  security  from  these  terrible 
weapons. 
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This  paper  was  prepared  by  the  Nonproliferation  Center.   It  was  drawn 
from  Intelligence  Community-coordinated  unclassified  material  from  the  1994 
Annual  Nonproliferation  Report  to  the  US  Congress  and  from  recent  testimonies 
before  Congress  by  senior  Intelligence  Community  officials. 
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Introduction 


Few  international  dangers  confronting  the  United  States  have  more  serious  and 
far-reaching  implications  for  national  security  and  worldwide  stability  than  the 
proliferation  of  weapons  of  mass  destruction  (WMD). 

The  legendary  Chinese  master  of  military  strategy,  Sun  Tzu,  is  reported  to  have 
said  that  the  best  method  of  preserving  security  is  to  avoid  direct  battle  and  instead 
attack  the  enemy's  plans  and  strategies.  That,  in  essence,  is  a  fundamental  principle 
of  the  nonproliferation  policy  of  the  United  States.   If  we  can  determine  and 
understand  the  plans  and  intentions  of  would-be  proliferators  of  weapons  of  mass 
destruction,  and  then  frustrate  those  plans  before  they  reach  fruition,  we  will  have 
preserved  the  security  of  our  nation  without  having  to  confront  the  devastating  power 
of  the  weapons  themselves. 

The  proliferation  of  WMD  is  a  global  problem  that  cuts  across  geographic, 
political,  and  technological  lines.   It  involves  some  of  the  largest  and  smallest,  richest 
and  poorest  countries  led  by  some  of  the  most  reactionary  and  unstable  regimes. 
Many  potential  proliferators  are  convinced  that  they  need  to  develop  WMD  and 
associated  delivery  systems  to  protect  their  national  security. 


Proliferation  --  A  Global  Problem 
Geographically,  Technologically,  and  Politically 
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Many  of  the  technologies  associated  with  V\IMD  programs  have  legitinnate 
civilian  or  military  applications  unrelated  to  WMD.  This  paradox  makes  it  difficult  to 
restrict  trade  in  those  technologies  because  developing  nations  have  legitimate  needs 
for  them.  For  example,  chemicals  used  to  make  nerve  agents  are  also  used  to  make 
plastics  and  to  process  foodstuffs.  A  modern  pharmaceutical  industry  could  produce 
biological  warfare  agents  as  easily  as  vaccines  and  antibiotics.  And  much  of  the 
technology  needed  for  a  ballistic  missile  program  is  the  same  as  that  needed  for  a 
space  launch  vehicle  program.   As  potential  proliferating  countries'  economies 
improve  and  their  industrial  bases  mature,  however,  their  dependence  on  foreign 
technologies  necessary  for  WMD  will  be  reduced,  making  early  detection  and 
interdiction  of  new  programs  increasingly  difficult. 

At  least  20  countries — nearly  half  of  them  in  the  Middle  East  and  South 
Asia — already  have  or  may  be  developing  weapons  of  mass  destruction  and  ballistic 
missile  delivery  systems.   Five  countries — North  Korea,  Iran,  Iraq,  Libya,  and  Syria 
(see  country  profiles,  Annex  A) — pose  the  greatest  threat  because  of  the  aggressive 
nature  of  their  WMD  programs.  All  five  already  have  or  are  developing  ballistic 
missiles  that  could  threaten  US  interests. 

Some  of  these  countries  also  reexport  newly  acquired  and  newly  developed 
technologies  or  equipment  to  third  countries.   Worsening  economic  conditions  and  the 
lure  of  lucrative  foreign  sales  will  encourage  other  states  or  firms  to  engage  in  WMD- 
related  technology  transfers.  To  these  technical  and  economic  reasons,  you  need 
only  add  the  political,  territorial,  and  ideological  ambitions  present  in  the  Middle  East 
to  understand  the  rapid  increase  in  the  number  of  WMD  programs  in  the  region.   In 
recent  years,  an  even  more  troubling  issue — the  potential  for  smuggling  nuclear 
weapons  or  nuclear-related  material  from  the  former  Soviet  Union — has  contributed  to 
the  growing  proliferation  problem. 

Ballistic   Missiles 

The  spread  of  ballistic  missile  systems  and  missile  production  technology  is  a 
global  problem.  Developing  states  in  the  Middle  East,  South  Asia,  East  Asia,  Latin 
and  South  America  either  possess  or  have  the  intent  to  acquire  ballistic  missiles,  with 
the  object  of  deploying  and,  in  some  cases,  marketing  these  systems.  The  most 
concentrated  area  of  proliferation  is  centered  in  the  Middle  East,  where  Iran,  Iraq, 
Israel,  Syria,  Egypt,  Saudi  Arabia,  and  Libya  all  possess  ballistic  missiles. 

The  widening  market  for  ballistic  missiles  and  missile-related  technologies  over 
the  past  two  decades  has  contributed  to  an  increase  in  the  types  and  number  of 
suppliers.  The  growing  list  of  suppliers  includes  organizations  in  China,  North  Korea, 
the  industrialized  states  in  Europe  and  South  America,  and  in  several  Third  World 
countries.   Private  consortiums  are  also  among  the  suppliers  of  missile  components 
and  technologies.   Iraq  was  able  to  establish  its  ballistic  missile  program  through  such 
suppliers. 
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Currently,  only  Chinese  and  Russian  forces  have  the  capability  to  strike  the 
continental  United  States  with  land-based  ballistic  missiles.   However,  several 
countries  are  developing  ballistic  missiles  that  will  have  sufficient  range  to  threaten 
Europe,  Japan,  and  other  US  allies  and  US  forces  abroad.  These  missiles  can  be 
adapted  to  carry  nuclear,  biological,  or  chemical  warheads.   Possession  of  these 
missiles  by  potentially  hostile  countries  will  complicate  US  regional  security  concerns. 

■  Several  countries  have  missiles  now  that  could  carry  nuclear  warheads; 
others  are  likely  to  have  them  soon.  And  if  any  one  of  these  countries 
acquires  even  a  few  nuclear  warheads,  it  would  soon  become  an 
international  threat. 

•  Most  of  the  major  countries  in  the  Middle  East  have  chemical  weapons 
programs,  and  some  have  stockpiled  weapons  that  could  be  used  on  short 
notice  against  civilians  or  poorly  defended  military  targets. 

■  Most  countries  have  not  yet  equipped  their  ballistic  missiles  to  carry 
weapons  of  mass  destruction,  but  over  the  next  decade,  many  countries 
will — from  North  Africa  through  South  Asia — if  international  efforts  fail  to 
curtail  them. 

•  China  and  North  Korea  have  already  sold  missiles  to  countries  in  the  Middle 
East,  and  could  sell  longer-range  versions  and  the  technology  to  produce 
them.  In  that  event,  countries  with  existing  special  weapons  programs  will 

■  take  on  new,  more  ominous  significance. 

Cruise   Missiles 

Currently,  only  Russia  can  threaten  the  United  States  with  land-attack  cruise 
missiles;  specifically  the  AS-15  air-launched  cruise  missile  carried  by  the  Bear  H  and 
Blackjack  bombers,  and  the  SS-N-21  submarine-launched  cruise  missile.   Russian 
President  Boris  Yel'tsin,  however,  has  claimed  that  SS-N-21  s  are  no  longer  deployed 
on  operational  submarines. 

Other  countries  are  unlikely  to  develop  the  capability  to  directly  threaten  the 
United  States  with  a  substantial  caiise-missile-based  attack  within  the  next  decade. 
However,  a  number  of  countries  will  be  able  to  threaten  US  interests  abroad  with 
these  weapons  within  that  time  frame.  Currently,  land-attack  cruise  missile 
developments  are  under  way  in  at  least  a  dozen  countries;  many  could  be  deployed 
by  the  year  2005.  These  programs  vary  in  their  level  of  sophistication  and 
development,  from  the  modification  of  existing  systems,  to  the  conversion  of 
unmanned  aerial  vehicles  for  an  attack  role,  to  indigenous  development  of  cruise 
missiles.  A  number  of  these  countries  will  be  either  willing  to  export  complete  systems 
or  to  sell  component  technologies  and  development  expertise  to  interested  partners. 
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Chemical    Weapons 

A  number  of  states  continue  to  pursue  the  development  or  enhancement  of  a 
chemical  weapons  (CW)  capability.   Some  states  have  chosen  to  pursue  a  CW 
capability  becauseof  the  relatively  low  cost  of — and  low  technology  required  for — CW 
production.  Moreover,  they  believe  that  a  CW  capability  can  serve  as  both  a  deterrent 
to  enemy  attack  and  as  an  enhancement  of  their  offensive  military  capabilities. 
Currently,  at  least  15  countries  have  an  offensive  CW  program  at  some  level  of 
development.  The  most  aggressive  CW  programs  are  in  Iran,  Libya,  and  Syria. 

CW  proliferation  will  continue  to  be  a  serious  threat  for  at  least  the  remainder  of 
the  decade,  despite  a  number  of  anns  control  efforts,  such  as  the  Chemical  Weapons 
Convention  (CWC).   Several  countries  of  proliferation  concern — including  Libya, 
Syria,  and  Iraq— have  so  far  refused  to  sign  the  CWC,  and  some  CW-capable 
countries  that  have  signed  the  CWC  show  no  signs  of  ending  their  programs. 

Biological   Weapons 

Many  developing  countries  see  biological  weapons — like  chemical 
weapons — as  having  a  twofold  utility;  first,  as  a  "poor  man's  atomic  bomb"  intended  to 
deter  attacks  from  stronger,  unconventionally  armed  neighbors;  and  second,  as  a 
relatively  cheap  force  multiplier  that  can  help  compensate  for  shortcomings  in 
conventional  arsenals. 

Because  much  of  the  same  biotechnology  equipment  employed  by  modern 
pharmaceutical  programs  or  laboratories  associated  with  modern  hospitals  can  be 
used  to  foster  a  biological  weapons  program,  identification  of  an  offensive  BW 
program  can  be  extremely  difficult.  For  example,  most  of  the  equipment  used  in  BW- 
related  programs  has  legitimate  applications,  providing  potential  proliferators  with  the 
ability  to  conceal  BW  activity  within  legitimate  research  and  development  (R&D)  and 
industrial  programs.  The  manufacture  of  vaccines  for  human  or  veterinary  use  can 
camouflage  the  production  of  large  quantities  of  BW  agents. 

To  counter  the  BW  threat  and  protect  legitimate  biotechnology  research 
interests,  Australia  Group  members,  including  the  United  States,  have  adopted 
harmonized  export  controls  on  biological  pathogens,  toxins,  and  dual-use  equipment. 
At  the  Biological  and  Toxin  Weapons  Convention  (BWC)  Special  Conference,  held  in 
Geneva  in  September  1994,  the  US  promoted  the  development  of  a  legally  binding 
instrument  providing  increased  transparency  of  activities  and  facilities  that  could  have 
biological  weapons  applications  in  order  to  help  deter  violations  of,  and  enhance 
compliance  with,  the  BWC. 
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Nuclear   Weapons 

US  nuclear  nonproliferation  efforts  were  rewarded  in  1994  and  1995  by  the 
accession  of  new  states  to  the  Nuclear  Nonproliferation  Treaty,  bringing  the  number  of 
signatories  to  172.  Argentina  is  expected  to  sign  the  NPT  sometime  this  year.  In 
addition,  after  several  months  of  sensitive  negotiations,  the  United  States  purchased 
from  Kazakhstan,  and  brought  to  Oak  Ridge,  Tennessee,  for  storage,  600  kilograms  of 
highly-enriched  uranium.  As  a  result,  that  material  is  unavailable  to  nuclear  traffickers 
and  proliferating  states. 

Potential  flashpoints  remain,  however.   India,  Pakistan,  and  several  countries  in 
the  Middle  East  continue  to  refuse  to  join  the  NPT.  China  also  remains  an  area  of 
concern.  Although  Beijing  has  adhered  to  the  NPT  and  requires  IAEA  safeguards  on 
its  exports,  it  has  not  adopted  the  export  policies  of  the  Nuclear  Suppliers  Group 
(NSG).   Moreover,  some  Chinese  firms  continue  to  sell  nuclear  energy  and  research- 
related  equipment  to  countries  that  have  nuclear  weapons  programs. 

The  demise  of  the  former  Soviet  Union  created  a  number  of  potential 
proliferation  problems  for  the  United  States  and  its  allies.   Illicit  trafficking  in  nuclear 
materials  has  increased  dramatically  in  the  past  few  years,  primarily  in  Germany  and 
Eastern  Europe.  Although  the  vast  majority  of  the  incidents  reported  thus  far  have 
been  scams  or  involved  materials  of  no  proliferation  concern,  a  few  instances  since 
mid-1994  have  involved  actual  nuclear-weapons-usable  materials. 

Incidents  thus  far  have  involved  individuals  or  groups  who  apparentiy  have 
acquired  nuclear  material  through  opportunistic  access,  rather  than  by  specifically 
targeting  facilities  and  materials.   Security  at  nuclear-weapons-related  facilities  in 
Russia  remains  fairiy  stringent,  but  security  at  research  facilities — from  which  most  of 
the  materials  appear  to  have  come — is  much  more  lax.  Material  control  and 
accountability  at  many  facilities  are  poor. 

The  involvement  of  organized  crime  groups  with  sophisticated  operations  in 
nuclear  materials  trafficking  would  significantiy  increase  the  potential  for  significant 
weapons  materials  transfers  to  countries  of  proliferation  concem.  Efforts  by  such 
countries  to  target  facilities  or  groups  with  access  to  nuclear  materials  would  increase 
US  and  intemational  concem  over  potential  material  transfers. 

None  of  the  incidents  to  date  have  involved  enough  nuclear  material  to  produce 
a  weapon,  but  the  recent  trend  toward  incidents  involving  larger  quantities  of  material 
is  disturbing.   Analysis  of  technical  data  on  all  the  incidents  involving  weapons-usable 
materials  indicates  tiiey  probably  originated  from  research-oriented  activities  rather 
than  from  weapons  activities. 
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Advanced   Conventional   Weapons 

The  proliferation  of  advanced  weapons  as  well  as  such  technologies  as  stealth, 
propulsion,  sensors,  and  materials  is  accelerating  military  modernization  in  many 
areas  of  the  world.  The  acquisition  of  advanced  conventional  weapons  and 
technologies  by  hostile  countries  could  result  in  significant  casualties  being  inflicted 
on  US  forces  or  regional  allies  in  future  conflicts.   Purchases  of  advanced 
conventional  weapons  also  have  the  potential  to  rapidly  change  military  capabilities  in 
a  region  and  may  have  threat  implications  that  extend  outside  of  the  region. 

•  Iran,  for  example,  took  delivery  of  its  second  Kilo-class  submarine  from 
Russia  last  year,  and  may  receive  a  third  sometime  this  year.  Several  states 
in  the  Persian  Gulf  region  have  begun  looking  for  antisubmarine  warfare 
(ASW)  weapons  and  platforms  to  counter  Iran's  submarines. 

•  The  inclusion  of  submarine-launched  cruise  missiles,  including  the  Exocet, 
probably  was  crucial  to  Pakistan's  recent  purchase  of  three  French 
submarines.   India,  in  response  to  Pakistan's  acquisition  of  a  submarine- 
launched  Exocet,  has  indicated  its  desire  to  purchase  a  comparable  system. 

Growing  global  access  to  technologies  and  expertise,  including  dual-use 
technologies,  to  support  weapons  development  will  make  it  difficult  to  effectively 
control  the  spread  of  advanced  weapon  capabilities.   Moreover,  as  countries'  reliance 
on  exports  to  maintain  their  defense  industrial  base  grows,  pressures  will  increase  to 
export  advanced  conventional  weapons  and  technologies  to  remain  competitive  with 
the  United  States  in  the  worid's  arms  market. 

The  US  Intelligence  Community  response  to  the  proliferation  of  advanced 
conventional  weapons  and  technologies  has  been  three-fold: 

•  Improving  collection  against  both  the  buyers  and  sellers  of  advanced 
conventional  weapons  and  associated  technologies. 

•  Expanding  threat  analysis  to  include  assessments  of  the  potential  threat  to 
US  forces  from  Third  World  forces  that  have  acquired  advanced 
conventional  weapons  and  technologies. 

•  Examining  more  closely  likely  scenarios  for  future  regional  conflicts  and 
countermeasure  development  for  specific  weapon  systems. 
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Counterproliferation   Efforts 

US  efforts  to  curb  the  spread  of  WMD,  missile  delivery  systems,  and  advanced 
conventional  weapons  address  four  aspects: 

•  Preventing  acquisition. 

•  Capping  or  rolling  back  existing  programs. 

•  Deterring  use  of  WMD. 

•  Ensuring  US  forces'  ability  to  operate  against  proliferated  weapons. 


Four  Aspects  of  Nonproliferation 


Deter 
Weapons  Use 


,     Adapt  Military 
-Forces  to  Respond, 
^      to  Threats 


Thie  United  States  fias  pursued  initiatives  to:  reduce  the  incentives  for  states  to 
develop  such  systems;  prevent  nations  from  acquiring  the  means  to  develop  WMD 
and  missile  delivery  systems;  and  establish  binding  agreements  through  which  states 
can  express  their  nonproliferation  and  disarmament  commitments.  These  include  the 
Nuclear  Nonproliferation  and  Comprehensive  Test  Ban  Treaties  and  the  Chemical 
Weapons  and  Biological  Weapons  Conventions. 

As  the  threat  from  proliferating  countries  has  increased,  US  Intelligence 
Community  capabilities  have  expanded  to  assess  those  countries'  intentions  and 
plans;  to  identify  nuclear,  chemical  and  biological  weapons  programs  and  clandestine 
transfer  networks  set  up  to  obtain  controlled  materials  or  launder  money;  to  support 
diplomatic,  law  enforcement,  and  military  efforts  to  counter  proliferation;  to  provide 
direct  support  for  multilateral  initiatives  and  security  regimes;  and  to  overcome  denial 
and  deception  practices  set  up  by  proliferators  to  conceal  their  programs.  The 
proliferation  problem  will  continue  to  challenge  US  Intelligence  Community  assets  as 
countries  become  more  adept  at  concealing  their  programs  and  the  supply  routes  they 
establish  to  support  their  activities. 
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Annex  A 


Country  Profiles 


North   Korea 


North  Korea  has  invested  heavily  in  its  military  and,  in  large  measure,  depends 
on  arms  sales  for  much  of  its  hard  currency  earnings.  Its  copies  of  Soviet-designed 
Scud  missiles  are  present  throughout  the  l^iddle  East,  including  Iran  and  Syria. 

Ballistic  Missiles:   During  the  1980s,  North  Korea  reverse-engineered  the  300-km- 
range  Scud  B  missile  and  developed  the  500-km-range  Scud  C  missile.   In  addition,  a 
1,000-km-range  missile,  the  No  Dong-1,  which  was  flight-tested  in  1993,  is  in 
development.  From  Libya,  this  missile  could  reach  Athens  and  Rome.  Two  new 
missiles,  the  Taepo  Dong-1  and  Taepo  Dong-2,  with  ranges  of  several  thousand 
kilometers,  are  also  under  development. 

North  Korea  continues  to  pursue  an  aggressive  ballistic  missile  development 
program.  Past  success  in  generating  hard  currency  from  missile  sales  also  will 
motivate  North  Korea  to  continue  to  explore  markets  for  its  Scuds.  However, 
Pyongyang's  current  ballistic  missile  systems  are  relativeiy  inaccurate  from  a  military 
effectiveness  perspective.   Development  of  more  sophisticated  guidance  and  control 
technology  will  be  critical,  especially  if  North  Korea  plans  to  deliver  payloads  other 
than  weapons  of  mass  destnjction  to  longer  ranges. 


Ballistic  Missile  Proliferation: 
North  Korea 


Developing  new  missiles: 

No  Dong  r  1,000  km  range 
Taepo  Dong  I  >  3,000  km  ^ 
Taepo  Dong  II      >  3.000  km 


AM 


M 


Can  carry  chemical, 
biological,  and 
nuclear  warheads 


•  Potential  sales  to  Iran.  Libya  and  other  Middle  East  states 


Nuclear  Weapons  Program:  Under  the  terms  of  the  21  October  1994  Framework 
Agreement  with  the  United  States,  North  Korea  agreed  to  freeze  its  plutonium 
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production  capability.  Currently,  P'yongyang  has  halted  operation  of  the  5  MW(e) 
reactor,  ceased  construction  on  two  larger  reactors,  frozen  activity  at  the  plutonium 
recovery  plant,  and  agreed  to  eventually  dismantle  these  facilities. 

Chemical  Weapons  Program:  North  Korea  has  an  active  chemical  warfare  program 
and  produces  a  number  of  agents,  including  mustard  and  blister  agents.   P'yongyang 
has  produced  weapons  carrying  chemical  agents. 

Biological  Weapons  Program:  Although  it  is  a  signatory  to  the  Biological  and  Toxin 
Weapons  Convention,  North  Korea  has  an  active  BW  program  in  the  early  research 
and  development  stage. 


Libya 

Ballistic  Missiles:   Libya  currently  has  only  the  300-km-range  Scud.  1  ripoli's 
indigenous  missile  program  has  been  hobbled  by  international  sanctions,  which  have 
forced  Qadhafi  to  turn  to  lower-technology  sources  available  on  the  gray  and  black 
arms  markets.  Credible  reporting  indicates  that  Libya  is  seeking  to  purchase  a 
medium-range  missile  from  North  Korea. 

Nuclear  Weapons  Program:  Libya  currently  operates  a  small  nuclear  research  center 
near  Tripoli.  Qadhafi  reportedly  is  trying  to  recruit  Russian  nuclear  scientists  to  assist 
in  developing  nuclear  weapons,  although  it  is  doubtful  that  Tripoli  could  produce  a 
nuclear  weapon  without  massive  foreign  technological  assistance. 

Chemical  Weapons  Proliferation: 
Libya 

•  Libya  has  buiK,  with  foreign  assistance,  a  large 
chemical  weapon  production  plant  at  Rabta. 

•  A  second  CW  production  facility  is 
under  construction  at  Tarhunah. 

•  Libya  has  at  least  100  tons  of  CW  agents 

including  mustard  and  nerve  gas. 


Chemical  Weapons  Program:  Despite  international  outcries,  Libya's  CW  program 
continues  to  flourish.  An  existing  CW  plant  at  Rabta,  which  previously  produced  up  to 
1 00  tons  of  CW  agent,  is  inactive  but  remains  capable  of  renewing  production.  The 
Libyans  are  building  a  second  CW  agent  production  facility  underground  in  a 
mountainous  area  near  Tarhunah,  65  kilometers  southeast  of  Tripoli. 


494 


Biological  Weapons  Program:   Libya's  BW  program  is  in  the  research  and 
development  phase  and  has  not  produced  any  biological  weapons.  A  number  of 
Libyan  universities  are  being  used  for  basic  research  of  more  common  BW  agents,  but 
they  are  not  equipped  to  perform  the  sophisticated  work  needed  for  weapons 
development. 


Syria 

Ballistic  Missiles:  Damascus  has  acquired  from  North  Korea  both  the  standard  Scud 
B  missiles  with  a  range  of  300  km  and  a  smaller  number  of  the  500km  Scud  Cs. 

Maximum  Range  of  Syria's  Deployed  Ballistic  Missiles 


Delivery  System        Range(km) 
Scud  B  missile  300 

Scud  C  missile  500 


Nuclear  Program:  Syria  signed  the  Nuclear  Nonproliferation  Treaty  in  1 969  and  the 
IAEA  Comprehensive  Safeguards  Agreement  in  May  1992.   Damascus  has  an 
agreement  with  China,  under  IAEA  sponsorship,  to  acquire  a  small  30-KW  research 
reactor.  Syria  is  not  at  this  point  seeking  to  develop  nuclear  weapons. 

Chemical  Weapons  Program:  Syria  has  had  a  chemical  warfare  program  since  the 
mid-1980s. 
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Iran 

Iran  continues  to  shop  Western  markets  for  nuclear  and  missile  technologies. 
However,  as  Western  export  controls  have  become  more  effective,  Tehran  has  turned 
to  Asia  as  its  principal  source  of  special  weapons  and  weapons  technology. 

Ballistic  Missile  Program:  Tehran  continues  to  add  to  its  inventory  of  ballistic  missile 
delivery  systems,  which  includes  Scud  Bs  and  Cs  purchased  from  North  Korea.   Iran 
also  reportedly  is  seeking  to  purchase  a  longer-range  missile  from  North  Korea,  the 
No  Dong  -1. 

Maximum  Range  of  Iran's  Planned  Ballistic  Missiles 


Delivery  System 
Scud  B  missile 


Scud  C  missile 

-^^    No  Done  missile 


Range(km; 
,3P0 
500 
1000 
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Nuclear  Weapons  Program:   Iran  is  aggressively  pursuing  a  nuclear  weapons 
capability  and,  if  significant  foreign  assistance  were  provided,  could  produce  a 
weapon  by  the  end  of  the  decade.  Tehran  is  devoting  significant  resources  to  its 
nuclear  program.   Foreign  suppliers,  including  Russia  and  China,  are  key  sources  of 
necessary  technologies  not  only  for  Iran's  nuclear  program  but  also  for  its  other  WMD 
capabilities. 

Chemical  Weapons  Program:  Iran  has  continued  to  upgrade  and  expand  its  chemical 
weapons  production  infrastructure  and  chemical  munitions  arsenal,  despite  signing 
the  CWC  in  January  1993.   Iran  produces  a  variety  of  chemical  agents,  including 
blister,  blood,  and  choking  agents.  As  part  of  this  expansion,  Iran  is  spending  large 
sums  of  money  on  long-term  capital  improvements  to  its  chemical  warfare  program, 
suggesting  that  it  intends  to  maintain  a  CW  capability  well  into  the  future. 

Biological  Weapons  Program:  Iran  has  had  a  biological  weapons  program  since  the 
early  1980s.  The  program  currently  is  in  the  late  stages  of  research  and  development. 
Iran  has  the  technical  infrastructure  to  support  such  a  program.  It  conducts  top-notch 
legitimate  biomedical  research  at  various  institutes.   Because  Iran  can  also  produce  a 
number  of  veterinary  and  human  vaccines,  it  also  has  the  capability  to  produce 
biological  warfare  agents. 


Iraq 

Iraq  remains  a  formidable  WMD  problem.  Saddam  built  major  programs  in  all 
four  areas  of  wr\/ID.  The  UN  Special  Commission  (UNSCOf^/l)  is  working  diligently  to 
eliminate  Baghdad's  programs,  but  Saddam  is  determined  to  acquire  weapons  of 
mass  destruction  and  he  repeatedly  has  dug  in  when  the  Commission  gets  close  to 
uncovering  something  he  wants  to  protect. 

Operation  Desert  Storm  did  significant  damage  to  Iraq's  WMD  programs.  And, 
for  now,  UN  sanctions — which  prevent  the  purchase  of  needed  equipment  and 
materials — and  inspections,  which  deter  ongoing  research  and  production  for  fear  of 
discovery,  keep  Baghdad  from  restarting  the  bulk  of  its  WMD  programs.  However, 
Iraq's  special  weapons  programs  are  not  beyond  recovery.   Enough  production 
components  have  been  hidden  from  UN  inspectors  to  enable  Iraq  to  resume 
development  or  production  of  chemical,  biological,  and  nuclear  weapons  and  long- 
range  missiles  once  inspections  end. 

Ballistic  Missile  Program:  Ambassador  Rolf  Ekeus,  Chairman  of  UNSCOM  and  the 
UN's  chief  weapons  inspector  for  Iraq,  believes  most,  if  not  all,  of  the  819  Scud 
missiles  Iraq  received  from  the  former  Soviet  Union  have  been  accounted  for.  Other 
information  suggests,  however,  that  Baghdad  has  not  accounted  for  all  of  its  Scud 
missiles  and  that  perhaps  several  dozen  missiles  remain  hidden  in  Iraq. 
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Nuclear  Weapons  Program:  Nuclear  weapons  production  is  likely  to  take  the  longest 
time.  Baghdad  still  has  the  technical  expertise,  but  much  of  the  infrastructure  needed 
to  produce  fissile  materials  must  be  rebuilt.  If  Saddam  were  to  attempt  to  move  as 
rapidly  as  possible,  he  would  need  only  a  few  years  to  do  so. 

Chemical  Weapons  Program:  The  coalition  severely  damaged  the  chemical  weapons 
infrastructure  as  well,  and  it  too  will  have  to  be  rebuilt.  Much  of  the  hard-to-get 
production  equipment  was  removed  and  hidden  before  the  bombing  started,  however, 
and  would  be  available  for  reconstruction.   If  UN  sanctions  were  relaxed,  Iraq  could 
produce  some  chemical  agents  almost  immediately.   It  would  take  a  year  or  more  to 
recover  the  CW  capability  it  previously  achieved. 

Biological  Weapons  Program:   Facilities  belonging  to  the  BW  program  also  were 
damaged,  but  critical  equipment  for  it,  too,  was  hidden  during  the  war.  And  because 
the  program  does  not  require  a  large  infrastructure,  the  Iraqis  could  be  producing  BW 
agents  in  a  matter  of  weeks. 

Biological  Weapons: 
Iraq 


•  Iraq  had  an  advanced  Biological  Weapons  Program 
before  the  Persian  Gulf  War 

•  Large  purchases  of  dual  use  equipment,  vaccines, 
and  toxins  were  beyond  civilian  needs 

•  Dual-use  nature  of  biological  weapon 
equipment  and  techniques  makes  this 
the  easiest  program  to  hide 


^ 


Iraq  will  remain  a  primary  proliferation  threat  at  least  as  long  as  Saddam 
remains  in  power.   In  addition  to  what  he  has  hidden,  Saddam  retains  his  trained 
scientists  and  engineers,  and  he  cleariy  hopes  to  outlast  the  focus  of  the  world's 
attention. 
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Annex  B 


Nuclear  Interdiction  Chronology 


Date    (1994) 

14  December 


10  December 


10  November 

November 
26  October 

20  October 
19  October 


1 8  October 


17  October 


Reported   Incident 


Czech  police  seized  2.72  kg  of  material — later  identified  as  87.7- 
percent-enriched  U-235 — in  Prague,  the  largest  recorded  seizure 
of  such  material.   Police  arrested  a  Czech  nuclear  physicist  and 
two  citizens  of  the  former  Soviet  Union.  The  uranium  apparently 
came  from  the  FSU  and  was  to  be  smuggled  to  Western  Europe. 

Press  reports  indicate  Hungarian  border  guards  seized  1 .7  kg  of 
uranium  and  arrested  four  Slovak  citizens.  The  material  (depleted 
uranium  and  reactor-grade  fuel)  reportedly  was  concealed  in  a 
fruit  jar  and  was  destined  for  Austria. 

Press  reports  indicate  Hungarian  police  discovered  26  kg  of 
radioactive  material  in  the  trunk  of  a  car.  Three  suspects  were 
subsequently  arrested. 

Press  reports  indicate  German  police  seized  1  mg  of  cesium- 137 
in  early  tslovember  and  arrested  two  suspects. 

Press  reports  indicate  Russian  authorities  arrested  three  men 
trying  to  pass  67  kg  of  U-238  to  unidentified  individuals  in  the  city 
of  Pskov. 

Press  reports  indicate  Turkish  police  arrested  an  Azeri  national 
trying  to  sell  750  gm  of  enriched  uranium. 

Press  reports  indicate  Bulgarian  officials  seized  four  lead 
capsules  suspected  of  containing  radioactive  material.  The 
capsules  were  found  on  a  bus  en  route  to  Turkey,  and  police 
detained  the  two  bus  drivers. 

Press  reports  indicate  four  Indian  villagers  were  arrested 
attempting  to  sell  2.5  kg  of  yellowcake  (uranium  extracted  from 
ore). 

Press  reports  indicate  Russian  authorities  seized  27  kg  of  U-238 
and  an  unknown  quantity  of  U-235,  and  detained  12  members  of  a 
criminal  gang. 
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12  October 

5  October 
30  September 
30  September 

26  September 

14  September 

12  September 

9  September 

31  August 

30  August 

29  August 
24  August 

18  August 


Press  reports  indicate  Romanian  authorities  arrested  seven 
people  and  seized  7  kg  of  uranium  and  an  unidentified  quantity  of 
strontium  or  cesium. 

Press  reports  indicate  Romanian  police  arrested  four  people  trying 
to  sell  more  than  4  kg  of  U-235  and  U-238. 

Press  reports  indicate  that  a  container  with  radioactive  substances 
was  found  on  a  street  in  Tallinn,  Estonia. 

Press  reports  indicate  Slovak  officials  arrested  four  Slovaks  trying 
to  smuggle  almost  1  kg  of  U-235  (judged  not  to  be  weapons- 
grade)  into  Hungary. 

Press  reports  indicate  the  discovery  of  a  glass  flask  containing 
unspecified  "weak  radioactive  material"  at  the  Wetzlar  railroad 
station  in  Germany. 

Press  reports  indicate  Bulgarian  authorities  arrested  six 
Bulgarians  and  seized  19  containers  of  radioactive  material. 

Press  reports  indicate  German  police  arrested  a  Zairian  national 
attempting  to  smuggle  850  gm  of  uraninite  into  Germany. 

Press  reports  indicate  Russian  police  arrested  three  people  in 
Glazov  trying  to  sell  100  kg  of  U-238. 

Press  reports  indicate  thieves  broke  into  a  chemical  plant  in 
Tambov.  Russia,  and  stole  4.5  gm  of  cesium  137. 

Press  reports  indicate  Hungarian  police  arrested  two  men  and 
seized  4.4  kg  of  material  believed  to  be  fuel  rods  from  a  reactor  in 
Russia. 

Press  reports  indicate  Estonian  police  arrested  a  man  and  seized 
3  kg  of  U-238  he  had  buried  under  his  garage. 

Press  reports  Russian  authorities  arrested  two  men  attempting  to 
steal  9.5  kg  of  U-238  from  the  Arzamas-16  nuclear  weapons 
research  facility. 

Press  reports  indicate  that  St.  Petersburg  police  arrested  three 
men  trying  to  sell  60  kg  of  unidentified  nuclear  material. 


15 


500 


16  August       Press  reports  indicate  German  police  in  Bremen  arrested  a 
German  who  claimed  to  have  2  gm  of  plutonium;  the  sample 
contained  only  minute  amounts  of  legally  obtainable  plutonium. 

13  August       Press  report  indicates  that  more  than  500  gm  of  nuclear  material 
were  seized  at  f^unich  airport. 

1 1  August       Press  reports  indicate  a  seizure  of  0.8  gm  of  U-235  (enriched  to 
88%)  occurred  in  Landshut,  Germany. 

August  Unconfirmed  press  report  says  three  kg  of  enriched  uranium  were 
seized  in  southwestern  Romania. 

30  July       Press  reports  indicate  56  gm  of  material,  including  six  gm  of 

plutonium  239,  were  seized,  and  Adolf  Jaekle,  a  German  citizen, 
was  arrested  in  Germany  in  May. 

19  July       Press  reports  indicate  Turkish  National  Police  arrested  seven 
Turks  and  seized  1 2  kg  of  weapons-grade  uranium. 

8  July       Russian  authorities  arrest  three  officers  from  the  Northern  Fleet 
accused  of  having  stolen  4.5  kg  of  U-238  from  their  base  in 
November  1993. 

6  July       Russian  authorities  in  Shezninks  discover  5.5  kg  of  U-238 
previously  stolen  from  the  Chelyabinsk-65  nuclear  facility. 

6  June  Russian  security  official  announces  the  arrest  of  three  Russians  in 
St.  Petersburg  who  allegedly  tried  to  sell  3.5  kg  of  highly  enriched 
uranium. 
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Chemical  Warfare:  A  Tutorial 


Introduction 

Chemical  warfare  (CW)  can  be  considered  the 
miliiary  use  of  toxic  substances  such  that  the 
chemical  effects  of  these  substances  on  exposed 
personnel  result  in  incapacitation  or  death.  It  is  the 
impact  of  chemical  effects  instead  of  physical  ef- 
fects (such  as  blast  and  heat)  that  distinguishes 
chemical  weapons  from  conventional  weapons, 
even  though  both  contain  chemicals.  In  many  cases 
in  the  Third  World,  there  can  be  considerable  con- 
fusion as  to  what  is  a  chemical  weapon  and  what 
is  not.  Some  countries  consider  smoke,  flame,  in- 
cendiary, or  riot  control  weapons  to  be  chemical 
weapons  and  label  them  as  such;  in  addition,  con- 
ventional weapons  can  inflict  casualties  resembling 
those  caused  by  chemical  weapons. 

Generally  speaking,  a  chemical  weapon  is  com- 
prised of  two  main  parts:  the  agent  and  a  means  to 
deliver  it.  Optimally,  the  delivery  system  dis- 
seminates the  agent — most  often  a  liquid— as  a 
cloud  of  fine  droplets,  known  as  an  aerosol.  This 
permits  the  highly  toxic  agents  to  cover  a  rela- 
tively broad  amount  of  territory  evenly  and  effi- 
ciently. 

Chemical  warfare,  as  we  know  it,  began  in  1915 
when  Germany  disseminated  large  clouds  of  chlo- 
rine, a  choking  agent,  on  French  troops.  Allied 
forces  eventually  responded  in  kind,  resulting  in 
continuous  escalation  by  both  sides  until  the  end  of 
the  war  By  the  time  the  Armistice  was  signed  in 
November  1918,  well  over  1  million  soldiers  and 
civilians  had  been  injured  by  chemical  weapons 
and  nearly  100,000  had  died.  Chemical  weapons 
continued  to  be  used  sporadically  after  World 
War  1 — including  Italian  use  in  Ethiopia  in  1937 
and  Egyptian  use  in  Yemen  during  the  mid- 
1960s — but  large-scale  use  of  chemical  weapons 
did  not  resume  until  Iraq  began  using  them  against 
Iran  in  1983.  It  was  this  use  that  underscored  the 
threat  of  CW  proliferation  among  Third  World 
countries  and  highlighted  the  need  to  control  the 
spread  of  chemical  weapons. 


CW  Agents 

Chemical  warfare  agents  can  be  classified  on  the 
basis  of  a  number  of  physical  and  chemical  proper- 
ties. These  properties,  which  underlie  the  advan- 
tages and  disadvantages  of  each  agent,  are 
summarized  below. 

Lethality  is  a  way  of  classifying  CW  agents  to  be 
either  lethal  or  nonlethal,  but  there  is  not  always  a 
clear  distinction.  Lethal  agents  are  designed 
primarily  to  cause  fatalities  under  battlefield  condi- 
tions, although  sublethal  doses  will  cause  incapaci- 
tation. Nonlethal  agents  are  designed  primarily  to 
incapacitate  or  injure  but  can  kill  in  large  enough 
doses. 

Mode  of  action  indicates  by  which  of  several 
routes  CW  agents  and  other  toxic  chemicals  affect 
living  organisms.  From  a  CW  standpoint,  the  most 
useful  routes  of  exposure  are  passive  ones,  such  as 
inhalation  and  percutaneous  means.  An  agent  that 
acts  via  inhalation  damages  the  lungs  or  passes 
rapidly  into  the  bloodstream  when  breathed  in, 
while  an  agent  that  acts  percutaneously  damages 
(or  enters  the  body  through)  the  skin,  eyes,  or  mu- 
cous membranes.  Less  useful  on  the  battlefield  but 
still  valid  for  terrorist  purposes  are  poisons  that  act 
orally — by  damaging  the  digestive  system  or  pass- 
ing into  the  bloodstream  when  swallowed — and  in- 
travenously, by  passing  directly  into  the 
bloodstream. 

Speed  of  action  is  a  measure  of  the  delay  between 
exposure  and  effect.  Rapid-acting  agents  can  cause 
symptoms  to  appear  almost  instantaneously  and 
might  cause  fatalities  in  as  little  as  a  few  minutes. 
Slow-acting  agents  can  take  days  before  causing 
the  first  symptoms  and  might  take  weeks  or 
months  before  fatalities  occur.  In  general,  though, 
higher  doses  increase  the  rate  of  action. 
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Toxicity  is  a  measure  of  the  quantity  of  a  substance 
required  to  achieve  a  given  effect.  CW  agents  are 
really  just  highly  toxic  compounds  that  work  via 
inhalation  or  skin  contact.  For  example,  3,200  mil- 
ligrams (mg)  of  the  World  War  I  choking  agent 
phosgene  per  cubic  meter  of  air  will  kill  50  per- 
cent of  a  lest  population  of  humans  breathing  this 
mixture.  Only  70  mg  of  the  nerve  agent  sarin^-45 
times  less  than  phosgene — is  required  to  cause  the 
same  fatality  rate.  The  nerve  agent  VX  is  even 
more  toxic;  just  10  mg  on  the  skin  will  kill  the 
average  adult  male.  One  gallon  of  VX  contains 
382,000  such  doses.  By  definition,  if  the  VX  is 
evenly  applied  at  this  dosage,  50  percent — or 
191,000  people — will  die  as  a  result,  with  the  re- 
maining 191,000  becoming  seriously  ill.  This  is 
not  really  a  practical  example  because,  in 
battlefield  use,  it  is  impossible  to  apply  such  pre- 
cise dosages;  only  a  small  part  of  the  agent  comes 
into  contact  with  victims.  Therefore,  such  a  high 
casually  rate  will  never  be  achieved  in  practice. 
However,  this  example  serves  to  demonstrate  how 
highly  toxic  some  agents  really  are. 

Persistency  is  a  measure  of  the  length  of  time  an 
agent  remains  a  hazard  on  the  battlefield. 
Nonpersistent  agents  tend  to  be  rather  volatile  and 
evaporate  quickly;  these  dissipate  within  a  few 
minutes  to  about  one  hour.  Semipersistent  agents 
generally  linger  for  several  hours  to  one  day. 
Persistent  agents,  which  tend  to  be  rather  thick  and 
oily,  can  last  for  several  days  to  a  few  weeks. 
Agents  can  also  be  "thickened"  to  increase  per- 
sistency by  adding  one  of  a  variety  of  viscous 
materials.  The  mixing  of  thickeners  with  soman, 
for  example,  will  increase  the  persistency  of  so- 
man. However,  the  actual  length  of  time  an  agent 
remains  a  hazard  varies  widely  according  to  the 
environment  (soil,  vegetation,  and  so  forth)  and 
meteorological  conditions  (temperature,  wind 
speed,  atmospheric  stability,  moisture,  sunlight). 
Just  as  a  puddle  of  water  evaporates  more  quickly 
on  a  hot,  sunny,  breezy  July  afternoon  than  on  a 
cool,  foggy,  calm  December  morning,  CW  agents 
will  dissipate  more  rapidly  when  exposed  to  high 
temperatures  and  wind  speeds  and  an  unstable  at- 
mosphere. 


State  refers  to  the  physical  form  of  the  agent.  CW 
agents  can  be  any  of  the  three  basic  stales  of 
matter — solid,  liquid,  or  gas — but  most  are  liquids. 
Thus,  the  terms  "nerve  gas,"  "mustard  gas,"  and 
"poison  gas"  are  misnomers.  T^ese  misnomers 
stem  from  the  dissemination  of  liquid  agents  as 
aerosol  or  vapor  clouds,  which  act  like  gases. 


CW  Agents  and  Field  Employment 

In  general,  the  amount  of  CW  agent  delivered  de- 
termines the  extent  of  contamination  and  the  num- 
ber of  casualties.  A  rough  rule  of  thumb  is  that 
1  ton  (or  about  four  55-gallon  drums)  of  agent  is 
enough  to  effectively  contaminate  1  square  mile  of 
territory  if  properly  dis.seminaled.  The  number  of 
resultant  casualties  depends  on  the  number  of  peo- 
ple in  the  contaminated  area,  length  of  warning, 
and  degree  of  protection,  as  well  as  the  persistency 
and  lethality  of  the  agent  used.  The  persistency  of 
a  specific  agent  (length  of  time  it  remains  effec- 
tive) varies  depending  on  the  type  of  munition 
used  and  the  weather  conditions.  In  all  cases,  given 
sublethal  doses  of  an  agent,  incapacitation  will  oc- 
cur to  varying  degrees. 

First-Generation  Agents 
Choking  agents  are  the  oldest  CW  agents.  This 
class  of  agents  includes  chlorine  and  phosgene, 
both  of  which  were  used  in  World  War  I.  In  suffi- 
cient concentrations,  their  corrosive  effect  on  the 
respiratory  system  results  in  pulmonary  edema,  fill- 
ing the  lungs  with  fluid  and  choking  the  victim. 
Phosgene  is  more  effective  than  chlorine  because  it 
is  slowly  hydrolyzed  by  the  water  in  the  lining  of 
the  lungs,  forming  hydrochloric  acid,  which  rapidly 
destroys  the  tissue. 

These  agents  are  heavy  gases  that  remain  near 
ground  level  and  tend  to  fill  depressions  such  as 
foxholes  and  trenches.  Because  they  are  gases, 
they  are  nonpersistent  and  dissipate  rapidly  in  a 
breeze.  As  a  result,  these  are  among  the  least  ef- 
fective traditional  CW  agents.  They  are  useful  for 
creating  a  short-term  respiratory  hazard  on  terrain 
that  is  to  be  quickly  occupied. 


505 


Blood  agents  are  absorbed  into  (he  body  primarily 
by  breathing.  They  prevent  the  normal  utilization 
of  oxygen  by  the  cells  and  cause  rapid  damage  to 
body  tissues.  Blood  agents  such  as  hydrogen 
cyanide  (AC)  and  cyanogen  chloride  (CK)  are 
highly  volatile  and  in  the  gaseous  state  dissipate 
rapidly  in  air.  Because  of  their  high  volatility,  these 
agents  are  most  effective  when  surprise  can  be 
achieved  against  troops  who  do  not  have  masks  or 
who  are  poorly  trained  in  mask  discipline.  In  addi- 
tion, blood  agents  are  ideally  suited  for  use  on  ter- 
rain that  the  user  hopes  to  occupy  within  a  short 
time.  Blood  agents  rapidly  degrade  a  mask  filter's 
effectiveness.  TTierefore,  these  agents  could  also  be 
used  to  defeat  a  mask's  protective  capabilities 
when  combined  with  other  agents. 

Blister  (vesicant)  agents  are  primarily  used  to 
cause  medical  casualties.  These  agents  may  also  be 
used  to  restrict  use  of  terrain,  to  slow  movements, 
and  to  hamper  use  of  materiel  and  installations. 
Blister  agents  affect  the  eyes  and  lungs  and  blister 
the  skin.  Sulfur  mustard,  nitrogen  mustard,  and 
lewisite  are  examples  of  blister  agents.  Most  blister 
agents  are  insidious  in  action;  there' is  little  or  no 
pain  at  the  time  of  exposure  except  with  lewisite, 
which  causes  immediate  pain  on  contact. 

Sulfur  mustard  is  considered  by  some  to  be  the 
ideal  CW  agent.  It  presents  both  a  respiratory  and  a 
percutaneous  hazard,  forcing  military  personnel  to 
don  not  only  gas  masks  but  also  cumbersome  pro- 
tective overgarments — seriously  degrading  their 
ability  to  function.  Mustard  is  persistent  and 
presents  a  long-term  hazard,  further  hindering  vic- 
tims by  forcing  them  to  decontaminate.  Being 
based  on  old  technology,  it  is  simple  to  produce, 
even  by  Third  World  standards.  Moreover,  it 
causes  large  numbers  of  long-term,  debilitating  in- 
juries, whose  treatment  can  easily  overburden  an 
enemy's  war  effort. 

From  a  CW  perspective,  an  advantage  of  mustard 
over  lewisite  is  that  the  latter  hydrolyzes  very 
rapidly  upon  exposure  to  atmospheric  moisture  to 
form  a  nonvolatile  solid.  TTiis  conversion  lowers 
the  vapor  hazard  from  contaminated  terrain  and 
decreases  the  penetration  of  the  agent  through 


clothing.  Lewisite  is  less  persistent  than  mustard; 
however,  the  persistency  of  both  is  limited  under 
humid  conditions. 

Second-Generation  Agents 

G-series  nerve  agents,  including  tabun  (CA),  sarin 
(CB).  soman  (CD),  and  CF,  are  members  of  a  class 
of  compounds  that  are  more  lethal  and  quicker  act- 
ing than  mustard.  They  are  organophosphorus  com- 
pounds that  inhibit  action  of  the  enzyme 
acetylcholinesterase.  These  agents  are  similar  to 
many  pesticides  and,  in  fact,  were  accidentally  dis- 
covered in  the  1930s  by  German  chemists  seeking 
new  types  of  pesticides. 

G-series  agents  act  rapidly  (within  seconds  of  ex- 
posure) and  may  be  absorbed  through  the  skin  or 
the  respiratory  tract.  However,  some  of  these 
agents,  particularly  GA  and  GB,  tend  to  be  rela- 
tively nonpersistent  and  consequently  present  less 
of  2  skin  hazard  than  a  vapor  hazard.  In  sufficient 
concentration,  the  ultimate  effect  of  these  agents  is 
paralysis  of  the  respiratory  musculature  and  subse- 
quent death.  Exposure  to  a  lethal  dose  may  cause 
death  in  as  little  as  several  minutes.  These  less  per- 
sistent agents  are  used  to  cause  immediate  casual- 
ties and  to  create  a  short-term  respiratory  hazard 
on  the  battlefield.  Persistent  G-series  nerve  agents 
such  as  GS  and  GF  would  present  more  of  a  skin 
hazard. 

Third-Generation  Agents 

V-series  nerve  agents,  including  VE,  VG.  VM.  VS. 

and  VX,  are  compounds  similar  to,  but  more  ad- 
vanced than,  G-series  nerve  agents.  Developed  in 
the  1950s  by  the  British,  these  agents  tend  to  be 
more  toxic  and  more  persistent  than  G-agents. 
They  present  a  greater  skin  hazard  and  are  used  to 
create  long-term  contamination  of  territory. 

Nonlethal  Agents 

Tear  gas  agents  fall  under  the  broader  category  of 
riot  control  agents.  They  are  not  considered  by  the 
US  Government  to  be  CW  agents  because  they  are 
nonlethal  in  all  but  the  highest  concentrations. 
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Examples  of  this  type  of  agent  include  orthoch- 
lorobenzylidene  malononitrile  (CS),  chloroa- 
cetophenone  (CN),  chloropicrin  (PS),  and 
bromobenzyl  cyanide  (BBC).  These  agents  are 
highly  irritating,  particularly  to  the  eyes  and 
respiratory  tract,  and  cause  extreme  discomfort. 
Symptoms  occur  almost  immediately  upon  ex- 
posure and  generally  disappear  shortly  after  ex- 
posure ceases. 

In  military  situations,  tear  gas  agents  are  used  to 
temporarily  reduce  the  effectiveness  of  enemy  per- 
sonnel. In  tactical  operations,  they  can  be  used  to 
penetrate  fortified  positions  and  flush  out  the 
enemy.  Also,  these  agents  are  useful  for  disrupting 
"human  wave"  assaults  by  breaking  up  formations 
and  destroying  the  momentum  of  the  attack. 
Because  tear  gas  agents  are  nonlethal.  they  can  be 
used  near  friendly  troops  without  risking  casual- 
ties; thus,  their  use  is  more  flexible  than  with  con- 
ventional CW  agents. 

Vomiting  agents  are  often  considered  to  be  riot 
control  agents  because,  under  field  conditions,  they 
cause  great  discomfort  but  rarely  serious  injury  or 
death.  Characteristic  agents  include  adamsite  (DM) 
and  diphenyl  cMoroarsine  (DA).  In  addition  to 
causing  vomiting,  these  arsenic-based  agents  may 
also  irritate  the  eyes  and  respiratory  system. 

The  action  of  vomiting  agents  may  make  it  impos- 
sible to  put  on,  or  continue  wearing,  a  protective 
mask.  Therefore,  in  military  situations,  vomiting 
agents  may  be  used  in  conjunction  with  lethal  CW 
agents  to  increase  casualties.  They  may  also  be  used 
by  themselves  in  proximity  to  friendly  troops  and  in 
other  situations  well-suited  for  tear  gas  agents. 

Psychochemicals,  also  considered  incapacitants.  in- 
clude hallucinogenic  compounds  such  as  lysergic 
acid  diethylamide  (LSD).  3-quinuclidinyl  benzilate 
(BZ).  and  benactyzine.  These  agents  alter  the  ner- 
vous system,  thereby  causing  visual  and  aural  hallu- 
cinations, a  sense  of  unreality,  and  changes  in  the 
thought  processes  and  behavior.  Psychochemicals 
are  generally  characterized  by  a  slightly  delayed  on- 
set of  symptoms  and  by  persistence  of  symptoms  for 
a  period  greatly  exceeding  exposure  time. 


The  advantage  of  psychochemicals  is  their  ability 
to  inactivate  both  civilian  and  military  personnel 
for  a  relatively  short  period  with  essentially  no  fa- 
talities. Thus,  their  use  may  prove  advantageous  in 
areas  with  friendly  populations.  One  drawback, 
however,  is  that  the  effects  of  many  of  these  agents 
are  unpredictable. 


Chemical  Weapons 

There  are  many  different  ways  to  disseminate  CW 
agents.  Most  common  are  the  free-flight  munitions 
that  are  fired  at  or  dropped  on  a  target.  These  can 
be  weaponized  in  unitary  or  binary  form,  and  the 
larger  munitions  can  contain  submunitions.  It  is 
also  possible  to  disseminate  agent  from  a  spray 
tank  attached  to  an  aircraft  or  from  a  ground-based 
aerosol  generator. 

Most  conventional  munitions  can  be  modified  to 
deliver  lethal  or  nonlethal  chemical  agents.  Typical 
chemical  munitions  include: 

•  Aerial  bombs. 

•  Artillery  rockets. 

•  Artillery  shells. 

•  Grenades. 

•  Mines. 

•  Missile  warheads. 

•  Mortar  rounds. 

These  normally  contain  burster  charges  surrounded 
by  bulk-fill  agent.  The  burster  ruptures  the  muni- 
tion and  causes  the  agent  to  be  disseminated  as  a 
stream  or  cloud  of  small  droplets. 

Air-  or  ground-based  aerosol  generators  can  be 
used  for  more  controlled  dissemination  of  CW 
agents.  A  spray  tank  can  be  used  to  disseminate 
agents  from  aircraft,  just  as  crop  dusters  are  used 
to  spread  insecticides.  Similarly,  the  same  type  of 
ground-based  aerosol  generators  used  to  dis- 
seminate pesticides  can  be  used  for  CW  purposes. 
One  drawback  of  these  systems,  however,  is 
limited  survivability  during  wartime. 
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They  land  on  the  ground  in  a  random  panem  and 
detonate,  covering  an  area  larger  and  more  evenly 
than  with  a  bulk-fill  munition. 
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Chemical  munitions  usually  fall  into  one  of  two 
categories:  unitary  or  binary.  A  unitary  munition 
contains  the  agent  itself,  while  binary  munitions 
contain  two  agent  precursors  that  mix  in  the  muni- 
tion and  form  agent  before  or  during  flight. 
Unitaries  are  able  to  deliver  more  agent  per  muni- 
tion, but  binaries — because  they  contain  the  less 
toxic  precursors — are  safer. 

CW  agents  can  also  be  carried  in  submunitions  or 
bomblets.  The  submunitions  are  ejected  from  the 
primary  munition  some  distance  above  the  ground. 


Optimum  fuzing  can  vary  depending  on  the  agent. 
Impact  fuzing,  employed  in  ground-burst  muni- 
tions, is  best  used  in  conjunction  with  volatile, 
nonpersistent  agents,  which  generally  will  dissipate 
if  disseminated  at  too  great  an  altitude.  Proximity 
fuzing — whether  based  on  lasers,  radar,  barometric 
pressure,  or  timers — is  best  used  in  conjunction 
with  persistent  agents,  which  can  be  disseminated 
at  higher  altitudes  and  still  reach  the  target. 


Production  of  CW  Agents 

Many  CW  agents,  particularly  the  first-generation 
agents,  are  simple  to  produce.  They  are  often 
based  on  technology  that  is  at  least  80  years  old 
and  sometimes  older,  putting  them  well  within  the 
reach  o/  virtually  any  Third  World  country  that 
wants  them.  Newer  agents,  particularly  the  nerve 
agents,  are  more  difficult  to  produce;  however,  the 
technology  for  these  agents  is  widely  available  in 
the  public  domain. 

In  many  ways,  production  of  CW  agents  is  like 
that  of  legitimate  commercial  compounds.  Both  in- 
volve use  of  standard  chemical  process  equipment, 
including  reactor  vessels,  in  which  production  ac- 
tually occurs;  distillation  columns  and  filters, 
where  compounds  are  separated  or  purified;  heat 
exchangers,  to  control  temperature;  and  various 
pumps,  pipes,  valves,  and  other  items  that  control 
the  movement  of  chemicals  throughout  the  plant. 
The  greatest  similarities  occur  between  pesticide 
and  nerve  agent  production  units  because  these 
com|>ounds  are  so  closely  related. 

There  are  some  pieces  of  equipment,  such  as  those 
controlled  by  the  Australia  Group  (see  inset),  that 
are  distinct  enough  to  warrant  special  considera- 
tion.' In  particular,  equipment  that  is  exceptionally 

For  a  dciailed  liMing  of  Ihis  equipmcnl.  please  see  lablc  X 
General  Guidelines  for  Idenlifying  Dual-Use  Chemical  Equipmcnl 
and  Related  Technology. 
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Figure  2.  Chemical  reactor 

resistant  to  corrosion — such  as  Hastelioy  and  other 
high-nickel  alloys — has  important  applications  in 
CW  because  of  the  highly  corrosive  compounds 
encountered  in  CW  agent  production.  Also  worthy 
of  suspicion  are  double-seal  pumps  and  other 
equipment  designed  to  handle  exceptionally  toxic 
compounds. 


CW  Defense 

There  are  four  primary  aspects  of  CW  defense: 

Protection.  Potential  victims  need  to  prevent  CW 
agents  from  coming  into  contact  with  the  body. 
This  is  accomplished  by  surrounding  the  body  with 
a  physical  barrier  consisting  of  a  gas  mask,  to  filter 
air;  a  protective  overgarment,  boots,  and  gloves  to 


unit  illH 


Figure  J.  Process  control  equipment 

keep  agents  away  from  the  skin;  and,  sometimes, 
collective  protective  systems  to  do  both.  Masks 
usually  are  fitted  with  canisters  filled  with  acti- 
vated charcoal,  which  filters  out  CW  agents  as  air 
is  drawn  through.  Gloves  and  boots  are  almost  al- 
ways made  of  butyl  rubber  or  a  similar  impermea- 
ble material  that  is  resistant  to  CW  agents.  Some 
overgarments,  such  as  those  in  the  former  Soviet 
Bloc  countries,  are  impermeable  as  well.  In  con- 
trast. Western  overgarments  are  usually  made  of 
layers  of  activated  charcoal  sandwiched  between 
two  pieces  of  semipermeable  fabric;  these  allow 
for  ventilation. 

Detection.  Adequate  detection  is  needed  to  ensure 
that  troops  take  adequate  protective  measures  in 
time.  Detectors  range  from  electronic  standoff  in- 
struments to  treated  paper.  The  time  needed  to  de- 
tect CW  agents  can  vary  considerably. 
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Australia  Croup 

The  Australia  Group  is  an  informal  organization, 
currently  consisting  of  25  nations,  committed  to 
ensuring  that  exports  of  materials  and  equipment 
from  their  countries  do  not  contribute  to  the  spread 
of  chemical  or  biological  weapons.  The  group, 
formed  in  1984,  meets  biannually  to: 

•  Discuss  and  agree  on  measures  to  control  the  ex- 
port of  CBW- relevant  material  and  equipment. 

•  Consider  effective  means  of  implementing  and 
enforcing  export  controls. 

•  Exchange  information  on  CBW  proliferation. 

•  Discuss  provisions  to  control  activities  that  could 
contribute  to  CBW  proliferation. 

•  Expand  membership  in  the  AG  to  other  select 
nations  and  to  encourage  all  countries  to  adopt 
export  controls  on  relevant  materials  comparable 
to  those  adopted  by  the  AG. 

To  date,  Australia  Group  members  have  adopted 
export  controls  or  agreed  to  institute  controls  on 
the  following: 

•  Fifty-four  chemical  warfare  agent  precursor 
chemicals. 

•  Dual-use  processing  equipment  that  is  applicable 
to  the  manufacture  of  CW  agents  and  precursor 
chemicals. 

•  Human,  animal,  and  plant  pathogens  and  toxins 
with  potential  BW  applications. 

•  Dual-use  biological  equipment,  suitable  for  de- 
velopment, production,  or  dissemination  of  BW 
agents. 

The  embargoes  on  CBW-relevanI  material  and 
equipment  have  impeded  but  not  slopped  CBW 
weapons  proliferation.  However,  by  continuing  to 
focus  on  export  controls,  the  Australia  Group  will 
remain  a  viable  force  in  curtailing  the  spread  of 
CBW  weapons  and  will  play  a  complimentary  role 
to  the  Chemical  and  Biological  Weapons 
Conventions'  (CWC  and  BWC)  goals  of  completely 
eliminating  these  weapons  from  world  arsenals. 


Decontamination.  If  equipment  and  personnel  are 
exposed  to  a  persistent  agent,  decontamination  is 
needed  to  eliminate  the  hazard.  Decontamination 
generally  involves  using  a  water-based  caustic  or 
bleach  material  to  neutralize  any  agent  present. 
Sodium  hydroxide  and  sodium  hypochlorite  are 
two  common  constituents  of  decontaminant  solu- 
tions. 

Treatment.  If  a  victim  is  exposed  to  agent,  prompt 
medical  treatment  is  needed  to  counteract  the  agent 
and  limit  injuries.  For  example,  atropine  is  the 
standard  antidote  for  nerve  agent  poisoning.  This 
compound  is  injected  into  the  bloodstream  and 
often  is  followed  by  a  cholinesterase  reactivator, 
such  as  pralidoxime  chloride  (or  2-PAM  chloride). 
In  addition,  pretreatments,  such  as  pyridostigmine, 
can  be  used  before  an  attack  to  limit  nerve-agent- 
related  damage. 

One  important  factor  to  consider  is  the  degradation 
in  performance  caused  by  CW  defense.  Troops 
wearing  protective  overgarments  function  much 
less  effectively  than  troops  without,  leading  to  a 
reduction  in  the  effective  strength  of  a  military 
unit.  Thus,  a  military  advantage  can  be  achieved 
merely  by  threatening  to  use  chemical  weapons.  In 
addition,  the  need  to  decontaminate — such  as  the 
presence  of  a  persistent  agent— even  further 
reduces  fighting  ability. 
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Table  1 

Chemical  Warfare  Agents 
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Agent 

Rate  of 

Class 

Agent 

Symbol 

Persistency 

Action 

Nerve 

Tabun 

GA 

Low 

Very  rapid 

Sarin 

GB 

Low 

Very  rapid 

Soman 

GD 

Moderate 

Very  rapid 

GF 

GF 

Moderate 

Very  rapid 

VX 

VX 

Very  high 

Rapid 

Blister 

Sulfur  mustard 

H,HD 

Very  high 

Delayed 

Nitrogen  mustard 

HN-1 

High 

Delayed 

HN-2 

Moderate 

Delayed 

HN-3 

Very  high 

Delayed 

Phosgene  oxime 

CX 

Low 

Immediate 

Lewisite 

L 

High 

Rapid 

Phenyldichloroarsine 

PD 

Low-moderate 

Rapid 

Ethyldichloroarsine 

ED 

Moderate 

Delayed 

Methyldichloroarsine 

MD 

Low 

Rapid 

Choking 

Phosgene 

CG 

Low 

Delayed 

Diphosgene 

DP 

Low 

Variable 

Blood 

Hydrogen  cyanide 

AC 

Low 

Rapid 

Cyanogen  chloride 

CK 

Low 

Rapid 

Arsine 

SA 

Low 

Delayed 

Riot  control 

Diphenylchloroarsine 

DA 

Low 

Rapid 

(vomiting) 

Diphenylcyanoarsine 

DC 

Low 

Rapid 

Adamsite 

DM 

Low 

Rapid 

Riot  control 

Chloroacetophenone 

CN 

Low 

Immediate 

(tear  gas) 

Chloropicrin 

PS 

Low-high 

Immediate 

Bromobenzylcyanide 

CA 

Moderate-very  high 

Immediate 

0-chlorobenzylidene 

CS 

Low-high 

Immediate 

malononitrile 

Psycho- 

3-Quinuclidinyl 

BZ 

High 

Delayed 

chemicals 

benzilate 
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Table  2 

CW  Agsnt  Precursor  Chemicals-Uses  and  CW  Agent  Equivalents 


Precursor  Chemical 


Civil  Uses 


CW  Agent 
Production 


Units  of  Agent  per 
Unit  of  Precursor^ 


1      Thiodglycol 

ni-4«-e 


Organic  synthesis 

Camor  lor  dyes  in 
textile  industry 

LubncanI  additives 

Manutaclunng  plastics 


Sulfur  mustard  (HO) 


Sesqui  mustard  (Q) 


1.3 


1.79 


2     Phosphonjs  oxychlonde 
10O25-«7-3 


Organic  synthesis 

Plasticizers 

Gasoline  additives 

Hydraulic  fluids 

Insecticides 

Dopant  tor  semiconductors 
grade  silicon 

Rame  retandants 


Tabun  (GA) 


1.05 


3.    Dimethyl  methytphosphorate 
(DUMP)  756-79-6 


Rame  retardants 


Sarin  (GB) 
Soman  (GO) 
GF 


1.12 


1.45 


4.    Methylphosphonyi  difKiohde 
676-99-3 


Organic  syntl^sis 
Specific  uses  not  idenbfied 


Sarin  (GB) 
Soman  (GO) 
GF 


1.40 
1.82 
1.80 


S.    Methylphosphonyi  dchlohde 
676-97-1 


Organic  synthesis 
Specific  uses  not  identified 


Sann  (GB) 
Soman  (GO) 
GF 


1.05 
1.36 
1.35 


6.    Dimethylphosphite 
868-85-9 


Organic  synthesis 
Lubncant  additive 


Sarin 

Soman 

GF 


1.27 
1.65 
1.65 


^  (Figures  in  parentheses  are  based  on  the  use  of  PCt3  as  a  chlorine  dor\ator  in  the  reaction.) 
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Precursor  Chemical 

Civil  Uses 

CW  Agent 

Units  of  Agent  per 

« .■  ■  ' 

Production 

Unit  of  Precursor 

7     Phosphonjs  tnchlonde 

Organic  synthesis 

VG 

1.95 

7719-12-2 

Insecticides 

Tabun  (GA) 

1.18 

Gasoline  additives 

Sarin  (GB) 

1.02 

Salt  process 

(0.34) 

Plastidzers 

Rearrangement  process 

1.02 
(0.68) 

Surfactants 

Soman  (GD) 

1.32 

Salt  process 

(0.44) 

Dyestufls 

Rearrangement  process 

1.32 
.       (0.B8) 

GF 

1.31 

Salt  process 

(0.44) 

Rearrangement  process 

1.31 

(0.87) 

a.    Thmethyl  phosphite 

Organic  synthesis 

Used  to  make  dimethylmethyl- 

See  #3 

121.45-9 

phosphonate  (DMMP)-molecular 
rearrangement. 

9.    Thionyl  chloride^. 

Organic  synthesis 

Sarin  (GB) 

1.18 

7719-09-7 

Soman  (GO) 

1.53 

GF 

1.51 

Sulfur  mustard  (HO) 

1.34 

Chlorinating  agent 

Sesqui  mustard  (0) 

1.84 

Catalyst 

Nitnigen  mustard  (HN-1) 

0.714 

Pesticides 

Nitrogen  mustard  (HN-2) 

0.655 

Engineering  plastics 

Nitrogen  mustard  (HN-3) 

1.145 

10.  3-Hydroxy-l-methylpipendine 

Specific  uses  not  identified. 

Non-identified.  Could  probably 

3554-74-3 

Probably  used  in  phaimaceu- 

be  used  in  the  synthesis  of  psych 

0- 

bcal  industry. 

acbve  compounds  such  as  6Z. 

11.  N,N-diisopropy1-(beta)- 

Organic  synthesis 

VX 

1.64 

aminoethyl  chlonde 

96-79-7 

VS 

1.72 

^  (Thionyl  chlonde  could  sen/e  as  chlonnating  agent  in  aU  of  these  processes-other  chlorinating  agents  could  be  subsbtuted.) 
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Precursor  Chemical 


Civil  Uses 


CW  Agent 
Production 


Units  of  Agent  per 
Unit  of  Precursor 


12   N.N-diisopropyl- 
iiminoelhane  thiol 
5842-07-9 


Organic  synthesis 


VX 

vs 


1.66 


1.75 


13.  3-Ouinudidinol 
1619-34-7 


Hypotensive  agent 

Probably  used  in  synthesis 
of  pharmaceuticals 


BZ 


265 


14    Potassium  fluonde 
7789-23-3 


Fluonnation  ol  organic  Sann  (GB) 

compounds 

Cleaning  and  disinfecting  Soman  (GO) 

brewery,  dairy  and  other  food 
processing  equipment. 

Glass  and  porcelain  GF 

manulactunng 


2.41 


3  14 


3.10 


15.  2-ChlorDethanol 
107-07-3 


Organic  synthesis 

Manufactunng  of  ethylene- 
oxide  and  ethylene-glycol 


Insecticides 
Solvent 


Sulfur  mustard  (HD) 
Sesqui  mustard 

Nitrogen  mustard  (HN-1 ) 


0.99 
0.99 

1.06 


16.  Dimethytamine 
124-40-3 


Organic  synthesis 
Pharmaceuticals 
Detergents 
Pesticides 
Gasoline  additive 
Missile  fuels 
Vulcanization  ol  njbber 


Tabun  (GA) 


3.61 


17   Diethyl  ethylphosphonate 
78-38-6 


Heavy  nwtal  extraction 
Gasoline  additive 
Antiloam  agent 
Plasticizer 


Ethyl  sann  (GE) 


0.93 


II 
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Precursor  Chemical 


Civil  Uses 


18.  Diemyl  N,N-dimethyl 
phosphoramidale 
2404-03-7 


19.  Diethylphosphite 
762-04-9 


20   Dimethylamine  HCI 
506-59-2 


21.  Ethylphosphonous  dichloride 
1 498-40-4 


22.  Ethylphosphonyl  dichlohde 
1066-50-8 


23.  Ethylphosphonyl  difluoride 
753-98-0 


24.  Hydrogen  fluonde 
7664-39-3 


25.  Methyl  benzllata 
76-89-1 


CW  Agent 
Production 


Organic  synthesis 
Specifx:  uses  not  jdenhfied 


Tabun  (GA) 


Organic  synthesis 

Paint  solvent 
Lubricant  additive 


VG 

Sarin  (GB) 
Soman  (GD) 
GF 


Organic  synthesis 
Pharmaceuticals 
Surfactants 
Pesticides 
Gasoline  additives 


Tabun  (GA) 


Organic  synthesis 

Specihc  uses  not  identified 
but  could  be  used  in  manufac- 
turing of  Dame  retardants, 
gas  additives,  pesticides, 
surfactants,  etc. 


VE 
VS 
Ethyl  sarin  (GE) 


Organic  synthesis 

Specific  uses  not  identified. 
See  #21. 


Ethyl  sann  (GE) 


Organic  synthesis 

Specific  uses  not  identified. 
See  #21. 


Ethyl  sarin  (GE) 


Ruonnating  agent  in 
chemical  reactions 

Catalyst  in  alkylabon  and 
potymenzation  reactions 

Addtives  to  liquid  rodcet 
fuels 

Uranium  refining 


Sann  (GB) 
Soman  (GO) 
Ethyl  sarin  (GE) 
GF 


Organic  synthesis 
Tranquilizers 


BZ 


Units  of  Agent  per 
Unit  of  Precursor 


0.90 


Catalyst 

1.02 
1.32 
1.30 


1.99 


1.93 
2.14 
1.18 


2.10 


2.70 


7.0 


9.11 


7.7 


9.01 


1.39 
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Precursor  Chemical 

CMI  Umc 

CW  Agent 
Production 

UnHs  of  Agent  per 
Unit  of  Precursor 

26.  Mathylphosphonous  dichlonde 
676-83-S 

Organic  synthesis 

vx 

2.28 

27   N.N-diisopropy<-<b«ta)- 
amino«thanol 
96-eo-o 

Organic  synthesis 
Specific  uses  not  identified 

vx 

1.84 

28.  Pinaoolyl  alcohol 
464-07-3 

Specific  uses  not  identified 

Soman  (GD) 

1.79 

29  0-ethyl,2-diisopropyl 
ammoethyl  methyt- 
phosphonate  (QL) 
57856-11-8 


Specific  uses  not  identified 


VX 


1.14 


30.  Thethyl  phosphite 
122-52-1 


Organic  synthesis 
Plasticizers 
Lubricant  additives 


VG 


1.62 


31.  Arsenic  tnchlohde 
7784-34-1 


Organic  synthesis 
Pharmaceuticals 
Insecticides 
Ceramics 


36.  Methylphosphonous  dWuonde  Organic  synthesis 

763-59-3 


Arsine 
Lewisite 

Adamsite  (OM) 
Diphenylchlon>arsine  (DA) 


VX 
VM 

Sarin  (QB) 
Soman  (GD) 
GF 


0.43 
1.14 

1.53 
1:45 


32.  Benzilic  add 
76-93-7 

Organic  synthesis 

BZ 

1.48 

33.  Diethyl  methylphosphonile 
15715-41-0 

Orgartic  synthesis 

VX 

1.97 

34.  Dimethyl  ethylphosphonate 
6163-75-3 

Organic  synthesis 

Ethyl  sarin  (GE) 

1.12 

35.  Ethylphosphonous  difluoride 
430-78-4 

Organic  synthesis 

VE 

Ethyl  sarin  (GE) 

2.58 

1.57 

3.18 
2.84 
.1*7 
ZM 
215 
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Precursor  Chemical 


Civil  Uses 


CW  Agent 
Production 


Units  of  Agent  per 
Unit  of  Precursor 


37.  3-Quinuclidone 
1619-34-7 


Same  as  #13 

3-quinuclidinol 


BZ 


2.65 


38   Phosphorous  penlachloride 
10026-13-8 


Organic  synthesis 

Pesticides 

Plastics 


Tabun  (GA) 


0.78 


39   Pmacolone  75-97-8 


Specific  uses  not  idenbfied 


Soman  (GD) 


1  82 


40   Potassium  cyanide 
151-50-8 


Extraction  of  gold  and  silver 
from  ores 

Pesticide 

FumiganI 

Electroplating 


Tabun  (GA) 


Hydrogen  cyanide 


1.25 


0.41 


41.  Potassium  bifluonde 
7789-29-9 


Fluonne  production 

Catalyst  in  alkylation 

Treatment  of  coal  to  reduce 
slag  formation 

Ruid  in  silver  solder 


Sann  (GB) 
Soman  (GD) 
GF 


1.79 
2.33 
2.31 


42.  Ammonium  bifluonde 
1341-49-7 


Ceramics  Sann  (GB) 

Disinfectant  for  food  equipment  Soman  (GD) 

Electroplabng  GF 
Etching  glass 


2.46 
3.20 
3.16 


43   Sodium  fluohde  7681 -49-4 


Pesticide  Sarin  (GB) 

Disinfectant  Soman  (GD) 

Dental  prophylaxis  GF 
Glass  and  steel  manutactunng 


333 
434 
429 


44   Sodium  bifluonde 
1333-83-1 


Antiseptic 

Neutralizer  in  laundry 
operations 

Tin  plate  production 


Sarin  (GB) 
Soman  (GD) 

GF 


2  26 
2.94 

2.91 
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Precursor  Chemical 


Civil  Uses 


CW  Agent 
Production 


Units  of  Agent  per 
Unit  of  Precursor 


45.  Sodium  cyanide 
143-33-9 


Exiraction  of  gold  and  silver 
from  ores 

Fumigant 

Manulactunng  dyes  and  pigments 

Core  hardening  of  metals 

Nylon  production 


Tabun  (GA) 

Hydrogen  cyanide 
Cyanogen  chloride 


1.65 

0.55 
1.25 


46.  Triethanolamine 
102-71-6 


Organic  synthesis 
Detergents 
Cosmetics 
Corrosion  inhibitor 
Plasticizer 
Rubber  accelerator 


Nitrogen  mustard  (HN-3) 


1.37 


47.  Phosphoms  pentasulfide 
1314-80-3 


Organic  synthesis 

Insecticide 

Mitocides 

Lubricant  oil  additives 

Pyrotechnics 


VG 


1.21 
1.20 


48.  Diisopropylamine  108-18-9 


Organic  synthesis 
Specific  uses  not  identified 


VX 


3.65 


49.  Diethylaminoethanol  100-37-8 


Organic  synthesis 

VG 

Anti-corrosion  compositions 

VM 

Pharmaceuticals 

Textile  softeners 

Paper  manufacturing 

Sulfur  mustard  (HD) 

Rubber  manufaclunng 

Metal  refining 

Dye  manufacturing 

2.30 
2.05 


50   Sodium  sulfide  1313-82-2 


2.04 


IS 
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Precursor  Chemical 


Civil  Uses 
Production 


CW  Agent 

Unit  of  Precursor 


Units  of  Agent  per 


SI.  SuKur monochlondo 
sulfur  chlonde 
10025-67-9 


Organic  synthesis 

Phaimaceuticals 

Sulfur  dyes 

Insecbcides 

Rubber  vulcanization 

Polymeiization 
catalyst 

Hardening  of  soft  woods 

Extraction  of  gold  from  ores 


Sulfur  mustard  (HO) 


1.18 


52.  Sulfur  dichlonde 
10545-99-0 


Organic  synthesis 
Rubber  vulcanizing 
Insecticides 
Vulcanizing  oils 
Chlorinating  agent 


Sulfurmuslard  (HO) 


1.54 


53.  Tnethanoiamine 
hydrochionde 


Organic  synthesis 
Insecticides 
Surface  active  agents 
Waxes,  polishes 
Texble  specialties 
Lubncanis 
Toiletries 
Cement  additive 
Petroleum  demulsilier 
Synthetic  resin 


Nitrogen  mustard  (HN-3) 


1.10 


54.  N.N-diisopropyl-2- 
aminoethyl  chloride 
hydrochionde 


Organic  synthesis 


VX 


1.34 


16 
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Table  3 

General  Guidelines  for  Identifying  Dual-Use 

Chemical  Equipment  and  Related  Technology 


Storage  tanks 


I.  Manufacturing  Facilities  and  Equipment 

1.  Reactor  Vessels  and  Agitators  (with  total 
volume  greater  than  100  liters  and  less  than 
20.000  liters) 

2.  Storage  Tanks,  Containers,  and  Receivers 
(with  total  volume  greater  than  100  liters) 

3.  Heat  Exchangers  or  Condensers 

4.  Distillation  or  Absorption  Columns 

5.  Valves  and  Multi-Walled  Piping  (multiple-seal 
valves,  bellows-seal  valves,  diaphragm  valves, 
and  multi-walled  piping  incorporating  a  leak  de- 
tection port) 

6.  Pumps  (multiple-seal,  canned-drive,  magnetic 
drive,  bellows  or  diaphragm  pumps  having  a 
flow  rate  greater  than  0.6  cubic  meter  per  hour; 
or  vacuum  pumps  with  a  flow  rate  greater  than 
5  cubic  meters  per  hour) 

Materials  of  construction  for  all  surfaces  of  the 
foregoing  equipment  in  direct  contact  with  the 
chemicals  being  processed: 


(a)  Nickel  or  alloys  with  more  than  40  percent 
nickel  by  weight. 

(b)  Alloys  with  more  than  25  percent  nickel  and 
20  percent  chromium  by  weight. 

(c)  Fluoropolymers. 

(d)  Glass  or  glass-lined. 

(e)  Tantalum,  titanium,  zirconium,  or  their  alloys. 

(0  Graphite  (for  heat  exchangers,  pumps,  and 
multi-walled  piping  only). 

(g)  Ceramics  or  ferrosilicon  (for  pumps  only). 

7.  Filling  Equipment  (remotely  ofjerated) 

Materials  of  construction  for  all  surfaces  of  the 
foregoing  equipment  in  direct  contact  with  the 
chemicals  being  processed: 

(a)  Nickel  or  alloys  with  more  than  40  percent 
nickel  by  weight. 

(b)  Alloys  with  more  than  25  percent  nickel  and 
20  percent  chromium  by  weight. 

8.  Incinerators  (with  an  average  combustion 
chamber  temperature  greater  than  I000°C) 

Materials  of  construction  for  all  surfaces  of  the 
foregoing  equipment  in  direct  contact  with  the 
chemicals  being  processed: 

(a)  Nickel  or  alloys  with  more  than  40  percent 
nickel  by  weight. 

(b)  Alloys  with  more  than  25  percent  nickel  and 
20  percent  chromium  by  weight. 

(c)  Ceramics. 
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Table  3  (continued) 
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Table  3  (continued) 

9.  Whole  plants 

II.  Toxic  Gas  Monitoring  Systems 
1.  Detectors 

Toxic  gas  monitoring  systems: 

(a)  Designed  for  continuous  operation  and  capable 
of  detecting  chemical  warfare  agents  and  desig- 
nated chemical  warfare  agent  precursors  as 
well  as  organic  compounds  containing  phospho- 
rus, sulfur,  fluorine,  chlorine  at  a  concentration 
less  than  0.3  milligram  per  cubic  meter  of  air. 

(b)  Capable  of  detecting  cholinesterase-inhibiting 
activity. 

III.  Related  Technology 

Technology,  including  licenses,  directly  associated 
with  the  manufacture  of  chemical  weapons  agents, 
their  precursors,  or  dual-use  equipment  for  such 
manufacture. 


19 


522 


Tiible4 

Availability  Review  for  Key  Dual-Use  Chemica] 

Production  Equipment 

Item  1.  Chemical  process  equipment  constructed 
of  Hastelloy,  Monel,  or  another  alloy  with  a 
nickel  content  in  excess  of  40  percent  by  weight, 
as  follows:  reactor  vessels,  storage  tanks,  and 
containers,  heal  exchangers,  distillation  columns, 
degassers,  or  condensers. 

The  chemical  process  equipment  speciHed  in  this 
item  is  available  from  many  countries  in  Europe, 
Asia,  Latin  America,  Eastern  Europe,  and  the  in- 
dependent republics  of  the  former  Soviet  Union. 
These  specifications  encompass  equipment  suitable 
for  treating  certain  common  industrial  wastes,  sew- 
age and  potable  water,  as  well  as  producing  chemi- 
cal and  biological  warfare  agents.  Following  is  a 
list  of  countries  believed  to  have  production  capa- 
bilities for  such  chemical  process  equipment.  In 
addition  to  the  countries  identified  below,  a  scrap 
market  exists  from  which  a  potential  purchaser 
may  obtain  equipment. 

The  countries  listed  below  are  believed  to  be  capa- 
ble of  manufacturing  the  chemical  process  equip- 
ment described. 

Reactor  Vessels 

United  Kingdom,  France,  Germany,  Switzerland, 
Hungary,  China,  Japan,  India,  Brazil,  Korea,  and 
Italy  (also  see  Item  3  for  glass-lined  reactors). 

Storage  Tanks  and  Containers 

Japan,  Sweden,  Korea,  Germany,  Taiwan,  South 
Africa,  Mexico,  countries  of  former  Yugoslavia, 
Czechoslovakia,  France,  and  Russia  and  the  other 
newly  independent  states. 

Heat  Exchangers 

France,  United  Kingdom,  China,  Russia  and  the 
other  newly  independent  states,  Germany,  Japan, 
and  Singapore. 

Distillation  Columns 

France,  United  Kingdom,  China,  Russia  and  the  other 

newly  independent  states,  Germany,  and  Japan. 


Heal  exchanger 


Condensers 

These  are  available  from  manufacturers  worldwide, 
including  Third  World  countries. 

Item  Z  Thermometers  or  other  sensors  encased 
in  alloy  with  a  nickel  content  in  excess  of  40 
percent. 

Thermometers  or  other  sensors  are  available  world- 
wide and,  for  this  purpose,  can  be  placed  in  a  ther- 
mal well  or  encased  as  the  end  user  specifies. 

Item  3.  Chemical  process  equipment  listed  in 
Item  1,  which  is  lined  with  nickel,  polyvinylidene 
fluoride,  high-density  polyethylene,  or  glass. 

Chemical  processing  equipment  with  corrosion- 
resistant  linings  is  also  available  worldwide.  The 
principal  manufacturers  for  nickel-lined,  poly- 
vinylidene fluoride-lined,  and  high-density 
polyethylene-lined  equipment  are  in  Western 
Europe  and  Japan. 
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Table  4  (continued) 


For  glass-lined  equipment,  the  principal  manufac- 
turers are  in  Western  and  Eastern  Europe,  Japan, 
and  South  America,  although  China  also  possesses 
the  capability  to  manufacture  glass-lined  equip- 
ment. The  uses  for  this  equipment  range  from  the 
treatment  of  potable  water,  sewage,  or  industrial 
wastes  to  production  of  chemical  and  biological 
warfare  agents. 

Countries  capable  of  manufacturing  equipment 
lined  with  materials  other  than  glass  are  identified 
below.  For  glass-lined  equipment,  specific  compa- 
nies are  identified. 

Lined  With  Nickel,  Polyvinylidene  Fluoride,  and 
High-Density  Polyethylene 
Japan,  Germany,  and  Switzerland. 

Glass-Lined  Reactors 

United  Kingdom — Canon  (subsidiary  of  GEC); 
Pfaudler  Balfou;  France — DeDetrich;  Germany — 
Pfaudler  Werke  AG;  Thalle  (former  GDR); 
Switzerland — Estella;  Hungary — Lampart; 
Japan — Shinko  Pan  Tac;  Hako  Sanyo;  India — 
GMN  Pfaudler;  Brazil— Pfaudler  S.A.;  Italy— 
Tycon  and  Technoglass. 

China  and  South  Korea  are  capable  of  producing 
this  glass-lined  equipment. 

Item  4.  Pumps  and  valves  (a)  incorporating  a 
body  made  from  alloy  with  a  nickel  content  in 
excess  of  40  percent  by  weight,  or  (b)  lined  with 
nickel,  or  (c)  otherwise  designed  to  be  utilized 
with  fluorine  or  hydrogen  fluorine,  or  or- 
ganophosphorus  compounds.  (Note:  includes 
double-seal,  electromagnetic  drive,  or  canned 
pumps;  bellows  or  diaphragm  valves  meeting 
this  specification.) 

Based  on  a  review  of  the  manufacturers'  buyer 
catalogs,  pumps  incorporating  a  body  made  from 
alloy  with  a  nickel  content  in  excess  of  40  percent 


Pump 


Valve 


by  weight  are  available  from  sources  in  Japan, 
Israel,  and  North  Korea.  Such  pumps  are  also  avail- 
able from  sources  in  Brazil,  France,  India,  Israel, 
Taiwan,  South  Korea,  South  Africa,  China,  and 
Russia  and  the  other  newly  independent  states. 
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Table  4  (continued) 


Valves,  similarly  made  from  nickel  alloy,  are  also 
available  from  manufacturers  in  France,  Israel,  and 
Korea.  Below  is  a  list  of  manufacturers  identifled 
for  pumps  and  valves. 

Pumps 

Japan — Ebara,  Teikoku,  Nikkiso,  Sanwa,  Seikow 
Chemical,  Iwaki,  Kira.  N.G.K.;  Israel— Meltzer 
and  Sons  Ltd.,  Hameitz  Pump  MFG.  Ltd.;  South 
Korea — Korea  Chemical  Engineering  Co.,  Ltd. 

Valves 

France — Gachot  S.A.;  Israel — Ham-Let  Metal 
Products,  Kim  Production  Ltd.,  EZM-MP  Lachis 
Zafor;  South  Korea — Foxboro  Korea,  Ltd. 

Item  5.  Filling  equipment  enclosed  in  a  glove 
box  or  similar  environmental  barrier,  or  incor- 
porating a  nickel-lined  or  Hastelloy  nozzle. 

Filling  equipment,  as  described  in  this  item,  is 
available  from  manufacturers  within  AG  and  the 
non-AG  countries  of  China,  Taiwan,  and  Russia 
and  the  other  newly  independent  states.  The 
manufacture  of  Hastelloy  nozzles  is  probably 
limited  to  Germany  and  Italy,  although  nickel-lined 
nozzles  are  available  and  in  abundant  supply  on  a 
worldwide  basis.  The  following  are  known 
manufacturers  of  Hastelloy  nozzles: 

Germany — Sprint  Metal  Edelstahlziehereien. 
Lechler,  HP  +  HP,  and  Chemie-Stellglieder, 
Itoly — Cucchi  Pompe  and  PNRI. 

Item  6.  Incinerators  specially  designed  to  inciner- 
ate (a)  any  chemical  weapons  agent  or  listed 
precursor;  or  (b)  organophosphorus  compounds. 

Incinerators  described  in  this  item  are  available 
from  AG  and  non-AG  countries.  Six  countries  with 
13  manufacturers  of  this  equipment  are  identified 
below,  although  Russia  may  also  possess  the  capa- 
bility to  manufacture  such  incinerators. 


Australia — Dorr-Oliver;  Finland — Alsthom, 
Otokupo,  and  Tampella;  Germany — Deutsche 
Babcock.  Von  Roll,  Dorr-Oliver,  and  Lurgi; 
Japan — IHI;  Sweden — Asea  Brown  Boveri  (ABB), 
Gotaverken,  and  Niro;  Switzerland — ^Thyssen. 

Item  7.  Toxic  gas  monitoring  systems  designed 
to  detect  phosphorus,  sulfur,  or  fluorine  com- 
pounds, or  designed  to  detect  any  CW  agent, 
which  are  (a)  designed  for  continuous  operation, 
and  (b)  capable  of  detecting  such  chemicals  at  a 
concentration  less  than  0.1  milligram  per  cubic 
meter  of  air. 

Toxic  gas  monitoring  systems,  as  described  in  this 
item,  are  available  from  the  United  Kingdom  and 
Russia  and  the  independent  republics  of  the  former 
Soviet  Union.  The  United  Kingdom  is  considered  a 
world  leader  in  the  manufacture  of  detection  sys- 
tems for  hazardous  gases.  The  former  USSR 
reportedly  had  developed  a  semiautomatic  gas 
analyzer  capable  of  detecting  toxic  gas  concentra- 
tions at  a  level  of  O.OS  milligram  per  cubic  meter 
of  air.  The  manufacturers  for  this  tyjx  of  equip- 
ment are: 

United  Kingdom— SKC,  Bruel  &  Kjaer. 
Neotronics,  and  Crowcon  Instruments  Ltd.;  Russia 
and  the  other  newly  independent  states — Odessa 
State  University. 

Item  8.  Monitoring  systems  for  detection  of 
chemical  compounds  having  anticholinesterase 
activity. 

The  availability  of  monitoring  systems  capable  of 
detecting  anticholinesterase  activity  is  widespread, 
with  developments  in  Sweden,  Finland.  Russia  and 
the  other  newly  independent  states,  and  the  former 
Yugoslavia.  A  1989  study  indicated  that  the  newly 
independent  states'  armed  forces  employed  the 
PKHR-MV  analyzer  during  field  training  exercises. 
Manufacturers  of  this  item  are: 

Former  Yugoslavia — VTI  facility;  Sweden — FFC 
Ordnance;  Finland — Instrumentation  Oy. 
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Table  4  (continued) 


Dryer 


Evapttraior 


Reverse  Blank 
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Biological  Warfare:  A  Tutorial 


Introduction 

Biological  warfare  (BW)  is  the  use  of  pathogens  or 
toxins  for  miUtary  purposes.  BW  agents  are  inher- 
ently more  toxic  than  CW  nerve  agents  on  a 
weight-for-weight  basis  and  can  potentially  provide 
broader  coverage  per  pound  of  payload  than  CW 
agents.  Moreover,  they  are  potentially  more  effec- 
tive because  most  are  naturally  occurring 
pathogens — such  as  bacteria  and  virases — which 
are  self-replicating  and  have  specific  physiologi- 
cally targeted  effects,  whereas  nerve  agents  are 
manufactured  chemicals  that  disrupt  physiological 
pathways  in  a  general  way. 

To  a  country  considering  a  BW  program,  one  ad- 
vantage of  biological  weapons  over  chemical  or 
nuclear  weapons  is  that  there  are  no  reliable  BW 
detection  devices  currently  available  nor  are  there 
any  recognizable  signals  to  the  human  senses.  The 
delay  in  onset  of  symptoms  could  make  it  difficult 
to  identify  the  time  and  place  of  the  attack. 
Moreover,  a  BW  attack  might  be  readily  attributa- 
ble to  a  natural  outbreak,  providing  the  attacking 
country  with  grounds  for  plausible  denial.  In  addi- 
tion, biological  weapons  can  be  targeted  not  only 
against  personnel,  but  also  against  crops,  domestic 
livestock,  and  specific  kinds  of  materiel. 

Despite  their  potentially  more  devastating  effects, 
biological  agents  have  not  been  used  on  any  sig- 
nificant scale,  possibly  for  a  number  of  reasons. 
Perh^s  for  some  countries  the  principal  deterrent 
to  the  actual  use  of  BW  is  uncertainty  about  ulti- 
mate consequences.  Biological  weapons  rarely 
produce  instant  casualties,  and  their  effects  can  be 
uncertain.  The  risk,  for  example,  of  accidentally 
exposing  friendly  forces  or  civilian  populations  to 
BW  can  be  dependent  on  changing  meteorological 
conditions.  International  outrage — muted  in  the 


Iraqi  CW  attacks  on  Iranians  and  Kurds— could 
be  much  more  severe  if  BW  weapons,  with  their 
devastating  effectiveness,  result  in  massive  casual- 
ties. 

Virtually  all  the  equipnient,  technology,  and 
materials  needed  for  biological  agent  production 
are  dual  use.  Therefore,  very  little  distinguishes  a 
vaccine  plant  from  a  BW  production  facility.  The 
technical  skills  required  to  start  and  run  a  program 
are  commensurate  with  basic  training  in  microbiol- 
ogy, and  additional  knowledge  can  easily  be  gained 
through  training  courses  available  from  equipment 
suppliers  or  scientific  meetings.  Because  of  the 
dual-use  nature  of  BW  research  and  equipment, 
any  BW  program  could  be  easily  disguised  as  a 
legitimate  enterprise.  For  example,  known  BW 
threat  agents  include  the  organisms  that  cause 
anthrax,  botulism,  tularemia,  plague,  and  Q-fever, 
because  these  organisms  represent  a  variety  of 
clinical  pathogens,  extensive  legitimate  research 
is  continually  under  way  to  eradicate  or  control 
theriL  Medical  research  or  vaccine  development, 
for  example,  requires  production  of  such  organisms 
on  scales  varying  from  laboratory  to  pilot  and 
industrial  levels. 


BW  Agents 

Agents  that  have  been  widely  recognized  as  having 
military  utility  include  pathogens — such  as  bac- 
teria, viruses,  and  fiingi — as  well  as  toxins.  For 
BW  purposes,  these  agents  are  incorporated  into 
a  munition  or  some  type  of  dissemination  system. 
The  material  delivered  in  the  weapon  is  custom- 
arily defined  as  the  BW  agent. 


25 


527 


Pathogens,  defined  as  organisms  that  cause  disease 
in  man,  may  be  grown  and  exploited  for  military 
purposes,  as  is  the  case  for  the  bacterial  agents  that 
produce  anthrax,  plague,  tularemia,  and  Q-fever. 
Other  known  BW  threat  agents  include  viruses — 
submicroscopic  infective  agents  composed  of  DNA 
or  RNA  that  require  living  cells  to  replicate.  As 
BW  agents,  these  organisms  can  produce  a  wide 
range  of  results,  with  varying  degrees  of  toxicity 
and  time  of  onset.  The  route  of  entry — 
percutaneous,  ingestion,  inhalation,  parenteral — 
impacts  dramatically  on  the  effective  dosage  of 
both  BW  and  CW  agents.  (For  a  listing  of  organ- 
isms that  could  potentially  be  exploited  for  BW 
applications,  please  see  tables  S  through  8.) 

Alternatively,  organisms  can  be  grown  to  produce 
toxins  that  are  exploited  in  weapons,  as,  for  exam- 
ple, Clostridium  botulinum.  a  toxin-producing 
organism  that  is  the  causative  agent  of  botulism. 
Toxins  are  poisonous  compounds  produced  by 
living  organisms.  They  are  usually  proteins  that  act 
upon  specific  receptors  in  the  body.  Most  are  rela- 
tively unstable  to  heat  and  other  traumatic  and 
environmental  factors,  although  some  can  be  sepa- 
rated into  smaller  fragments  that  are  more  stable 
while  retaining  toxicity.  Toxins  can  be  either  lethal 
or  highly  incapacitating,  with  some  having  poten- 
tially greater  toxicity  than  well-known  CW  agents. 
Toxins  are  produced  by  a  variety  of  organisms, 
including  microbes,  snakes,  insects,  spiders,  sea 
creatures,  and  plants. 

One  example  of  a  plant  toxin  is  ricin,  which  is 
derived  from  the  castor  bean.  The  use  of  this  toxin 
against  two  Bulgarian  defectors  in  1978  in  an 
"umbrella  gun"  underscores  another  application 
of  BW  agents:  clandestine  or  terrorist  use.  Other 
examples  of  toxins  having  potential  application 
as  BW  threat  agents  include  tricothecene 
mycotoxins — derived  from  fungi — and  algal  toxins. 
Algal  toxins  are  suited  for  BW  purposes  because 
of  their  high  toxicity,  the  lack  of  vaccines  and 
medical  treatment,  and  the  lack  of  detection  sys- 
tems deployed  against  them.  For  example,  sax- 
itoxin,  produced  by  marine  algae,  acts  on  the 
nerve  cells  and  ultimately  causes  respiratory  arrest. 


A  theoretical  possibility  that  should  not  be  dis- 
counted for  BW  threat  purposes  is  exploitation  of 
bioregulators — organic  chemicals  that  regulate  cell 
processes — and  physiologically  active  compounds 
such  as  catalysts  and  enzymes.  Bioregulators  are 
natural  substances  produced  in  very  small  quanti- 
ties that  are  essential  for  normal  physiological 
functioning  of  the  body.  They  control  cell  and 
body  physiological  functions  and  regulate  a  broad 
range  of  functions,  such  as  bronchoconstriction, 
vasodilation,  muscle  contraction,  blood  pressure, 
heart  rate,  temperature,  and  immune  responses. 
These  substances  can  be  harmful,  however,  in  large 
concentrations  or  if  modifications  to  them  bring 
about  changes  in  the  nature  and  duration  of  their 
action.  Exploited  in  such  a  way  for  military  pur- 
poses, they  could  potentially  cause  such  effects 
as  rapid  unconsciousness,  heart  failure,  paralysis, 
hypotension  or  hypertension,  or  psychological  dis- 
turbances. 

Through  advanced  biotechnical  techniques,  toxins, 
bioregulators,  and  infectious  agents  are  subject  to 
enhancement  to  increase  their  utility  as  BW  agents. 
For  example,  potential  types  of  genetically  en- 
gineered disease-causing  agents  might  include 
antibiotic-resistant  bacteria;  benign  microorganisms 
genetically  altered  to  produce  toxins,  venoms, 
or  bioregulators;  immunologically  altered  viruses 
resistant  to  standard  vaccines  and  not  identifiable 
by  classical  serological  means;  bacteria  genetically 
altered  to  have  advanced  aerosol  and  environmen- 
tal durability.  // 

Production  Processes  and 
Equipment 

No  specialized  facilities  are  required  for  the 
production  of  BW  agents,  since  their  production 
involves  dual-use  equipment  and  technologies  such 
as  those  associated  with,  for  example,  a  legitimate 
vaccine  or  pharmaceutical  plant.  For  biological 
products,  there  are  three  general  levels  of 
production — laboratory  scale,  pilot  scale,  and 
industrial  scale.  There  are  no  clear  demarkaiions 
of  the  vessel  sizes  for  these  scales,  but  they  are 
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Figure  4.  Research-size  fermenier 


Figure  5.  Pilot-scale  fermenler 


Figure  6.  Kesearch-size  lyophilizer 
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Figure  7.  Continuous-/lnw  centrifuge 


Figurt  9.  "Space  suits  "  far  use  in  BL-4  suite 
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generally  listed  as  less  than  SO  liters,  SO  to  SOO 
liters,  and  over  SOO  liters,  respectively. 

The  particular  scale  of  choice  depends  on  the  use 
of  the  end  product.  In  commercial  endeavors  such 
as  recombinant  insulin  production,  pilot  scale  ade- 
quately produces  enough  material,  while  the 
production  of  antibiotics  requires  much  larger 
industrial-scale  volumes.  For  military  applications, 
pilot  scale  operations  could  produce  strategically 
significant  quantities  of  agents,  but  even  laboratory 
scale  operations  could,  in  time,  produce  enough 
material  for  military  needs.  Genetic  engineering 
offers  a  great  potential  for  more  efficient  produc- 
tion of  BW  agents — especially  for  those  toxin 
agents  that  naturally  occur  in  very  small  quantities. 
For  example,  the  insertion  of  DNA  that  codes  for  a 
toxin  into  a  ubiquitous,  nonpathogenic  organism  al- 
lows production  of  significant  quantities  of  that 
toxin  in  pilot-scale  equipment. 

Laboratory  scale  production  is  usually  limited  to 
research  or  "bench  top"  work.  It  is  difficult  to  dis- 
tinguish between  legitimate  commercial  and  offen- 
sive BW  research  activities  because  the  laboratory 
equipment  is  generally  the  same  for  both  or  can  be 
rapidly  switched.  All  of  the  equipment  used  to 
research,  develop,  and  produce  BW  agents  is  es- 
sential for  safe  and  efficient  handling  of  deadly  or- 
ganisms in  legitimate  biological  research.  Thus, 
standard  biological  laboratory  equipment,  such  as 
fermenters,  large-scale  lyophilizers  or  freeze 
dryers,  class  II  or  III  safety  hoods.  High-Efficiency 
Particulate  Air  (HEPA)  filters,  and  centrifuges, 
could  easily  be  subverted  to  a  weapons  program. 
International  attempts  are  under  way  to  control  the 
sale  of  this  equipment  to  proliferating  countries, 
although  the  dual-use  nature  of  the  equipment  is 
an  inherent  problem  in  identifying  BW-related 
exports. 

For  research  on  highly  pathogenic  organisms,  high- 
containment  or  maximum-containment  facilities 
and  equipment  are  generally  utilized.  The  designa- 
tions P-l/BL-1  through  P-4/BL-4  refer  to  {P)rotec- 
tion  or  (B)iocontainment  (L)evel.  with  level  4 
being  the  highest  level  of  protection  or  contain- 
ment. Basically,  these  level  designations  represent 


the  number  of  physical  barriers  that  prevent  an  or- 
ganism from  escaping  to  the  outside  from  the 
laboratory  work  space.  By  international  agreement. 
P-4/BL-4  is  required  for  work  on  dangerous  agents 
that  pose  a  high  risk  of  life-threatening  diseases. 
High-containment  laboratories  (P-4/BL-4)  are 
costly  and  difficult  to  maintain;  there  are  only  a 
handful  of  them  around  the  world,  with  the 
majority  conducting  legitimate  research  on  highly 
contagious  diseases.  It  should  be  noted,  however, 
that  it  is  not  necessary  to  have  a  high-containment 
facility  for  work  on  BW  agents.  For  example, 
research  of  botulinum  toxin  and  anthrax  requires 
only  a  recommended  P-2/BL-2  level  of  contain- 
ment. If  safety  is  not  a  concern  to  a  country,  most 
organisms  can  be  researched  at  the  lowest  contain- 
ment level  available. 

Industrial  operations  require  both  pilot-  and 
industrial-scale  equipment  in  order  to  allow  the 
scaleup  of  research  efforts.  In  general  the  types  of 
equipment  are  very  similar  to  those  used  in  labora- 
tories, except  with  increased  capacities.  Industrial- 
scale  equipment  usually  has  capacities  of  tens  of 
thousands  of  liters  but  may  be  up  to  several 
hundred  thousand  liters.  The  limits  are  usually  set 
by  the  support  apparatus  and  the  availability  of 
raw  materials,  such  as  media,  and  spare  parts,  such 
as  0-rings  and  gaskets. 

There  is  no  equipment  unique  to  BW  agent  produc- 
tion, although  the  Australia  Group  has  defined 
equipment  parameters  that  would  be  of  pa.''icula'- 
utility  for  BW  purposes  (see  table  9).  In  the  "'v^-'al 
biological  production  process,  an  organism  is 
grown  in  a  fermenter  in  a  type  of  media  favorable 
to  the  organism's  growth.  While  some  organisms 
require  very  specific  nutrients,  most  can  be  grown 
in  generic  media.  Where  whole  cellular  organisms 
are  the  desired  end  product,  the  cells  are  subse- 
quently separated  from  the  media  in  a  centrifugal 
separator  and  converted  to  an  appropriate  form  for 
storage.  For  botulinum  toxin,  however,  the  end 
product  is  the  toxin  that  is  normally  secreted  into 
the  media;  in  this  case  the  cells  are  separated  from 
the  extracellular  fluid  in  a  centrifuge  and  elimi- 
nated; the  liquids  containing  the  toxin  are  then  pu- 
rified. Other  organisms  secrete  toxins  within  the 
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Fifun  10.  Bioconlainmeni  levels 

cells;  for  isolation  of  these  endotoxins,  some  foim 
of  cell  wall  disruption  is  necessary  before  the  end 
product  can  be  isolated. 

The  type  of  fennentation  process  depends  upon  the 
type  of  end  product  desired.  The  most  widely  used 
approaches  include  discontinuous  ("batch"), 
anaerobic  ("feed  batch"),  and  continuous  fermen- 
tation. There  is  extensive  overlap  of  the  volumes 
among  these  different  processes. 

Only  recently  has  the  technology  existed  to 
produce  militarily  significant  quantities  of  BW 
agents.  Now.  virtually  any  known  disease-causing 
agent  can  be  manufactured  in  the  laboratory,  and 
many  can  be  produced  on  an  industrial  scale.  With 
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genetic  engineering,  new  possibilities  have 
emerged,  which  could  allow  for  the  design  of  new 
pathogens,  more  virulent  strains  of  organisms,  or 
organisms  with  characteristics  tailored  to  specific 
military  requirements.  With  biotechnology  and 
genetic  engineering  advances  since  the  1970s,  it 
is  now  possible  theoretically  to  mass-produce 
lethal  natural  products  previously  available  only 
in  small,  militarily  insignificant  quantities.  With 
recombinant  DNA  technology,  for  example,  it  is 
possible  to  produce  new  organisms,  exploit  varia- 
tions on  organisms,  or  induce  organisms  to  respond 
in  new  ways,  such  as  producing  synthetic  bioregu- 
lators  or  chemical  toxins. 
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The  Varitty  and  Specifics  of  Fermentation  Processes 


In  the  discontinuous  or  "batch  "  process  a  single 
batch  of  nutrients  is  added  to  the  fermenter  The 
microorganisms  are  then  inoculated  into  the 
nutrient  substrate  in  a  process  known  as  charging 
or  seeding.  The  microorganisms  are  allowed  to 
grow  until  the  substrate  has  been  exhausted,  typi- 
cally requiring  as  little  as  two  days.  The  fermenter 
volume  is  commonly  larger  than  that  of  the  other 
processes  in  order  to  more  economically  exploit 
the  nutrients.  Anaerobic  or  "feed  batch"  fermenta- 
tion is  carried  out  in  a  batch  mode  in  the  absence 
of  oxygen.  Fresh  nutrient  is  added  periodically 
during  production  to  increase  product  yields. 
Usually  the  product  is  harvested  intermittently. 
Clostridium  botulinum,  source  of  botulinum  toxin, 
and  Bacillus  anthracis,  positive  causative  organism 
of  anthrax,  are  organisms  grown  under  ar.serobic 
fermentation  conditions. 

In  continuous  fermentation,  cells  typically  are  kept 
in  a  state  of  rapid  growth  as  the  secreted  end 
products  are  produced.  Additional  nutrients  are  fed 
into  the  fermenter  at  the  same  rate  as  the  end 
products  are  removed  so  that  conditions  remain 
nearly  constant.  This  process  increases  the  overall 
yield  because  end  product  is  produced  throughout 
the  fermentation  process.  A  significant  concern, 
however,  in  long-term  continuous  fermentation  is 
possible  contamination  by  undesirable  organisms. 
This  risk  is  minimized  by  carefully  monitoring  the 
output  and  terminating  the  process  if  contamina- 
tion is  detected. 

There  are  numerous  types  of  fermentation  vessels 
available.  A  standard  general  purpose  fermenter 
consists  of  a  cylindrical  metal  vessel  (usually 


stainless  steel)  with  a  2:1  height-to-diameter  ratio 
and  either  a  cone-shaped  or  a  sloping  bottom  to 
facilitate  emptying.  The  fermenter  also  has  a  num- 
ber of  ports  for  adding  nutrients,  removing  content 
samples,  and  inserting  control  probes.  Larger  fer- 
menters  have  integrated  steam  systems  for  cleaning 
and  sterilization.  The  tank  may  be  fitted  with  open- 
ings for  venting  or  collecting  waste  gases.  Most 
are  equipped  for  agitation  by  baffle  plates  fitted  in- 
side the  fermentation  tank  and  an  intermeshing 
motor-driven  impeller  The  general  types  offer- 
menters  include  stirred  tanks,  airlift,  chemostatic. 
cell,  immobilized  cell  (or  enzyme),  hollow-fiber, 
and  heavy-ton. 

The  stirred  tank  and  heavy-ton  vessels  have  all  the 
features  described  above.  The  heavy-ton,  however, 
are  much  larger  and  are  commonly  used  commer- 
cially for  Single  Cell  Protein  (SCP)  production — a 
microbial-based  product  used  for  animal  feeds. 
These  systems  are  well  suited  for  most  BW  agent 
production.  Airlift  systems  use  bubbling  air  from 
the  bottom  of  the  vessel  to  stir  the  broth  instead  of 
an  agitator  These  systems  would  be  well  suited  for 
fragile  organisms  but  could  not  be  used  in  anaero- 
bic fermentation.  Chemostatic  fermenters  are 
designed  to  facilitate  the  continuous  fermentation 
process.  The  cell,  immobilized  cell,  and  hollow- 
fiber  fermenters  are  designed  to  provide  a  small 
growth  surface  for  the  cells  by  physically  separat- 
ing the  cells  from  the  growth  media  while  allowing 
diffusion  of  nutrients  and  end  products  through 
membranes.  These  three  allow  greater  and  more 
efficient  yields  and  are  more  commonly  used  with 
animal  cell  systems  that  have  greater  growth  regu- 
lation requirements  than  bacterial  cells. 


Procurement  Issues 

International  attempts  to  stem  BW  proliferation 
have  focused  either  on  suppliers  (as  the  Australia 
Group  is  doing)  or  on  self-disclosures  and  declara- 
tions (under  the  Biological  and  Toxin  Weapons 
Convention  of  1972).  However,  supplier  responsi- 
bilities can  be  clouded  by  the  dual-use  nature  of  the 
equipment,  and  BW  developers  could  claim  legiti- 


mate defensive  research  activities  or  attribute  prod- 
uction accidents  to  naturally  occurring  epidemics. 

Both  the  materials  and  the  technical  skills  needed 
to  start  up  a  modest  offensive  BW  program  are 
easily  attainable  and  relatively  cheap.  In  general, 
most  organisms  needed  for  a  potential  offensive 
BW  program  are  readily  available  through  com- 
mercial repositories  that  isolate,  preserve,  and  dis- 
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tribute  cultures.  Such  repositories  can  supply 
thousands  of  differing  bacterial  cultures,  frozen 
or  freeze-dried,  including  classical  BW  agents  such 
as  anthrax  and  Clostridium  botutinum.  An  anthrax 
culture  costs  approximately  $45  from  a  US  reposi- 
tory. The  current  requirement  is  a  signed  form 
accepting  responsibility  for  the  receipt  and  attest- 
ing to  the  existence  of  adequate  facilities  and  prac- 
tices to  work  with  potentially  highly  pathogenic 
materials.  Until  very  recently,  no  other  verifica- 
tions were  necessary  to  receive  such  pathogens. 
The  United  States  initiated  the  requirement  for 
end-user  certificates  on  certain  pathogenic  organ- 
isms, but  even  this  measure  can  be  circumvented 
by  otherwise  legitimate  companies  acting  on  the 


behalf  of  BW  programs.  Starting  cultures  could 
also  be  traded,  stolen,  or  obtained  gratis  from  other 
research,  clinical,  or  veterinary  laboratories  or 
scientists.  And  finally,  any  organism  may  be  iso- 
lated from  the  environment. 

The  equipment  and  materials  needed  to  produce 
BW  agents,  likewise,  are  easily  obtained  or  can  be 
adapted  from  readily  available  items.  Virtually  any 
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type  flask  or  useful  container  can  be  sterilized  in 
an  everyday  pressure  cooker  and  used  to  grow  the 
organism.  A  20-liter  fermentcr  combined  with  a 
filling  port  can  be  obtained  from  a  home  brewing 
supplier  for  under  $50.  These  suppliers  can  also  be 
a  source  of  larger  capacity  fermenters.  Although 
there  are  specialized  complex  media  for  some  of 
the  agents  used  in  BW  programs,  most  agents 
can  be  grown  in  readily  available  materials.  This 
material  may  be  as  simple  as  augmented  animal 
feeds  or  easily  available  milk  products.  (See  table 
10  for  a  list  of  bioprocessing  equipment  suppliers.) 

Finally,  it  should  be  noted  that  advances  in  bio- 
technology have  eliminated  the  need  for  a  stock- 
pile of  BW  agents.  Proliferating  nations  only  need 
a  starter  culture  of  agent;  they  can  then  wait  until 
they  wish  to  use  biological  weapons  to  produce  the 
quantities  required.  In  contrast  to  a  CW  program, 
for  example,  there  is  no  need  in  BW  efforts  for  a 
continuing  supply  of  sizable  quantities  of  precursor 
chemicals  and  raw  materials. 

The  following  attached  tables  are  provided  for 
reference  purposes,  as  an  aid  in  determining  the 
potential  applicability  of  materials  and  equipment 
to  biological  agent  production.  A  list  of  producers 
of  equipment  with  such  potential  applications  is 
included  as  table  10. 


Table  5 

Biological  Warfare  Agents:  Examples 


Disea.w 

Causative  Agent 

Incubation 
tiiTK  (days) 

Fatalities 
(percent) 

Anthrax 

Bacillus  anthracis 

1-5 

80 

Plague 

Yersinia  Peslis 

1-3 

90 

Tularemia 

Francisella 
tutarensis 

1-10 

5-20 

Cholera 

Vibrio  cholerat 

2-5 

25-50 

Venezuelan 

equine 

encephalitis 

VEE  virus 

2-5 

<  1 

Q  fever 

Coxiella  burnetii 

12-21 

<  1 

Botulism 

Clostridium  hoiu- 
linum  toxin 

3 

30 

Staphylococcal 
enteroioxemia 
(food  poisoning) 

Staphylococcus 
enterotoxin  type  B 

1-6 

<  1 

Multiple  organ 
toxicity 

Trichothecene 
mycotoxin 

Dose  de- 
pendent 
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Table  6 

Core  List  of  Organisms  Having  Potential  BW 

Applications 


Viruses 

Chikungunya  virus 

Congo-Crimean  haemorrhagic  fever  virus 
Dengue  fever  virus 
Eastern  equine  encephalitis  virus 
Ebola  virus 
Hantaan  virus 
Junin  virus 
Lassa  fever  vims 

Lymphocytic  choriomeningitis  virus 
Machupo  virus 
Marburg  virus 
Monkey  pox  virus 
Rift  Valley  fever  virus 

Tick-borne  encephalitis  virus  (Russian  Spring- 
Summer  encephalitis  virus) 
Variola  virus 

Venequelan  equine  encephalitis  virus 
White  pox 
Yellow  fever  virus 
Japanese  encephalitis  virus 


Genetically  Modified  Microorganisms  Which 

(a)  Contain  nucleic  acid  sequences  associated  with 
pathogenicity  and  are  derived  from  organisms 
in  the  core  list. 

(b)  Contain  nucleic  acid  sequences  coding  for  any 
of  the  toxins  in  the  core  list. 

Toxins 

Botulinum  toxins 

Clostridium  perfringens  toxins 

Conotoxin 

Ricin 

Saxitoxin 

Shiga  toxin 

Staphylococcus  aureus  toxins 

Tetrodotoxin 

Verotoxin 

Microcystin  (Cyanginosin) 


Rickettsiae 

Coxiella  burnetii 
Rickettsia  quintana 
Rickettsia  prowasecki 
Rickettsia  rickettsii 

Bacteria 

Bacillus  anthracis 
Brucella  abortus 
Brucella  melitensis 
Brucella  suis 
Chlamydia  psitiaci 
Clostridium  botulinum 
Francisella  tularensis 
Pseudomonas  mallei 
Pseudomonas  pseudomallei 
Salmonella  typhi 
Shigella  dysenteriae 
Vibrio  cholerae 
Yersinia  Pestis 
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Table  7 

Animal  Pathogens  With  Potential  BW 

Applications 

African  swine  fever  virus 

Avian  influenza  virus  (only  those  of  high  pathoge- 
nicity) 

Biuetongue  virus 
Foot  and  mouth  disease  virus 
Goat  pox  virus 

Herpes  virus  (Aujeszky's  disease) 
Hog  cholera  virus 
Lyssa  virus 

Newcastle  disease  virus 
Peste  des  petits  ruminants  virus 
Porcine  enterovirus  type-9 
Rinderpest  virus 
Sheep  pox  virus 
Teschen  disease  virus 
Vesicular  stomatitis  virus 

Bacteria 

Mycoplasma  mycoides 

Genetically  Modified  Microorganisms 

Genetically  modified  microorganisms  or  genetic 
elements  that  contain  nucleic  acid  sequences  as- 
sociated with  pathogenicity  and  are  derived  from 
organisms  in  the  core  list. 


Table  8 
Warning  List 

Viruses 

Kyasanur  Forest  virus 

Louping  ill  virus 

Murray  Valley  encephalitis  virus 

Omsk  haemorrhagic  fever  virus 

Oropouche  virus 

Powassan  virus 

Rocio  virus 

St.  Louis  encephalitis  virus 

Bacteria 

Clostridium  perfringens 

Clostridium  tetani 

Enterohaemorrhagic  Escherichia  coli  serotype 

0157  and  other  verotoxin  producing  serotypes 

Legionella  pneumophila 

Yersinia  pseudotuberculosis 

Genetically  Modified  Microorganisms  Which 

Genetically  modified  microorganisms  or  genetic 
elements  that  contain  nucleic  acid  sequences  as- 
sociated with  pathogenicity  and  are  derived  from 
organisms  in  the  warning  list. 

Genetically  modified  microorganisms  or  genetic 
elements  that  contain  nucleic  acid  sequences  cod- 
ing for  any  of  the  toxins  in  the  warning  list. 

Toxins 

Abrin 

Cholera  toxin 
Tetanus  toxin 
Trichothecene  mycotoxins 
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Table  9 

General  Guidelines  for  Identifying  Dual-Use 

Biological  Equipment  and  Related  Technology 


Class  III  animal  housing 


1.  Complete  Containment  Facilities  at  P3/BL3, 
P4/BL4  Containment  Level 

Complete  containment  facilities  that  meet  the 
criteria  for  P3  or  P4  (BL3,  BU,  L3.  L4)  contain- 
ment (as  speciried  in  the  WHO  Laboratory 
Biosafety  Manual). 


2.  Fermenters 

(a)  Capacity  equal  to  or  greater  than  (300)  liters 
(L). 

(b)  Made  of  polished  stainless  steel,  borosilicate 
glass,  polished  aluminum  (or  plastic/other  non- 
corrodible  material). 
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(c)  Double  or  multiple  sealing  joints  within  the 
steam  containment  area. 

(d)  Capable  of  in  situ  sterilization  in  a  closed  state. 
3.  Centrifugal  Separators 

(a)  Flow  rate  greater  than  100  liters  per  hour. 

(b)  Components  of  polished  stainless  steel  or 
titanium. 


6.  Equipment  That  Incorporates  or  Is  Contained 
in  P3  or  P4  Containment  Housing,  Speci- 
fically 

(a)  Independently  ventilated  protective  full  or  half 
suits. 

(b)  Class  in  safety  cabinets  or  isolators  with  simi- 
lar performance  standards. 

7.  Aerosol  Inhalation  Chambers 


(c)  Double  or  multiple  sealing  joints  within  the 
steam  containment  area. 

(d)  Capable  of  in  situ  steam  sterilization  in  a 
closed  state. 

4.  Freeze  Drying  Equipment 

Steam  sterilizable  freeze  drying  equipment  with  a 
condensor  capacity  greater  than  SO  kgs  of  ice  in  24 
hours  and  less  than  1 ,000  kgs  of  ice  in  24  hours. 

5.  Cross-Flow  Filtration  Equipment 

Cross-flow  filtration  equipment  designed  for  con- 
tinuous separation  of  pathogenic  microorganisms, 
viruses,  toxins,  and  cell  cultures  without  the  propa- 
gation of  aerosols,  having  all  the  following  charac- 
teristics: 

(a)  Equal  to  or  greater  than  5  square  meters. 

(b)  Capable  of  in  situ  sterilization. 


Chambers  designed  for  aerosol  challenge  testing 
with  pathogenic  microorganisms,  viruses,  or  toxins 
and  having  a  capacity  of  I  cubic  meter  or  greater. 


Other  equipment: 

1 .  Equipment  for  the  microencapsulation  of  live 
microorganisms  and  toxins  in  the  range  of  1  to 
10  meters  particle  size,  specifically: 

(a)  Interfacial  polycondensors. 

(b)  Phase  separators. 

2.  Fermenters  of  less  than  300-liter  capacity  with 
special  emphasis  on  aggregate  orders  or  designs 
for  use  in  combined  systems. 

3.  Conventional  or  turbulent  air-flow  clean-air 
rooms  and  self-contained  fan-HEPA  filter  units 
that  may  be  used  for  P3  or  P4  (BL3,  BL4,  L3, 
L4)  containment  facilities. 
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Table  10 

Availability  Review  of  Key  Dual-Use 

Bioprocesslng  Equipment 


1.  Worldwide  manuracturers  of  fcmicnttrs 


Connrmed  Sources  (manufacturers  capable  of  producing  fcr- 
menters  of  100  liters  or  greater): 

Australia 

Group 

Manufacturer 

Australia 

B  Braun  Australia  Ply.  L4d. 

Sulzer  Australia  Pty.  Ltd. 

Austria 

Andritz  Maschinenfabrik  AG 

Belgium 

Sulzer  Belgium  SA/NV 

Canada 

Pegasus  Industrial  Specialties.  Ltd. 

Sulzer  Canada.  Inc. 

WHE  Process  Systems.  Ltd. 

Denmark 

Alfa-Uval  AS 

France 


Chemap  (made  in  Switzerland) 


Inceliech 


LSL  Biolafitte  SA 


SOi  Selric  Gente  Industriel 


Germany 


Alfa-Laval  Industrie  GmbH 


B  Braun  Diessel  Biotech  GmbH 

Chemap  GmbH  (made  in  Switzerland) 

New  Brunswick  Scientinc  GmbH  (made  in 
US) 


Sulzer-Escher  Wyss  GmbH 


Hungary 

Vegyepszer 

Italy 

Alfa-Laval  SpA 

B  Braun  Milano  SpA  (made  in  Germany) 

Japan  B  Braun  Biotech  Co..  Ud.  (made  in  Germany 

and  Malaysia) 

Marubishi  Bioengineering  Co..  Ltd. 

Mitsuwa  Rikagaku  Kogyo  Co..  Ud. 


Netherlands 


Applikon  Dependable  In.slrumenis  BV 
Sulzer  Nederland  BV 


Sweden 


Chemoferm  AB 


Elecirolux  FemKnialion 


Switzerland 


Bioengineering  AG 


Chemap  AG 


LSL  Secfroid  SA 


MBR  Bio  Reactor  AG 


United  Kingdom      B  Braun  Medical.  Ltd. 


Bioengineenng  UK.  Ud. 


Centech.  Ud. 


FT  Applikon.  Ud. 


United  Kingdom 
(continued) 


LH  Fermentation.  Ud. 


Life  Sciences  Laboratories,  Ud. 


MBR  Bio  Reactor  (UK).  Ltd. 


Sulzer  (UK).  Ud. 


Non-Australia 
Group 


Manufacturer 


Brazil 


Sulzer  do  Brasil  SA  Industria  c  Comercio 


Bulgaria  Scientific  Research  Lab  for  Instrument 

Making  and  the  Automation  of  Biological 
Experiments 


Czech  Republic 
and  Slovakia 


Kralovopolska  Stroyima 


Russia  and  the 
other  newly 
independent 
republics 


All-Union  Scienunc  Research  Design 
Institute  of  Applied  Biochemistry 

institute  of  the  Biochemistry  and  Physiology 
of  Microorganisms 

Irkutsk  Scientific  Research  Institute  of 
Chemical  Machines 

NPO  Biopribor 

NPO  Biotekhnika 

Special  Design  Bureau  for  Biological 
Instruments 


South  Korea 

Korean  Fermentor  Co. 

Unconfinned  Sources: 

Australia  Group 

Manufacturer 

Australia 

Bulkon  Australia  Pty.  Ud. 

Cawthron  Institute 

Austria 

Arge  Biotechnologie 

Raiffeisen-Bioforschung 

Vogelbusch 

Belgium 


Belgolab  SA 


Biotim  N.V. 


Elscolab  NV 


Holurieka  NV 


Microgon.  Inc. 


Canada 


Mueller  Canada,  inc. 


The  SNC  Group 


St.  Lawrence  Reactors.  Ud. 


Techncurop.  Inc. 


Wardrop  Engineering.  Inc. 
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Finland 


France 


Germany 


lieland 


G   W  Berg  &  Co..  AB 


Italy 


Rin(ekno  OY 


Benin  &  Cie 


Bignier  Schmid  LaurenI 


Biolog 


Japan 


BSL  Induslncs  SA 


CCM 


Cellier  SA 


Robio 


Coavec 


Inierwience 


Lequeux 


Pharmacia  LKB  InMrvmenls  SA 


Sonertec 


Nelherlands 


Aluminiumgies.serci  Neukoelin  Oskar 

Walienidorf  GmbH 

Allaniik  Geraeiebau  GmbH 

Bioinvest  Engineering 

Buero  Bio(echnik 

Oeuische  Meirohm  GmbH  &  Co. 


Oicvsel  GmbH  &  Co. 


Fr  Kammerer  GmbH 


Friedrich  &  Hofmann 


Hcinrich  Frings  GmbH 


Holag  Technologic  AG 


Holuneka  GmbH 


IBLGmbH 


IMA  GmbH 


Kalger  GmbH 


KC  Biological 


Krafianlangen  Heidelberg  AG 


Switzerland 


Lang  Labortechnik 


Membran-Tecknik-Hamburg 


PRG  Praaezisions-Ruehrer  GmbH 
Schuell  Labonechnik  GmbH 


A  Bioicc 


Olsa  SpA 


Oxyiek  SAS 


Vi.smara  As.sociales  SpA 


Fuji  Eleclric  Co. 


Hirayama  Manufacturing  Corp. 


Hitachi.  Ltd. 


Idemiisu  Kosan  Co. 


Kawa.<aki  Heavy  Industries 


Mitsubishi  Heavy  Industries 


Nippon  Kokaan  K.K. 


Nis.shin  Oil  Mills.  Ltd. 


Yakull  Honsha  Co..  Ltd. 


Amsterdam  Valve  &  Fitting  BV 

APV  Nederlond  BV 

Ben  Versieeg-Veetech  BV 

Contact  Flow 

Dalton  BV 


Holurieka  Holding  BV 


Lameris  Laboratorium 


Marius  Instruments 


Nelherlands  Institute  for  Dairy  Research 
Pharmacia  Ncderland  BV 


Rhone  Poulenc  Ncderland  BV 


Salm  &.  Kipp 


Vogelaar  Electronics 


Spain 

CblS  Institut  Quimico  de  Sarria 

Knoik  Instruments  SA 

Sweden 

Biolink 

Ninolab  AB 

Amicon  Division 


Arbeitsgemeinschafi  Bioenergie 


Lonza.  Ltd. 


Rosenmund  AC 


United  Kingdom      Alcon  Biotechnology.  Ltd. 


Siemens  AG 


Then  Maschinen  un  Apparatebau  GmbH 
VEB  Chemieanlagenbaukombinat 


Alfa-Laval  Engineering.  Lid. 


Anglicon  Instruments.  Ltd. 


APV  Baker 


Hungary  Mafki  Ungar.  Erdoel-und  Erdgas 

Forschunginstitul 

Magyar  Tudomanyos  Akademia 


APV  Bameiia  Rolfe.  Ltd. 


B  &  P  Biotechnology.  Ltd. 


BS  Flocor.  Lid. 


P  1  Brennan  &  Co..  Ltd. 


Catalytic  International,  Inc. 
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Uniied  Kingdom 
(cominued) 


CKarlcs  River  UK.  Ud. 


Noo-AuMnlia 
Group 


Brazil 


Chemquip,  Ud. 


Dulas  Engineering.  Ud. 


ECC  Inlcmaiional.  Ud. 


Endoironics 


Fairey  Engineering.  Ud. 


GB  Biotechnology.  Ud. 


Henfrey  Engineering 


Hickey  &  Co..  Ud. 


Imperial  Biotechnology.  Ud. 


Life  Technologies.  Inc. 


UimmuK  CrcM.  Ud. 


MacLeod  &  Miller  (Engineers).  Ud. 

Maits  Transfer  Intcmanonal    

Mailhew  Hall  Engineering.  Ud. 
National  Engineering  Laboralory 

NEBC  Developmenls 

Penrhos  Elecironici 

Pharmacia- LKB  Biochrom.  Ud. 

Roth  Scienlific  Co..  Ud. 

Schaefer  Inslfumenit.  Ud. 

SGi  (UK).  Ud. 

Techmalion.  Ud. 

TechnoGen  Sysiems.  Ud. 

Titanium  Fabricators.  Ud. 


Manufaclarer 


Biobas 


Centre  de  Technologia  Promon 


CESHMT  Com  II  Repr.  Ud.' 


Codistil 


Coperuor 


Dedini  SA 


Faculdade  de  Engenharia  Industrial 
Selal  Insialacoes  Industrias  SA 


TECHPAR 


Zanini  SA  Equipmenlos 


Czech  Republic 
and  Slovakia 


Kovodruzhstvo 


Microbiology  Institute  o(  the  Czecboslovaki* 
Academy  of  Sciences 

Yednolne  Zemyedyelske  Oruzhestvo  Rude 
Amudy 


China 


Beijing  Institute  of  Chemical  Metallurgy 
Dalian  Institute  of  Chemical  Physics 


Russia  and  the 
other  newly 
independent 
republics 

South  Korea 


All-Union  Scientiric  Research  Biotechnology 

Institute 

Uvani  Biochemical  Plant 

Shebekino  Biochemical  Plant 

Doosan  Manufacturing  Co. 


(Former) 
Yugoslavia 


Uvani  Biochemical  Plant 


Shebekino  Biochemical  Plant 


2.  Wortdwide  nutnufadurers  of  centrifugal  teparaton 
Probable  Manufacturers  of  Centrifugal  Separators 


Australia  Groop    Manufacturer 


Australia 


Austria 


Denmailc 


Fiwce 


Germany 


Beckman  Instruments  Pty.  Ud. 


Heraeus  Wien 


Westfalia  Separator  Austria  GmbH 


6V  Separation  AS 


Alfa-Laval  Separation  AS 


Alfa-Laval  SA 


Beckman 


Dupont  de  Nemours  SA 


Jouan  SA 


Alfa-Laval  Industrietechnik  GmbH 

Heraeus-Chrisi  Separationsiechnik  GmbH 

Heraeus-Sepatech  GmbH 

Kontron  Instruments  GmbH 


Italy 

Alfa-Uval  SpA 

Beckman  Analytical  SpA 

Dupont  de  Nemours  Italiana  SpA 

Japan 

Alfa  Laval  K.K. 

Nelhcriands 

Labinco  BV 

LaiTcris  Laboraiorium 

Norway 

Heigar  &  Co.  AS 

Nyegaard  &  Co.  AS 

Sweden 

Bergman  &  Beving  AB 

Switzerland  Alfa-Laval  Industriegesellschafi  AG 

Dr.  Bender  t  Dr.  Hobein  AG 

Heraeus  AC 

LSL  Secfroid  SA 

TrefTAG 
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Uniled  Kingdom      A.  R.  Horwell.  Ud. 


Alfa-Ljval  Engineering.  Lid. 


APV  Chemical  Machinery,  lid. 


Baird  &  Tallock.  Lid. 


Burkard  Scienlinc.  Ltd. 


Camlab.  Ud. 


Cenirilab 


Damon/I  EC.  Ud. 


Denley  Instruments.  Ud. 


Duponi  (UK).  Ud. 


Elte>  of  Sweden,  Ud. 


Hawksley  &  Son.i.  Ud. 


Jouan.  Ltd. 


MSE 


MSE  Scienlinc  Inslnimenis 


Nycomed.  Ud. 


Nygaard  (UK).  Ud. 


Saniedi.  Ud. 


Sinuons  of  Edinburgh.  Lid. 


V.  A.  Howe  &  Co..  Lid. 


Zeia  Engineering.  Ud. 

Other  Worldwide  Manufacturers  of  Centrifugal  Separators 

Australia  Group 

Manufacturer 

Belgium 

Sank!  Engineering.  Ud. 

Sweco  Europe  SA 

Canada 

Sarsiedi  Canada.  Inc. 

Finland 

Finn  Metric  OY 

France 


Guinard  Cenirifugalion 


Konlron 


NEN  France  Sari 


Rouvicloi  Els 


Germany 


AMKO  Lighi  Technology  Instrumenis  GmbH 

Andreas  Hellich 

Berthold  Hermie  GmbH 

Carl  Padberg  Zenirifgenbau  GmbH 

Electro-Nucleonics  Intemalional.  Ud. 

Eppendorf-Netheler-Hinz  GmbH 

Heitich-Zentrifugen 

Induslrienlagen  AG 


Wimmer  GmbH 


Ziftius-Verfahrensiechnik 


Italy 


Hewlett  Packard  Italian  SpA 


Japan 


Fuji  Filler  Manufacturing  Co..  Ud. 

Hitachi  Koki  Co..  Ltd. 

Mitsubishi  Kakoki  Kaisha.  Ud. 
Nippon  Atomic  Industry  Group  Co. 


Shinmaru  Enterprises  Corp, 

Netherlands 

Amsterdam  Valve  &  Fitting  BV 

Pijitersen  BV 

Portugal 

EInor 

Spain 

Hucoa-Erloss  SA 

Non-Australia 
Group 

Manufacturer 

Malaysia 

Juru  Rubcoil  Sdn  Bhd 

Russia                       Moscow  Production  Institute  of  the  Food 
Industry 

All-Union  Scienlinc  Research  and 
Experimental  Design  Institute  of  the  Food 

Machine  Building  Industry 

Soulh  Korea            Han  Seong  Machinery  Manufacturing  Co. 
Korea  Storage  Battery  Co. 


Taiwan 


Best  way  Corp. 


Chang  Jung  Business  Company.  Ud. 
Sui  Sheng  Refrigeration  Engineering  Co. 
Yau  Yuan  Industrial  Machinery  Co. 


Ukraine 


Kharkov  Institute  of  Mechanization  and 
Electrincalion  of  Agncuhure 


Other  Countries 


Both  Israel  and  the  Republic  of  South  Africa  pos.sess  the  techno- 
logical know-how.  industrial  capability,  and  supporting  infras- 
tructure to  produce  the  most  advanced  centrifuges.  India.  Brazil, 
and  Pakistan  are  also  potential  producers. 

3.  Worldwide  manufacturers  of  freeze  dryers 

Confirmed  Sources  (manufacturers  capable  of  producing 
units  over  1,000  liters  per  batch  capacity): ' 


AG  Countries 


Manufactitnr 


Rnland 


Finn-Acqua  Corp.  (owned  by  AMSCO) 


France 


Cellier 


CIRP/Serail 


Usifroid  S.  A. 


Germany Leybold-Heraeus  GmbH  (owned  by  AMSCO) 

United  Kingdom      Edwards  High  Vacuum  Intl.  (British  Oxygen) 
(owned  by  AMSCO) 
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Non-Australia  Group 


None  Idc  nil  Tied 

Unconnrmnl  Sourcti 

AG  Counliia 

Manufacturer 

Austria 

Labin 

Reichcn-Jung 

Denmark 

Alias  (manuractures  automated  tray  loading 
freere  dryers  for  the  food  industry) 

France 


Biolantie 


Froilabo  Biomedical 


Group  S.  C.  D. 


Heraeus 


Hibbon  Inll. 


Rua  Insirumcnis 


Germany 

Alb.  Klein  GmbH 

Martin  Christ  GmbH  &  Co..  KG. 

Polimcx 

lUly 

Edvards  Alto  Vuolo 

Japan 

Osaka  Gas 

Netherlands 

Grenco  BV 

Portugal 

CasscI  Indusirias 

Spain 

Telstar  S.  A. 

Switzerland 

Salvis 

United  Kingdom 

Tech 

Non-Australia 
Group 

Manufacturer 

India 


Aircons  Pvi..  Ud. 


Coil  Company.  Ltd. 


Ice-King  Refrigeralion  Engineering 
Ice  A  Diesel  Engineering  Works 


Super  Refrigeration.  Ud. 

Israel 

Polipach.  Ltd. 

Malaysia 

Juru  Rubcoil  Sdn  Bhd 

Poland 

Polimex-Cekop 

China 

Changchun  Pneumatic  ComponcnLs 

Singapore 


Associated  Instrument  Mfg.  (S).  Ltd. 
DSL.  Sinko 


Taiwan 


Russia  and  the 
other  newly 
independent 
republics 


Bestway  Corp. 


Chang  Jung  Business  Co.,  Ltd.. 


Fu  Sheng  Ind  Co..  Ltd. 


Sui  Sheng  Refrigeration  Eng.  Co. 

Yau  Yuan  Ind  Machinery  Co..  Ud. 

Insiiiuie  of  the  Problems  of  Cryobiology  and 
Cryomedicine. 


4.  Aerosol  generators  specially  designed  to  disseminate  live 
microorganisms  or  spores 

These  items  may  not  be  commercially  available,  although  aerosol 
generators  commonly  u.sed  in  ihc  agriculture  industry  lo  dis- 
seminate biological  and  chemical  pesticides  may  be  capable  of 
disseminating  BW  agents. 

5.  Equipment  for  the  microencapsulation  of  live  micro- 
organisms  

Equipment  used  for  microencapsulation  of  live  microorganisms  is 
available  worldwide.  Although  the  process  known  as  coacerva- 
tion  was  patented  over  .^0  years  ago.  certain  specialized  equip- 
ment and  technical  know-how  appear  lo  be  the  mosi  critical 
aspects  of  this  item. 

6.  Biohazard  containment  equipment,  as  follows:  (a)  complete 
BL-3  or  BL-4  level  laboratory  facilities,  (b)  equipment  or 
components  intended  for  the  constnictiiMi  of  such  facilities 
Equipment  as  described  in  this  item  is  available  within  and  out- 
side Ihc  AG  countries,  including  sources  in  China  and  Taiwan. 
Foreign  manufacturers  of  this  equipment  include: 


7.  Detection  or  assay  systems  for  biological  agents  or  toxins, 
capable  of  detecting  concentrations  less  than  one  part  per 

million  In  air 

Ba.scd  on  published  information,  ihe  German  mullinaiional  firm 
Draeger  Akriingesellschafi  appears  lo  be  Ihe  only  manufacturer 

of  this  item.  Draeger  is  considered  a  world  leader  in  the  produc- 
tion of  sensitive  devices  for  monitoring  toxic  substances.  In  addi- 
tion to  ils  Luebeckbased  firm.  Draeger  ha.s  production  and 
distribution  facilities  located  throughout  Ihe  world,  including  dis- 
tribution facilities  in  Toronto.  Canada,  and  Pillsburgh. 
Pennsylvania. 

8.  Complex  media  for  the  growth  of  microorganisms  In 
Class  i  or  Class  4,  In  quantities  greater  than  100  kilograms, 

specially  brain/heart  Infusion  media  

The  material  described  in  this  item  typically  consists  of  a  base  of 
soybean  milk  or  dry  milk  casein  powder  infused  with  a  broth  of 
the  organs  from  animals  Russia  and  the  other  newly  independent 
republics  and  Cuba  possess  Ihe  technology  lo  commercially 
produce  such  media,  which  is  also  available  from  Germany  and 
the  United  Kingdom. 


Reverse  Blank 
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A  Glossary  of  Terms 


Acetylcholinesterase 

An  enzyme  that  hydrolyzes  the  neurotransmitter 
acetylcholine.  The  action  of  this  enzyme  is  in- 
hibited by  nerve  agents. 

Aerosol 

A  suspension  of  small,  finely  divided  particles, 
either  liquid  or  solid,  in  a  gas;  for  example,  fog  or 
smoke. 

Antibody 

A  protein  made  by  vertebrates  as  the  immune 
response  to  a  foreign  macromolecule,  or  antigen. 

Atropine 

A  compound  used  as  an  antidote  for  nerve  agents. 
It  is  used  medically  in  its  sulfate  form  to  inhibit 
the  actions  of  acetylcholine  in  the  parasympathetic 
nervous  system. 

BL/P  levels 

There  are  four  biosafety  levels  (BLs)  that  conform 
to  specified  conditions;  these  conditions  consist  of 
a  combination  of  laboratory  practices  and  tech- 
niques, safety  equipment,  and  laboratory  facilities 
appropriate  for  the  operations  performed  and  the 
hazard  posed  by  the  infectious  agents.  Formerly 
described  as  "physical  containment  (P)"  levels. 

Binary  munition 

A  chemical  munition  divided  into  two  sections, 
each  containing  precursor  chemicals  that  combine 
and  react  during  flight,  releasing  a  chemical  agent 
upon  impact. 

Biological  warfare 

The  use,  for  miUtary  or  terrorist  purposes,  of  living 
organisms  or  material  derived  from  them,  which 
are  intended  to  cause  death  or  incapacitation  in 
man,  animals,  or  plants. 


Bioregulators 

Biochemicals  that  regulate  physiological  functions 
and  are  produced  naturally  in  the  body;  in  inap- 
propriate concentrations,  however,  they  can  cause 
harmful  effects. 

Biotechnology 

Applied  biological  science;  for  example,  genetic 
engineering  and  biofermentation  processes. 

Blister  agent 

A  chemical  agent  that  can  cause  blistering  of  the 
skin  and  extreme  irritation  of  the  eyes  and  lungs; 
although  primarily  an  incapacitant,  it  can  cause 
death  in  large  doses.  Examples  are  sulfur  mustard, 
nitrogen  mustard,  and  lewisite. 

Blood  agent 

A  chemical  agent  that  acts  on  hemoglobin  in  blood 
cells,  thus  preventing  oxygen  from  reaching  cells. 
Examples  are  hydrogen  cyanide  and  cyanogen 
chloride. 

Chemical  warfare 

The  military  use  of  toxic  substances  such  that  their 
chemical  effects  on  exposed  i>ersonnel  result  in  in- 
capacitation or  death. 

Choking  agent 

A  chemical  agent  that  is  typically  a  nonpersistent, 
heavy  gas.  It  irritates  the  eyes  and  throat  and, 
when  inhaled,  can  lead  to  pulmonary  edema, 
resulting  in  death  from  lack  of  oxygen.  Examples 
are  chlorine  and  phosgene. 

Culture 

A  population  of  microorganisms  grown  in  a 
medium.  >' 
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Cutaneous 

Pertaining  to  the  skin. 

DNA 

Deoxyribonucleic  acid:  the  genetic  material  of  all 
organisms  and  viruses  (except  for  a  small  class  of 
RNA-containing  viruses)  that  code  for  structures 
and  materials  used  in  normal  metabolism. 

Electrophoresis 

A  technique  that  separates  molecules  based  on  size 

and/or  charge. 

Endogenous 

Produced  or  originating  from  within. 

Endotoxin 

A  toxin  produced  in  an  organism  and  liberated 
after  disruption  of  the  cell  wall. 

Enterotoxins 

Toxins  of  bacterial  origin  specific  for  cells  of  the 
intestine. 

Enzyme 

A  protein  formed  by  living  cells  which  acts  as  a 
catalyst  on  physiological  chemical  processes. 

Exogenous 

Produced  or  originating  from  without. 

Exotoxin 

A  toxin  excreted  by  a  microorganism  into  the  sur- 
rounding medium. 

G-series  nerve  agents 

Chemical  agents  of  moderate  to  high  toxicity  deve- 
loped in  the  1930s  that  act  by  inhibiting  a  key  ner- 
vous system  enzyme.  Examples  are  tabun  (GA), 
sarin  (GB),  soman  (GD),  and  GF. 

Genetic  engineering 

The  directed  alteration  or  manipulation  of  genetic 
material. 

Hemoglobin 

The  constituent  of  red  blood  cells  that  carries  oxy- 
gen and  gives  them  their  color. 


Infectious 

Capable  of  producing  disease  in  a  susceptible  host. 

LD» 

The  dose  (LD  is  lethal  dose)  that  will  kill  50  per- 
cent of  the  exposed  population. 

Medium 

A  substance  used  to  provide  nutrients  for  the 
growth  and  multiplication  of  microorganisms. 

Microorganism 

Any  organism  of  microscopic  dimensions. 

Monoclonal  antibody 

A  single,  pure  antibody;  made  from  hybridoma 
cells. 

Nerve  agent 

A  chemical  agent  that  acts  by  disrupting  the 
normal  functioning  of  the  nervous  system. 

Nonlethal  agents 

Chemical  agents  that  can  incapacitate  but  which, 
by  themselves,  are  not  intended  to  cause  death. 
Examples  are  tear  gas,  vomiting  agents,  and 
psychochemicals  such  as  BZ  and  LSD. 

Organophosphorus  compound 

A  compound,  containing  phosphorus  and  carbon, 
whose  physiological  effects  include  inhibition  of 
cholinesterase;  many  pesticides  and  virtually  all 
nerve  agents  are  organophosphorus  compounds. 

Pathogen 

Any  agent  capable  of  producing  disease,  although 
usually  applied  to  living  agents. 

Percutaneous 

Through  the  skin;  when  applied  to  chemical 
agents,  refers  to  route  of  entry  into  the  body. 

Persistence 

A  measure  of  the  duration  for  which  a  chemical 
agent  is  effective.  This  property  is  relative, 
however,  and  varies  by  agent,  by  method  of  dis- 
semination, and  by  environmental  conditions  such 
as  weather  and  terrain. 
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Precursor 

A  chemical  that  can  be  chemically  combined  with 
another  substance  to  form  a  chemical  warfare 
agent.  Most  precursors  controlled  through  interna- 
tional efforts  have  commercial  uses  as  well. 

Psychochemical  agent 

An  agent  that  incapacitates  by  distorting  the  per- 
ceptions and  cognitive  processes  of  the  victim. 

Pulmonary  edema 

The  excessive  accumulation  of  fluid  in  lung  tissue. 

Recombinant  DNA  (rDNA) 
DNA  prepared  in  the  laboratory  by  splitting  and 
splicing  DNA  from  different  species,  with  the 
resulting  recombinant  DNA  having  different 
properties  than  the  original. 

Restriction  enzyme 

An  enzyme  that  splits  DNA  at  a  specific  sequence. 

Riot  control  agents 

Substances,  usually  having  temporary  effects,  that 
are  used  typically  by  governmental  authorities  for 
law  enforcement  purposes. 

Toxicity 

A  measure  of  the  harmful  effect  produced  by  a 
given  substance  on  a  living  organism. 


Toxins 

Poisonous  substances  produced  by  living 
organisms. 


Toxoid  N 

A  toxin  biologically  inactivated  by  chemical  or 
physical  means,  usually  for  vaccine  production 
purposes.  Because  a  prerequisite  for  toxoid  genera- 
tion is  toxin  production,  the  technology  involved 
has  applicability  to  BW. 

\ 

V-series  nerve  agents 

A  class  of  chemical  agents  developed  in  the  1950s 
that  act  by  inhibiting  a  key  nervous  system  en- 
zyme. They  are  generally  persistent  and  have  a 
moderate  to  high  toxicity.  Examples  are  VE,  VG, 
VM,  VS,  and  VX. 

Vaccine 

A  substance  administered  to  induce  immunity  in 
the  recipient. 

Vesicant 

A  blistering  agent. 

Virulence 

The  capacity  of  a  microorganism  to  produce  dis- 
ease. 

Virus 

A  submicroscopic  infectious  agent  that  is  charac- 
terized by  a  total  dependence  on  living  cells  for 
reproduction  and  that  lacks  independent 
metabolism. 

Volatility 

A  measure  of  how  readily  a  liquid  will  vaporize. 
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CERTIFICATE  OF  INCORPORATION 

OP 

AUM  USA  COMPANY,  LIMITED 

Under  Section  402  of  the 
Not-for-Profit  Corporation  Law 

The  undersigned,  being  at  least  eighteen  (18)  years  of 
age,  for  the  purpose  of  forming  a  corporation  pursuant  to  the 
Not-for-Profit  Corporation  Law  of  the  State  of  New  York,  hereby 
certifies: 

FIRST:   The  name  of  the  corporation  shall  be  "AUM  USA 
COMPANY,  LIMITED." 

SECOND:   The  corporation  is  a  corporation  as  defined  in 
subparagraph  (a)  (5)  of  Section  102  of  the  Not-for-Profit 
Corporation  Law. 

THIRD:   The  purposes  for  which  the  corporation  is  to  be 

formed  are  as  follows: 

The  purposes  for  which  the  corporation 
is  formed  are  to  foster  spiritual 
development  through  the  study  and 
practice  of  eastern  philosophy  and 
religion;  to  encourage  means  for 
extending  awareness,  such  as  meditation, 
seminars  and  workshops,  to  offer 
nutritional  information  and  exercises 
which  will  further  the  development  of 
spiritual  well-being;  and  to  do  and 
perform  any  and  everything  which  may  be 
necessary,  advisable  and  suitable  for 
the  purpose  of  carrying  out  the  objects 
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heretofore  expressed  and  to  exercise  all 
implied  powers  and  rights,  which  the 
corporation  may  possess;  all  within  the 
meaning  of  Section  501(c)(3)  of  the 
Internal  Revenue  Code  of  1954,  as  the 
same  may  be  amended  from  time  to  time, 
to  accept,  hold,  invest,  reinvest  and 
administer  any  gifts,  bequests,  devises, 
benefits  of  trusts  and  property  of  any 
sort,  without  limitation  as  to  the 
amount  of  value;  and  to  use,  disburse, 
donate  and  make  a  gift  of  the  income  or 
principal  thereof  for  charitable 
purposes  and  to  give,  convey  or  assign 
any  of  its  property  outright,  or  upon 
lawful  terms  regarding  the  use  thereof, 
to  other  orgemizations  and  private 
individuals,  provided  that  such  other 
organizations  be  organized  and  operated 
for  purposes  as  set  forth  within  the 
meaning  of  Section  501(c)(3)  of  the 
Internal  Revenue  Code  of  1954,  as  the 
scune  may  be  amended  from  time  to  time. 

To  the  extent  permitted  by  law,  to 
exercise  its  rights,  powers  and 
privileges,  to  hold  meetings  of  its 
Board  of  Directors,  to  have  one  or  more 
offices,  and  to  keep  the  books  of  the 
corporation,  in  any  part  of  the  world. 

To  acquire,  lease,  construct,  own, 
operate  and  maintain  any  buildings  and 
premises  which  may  be  necessary  to  carry 
out  the  purposes  hereineJsove  set  forth. 

To  acquire  the  assets  of  other  similar 
not-for-profit  corporations,  whether  by 
purchase,  gift,  merger,  consolidation  or 
otherwise. 

To  solicit,  accept,  receive,  hold, 
borrow,  contribute,  donate  and  expend 
contributions,  gifts  and  grants  of  every 
sort  for  the  purposes  of  the 
corporation. 
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To  hold,  invest,  reinvest  and  administer 
the  corporation's  property  of  every  kind 
and  description  including  but  not 
limited  to  its  funds,  and  to  use,  apply, 
expend,  disburse,  grant  and  contribute 
the  saone  for  the  purposes  of  the 
corporation. 

The  corporation  shall  not  operate  for 
pecuniary  profit  or  financial  gain  and 
no  part  of  the  property  (including 
income)  of  the  corporation  shall  be 
diverted  in  any  manner  directly  or 
indirectly,  or  otherwise  inure  to  the 
benefit  of  any  member,  trustee,  officer 
of  the  corporation  or  any  private 
individuals,  except  to  the  extent 
permitted  under  the  Not-for-Prof it 
Corporation  Law. 

Along,  or  in  cooperation  with  other 
persons  or  organizations,  to  do  any  and 
all  lawful  acts  and  things  which  may  be 
necessary,  useful,  suitable  or  proper 
for  the  furtherance,  accomplishment  or 
attainment  of  any  or  all  of  the  purposes 
of  the  corporation. 

To  perform  any  acts,  including  the 
raising  of  funds,  necessary  or 
incidental  to  the  carrying  out  of  any  of 
the  purposes  hereinabove  set  forth. 
Nothing  herein  shall  authorize  the 
corporation  to  engage  in  the  practice  of 
the  profession  of  medicine  or  any  other 
profession  required  to  be  licensed  by 
Title  VIII  of  the  Education  Law. 
Nothing  herein  shall  authorize  the 
corporation  to  use  the  terms  psychology, 
psychological,  psychologist  or  certified 
social  worker  in  connection  with  the 
services  of  the  corporation. 

To  do  any  other  act  or  thing  incidental 
to  or  connected  with  the  foregoing 
purposes  or  in  advancement  thereof,  but 
not  for  the  pecuniary  profit  or 
financial  gain  of  its  members,  directors 
or  officers,  nor  will  any  part  of  the 
net  earnings  of  the  corporation  inure  to 
the  benefit  of  or  be  distributable  to 
its  members,  trustees,  officers  or  other 
private  persons,  except  as  permitted 
under  Article  5  of  the  Not-for-Prof it 
Corporation  Law. 
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FOURTH:  The  corporation  is  a  Type  B  corporation  as 
defined  in  Section  201  of  the  Not-for-Prof it  Corporation  Law. 

FIFTH:    The  principal  office  of  the  corporation  shall 
be  located  in  the  County  of  New  York,  State  of  New  York. 

SIXTH:    The  Secretary  of  State  is  hereby  designated 
as  agent  of  the  corporation  upon  whom  process  against  it  may  be 
served.   The  post  office  address  to  which  the  Secretary  of  State 
shall  mail  a  copy  of  any  process  against  the  corporation  served 
upon  him  is:   Fumihiro  Joyu,  53  Crosby  Street,  4th  Floor,  New 
York,  New  York  10012. 

SEVENTH:  The  names  and  addresses  of  the  persons  who 
shall  serve  as  the  initial  Directors  of  the  corporation,  until 
the  first  annual  meeting  of  the  Board  of  Directors  are: 

Name  Address 

Fiimihiro  Joyu  53  Crosby  Street,  4th  Floor, 

New  York,  New  York  10012 

Mayvirai   Yamato  53   Crosby   Street,    4th  Floor, 

New  York,  New  York  10012 

Yoshitaka  Aoki  53  Crosby  Street,  4th  Floor, 

New  York,  New  York  10012 

EIGHTH:    This  corporation  shall  have  no  members. 
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IN  WITNESS  WHEREOF,  I  have  signed  my  name  and  affirm 
that  the  statements  made  herein  are  true  under  the  penalties  of 
perjury,  thisl(f "day  of  December,  1987. 


ELA-ihe  S.  Ackei^man 
/lo   Fink,  Weinberger,  Fredman 

>rman  &  Lowell,  P.C. 
551  Fifth  Avenue 
New  York,  New  York  10176 
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APPLICATION  FOR  JUDICIAL  APPROVAL 

OF 
AUM  USA  COMPANY,  LIMITED 


SUM  S.  CSTFu^iil 


I, 


,  a  Justice  of 


the  Supreme  Court  of  the  State  of  New  York  of  the  First  Judicial 
District,  in  which  the  office  of  the  corporation  is  to  be 
located,  do  hereby  approve  the  foregoing  Certificate  of 
Incorporation  of  and  consent  that  the  same  be  filed. 


Dated:    ^v\^^e-C^*  /  ,  198  iir 
New  York,  New  York 


U?c.3t,\1?1 


Justice  of  the/Stipreme'  Court 


------  V?  i.T.7  Y0?,:< 


1.1  ui\' 
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Charities  Registration  Statement  <^^\\1 


TMIS  FORM  IS  BBNQ  RLED  WITH  (dieck  •pfxopriato  boxin): 


•<\' 


/ 


□  OFFICE  OF  THE  ATTORNEY  GENEFUL   /fTipFFlCE  OF  CHARITIES  REGISTRATION 
CHARITIES  BUREAU  vLJ/my^  nFPARTMFNT  OF  STATE 


120  Broadway 
N««Y<xk.  NY    10271 


NYS  DEPARTMENT  OF  STATE 
102  Washington  Awnu*  t 

Aliany.  NY    12231  ^A 


,rt' 


jCii 


Senate  Pennaneirt  Subcommittee 

on  Investigations 

Sh. 


'OWBff=#wipnmr                 1 

OAflBBCU 

AMOUNr 

CA8H0K.  • 

neo  NO 

OATIACCT 

OtAWiNtO  9V 

INSTRUCTIONS  -  Type  or  print  In  Ink  the  answers  to  all  items  applicable  to  the  chafitable  organization.    This  torm  needs  to  be  filed  with  the 
Office  of  the  Attorney  General  It  the  organization  Is  a  New  York  charitable  organlzalkin  or  holds  propertY  or  does  business  in  New  York  for 
charltaole  purposes.    This  form  needs  to  be  filed  with  the  Office  of  Chanties  Regtstratton  If  the  organization  solicits  contributions  in  excess  of 
$25,000  or  pays  anyone  for  fund  raising  services.   If  both  sets  of  circumstances  exist,  the  organization  must  file  with  both  offices. 


OnOAMIIATK)*^  NAMfl 


Awn  U-S-A     Ca, Ltd. 


1  PnNCIPAl.  STRCTTAOOnCSS 


SEc^i-     i^8Hi  S-V.   »ZE  fZnH  FLoor^,  N^w  YohL,   N-Y-      I0OI7 


Nev^J  Yoi-K 


New  Yol-lc 


STATE  ap  cooe 

New  Yohlc  1&017 


X  MAHJNO  AOORfcSf  (IF  NOT  SAME  AS  3.  A»OVC) 


«.  W»lMCtP«*.  NCW  YORK  STATE  AOOAC3S  (IF  NOT  SAUE  A8  J.  AaOVQ 


S  AQOflESS  WKP»€  B00iOmEC0«09  AHE  KEPT  (IF  NOT  SAME  AS  2,  ABOVE) 


A  US  r  AIL  HAiiES  UKWB  WKCM  OWOAHIZATIO**  SOUCITS 

AuM  u-S-A    Co.,  Ltd  - 


;  oATTiMe  TCLepHONE  NUMscn 


(MOMTH  /  OAtl 


V^g 


ft  OATg  AM)  STATH  n  WMtCM  iNCOflPORATED  00  ESTAeLISMED 


iVg//y«7 


V'^/iqgg 


1^8  //y97 


Has  tfia  organization  «v»f  b««n  registered  with  the  NYS  Office  of  ttie  Attorney  General  or  the  Office  of  Charities  Registration?       ,   ,   .    i — -\  yp-_,  I — |  ^.^ 
•It  YES.  speofy:  ^  '— ' 


paioH  atoMTmnoH  muwbeb 


WMEOf  QRaWtZATCNnFHOTTHESAMEASITEMl    ABOVR 


B  ATTORNEY  GENERAL                OV-/i<,/  1 
CHARmeS  REGISTFIATION  


13  HAMg  PBO*eMK3MAl.  F\jr«J  (UtSERS  (P»n).  n#«  fUlSlNa  C01J»«EL3  (FWC)  AWO  COMMERCtAl.  CO-VCKTUnCBS  (COO  WHO  AflC  ACTING  Ofl  HAVE  AOREEO  TO  ACT  ON  BEHAIJ  OF  TH€ 

onoAMZAnoN  AM3  coKnvMTT  psaoo 


-n/a.. 


CQWTRACrP£RlQQ 


Has  the  orgar>(zatlon  applied  for  or  been  granted  tax  sxemplion  by  the  U.S.  IRS7 
*l(  YES.  anter  federal  tdentHlcatlon  number  or  date  o(  applicalfon: 


□  YES-  [3  NO 


Mas  tax  sxsmptlon  ever  been  denied/canoe  Red  7 
*tf  YES.  name  agency  and  date  o<  derM: 


□  YES-  QnO 


005*10  («•*  r/»i) 


.>r7^ 
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t«  Of  tcmec  "un^otat  o^  onoAMZATiOM 


T>ie  purfosrt  |«t-  vyh;ch  the  CDt-poi-"i;on   i<;    formed   ore  +o  -^osicl     Spirj-fuol  ckvelopiineiri-   HiHoujn  flit 
Stu<Jy  ««J    p««.-»;ce  of-  ec6>ei-n  ph;|oSophy  oni  re|,^on   t^  enCBoca^t  nieons  jot-  fenfendlnj  nwnarenCVj , 
SuO)  '"^^  m«d;t<<+;on,  sam;narS  ,  classes  ,  wot-^sWopS  ,  to  0^«l-  nutci+tonol  -.nfonnation  orx]  eAehC"i$eS  *''i<-li 
,v;ll  -fut-thet-   -Hie  cWvelopmeni  of-  Spii-Huol    Wfcll-Wcln'j  • 


'    MSCrWE  «»OOiMMI«  ^0«  WMICM  COMTWBUTIOH8  AMf  90l  >CntO 


OpetoVm^    expenses 


■■  Litf  OMcCTont  cVncens  rnusTECS  amd  orncunjs  m  chmvp  6*  ovcnAU.  uAfMOEwtKr.  »<cturMNO  thosc  w*<>  sion  rcpoais  su«HirTK>  to  t>W  kmw~ 


.Oii.iiw.Q Mftl-.&motc. 

Fum  ;hlM3 rt>yu 

..rc».h;./.AS.u.....Quchi 


.SAni« ...ai.  Z ■  hborf*. 

..SftmK,...as...z.r_.jAtefty* 


mji 


-..Ens.9.i.i<!.n+/..ii;r.ccj:cb. 

_5SK,.r«iflj;;'_./.t/:JrfcC;±*Jr:. 


Ttl»iwc»wr» 

.One..y,eAt 

OnfiyCAC 

.Qne-ygftr      , 


It  UTT  CHA^em.  BIVIMCHC9  AMO  A^HJATII  THAT  SHAAC  M  COMTRMUTO**  OA  OThCR  nCVfMUCt  HMCV)  M  MfW  YORK  STMI 


30   tJ*r  »4AUe.AOOAe3SA>40  ACCOUNT  NUMSenS^n  ALL  BAMK  ACCOUWTS  UAMTAIMCO  BV  T»<  OAOAMZATION 


Pflirtft B<i.nK  ...Trus£.....Cainfftny 


75r...Ko.tk.C:tft.l.lfth..P]A?.oi.,..Mew..':f(/lr:k...  5;.0<»O.S>5.._ 

ki::i:-...ificii-.Mfci....._ 


A)  la  the  offlanizatton  •utSorlzmJ  by  »ny  other  governmant  aulhoriry  to  sollcHconBibutions' I     1  YES*  [^  NC 

B)  Has  lty«  organization  or  any  of  it)  otflcers.  directofs.  exQctittve  p«r3orvie(  or  truslses  ever  been  en}otr>ed  by  any  court  from 

sdidting  contiibutjcns  or  be«n  fourxJ  to  have  engaged  in  unlav^ul  practJces  in  connection  with  the  soficitalion  or  adnrinistfation  I      I  vcc-  i    H  wr\ 

of  charrtabl.  assets? LJ  ^^^    M  '^^ 

O  Has  the  organlza don's  regivtraUon  or  Acense  been  suspended  by  any  government  agency? YES*  [•j  NO 

*lt  YES  to  A.  B  or  C.  attach  a  comp>e1e  stalameni  of  detaOs. 


VERIFICATION    -  We.  the  registrants,  verity  under  penalty  ol  perjury,  that  the  information  furnished  in  this  statement  is  true  aryJ 
correct  to  the  best  of  our  krtowledge  and  belief 

X 7ZZZ:^ZZ^^^^21 'Jr^'A.'.u'^v- S/2i//y9S 

■  o/o'yutaaU^n  T7U»  Oar* 


Si^nm^tm  ol  Pmatd^nl  otJotttv  «i/ne/tt*tf  olflcm  o/eiyai 


t>gf>**^»  ol  Cftlmf  PHcml  Otlle*t     / 


Tm 


I     >-tf  W^SLViVl^l^ 


^/2i//7yi 


ENCLOSE  APPROPRIATE  DOCUMENTS: 
Cartiflcala  of  Incorporation.  By-Lawa  or  other  organizational  documtints  and  amandmants 
Cartlflcate  of  Aulhorlly,  If  a  Foreign  Corporation 
Fadarat  990t  or  Audited  Financial  Statements' 
Latter  of  Tax  Exemption 

For  raglalratlon  with  iha  Deparlmant  of  Stale's  Office  of  Charities  Registration,  encloaa  a  ona-tlme  $25  fee  (check  or  money  order 
made  payable  to  the  Department  of  State);    no  fee  Is  required  for  raglstratlon  with  the  Office  of  the  Attorney  General. 


'If  (•gm»(mg  with  \t*9  DOS  OHte*  of  Chaxiwi  nagistiMWi.  mtmtt  •  copy  o'  l*d*r»l  finS)  Form  090.  »ud>l*d  llncncMl  il«i«m*nl  or  olh**  KnancMl  itAlvfnani  le>  lh«  lai*>|  focal  y*ai. 
II  ■•or*i»r»«g  onlh  m*  Altomvy  Qmnmrnt.  mtctos*  IA«  <al«sl  SSO  or  MO  P^  (M  pr»f«itM)).  e«  Mh*r  HriAncWI  '•pot 
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1^17^1   /I       International  Tesia  Society.  Inc. 

1  IjlLTlji-fc         DO  n„,  'AV, 


PO.  Box  5636 

Colorado  Springj.  CO  80931 

Unlttd  States  of  America 


Stnate  Peiminent  SubcommittM 
on  Innstigations 


(719)  475-0918 


Welcome  to  the  International  Tesla  Society! 

By  joining  the  International  Tesla  Society  you  have  become  a  member  of  an 
organization  dedicated  to  bringing  long  deserved  recognition  to  Nikola  Tesla  and 
his  many  inventions. 

As  a  member,  you  will  receive  the  Society's  official  quarterly  magazine, 
Extraordinary  Science.  You  will  also  receive  our  quarterly  members  only 
newsletter.  After  Hours — an  inside  summary  of  International  Tesla  Society 
activities.  We'll  be  telling  you  about  upcoming  articles,  speakers,  conferences,  and 
all  sorts  of  other  interesting  membership  news. 

As  a  member,  you  are  eligible  for  discounts  on  our  science  conferences  and  other 
limited  activities.  You  are  entitled  to  a  10  per  cent  discount  on  any  books  ordered 
through  our  museum  bookstore's  mail  order  outlet.  Our  toll  free  order  hotline  for 
books  or  conference  registrations  number  is  (800)  397-0137. 

Your  support  of  the  goals  of  the  International  Tesla  Society  is  deeply  appreciated 
and  never  taken  for  granted.  It  will  help  bring  recognition  to  many  of  the  ideas 
Nikola  Tesla  pioneered. 

I  am  looking  forward  to  serving  you  and  will  strive  to  insure  that  our  association 
will  be  a  long  one. 

With  Warmest  Regards, 


Jf.W.  M  cGinnis 

President 

International  Tesla  Society,  Inc. 
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Senate  Permanent  Subcommittee 
on  Investigations 


The  moment  I  attained  enlightenment  I  was  able  to  understand  what 
Buddha  Sakyamuni  really  wanted  to  convey.  This  great  teacher  left 
a  concrete  method  of  practice  with  which  anybody  could  attain 
enlightenment.  Unfortunately,  no  one  was  able  to  understand  it. 
Now,  I  understand  it.  I  must  be  the  only  one  in  the  world.  Since  this 
has  come  to  pass,  I  will  present  his  system  called  the  Origination  of 
the  Twelve  Conditions  anew  to  the  world,  and  I  will  spread  the  toje 
meaning  .of  this  teaching . . .' 


The  True  Viaor,  Buddha  Sakyamuni, 
was  truly  a  great  being.  He  attained 
enlightenment  after  many  years  of 
ascetic  practices.  His  noble  teachings  have 
survived  a  great  span  of  time,  been  handed 
down  to  the  present  generation,  and  now 
give  spiritual  support  to  many  people.  We 
should  not,  however,  regard  his  enlighten- 
ment as  something  special  because  anyone 
can  attain  enlightenment.  Anyone  who  prac- 
tices the  path  can  reach  the  state  of  absolute 
freedom  and  bliss.  Enli^tenmem  has  been 
considered  difficult  because  a  specific 
method  of  practice  has  not  been  known. 

I  myself  thought  enlightenment  was 
merely  a  wild  dream.  Nevertheless  I  had  a 
strong  desire  to  experience  it.  This  is 
because  my  life  was  nothing  but  suffering  in 
those  days.  I  thought,  "the  only  way  to  get 
out  of  this  suffering  is  to  attain  enlighten- 
ment." I  threw  away  everything  and  phanged 
into  the  practice.  There  was  no  one  to  guide 
me.  My  path  was  indeed  trial  after  trial  and 
error  after  error. 

After  a  long  and  arduous  eight  years  of 
practice,  I  finally  attained  eiUightenment.  At 
the  same  lime  I  was  shocked.  1  discovered 
that  Buddha  Sakyamuni  bad  revealed  a  path 
to  enlightenment  for  future  practitioners.  It 
was  called  "the  Origination  of  the  Twelve 
Conditions."  Many  of  you  may  have  heard  of 
this  leaching  for  it  is  quite  famous.  It  is  the 
central  teaching  of  the  Agama  Sutras,  which 


the  leading  disciples  of  Buddha  Sakyamimi 
compiled  shortly  after  the  Buddha  died  and 
entered  Parinirvana.  These  suiras  (scriptures) 
are  therefore  considered  the  most  faithful  ren- 
dition of  the  original  teachings  of  Buddha 
Sakyamur^.  But  the  problem  was  that  nobody 
was  able  to  understand  their  profound  mean- 
ing. There  have  been  some  Japanese  transla- 
tions, but  they  are  merely  superficial. 
However,  the  moment  I  attained  enlighien- 
meru  I  was  able  to  understand  what  this  great 
teacher  really  wanted  to  convey.  Buddha 
Sakyamuni  left  a  concrete  method  of  practice 
with  which  anybody  could  attain  enlighten- 
ment. Unfortunate ly,  no  one  was  able  to 
un(terstand  it. 

Now,  I  understand  li.  I  must  be  the  only 
one  in  the  world.  "Since  this  has  come  to 
pass,"  I  said  to  myself,  "I  will  present  this  sys- 
tem called  the  Origination  of  the  Twelve 
Conditions  anew  to  the  world.  I  will  spread 
the  true  mearung  of  this  teaching!"  My  aspira- 
tion grew  stronger.  If  I  could  disclose  the 
meaning  of  'the  Origination  of  the  Twelve 
Conditions'  and  explain  it  with  my  own  expe- 
rience, it  would  be  a  precious  gift  for  those 
who  aspired  to  attain  erUightenment.  I  feel  that 
it  is  my  mission  to  accomplish  this  task. 

Now  let  me  explain  Kundalini.  Kundalini  is 
a  spiritual  energy  which  raises  the  human  spir- 
it to  higher  dimensions.  Every  one  of  us  has 
this  energy  within,  but  it  is  dormant  In  an  ordi- 
nary person.  If  you  wish  to  attain  enlighten- 


8y  Invitation  of  the  govsmment.  His  Holiness 
Shoko  Asahara  paid  an  otfiaal  vistt  to  Bhutan,  in 
this  kingdom,  where  the  state  religion  is  Tantra- 
Valmyana.  he  was  given  the  title  "His  Holiness. ' 

ment,  the  first  thing  you  should  do  is 
awaken  it  This  is  called  the  awakening  of 
Kundalini.'  Buddha  Sakyamuni  attained 
enlightenment  by  continuing  his  practice 
after  he  had  awakened  his  Kundalini.  It 
was  the  same  with  me.  After  awakening 
Kundalini,  one  attains  final  enlightenment 
when  one  has  perfeaed  the  six  kinds  of 
Yoga.  These  six  kinds  of  Yoga  are; 

1.  Heal  Yoga 

2.  Bardo  Yoga 
3-  Dream  Yoga 

4.  Illusory  Body  Yoga 

5.  Ught  Yoga 

6.  Consciousness  Transferring  Yoga 


On  sale  starting  April  8,  1993  { Sakyamimi 's  birthday!) 

About  IWD  thousand  five  humdred  years  ago,  Buddha  SalryamunI  entered  a  torry-nine  day  sarnadhi  ur>der 
the  Bo<ff^  Tree.  He  attalr^ed  the  final  stage  of  Enitgtiienment  after  compietety  recognizing  arxJ  expenendng 
all  the  proc«s$es  of  Antt-Mystic  Power.  Formation  of  Ejtperlenca,  Dtscriminatton.  Mental  Element  &  Form- 
App«arance,  as  well  as  the  Sia  Sense  Elements  &  tfwir  objects  Toucf^.  Sensation.  Craving.  Grasping. 
Being  and  Bifth.  Then,  at  Samaih.  the  Rrst  Wheal  ol  Dharma  was  turned  and  gradually  the  Law  ol  the  Truth 
was  spread  all  over  the  wortd.  His  Holiness,  who  attained  the  final  stage  of  enlighienment  in  the  Himalayas 
in  1986.  wtu,  for  the  flrai  bme  In  the  world,  reveal  the  enure  process  of  Buddha  Sakyamunfs  Origination  o( 
me  TweNre  Condltior\s  II  is  so  profound  that  no  one  else  has  ever  understood  its  true  meaning 

lb  order  by  phone,  call  (212)  421-3687    US  $14  (p<«u,^  u.ciud.d. 
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The  Six  Yogas  corre- 
spond (o  the  SIX  Chakras. 
and  the  hitler  the  stage 
of  Yoga,  the  higher  the 
corresponding  Chakra  I 
have  come  to  this  under- 
standing as  a  result  of 
practicing  with  Indian 
Yogic  scriptures.  In  other 
words,  my  understand- 
ing is  based  on  my 
empirical  knowledge.  To 
my  surpnse,  1  teamed  later  that  the  Kagyu  lineage 
of  Tibetan  Buddhism  also  has  the  same  idea. 
Tibetan  Buddhism  is  said  to  have  produced  the 
most  spiritual  achievers.  Does  this  faa  imply  thai 
all  paths  to  the  ultimate  goal  of  enlightenment  are 
one  and  the  same  in  the  end? 

•  light  Yoga 

Before  long,  one  reaches  the  level  called 
light  Yoga',  which  is  the  last  Yoga  in  the  stage  of 
Samadhi.  Through  this  Yoga,  one  realizes  the 
meaiung  of  the  U^bs  which  compose  this  worid 
and  the  worlds  of  other  dimensions.  This  concept 
is  rather  difficult  to  grasp,  so  examples  should  be 
helpful.  Let  me  explain  it  step  by  step  as  it  had 
happened  to  me.  1  was  practicing  in  the 
Himalayas  and  at  Ml  Fuji  when  all  of  these  things 
happened. 

1  concentrated  my  mind  on  the  Apa  Chakra  at 
my  forehead  and  saw  the  Divine  Element  of  the 
Universe.'  The  Divine  Elemciu  of  the  Universe  is 
a  transmission  from  the  heart  of  the  universe 
^■^ch  is  also  called  the  Akashik  Reconl'  It  is  a 
gigantic  ball  of  li^  into  ^^^ch  I  melted  To  be 
precise,  it  felt  as  if  I  had  melted,  for  I  discovered 
after  my  practice  advanced  further  that  I  was  con- 
nected to  the  ball  of  light  by  two  streams  of  red- 
purple  light.  One  emanated  from  the 
Brahmarandhra  (the  crown  of  the  head),  and  the 
other  emanated  fixDox  the  heart.  The  ball  was  so 
huge  that  it  was  di£Bcult  to  gauge  its  shape  at  one 
look.  The  following  description  is  the  result  of  my 
having  melted  into  the  baO  many  times  after  that 

Its  center  is  transparent.  The  colors  change, 
mixing  from  blue  to  violet,  as  they  go  further 
away  from  the  center,  until  they  become  red  on 
the  penphery.  There  are  countless  minute  dots  in 
motion  in  the  clear  pan  in  the  center.  The  nearer 
to  the  center  the  dots  are,  the  whiter  they  are;  the 
further  they  are,  the  blacker  they  are.  Each  of 
these  dots  is  a  piece  of  information.  The  white 
dots  in  the 
center        are 


After  eight  yaars  ol  strenuous  practice  of 
Yoga  and  Buddhism,  f^  Holiness  the 
M^ter,  Shoko  Asahara  attained  final 
enSghtarvnanl  in  the  HimalayBS  In  1986. 
He  founded  Aum  Shinrtkyo  in  1987  and 
continues  to  devote  twnselt  to  ttie  severe 
practice  o(  the  Mahayana  palh.  As  a  guru 
.{spdtua]  laactiet)  wfih  incomparable  sIdUs, 
he  has  to  date  giided  more  then  350  dsc^ 
,  pleslovariousctBgeGOf  enightenmenL., . 
"Maste^'Asahara's  high  medltatiohal 
f^stege.tb  hicjhiy  iBgarded  by.splrttual'maft- 
:tors  In  trieidKtonal  Buddhist  countries  JUce 
■flndia,  Sri  Lanka,  and  Bhutan.  A  Tibetan 
Tetncamaled  tama  iacclainmed  Master 
-Asahara'ss  Yeshe  (orw  who  has-altalned 
■  perlect,  absolute  divine -wisdom).  With 
dviie  powers  developed  thmugh  the  prac- 
tice at  mecSia&on  and  enfigftfened  wisdom. 
^Master  AsahaxB  shows  his  genfejs  pot  oriy 
ki'the'Spirttual'^dorTiaK  Other  areas  £)(!i^ 


^«xpej1en^lndude'r  -  &clence'^n>edidne; 

rnusJcC'^MWTTg^-itrarisiatkxi;  educafiofi^etc, 
Inttisagegpf  crtsis,  his  tjniqije  leoteiship, 
•altriisni  and  deration  has  graal  si^^Bicance 
'^fc^n^TBtfbsiSon^-wcKld  peace  and  the 
SQJWtfafhaman^belngs.;  *  ^ 

Also^through  frequent  contact  with 
saints  of  ttffarent  coivitnes.  His  Hoflness' 
Shokb^\saharal«s  acSvely  been  promote 
*tg  this  prtJtecSqh  or  Budctiism  and  peace. 
>is  Budtftelic  pracSce  has  been  highly  rec- 
ognized intemationalty.  In  1992,  he  was 
'jm/tted  by  the  pcvaiment  of  Bhutan  wtibsa 
■state  iBflgion  is  Tantra-Vajrayana.  and  was 
awartied  their  hl^iesl  tifle:  *Hs  Ho&nass*. 

In  April.  Radio  Aum  Shtnrikyo  started 
broadcasting  in  Japan  via  Racfio  Moscow. 
In  June,  tt  t>egan  broadcasting  aroiTid  the 
world,  ttlvandrig  His  Hodness'  plarts  for 
salvation. 

Aum SNnrflcyo,  as o( Sept8rTt)erl992. 
has  10,000  lay  practitionefs  (members)  arxl 
700  dedples  (monks  and  nixts).  There  are 
22  branch  centers  in  Japan  and  4  over- 
seas. {New  York.  Bonn,  Sri  Lanka  and 
Moeoow). 


pieces  of  information  on  a  universal  level, 
while  the  dots  further  away  from  the  center 
carry  more  individualized  information.  I  draw 
my  information  from  the  Akashik  Record 
whenever  someone  asks  me  to  make  a  predic- 
tion. 

After  a  few  days  had  passed,  I  experienced 
the  lights  of  the  Divine  Element  of  the  Universe 
for  the  fij3t  time.  Thus,  my  practice  advanced  a 
step  further.  I  was  able  to  constantly  suy  in  the 
light  without  concentrating  on  my  Ajna  Chakra. 
The  disintegration  of  the  Ajna  Chakra  was  a 
necessary  step  for  this  to  happen. 

When  it  happened,  1  was  in  the  Savasana 
posture.  When  I  woke  up,  I  found  that  my 
body  was  twisted  from  the  cold.  1  remembered 
what  a  Yogi  had  told  me  some  time  ago  and 
said  to  myself,  this  is  the  state  in  which  one's 
head  is  hot  and  one's  feet  are  cold."  As  I 
straightened  my  body,  Kundalini  ascended 
with  great  force  and  stopped  at  the  Ajna 
Chakra. 

After  I  concentrated  on  the  Ajna  Chakra,  I 
found  myself  for  a  while  playing  a  drama  in  my 
Astral  body.  When  it  was  over,  four  midgets 
began  to  make  a  fuss  around  me.  My  con- 
sciousness in  my  Astral  body  thou^t,  "Don't 
be  so  noisy.  1  cannot  concentrate  "  '^  ftm  here," 
thought  ancxher  consciousness,  which  usually 
arose  during  my  meditation  without  leaving  my 
physical  body.  In  other  words.  I  had  two  con- 
sciousnesses simultaneously  at  that  moment. 
Incidentally,  human  beings  have  four  con- 
sciousnesses. In  addition  to  the  two  conscious- 
nesses which  I  was  using,  there  is  a  conscious- 
ness which  we  use  in  our  daily  activities  and 
another  consciousness  which  we  use  while  we 
are  in  a  deep  sleep. 

Then  the  next  moment,  my  Ajna  Chakra 
was  put  under  a  tremendous  pressure.  It  was 
so  strong  that  I  was  afraid  It  might  hun  my 
eyes,  or  even  damage  my  brain.  But  at  the 
same  time  another  thought  arose:  "1  have  been 
wailing  for  my  forehead  to  be  bored  for  hun- 
dreds of  years.  I  shall  bear  it."  I  kept  on  con- 
centrating. Then  my  Ajna  Chakra  exploded 
with  a  big  bang.  My  Yoga  of  Light  was  com- 


Mr.  Khasbulatov,  Chaimfian  of  the  Supreme  Soviet  (the  most  powerful  Russian  politi- 
cian next  to  President  Yeltsin),  said,  the  Master  has  t>een  engaged  In  truly  great  activi- 
ties which  propagate  the  pure  and  sublime  teachings  of  Buddhism  in  Jgipan  and  alt 
over  the  world.  I  wish  him  good  health  and  further  success  in  his  endeavors." 
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pleted  at  this  moment 

Now,  I  was  always  in  light.  My  Ajna 
Chakra  shlned  brightly  like  fire  On  one 
occasion.  I  saw  the  Space  element  duhng  ray 
meditation.  It  was  made  of  blue  light  and 
was  round  in  shape  with  a  slit  in  one  place. 
Routing  counterclockwise,  it  wound  its  way 
toward  my  Ajna  Chakra.  When  it  was  ckMer. 
I  saw  that  it  had  been  tugging  something 
along  on  its  fight  It  was  then  absotbed  into 
my  A|na  Chakra.  At  thai  moment  I  knew  that 
what  the  Space  element  was  tugging  along 
was  the  inner  vision  in  my  hean.  This  is  the 
source  of  life  called  the  Causal  Body  which 
is  situated  in  the  heart 

The  Causal  Body  consists  of  six  orbs  of 
light  They  are:  the  Tme  Self,  Chitta  (Mind- 
StufO.  Ego,  Subtle  Vital  Energy,  Subtle 
Nature,  and  Brahman  the  Absolute.  The  True 
Self  is  a  transpamu  diamond-like  bght  wtiich 
looks  like  it  is  reflecting  off  the  surface  of  a 
lake.  Ctiitta  Is  light  blue;  Ego,  bhilsh-gieen; 
Subde  Vital  Energy,  rose-piiik;  Subtle  Nature, 
orange;  and  the  oib  of  Brahman  is  while. 

Here  the  description  of  the  Causal  Body 
is  limited  only  to  its  colors  becaiise  I  warn  to 
mention  it  only  briefly.  I  will  explain  it  in 
detail  some  other  time. 

One  day  I  noticed  that  one's  feelings 
could  also  be  expressed  by  lights.  Through 
my  clairvoyant  power,  I  saw  the  Oib  of  Will* 
and    'the    Orb    of    Images'    at    the 


Brahmarandhja  (situated  at  the  crown  of  the 
head)  diange  their  cokiis  in  accordance  with 
experience.  For  example,  when  one  is  sexu- 
ally aroscd,  the  orb  becomes  dark -red  in 
cotor  and  makes  a  wavy  motion. 

Ultimately  you  realize  tfut  light  is  the 
highest  of  all  the  elements  which  compose 
the  universe.  (The  entire  universe  is  com- 
posed of  light,  sound  vibration,  and  gross 
substance.) 

I  shall  end  my  explanation  of  the  Five 
Yogas,  which  should  be  practiced  in  the 
stage  of  Samadhi.  All  of  these  Yogas  are 
impoftaru  steps  toward  the  goal  of  enlighten- 
ment What  one  uses  at  one's  last  moment  is 
the  Yoga  of  Transferring  Conciousness, 
which  I  will  deal  with  in  the  section  on 
Enlightenment 

(My  apologies:  tfiere  is  not  enough  space 
here  to  explain  all  about  the  four  Yogas  - 
Bardo  Yoga,  Dream  Yoga,  the  Yoga  of  the 
lUusory  Body  and  the  Yoga  of  Light.  Their 
profound  meaning  caimot  be  covered  in  a 
few  pages.) 

•  Oimisciaiea  ■  Knowing  the  Tnitta 

After  you  have  mastered  Samadfii,  you 
enter  the  stage  called  Omniscierux,  Let  me 
tell  you  about  the  realization  I  reached 
through  Samadhi  It  can  be  summailzed  as 


follows: 

1.  Everything  is  in  flux.  Everything 
in  tfie  whole  universe  and  in  all 
dimensions  undergoes  change 
and  never  keeps  its  original 
form. 

2.  No  concept  or  idea  belongs  to 
one's  True  Self:  no  fixed  or 
common  ideas  in  this  society 
belong  to  one's  True  Self. 

3.  Existence  itself  is  tfie  source  of 
negative  deeds.  For  all  beings, 
including  human  beings,  exis- 
tence itself  induces  the  cause 
for  negative  deeds.  For 
instance,  wie  kill  or  lie  so  that 
we  may  live. 

Hence,  I  have  reached  the  conclusion: 
■Everything  is  suffering."  This  is 
Omniscience.  One  obtains  omniscience  b/ 
knowing  everything  through  Samadhi  You 
will  also  come  to  this  inevitable  conclusion 
when  yt»j  have  achieved  this  stage. 

(excerpted  bcm  Beyond  Ufe  and  Death') 


His  Holiness,  Master  Shoko  Asahara,  the  Spirit  of  Trutti,  attained  the  final  stage  of  Enlightenment 
In  1986  In  India,  the  same  plac»  as  Buddha  Sakyamunl.  Soon  after,  he  founded  a  religious  group 
of  monks  and  nuns  and  has  since  engaged  in  the  activities  of  a  Mahayana  Buddha.  His  organization 
is  highly  regarded  overseas,  especially  by  various  Buddhist  countries. 


IHIs  Holiness  and  Aum 
Supreme  Truth  were  invit- 
ed in  September  1991  to 
be  the  guests  of  state  in  Sri 
Lanka.  It  Is  the  most 
revered  country  of  the 
Upper  Sealers  (Theravada 
Buddhists).  During  this 
visit.  His  Holiness  was  wel- 
comed cordially  every- 
where he  went.  The  Prime 
Minister  himself  offered 
him  a  relic  of  Buddha 
Sakyamuni.  This  is  the 
most  precious  treasure  of 
the  Buddhist  schools. 


His  Holiness  the  Dalai  Lama,  (the  highest  political  and 
religious  leader  in  the  Tibetan  government 
"Your  experience  is  solid  and  very  interesting.  I  recog- 
nized that  you  practiced  Tantra  in  your  past  life.  You 
sfTOuW  spread  tme  neligkDn  all  over  Japan.  You  can  do  t 
I  will  always  be  blessing  you  and  watching  over  you.*  (In 
1987,  at  Dhamrisala,  India) 

"Aum  endeavors  to  awaken  people  through  religious  and 
social  activities.  They  teach  the  method  of  meditation 
and  they  themselves  are 
continuously  practicing  the 
tradition  of  Mahayana 
Buddhism."  (From  an  auto- 
graphed letter.  May  1989) 
"I  always  look  forward  to 
seeing  Master  Shoko 
Asahara.  He  always  prac- 
tices tiard." 
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His  Holiness  was  welccKned  cofdiaJ- 
ly  as  a  guest  of  state  in  Laos,  a 
Southeast  Asian  nation  wfiose  state 
religion  is  Buddhism.  Four  hundred 
Buddhist  priests  and  lay  practition- 
ers, both  men  and  women,  wel- 
comed the  Master  and  his  staff  at 
the  Laos  airport 


Reverend  Ananda  Maitreya,  who  is 
called  'a  man  of  the  greatest  wis- 
dom' throughout  the  Southern 
Route  Buddhist  countries,  which 
include  Sn  Lanka,  said: 
"When  I  first  met  the  Master,  I  could 
immediately  tell  that  he  was  one  of 
the  greatest  holy  persons  presently 
existing  on  this  earth.  He  is  a  great 
religious  master.  He  has  attained  an  extremely  high  spiritual  stage.  Although  I  have  met 
many  practitioners  and  spiritual  gurus,  I  have  never  met  such  a  great  guru  as  Master 
Asahara."  (May,  1992,  in  Barangoda,  Sri  Lanka) 


The  True  Victor 


Egypt,  July  1987 

Years  before  visiting 
Egypt,  His  Holiness 
obtair>ed,  through  the 
practice,  one  of  the 
supernatural  divine 
I  powers  called  Divine 
Knowledge  of  Past 
Lives  by  which  he 
could  see  his  many 
past  fives.  Therefore, 
His  Holiness  knew 
I  ttut  in  one  of  his  past 
lives  he  was  a  minister  in  Egypt  Arxl,  as  in  this 
present  life,  he  had  mastered  the  secret  process- 
es, attained  supreme  enlightenment,  and  was  a 
guru  of  the  Pharaohs. 


His  Holiness  meets 
with  Bishop  Peterium. 
the  most  influential 
person  of  the  Russian 
Orthodox  Church. 
They  agree  to  cooper- 
ale  with  each  other  in 
salvation  activities, 
superceding  religious  boundaries. 


The  Master  has  great  wisdom  and  a  great  understanding  of  Dhamma.  He  has  a 
profound  and  immeasurable  love.  He  has  a  desire  to  i 
help  every  sentient  being.  Therefore,  if  you  practice 
under  him,  take  refuge  in  him,  receive  the  ten  precepts 
and  Bodhisattva  vows,  and  devote  yourself  to  the  vari- 
ous practk»s  of  Vajrayana  and  Tantrayana,  you  vm'll  be 
able  to  attain  Buddhahood  within  this  life  time,  or  during 
the  intermediate  state  after  death,  or  within  a  few  of  your 
future  lives."  (The  late  Kalu  Rimpoche,  a  great  medita-  [ 
tion  master  of  the  Kagyu  lineage  of  Tbetan  Buddhism.) 


I  The  Master,  along  with  Aum  Supreme  Truth's  scientists  and 
technwal  experts,  held  a  heated  discussion  on  the  future  of 
quantum  mechanics  with  the  president  of  the  Moscow  Institute 
of  Technology  and  Physics.  Dr.  Bashov  has  won  the  Noljel 
Prize  for  Ivs  research  on  tt>e  laser.  The  Master  has  for  a  long 
I  tirrte  pointed  out  that  the  goal  at  which  modem  theoretical 
I  physics  ultimately  aims  coinsides  with  the  Truth,  the 
Buddhistic  view  of  the  world  and  its  Law.  This  exchar>ge  of  views  and  opinions  with  such 
eminent  physk;ists  demoftstrates  Aum's  approach  of  proving  the  Truth  scientifically. 

"Chyren,"  the  Russian  Aum  Supreme  Truth  Symphonic  Orchestra,  plays  astral  music. 
Astral  music  is  a  representation  of  ttw  sublime,  fioly  and  wonderfully  beautiful  sounds 
which  are  always  heard  in  tt»  Upper  Realm  of  Form  (in  Tibetan  Buddhism,  the  worid  of 
Sambhogakaya).  They  can  only  be  heard  by  those  who  have  attained  samadhi. 
ThrouglKXjt  history,  great  musKians  and  some  enlight- 
ened people  have  tieen  able  to  perceive  these  sounds. 
His  Holiness  Shoko  Asaliara,  who  has  attained  the  final 
stage  of  enlightenment,  moves  between  the  Upper 
Realms  of  Form  and  the  Gross  Worid  during  samadhi 
He  composes  various  songs  in  the  Gross  Worid  by 
putting  together  each  melody  he  has  retained  from  the 
Upper  Realms  of  Form.  This  is  a  revolutionary  type  of 
rrujsic  wtiich  has  never  existed  in  human  history. 


KhamtuI  Rimpoche,  an  incarnated  Nynma 
master 

"You  have  attained  the  highest  stage  of 
self  realization.  That  is  the  stage  of 
'Yeshe'  (perfect  absolute  divine  wisdom). 
Your  sole  purpose  in  life  is  salvation.* 
(May,  1991,  at  Dharmsala,  India) 
'If  Master  Asahara  can  obtain  the  general 
public's  cooperation,  he  will  become  the 
tnje  Master  of  Buddhism.  Then,  it  virill  be 
accepted  by  many  people,  and  he  wtl  be 
able  to  establish  the  true  Law  of  Dhamma 
once  again  in  Japan."  (From  an  auto- 
graphed letter.  May  1 989) 
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Traiucripc  of  video  meuage  by  Shoko  Asahara, 
taped  for  SHK-TV.  March  24, 1995: 


Due  CO  the  media  reports  and  police  announcemencs, 
you  may  be  chinking  thac  Aum  Supreme  Truth  actually 
produced  sarin  and  earned  ouc  the  actacks  in  che  sub- 
way. Before  I  couch  upon  chis  incident,  I  must  explain 
how  this  situation  came  about.  Without  this  knowl- 
edge, you  won't  be  able  to  undersund  these  media 
reports. 

First  of  all,  my  body  is  very  weak  now.  Vm  affected 
by  Q-fever  rickettsia,  which  is  also  affecting  about 
50%  of  the  1,700  monks  and  nuns — my  disciples  who 
have  renounced  their  secular  lives.  Rickettsia  is  an 
extremely  harmful  virus,  as  harmful  as  any  pestilence, 
and  it  has  been  sprayed  on  us  repeatedly.  Poisonous 
gases  like  sarin  and  yperite  were  also  sprayed. 
Although  antibiotics  are  helping  us  to  susuin  our 
lives,  we  are  in  a  very  critical  condition.  For  this  rea- 
son I  appeared  in  public  only  a  few  times  after  May 
1994.  We  repeatedly  announced  these  incidents  to 
news  agencies,  but  the  media  never  raised  the  issue. 

We  act  on  the  basis  of  prophecies.  In  1997  and 
1V9"!)  most  of  Japan's  larfc  cities  will  illffer  njajof 
damage  in  a  war  between  che  U-.S.  aiij  Japan  TTien  the 
Japanese  economy  will  collapse.  Japanese  assets  will 
be  lost.  Reviving  the  nation  after  this  collapse  is  one 
goal  of  our  Mahayana  practice  and  salvation  acnvines. 

From  the  beginning,  our  activities  tuve  been  legal. 
However,  many  incidents  hampered  our  efforts.  For 
example,  the  media  and  the  National  Public  Safety 
Commission  prevented  us  from  making  necessary  pur- 
chases. They  also  pressured  suppliers  to  stop  exporting 
their  commodities  to  us.  As  a  result  we  were  forced  to 
produce  everything  on  our  own  for  1,700  monks.and 
nuns.  Several  hundred  diifeient  chemicals  were  neces- 
sary for  this  purpose. 

For  example,  several  newspapers  wrote  yesterday 
about  the  potassium  cyanide  found  in  Aum's  complex. 
The  chemical  is  used  for  gilding — plating  Buddhist 
sutues.  Yet  it  is  an  extremely  poisonous  compound. 
Ordinarily,  if  a  person  possessed  such  a  poison,  the 
police  would  naturally  suspect  him  of  platming  a  mur- 
der. However,  these  industrial  chemicals  are  bought 
and  sold  by  che  ton.  Thousands  of  tons  of  these  chemi- 
cals are  used  in  Japan  annually.  Without  them,  we 
actually  could  not  live  or  engage  in  our  religious  activ- 
ities. This  is  because  it  is  hard  for  Aum  Supreme  Truth 
to  buy  things. 


Now  let  me  alk  about  the  main  topic. 

The  media  report  that  the  police  found  tfiree  chemi- 
cals near  the  Saryan  No.  6  building,  in  which  the  police 
say  1  reside.  These  chemicals  are  phosphorus  trichloride, 
sodium  fluoride,  and  isopropyl  alcohol.  The  police  say 
they  found  them  there,  and  it  is  probably  true. 
However,  you  should  understand  the  following. 

Since  last  year  some  magazines  have  been  spreading 
rumors  about  Aum  Supreme  Truth  producing  sarin. 
We  deny  their  accusations.  So  why  did  che  police  find 
these  chemicals  in  warehouses  near  the  Satyan  No.  6 
building,  which  they  say  is  my  residence?  This  clearly 
indicates  that  Aum  Supreme  Truth  had  no  idea  they 
were  related  to  the  production  of  sariiL 

Why  is  chis  so?  Aum  Supreme  Truth  sells  a  variety 
of  products  so  thac  monks  and  nuns  can  live  in  che 
order.  For  example,  we  have  become  che  first  or  sec- 
ond largest  seller  of  DOSA'  personal  computers  in 
Japan.  Sodium  fluoride  is  a  raw  material  for  ceramic 
coatings.  We  have  made  plans  to  start  selling  chi- 
naware  in  1995  or  1996,  which  is  made  with  sodium 
fluoride.  The  goal  of  this  project  was  to  offer  cheap 
but  beautiful  chinaware  to  many  people  through  mass 

production. 

We  purchased  phosphorus  trichloride  for  two  rea- 
sons. The  first  was  to  study  its  properties  as  a  plasti- 
cizer  in  the  production  of  plastic  goods.  Our  1,700 
monks  and  nuns  currendy  use  plastic  containers.  We 
had  also  expected  to  sell  our  plastic  products  in  the 
future.  The  second  reason  was  that  we  need  phospho- 
rus trichloride  to  produce  fertilizer  and  other  agricul- 
tural chemicals  for  hydroponics.  This  would  be  used  in 
the  event  Japan  suffered  major  damage. 

What  about  isopropyl  alcohol?  According  to  scien- 
dsts,  che  production  of  sarin  requires  isopropyl  alco- 
hol. But  you  can  easily  obtain  it  by  going  co  a  drug 
store.  Like  ethanol,  it  is  widely  used  as  a  disinfectant. 

Therefore,  even  though  4  large  quandty  of  sodium 
fluoride  was  found,  it  is  only  a  material  for  ceramic 
coatings.  Even  though  phosphorus  trichloride  was 
found,  it  is  only  used  as  a  plasticizer  in  the  production 
of  plastic  products.  The  buildings  of  Aum  Supreme 
Truth  throughout  Japan  occupy  a  total  area  four  times 
larger  chan  Korakuen  Baseball  Scadium.  Phosphorus 
crichloride  was  used  in  che  fireproof  scructure  of  our 
buildings.  We  were  also  planning  to  use  it  for  fertilizer 
and  other  agricultural  chemicals  in  hydroponics. 
Lastly,  we  needed  a  large  amount  of  isopropyl  alcohol 
because  there  are  more  injuries  as  the  number  of 
mortjcs  and  nuns  grows. 
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1.  The  Secretary-General  has  the  honour  to  trauismit  to  the  Security  Council  a 
report  submitted  by  the  Executive  Chairman  of  the  Special  Commission  established 
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the  Secretary-General  to  submit  a  report  to  the  Security  Council  every  six 
months  on  the  implementation  of  the  Special  Commission's  plan  for  ongoing 
monitoring  and  verification  of  Iraq's  compliance  with  the  relevant  parts  of 
section  C  of  Security  Council  resolution  687  (1991) .   It  updates  the  information 
contained  in  the  first  seven  reports  (S/23801,  S/24661,  S/2S620,  S/26684, 
S/1994/489,  S/1994/1138  and  Corr.l  and  S/1995/284) . 

3.  Further  information  concerning  developments  since  the  last  report  submitted 
under  resolution  715  (1991)  is  contained  in  the  report  to  the  Security  Council 
of  20  June  1995  (S/1995/494) ,  the  ninth  report  provided  in  accordance  with 
paragraph  3  of  resolution  699  (1991) . 
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INTRODUCTION 


1.  The  six  months  which  have  elapsed  since  the  last  report  submitted  to  the 
Security  Council  under  paragraph  8  of  resolution  715  (1991)  have  been  among  the 
most  eventful  in  the  history  of  the  Special  Commission,  both  in  respect  of 
relations  with  the  Government  of  Iraq  amd  of  the  progress  made  in  obtaining 
information  regarding  Iraq's  programmes  for  production  of  weapons  of  mass 
destruction  eurid  missiles  with  a  range  greater  than  150  kilometres.   While  the 
present  report  is  submitted  pursuant  to  resolution  relating  to  ongoing 
monitoring  and  verification,  the  Commission  has  repeatedly  pointed  out  that  a 
full  understouiding  of  all  aspects  of  Iraq's  programmes  for  weapons  of  mass 
destruction  is  essential  to  the  planning  smd  the  operation  of  an  effective 
system  of  monitoring  to  ensure  Iraq's  compliance  with  its  underceOcing  not  to 
use,  develop,  construct  or  acquire  amy   of  the  items  proscribed  to  it  under 
paragraphs  8  and  9  of  resolution  687  (1991),  namely  "(a)  all  chemical  and 
biological  weapons  and  all  stocks  of  agents  suid  all  related  subsystems  and 
components  and  all  research,  development,  support  and  manufacturing  facilities 
related  thereto;  (b)  all  ballistic  missiles  with  a  range  greater  than 

150  kilometres,  and  related  major  parts  and  repair  and  production  facilities". 

2 .  While  describing  the  developments  which  have  teOten  place  in  the  conduct  oUld 
strengthening  of  monitoring  operations  since  April  1995,  the  present  report 
contains  a  detailed  account  of  the  new  information  obtained  regarding  Iraq's 
prohibited  programmes  and  its  probable  impact  on  the  monitoring  system.   In  the 
period  under  review,  Iraq  has  taken  important  decisions  to  acknowledge  its 
offensive  biological  weapons  programme  and  documents  are  being  obtained  in  all 
areas.   However,  much  of  the  new  information  contradicts  earlier  declarations  by 
Iraq  and  some  assessments  made  by  the  Commission  now  must  be  revised.   A  more 
enduring  and  coherent  explanation  of  past  activities  must  be  provided  by  Iraq  in 
the  new  full,  final  eind  complete  disclosures  which  it  is  to  submit  in  all  areas, 
as  described  more  fully  elsewhere  in  this  report. 

3.  The  Commission's  report  in  April  1995  (S/1995/284)  contained,  in  its 
paragraphs  3  emd  4,  a  comprehensive  description  of  the  concept  of  operations 
underlying  the  Commission's  monitoring  system.   It  is  worth  while,  in  the  light 
of  developments  in  the  last  six  months,  to  recall  the  sections  in  that 
description  which  explain  the  importamce  of  a  full  knowledge  of  Iraq's 
prohibited  programmes  for  the  monitoring  system  emd  for  confidence  in  its 
effectiveness  euid  comprehensiveness.   These  require: 

"Possession  by  the  Commission  of  a  full  picture  of  Iraq's  past  programmes 
and  a  full  accounting  of  the  facilities,  equipment,  items  and  materials 
associated  with  those  past  programmes,  in  conjunction  with  full  knowledge 
of  the  disposition  of  dual-purpose  items  currently  available  to  Iraq,  the 
technologies  acquired  by  Iraq  in  pursuing  the  past  programmes,  cUid  the 
supplier  networks  it  established  to  acquire  those  elements  of  the 
programmes  that  it  could  not  acquire  indigenously.   This  information 
provides  the  baseline  data  from  which  ongoing  monitoring  suid  verification 
proceeds ; 
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"Knowledge  of  the  level  of  technology  attained  by  Iraq,  of  the  production 
and  acquisition  methods  it  used  and  of  the  materials  and  equipment  it  had 
available  are  all  key  to  designing  a  system  of  monitoring  that  addresses 
issues  of  concern  and  focuses  monitoring  effort  where  it  would  be  most 
effective  and  efficient.   For  example,  within  Iraq,  the  system  should  focus 
more  of  its  efforts  on  those  technologies  and  production  methods  that  Iraq 
is  known  to  have  mastered  than  on  technologies  and  methods  that  Iraq  is 
known  not  to  have  mastered,  whereas,  for  the  export/import  monitoring 
regime,  the  converse  would  be  true,  with  effort  focusing  on  those  items 
that  Iraq  would  have  to  import  in  order  to  reactivate  a  proscribed  weapons 
programme.   Clearly,  knowing  where  to  focus  effort  requires  knowledge  of 
what  Iraq  would  have  achieved  in  its  past  programmes ; 

"Similarly,  knowledge  of  the  procurement  methods  and  routes  used  by  Iraq 
for  its  past  programmes  is  key  to  the  design  of  an  effective  and  efficient 
export/import  monitoring  regime.   This  system  should  be  designed  to  be 
effective  against  the  procurement  routes  and  methods  that  Iraq  is  known  to 
have  used  in  the  past.   Testing  whether  it  is,  is  predicated  on  knowing 
those  routes  and  methods ; 

"Full  accounting  for  the  materials,  items  and  equipment  associated  with  the 
past  programmes  is  directly  related  to  what  assets  should  be  monitored 
under  the  system.   Dual-purpose  materials,  items  and  equipment  from  the 
past  programmes  must  be  monitored,  along  with  other  dual-purpose 
capabilities  available  to  Iraq.   Uncertainties  relating  to  the  accuracy  or 
completeness  of  this  accounting  will  consequently  lead  to  uncertainties  as 
to  whether  the  ongoing  monitoring  and  verification  system  is  indeed 
monitoring  all  the  materials,  items  and  equipment  which  should  be 
monitored".   (ibid.,  para.  3  (a) ) 

4.  Under  Security  Council  resolutions  687,  707  and  715  (1991),  Iraq  is  obliged 
to  provide  the  above  information,  which  the  Commission  then  verifies  through  its 
inspection,  monitoring  and  analysis  activities.   Iraq  is  required  to  update  its 
declarations  on  its  dual-purpose  activities  and  capabilities  every  six  months. 

5.  The  description  in  the  present  report  of  the  new  information  received  from 
Iraq  in  the  period  under  review  is  intended  to  assist  in  assessing  the  extent  to 
which  such  information,  together  with  that  previously  obtained,  contributes  to 
meeting  the  criteria  set  out  above.   This,  in  turn,  will  bear  upon  the 
assessment  of  the  effectiveness  and  comprehensiveness  of  the  monitoring  system 
and  the  extent  to  which  it  may  have  to  be  further  modified  and  augmented  to  take 
account  of  recent  developments.   Because  of  the  challenges  to  the  monitoring 
system  implied  in  the  new  revelations,  this  report  contains,  under  each  separate 
weapons  heading,  a  detailed  description  of  the  operations  of  the  newly  designed 
monitoring  system. 

6.  The  present  report,  after  sunmarizing  relations  with  Iraq  in  the  period 
under  review,  contains  chapters  on  the  various  areas  of  responsibility  of  the 
Special  Commission,  namely  those  relating  to  missiles  with  a  range  greater  than 
150  kilometres  and  to  chemical  and  biological  weapons.   Further  chapters  cover 
the  Commission's  support  ouid  other  responsibilities  in  the  nuclear  area;  other 
activities,  such  as  those  in  relation  to  the  export/import  mechanism;  and 
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finance,  organization  and  air  support.   The  final  chapter  contains  the 
conclusion  of  the  Commission  on  the  developments  which  have  occurred  in  the  last 
six  months. 


II.   RELATIONS  WITH  IRAQ:   DEVELOPMENTS:   VISITS 
BY  THE  EXECUTIVE  CHAIRMAN  TO  IRAQ 

A.   Summary  of  the  Executive  Chairman's  visits 

7.  During  the  period  under  review,  the  Executive  Chairman  has  paid  five  visits 
to  Baghdad  to  maintain  contact  with  the  most  senior  levels  of  the  Iraqi 
Government  and  to  seek  to  expedite  the  work  of  the  Commission,  particularly  in 
relation  to  Iraq's  prohibited  programmes,  by  pressing  the  Government  to  follow  a 
policy  of  complete  and  freuik  disclosure.   This  was  specially  important  in 
respect  of  Iraq's  biological  weapons  programme,  which  the  Commission's  experts 
had  determined  to  be  of  very  significant  proportions,  despite  Iraq's  constant 
denials  that  it  had  done  anything  more  than  limited  research. 

8.  The  Executive  Chairman's  visits  took  place  as  follows:   29  May  to  1  June, 
30  June  to  2  July,  4  to  6  August,  17  to  20  August  and  29  September  to 

1  October  1995.   Two  visits  were  also  paid  to  Baghdad  by  the  Deputy  Executive 
Chairman,  from  14  to  17  May  and  17  to  20  September  1995,  to  address  issues 
relating  to  Iraq's  prohibited  programmes.   Information  on  those  visits,  from 
April  to  1  June  1995,  will  be  found  in  the  Commission's  June  1995  report 
(S/1995/494,  paras.  4-10). 

B.   gooperation.  ultimatum  atnd  disclosures 

9.  The  visits  listed  aho-ve   illustrate  the  rocky  road  of  cooperation  between 
Iraq  euid  the  Commission  in  the  period  under  review,  where  indications  that  Iraq 
was  contemplating  ceasing  such  cooperation  culminated  in  an  ultimatum,  early  in 
August  1995,  that  such  cooperation  would  cease  if,  by  31  August  1995,  no 
progress  was  made  in  the  Security  Council  in  the  direction  of  easing  or  lifting 
the  Souictions  and  the  oil  embargo.   However,  the  ultimatum  was  withdrawn 
following  the  departure  of  General  Hussein  Kamel  Hassan  from  Baghdad  smd  his 
receipt  of  asylum  in  Jordsm.   The  General  had,  among  a  large  number  of  importeuit 
responsibilities,  been  in  charge,  over  considerable  periods  of  time,  of  Iraq's 
programmes  in  the  areas  now  proscribed  to  it.   Since  his  departure,  the  Deputy 
Prime  Minister,  Mr.  Tariq  Aziz,  has  stated  that  Iraq  has  adopted  a  new  policy  of 
complete  cooperation  amd  transparency  with  the  Commission  and  the  International 
Atomic  Energy  Agency  (IAEA),  without  any  time-limit. 

10.  In  the  first  of  the  Executive  Chairman's  visits,  at  the  end  of  May  1995, 
the  Deputy  Prime  Minister  of  Iraq  sounded  a  warning  that,  if  no  prospect 
appeared  for  reintegrating  Iraq  into  the  international  community  through  the 
easing  or  lifting  of  sanctions  and  the  oil  embargo,  it  would  be  difficult  for 
Iraq  to  justify  the  expense  and  the  effort  involved  in  cooperation  with  the 
Commission  amd  IAEA.   Iraq  required  statements  from  the  Commission  that  the 
chemical  weapons  and  missile  files  were  closed  and  the  monitoring  system  was 
operational,  and  from  IAEA  that  the  nuclear  file  was  closed.   If  Iraq  received 
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such  assurances  and  thus  judged  the  prospects  for  reintegration  to  be  positive, 
it  would,  in  late  June,  address  the  one  outstanding  issue  of  signif iceuice,  the 
biological  issue.   In  response,  and  subsequently  in  his  June  1995  report  to  the 
Security  Council  (S/1995/494)  ,  the  Chairman  stated  that  the  bulk  of  what  was 
required  to  implement  paragraphs  8  to  10  of  Security  Council  resolution  687 
(1991)  with  regard  to  chemical  weapons  and  missiles  had  been  achieved.   However, 
in  view  of  Iraq's  late  and  incomplete  declarations,  a  longer  period  had  been 
needed  to  identify  all  aspects  of  Iraq's  programmes  than  might  otherwise  have 
been  required.   Furthermore,  the  major  area  of  Iraq's  biological  weapons 
programme  remained  non-disclosed.   Monitoring  was  operational  in  all  areas. 
Those  uncertainties  which  remained  in  the  missile  and  chemical  areas  needed  to 
be  resolved  and  in  order  to  do  so  the  Commission  would  continue  to  use  its 
rights  under  the  relevant  Security  Council  resolutions  and  the  exchcmge  of 
letters  of  7  and  14  May  1991  on  the  facilities,  privileges  and  immunities  of  the 
Commission  in  Iraq. 

11.  Upon  the  Executive  Chairman's  arrival  in  Baghdad  on  30  June  199S,  Deputy 
Prime  Minister  Tariq  Aziz  said  that  his  Government  had  reviewed  carefully  the 
Commission's  report  of  June  1995.   While  it  had  found  the  report  to  contain  both 
negative  and  positive  elements,  it  had  concluded  that  the  positive  elements  were 
such  that  Iraq  would  now  address  the  issue  of  its  biological  weapons  programme. 
The  following  day,  on  1  July  1995,  Iraq  made  a  brief  oral  presentation  in  the 
course  of  which  it  ac)cnowledged  an  offensive  biological  weapons  programme, 
including  the  production  of  a  number  of  biological  agents,  but  denied  the 
weaponization  of  such  agents.   The  Chairman  welcomed  this  disclosure  but 
expressed  the  view  that  it  needed  to  be  augmented,  particularly  as  regards 
weaponization,  and  had  to  be  presented  to  the  Commission  in  the  form  of  a  full, 
final  «md  con^lete  disclosure  as  required  by  Security  Council  resolution 

707  (1991) .   A  fuller  account  of  this  emd  subsequent  disclosures  relating  to 
Iraq's  biological  weapons  programme  will  be  found  in  chapter  V  of  the  present 
report . 

12 .  Iraq' s  decision  to  disclose  its  offensive  biological  weapons  programme 
appeared  to  indicate  that  it  was  moving  away  from  its  warning  of 

non- cooperation,  expressed  by  Mr.  Tariq  Aziz  during  the  Executive  Chairman's 
preceding  visit  to  Baghdad.   However,  this  situation  was  cUjruptly  reversed  in 
the  course  of  July  1995.   On  17  July,  President  Saddam  Hussein  made  a  speech  in 
Baghdad  in  which  he  indicated  that  his  Government  would  cease  cooperation  with 
the  Security  Council  if  there  were  no  progress  in  the  Council  towards  the 
lifting  of  sanctions  and  the  oil  embargo.   No  deadline  was  given  by  the 
President  for  such  progress.   However,  a  few  days  later,  in  Cairo,  the  Foreign 
Minister  of  Iraq,  Mr.  Mohammed  Saeed  Al-Sahaf,  made  a  speech  in  which  he  stated 
that  31  August  1995  was  the  deadline, 

13 .  The  Executive  Chairman  arrived  in  Baghdad  for  the  third  of  his  visits  in 
the  period  under  review  on  4  August  1995.   Iraq  delivered  to  him  what  it  stated 
to  be  its  full,  final  and  complete  disclosure  of  its  biological  weapons 
programwie,  still  denying  that  any  of  the  agents  produced  had  been  weaponized. 
In  a  meeting  with  the  Deputy  Prime  Minister,  Mr.  Tariq  Aziz,  on  5  August,  the 
latter  stressed  to  the  Chairman  that  Iraq  would  cease  cooperation  with  the 
Security  Council  and  the  Commission  if  there  were  no  progress,  by 

31  August  1995,  towards  lifting  sanctions  and  the  oil  embargo.   The  Deputy  Prime 
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Minister  asked  the  Chairman  to  convey  this  information  to  the  Security  Council 
upon  his  return  to  United  Nations  Headquarters.   The  Chairman  reached  New  York 
on  7  August,  and  immediately  thereafter  received  a  message  from  Mr.  Tariq  Aziz, 
through  the  Permanent  Representative  of  Iraq  to  the  United  Nations,  that  the 
deadline  was  serious  and   that  the  Chairman  should  inform  the  Council 
accordingly.   The  Chairman  did  so,  in  an  oral  briefing  to  the  Council  on 
10  August. 

14.  Three  days  previously,  on  7  August  1995,  General  Hussein  Kamel  Hassan  had 
left  Baghdad,  arriving  in  Aimuui  the  following  day.   On  13  August,  the  Executive 
Chairman  received  a  letter  from  General  Amer  Rashid  al-Ubeidi,  Minister  of  Oil 
and  former  Director  of  the  Military  Industrialization  Corporation  (MIC) , 
inviting  him  to  return  to  Baghdad.   In  the  letter,  it  was  stated  that  the 
Government  had  ascertained  that  General  Hussein  Kamel  Hassan  had  been 
responsible  for  hiding  important  information  on  Iraq's  prohibited  programmes 
from  the  Commission  and  IAEA  by  ordering  the  Iraqi  technical  personnel  not  to 
disclose  such  information  and  also  not  to  inform  Mr.  Tariq  Aziz  or  General  Amer 
of  these  instructions.   An  identical  letter  was  addressed  to  the  Director 
General  of  IAEA.   In  a  message  to  the  Chairman  on  14  August,  Mr.  Tariq  Aziz 
stated  that  the  deadline  was  no  longer  in  effect. 

15.  The  Executive  Chairman  and  the  Leader  of  the  IAEA  Action  Team,  in  response 
to  the  invitations  from  Iraq,  arrived  in  Baghdad  on  17  August  1995.   On  the 
evening  of  that  day,  a  plenary  meeting  was  held  with  an  Iraqi  delegation  led  by 
the  Deputy  Prime  Minister,  and  including  the  Foreign  Minister,  Mr.  Al-Sahaf ,  the 
Minister  of  Oil,  General  Amer,  the  Under-Secretary  of  the  Foreign  Ministry, 

Dr.  Riyadh  Al-Qaysi,  and  other  senior  officials.   Mr.  Tariq  Aziz  made  an  initial 
statement  in  the  course  of  which  he  repeated  that  General  Hussein  Kamel  Hassan 
had,  unbeknown  to  the  senior  levels  of  the  Iraqi  leadership,  hidden  information 
on  the  prohibited  programmes  which  Iraq  would  now  disclose  to  the  Commission  euid 
IAEA.   Iraq  had  decided  on  a  policy  of  cooperation  and  full  transparency  with 
the  Commission  and  IAEA,  without  imposing  auiy  time-limit,  amd  also  of 
cooperation  euid  good-neighbourliness  with  the  States  of  the  region  and  elsewhere 
and  of  economic  development  in  Iraq  itself.   Following  on  the  plenary  meeting, 
in  a  meeting  devoted  to  Iraq's  biological  weapons  programme,  Iraq  for  the  first 
time  disclosed  a  much  more  extensive  programme  than  that  contained  in  its  full, 
final  and  complete  disclosure  of  early  August  1995,  admitting  weaponization 
immediately  prior  to  the  outbreak  of  the  Gulf  war,  including  the  filling  of 
biological  warfare  agents  into  166  bombs  amd  25  Al  Hussein  missile  warheads. 

16.  In  the  course  of  the  following  two  days,  Iraq  made  further  disclosures  in 
regard  to  other  prohibited  programmes,  including  indigenous  production  of 
Scud-type  missile  engines,  assembled  from  both  imported  and  locally  produced 
parts,  and  the  testing  of  such  engines.   The  significance  of  this,  and  its 
consequences  for  Iraq's  previous  statements  regarding  unilateral  destruction  of 
proscribed  materials,  is  discussed  in  paragraphs  21,  22  and  44  below. 

17.  On  20  August  1995,  at  the  conclusion  of  the  Executive  Chairman's  visit,  a 
considerable  cache  of  documents  and  other  materials  was  located  amd  taken 
possession  of  by  the  Commission,  as  described  in  paragraphs  24  to  27  below. 
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18.  The  Executive  Chairman  returned  to  New  York  through  Jordan,  thus  affording 
the  opportunity  to  meet  General  Hussein  Kamel  Hassan  and  to  discuss  with  him 
Iraq's  programmes  in  the  proscribed  fields.   Useful  information  was  obtained. 

19.  Both  during  ouid  after  the  Executive  Chairman's  mid-August  visit  to  Baghdad, 
expert  teams  in  all  areas  of  the  Special  Commission's  responsibility  held 
discussions  with  their  Iraqi  counterparts.   The  missile  and  biological  teams 
obtained  much  valuable  information,  indicating  programmes  larger  or  more 
advanced  in  every  dimension  than  previously  declared.   In  the  chemical  field, 
after  being  confronted  with  evidence  found  by  the  chemical  team  in  the  new 
documentation,  Iraq  acknowledged  a  much  larger  and  more  advanced  programme  than 
hitherto  admitted  for  the  production  and  storage  of  the  chemical  warfare 

agent  VX.   In  this  regard,  the  Deputy  Executive  Chairman  visited  Baghdad  from  17 
to  20  September  1995,  in  the  course  of  which  he  pointed  out  to  Iraqi  officials, 
at  senior  levels,  the  gravity  of  the  clear  deception  of  Iraq  in  its  spring  1995 
declarations  to  the  Commission  concerning  the  VX  nerve  agent  in  particular. 
This  had  been  reported  to  the  Security  Council  in  June  1995  and  the  intentional 
deception  would  have  to  be  vinderscored  in  the  current  report . 

20.  On  29  September  1995,  the  Executive  Chairman  arrived  in  Baghdad,  for  his 
last  visit  in  the  period  under  review,  to  assess  with  the  Iraqi  authorities  the 
situation  resulting  from  the  recent  disclosures,  following  on  the  departure  of 
General  Hussein  Kamel  Hassan.   The  Chairman  expressed  the  view,  in  the  various 
meetings  which  he  held,  that  it  was  in  Iraq's  best  interests  to  provide 
everything  now,  rather  than  to  drag  out  the  uncovering  of  information  which 
would  have  an  increasingly  negative  impact.   Iraq  undertook  to  do  its  best,  and 
the  Deputy  Prime  Minister,  Mr.  Tariq  Aziz,  pledged  his  Government's  cooperation 
and  full  openness  with  regard  to  the  implementation  of  Security  Council 
resolution  687  (1991) . 


C.   Some  consequences  of  recent  disclosures 
1 .   Unilateral  destruction  bv  Iraq 

21.  Iraq's  decision  in  1991  to  undertake,  in  violation  of  Security  Council 
resolution  687  (1991) ,  the  unilateral  destruction  of  various  elements  of  its 
prohibited  programmes  has  had  the  most  severe  consequences  in  delaying,  and  in 
rendering  much  more  complicated,  any  determination  by  the  Commission  that  it  has 
a  complete  picture  of  those  programmes  and  has  accounted  for  all  the  significant 
components  thereof.   This  destruction  has  been  stated  by  Iraq  to  cover  all  three 
areas  of  proscribed  missiles  and  chemical  and  biological  programmes.   Unilateral 
destruction  of  weapons,  equipment  and  materials,  including  agent  ouid  precursors, 
has  made  verification,  particularly  of  the  quantities  involved,  extremely 
difficult..   The  Commission  has  thus  pressed  for  ouiy  documentation  Iraq  may  have 
relating  to  such  destruction,  including  the  orders  to  carry  it  out  and  field 
reports  on  how  those  orders  were  executed. 

22.  The  picture  is  further  complicated  by  certain  recent  disclosures  which  show 
Chat  Iraq  has  used  alleged  unilateral  destruction  to  cover  up  elements  of  its 
prohibited  programmes  which  it  wished  to  keep  concealed.   Possibly  the  most 
important  example  of  this,  uncovered  to  date,  relates  to  the  missile  field. 


572 


S/1995/864 
English 
Page  10 


Iraq  declared  in  1992  that  it  had  unilaterally  destroyed  89  Scud/Al  Hussein 
missiles.   Recent  analysis  by  the  Commission's  experts,  and  admissions  by  Iraq, 
now  reveal  that  only  83  missiles  were  so  destroyed  in  1991.   The  figure  was 
inflated  by  Iraq  to  89,  in  order  to  conceal  its  indigenous  production  of  engines 
for  Scud-type  missiles,  as  reported  in  paragraphs  43  and  44  of  the  present 
report.   This  example  will  require  the  Commission  to  tiOce  a  new  look  at  all 
Iraq's  declarations  on  unilateral  destruction  and  for  it  to  press  for 
documentation  and  any  other  means  of  verification  of  such  declarations. 

2 .   Documentation 

23.  The  Commission  has,  on  every  available  occasion,  stressed  to  Iraq  that  the 
handing  over  of  documentation  relating  to  its  prohibited  programmes  is  the  best 
and  cpjickest  means  for  the  Commission  to  verify  Iraq's  declarations  relating  to 
the  programmes.   Iraq,  however,  has  sought  to  maintain  that,  some  time  in  1991, 
it  issued  an  order  to  destroy  all  documentation  on  those  programmes .   The 
Commission's  atterrpts  to  obtain  evidence  of  such  an  order,  and  to  ascertain 
precisely  when  it  was  issued,  have  been  unsuccessful.   The  Commission  has 
remained  sceptical  that  any  such  wholesale  destruction  ever  took  place.   It  has 
so  told  Iraq  on  numerous  occasions.   It  was  not  conceivable  that  all  evidence 
would  be  destroyed  of  major  and  very  costly  scientific  research  and  engineering 
undertakings,  representing  billions  of  dollars  in  investment  and  countless  mjui- 
hours  of  work . 

24.  On  20  August  199S,  at  the  conclusion  of  the  Executive  Chairman's  visit  to 
Baghdad  (17-20  August) ,  the  Chairman,  in  a  public  statement,  complained  that, 
while  very  significant  new  information  had  been  provided,  not  a  single  document, 
which  could  help  in  verifying  that  information,  had  been  handed  over.   Shortly 
after  that  statement  was  made,  and  while  the  Chairman's  team  was  preparing  for 
departure  to  the  Habbaniyah  airfield.  General  Amer  Rashid  al-Ubeidi  contacted 
the  Chairman  and  requested  that,  on  his  way  to  the  airfield,  he  visit  a  farm 
which  the  General  stated  to  have  belonged  to  General  Hussein  Kamel  Hassan,  where 
items  of  great  interest  to  the  Commission  could  be  found.   On  arrival  at  the 
farm,  in  addition  to  a  number  of  shipping  containers  with  miscellatneous 
equipment  in  them,  the  Chairmem  and  his  team  found,  in  a  locked  chicken  house, 
numerous  metal  and  wooden  boxes  which  were  packed  with  documentation,  together 
with  microfiches,  computer  diskettes,  videotapes,  photographs  and  prohibited 
hardware  components.   Orders  were  immediately  issued  to  the  Commission's 
personnel,  who  had  been  brought  to  the  site,  to  secure  this  material  and 
transfer  it  to  the  Baghdad  Monitoring  and  Verification  Centre. 

25.  Examination  of  the  contents  of  the  boxes  at  the  Centre  revealed  well  over 
half  a  million  pages  of  documentation,   vrhile  most  of  this  related  to  the 
nuclear  area,  a  large  amount  concerned  the  chemical,  biological  fuid  missile 
areas.   This  documentation  has  now  been  inventoried  etnd  is  being  arranged,  after 
scanning,  on  a  priority  basis  for  examination.   The  initial  assessment  of  the 
Comnission  is  that  the  bulk  of  the  material  in  the  missile,  chemical  and 
biological  fields  comes  from  a  number  of  the  sites  where  Iraq's  proscribed 
programmes  had  been  carried  out .   The  amount  of  material  varies  from  area  to 
area,  being  more  comprehensive  in  certain  areas  than  in  others.   However, 
documentation  from  the  Headquarters  of  the  Military  Industrialization 
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Corporation  (MIC)  is  not  included,  nor  are  the  relevant  archives  of  the  Ministry 
of  Defence.   From  recent  statements  made  by  senior  Iraqi  officials,  the 
Ministry's  records  are  still  intact  and  detailed. 

26.  Since  the  discovery  of  the  documents,  Iraq  has  admitted  to  the  Commission's 
personnel  that,  in  the  summer  of  1991,  orders  were  issued  by  a  "high  authority" 
to  the  directors  of  the  sites  involved  in  Iraq's  proscribed  programmes  to 
protect  "important  documents"  -  which  was  understood  to  relate  to  the  technology 
of  production  -  by  packing  them,  in  a  very  brief  period  of  time,  and  delivering 
them  on  demand  to  representatives  from  the  special  security  organizations.   This 
delivery  is  said  to  have  taken  place  without  written  orders  or  the  provision  of 
receipts  by  the  representatives  of  those  organizations  when  they  collected  the 
packed  documents.   Iraq's  original  claim  that  all  documentation  was  destroyed  is 
thus  patently  false. 

27.  The  Commission  doubts  that  the  materials  obtained  are  all  those  which  were 
gathered  under  the  protection  order  issued  in  1991.   More  such  documentation 
must  still  exist,  particularly  in  certain  significant  areas  such  as  production 
records,  Iraq's  procurement  networks  and  sources  of  supply.   Also,  the  relevant 
MIC  headquarters  documentation  and  archives  of  the  Ministry  of  Defence  are 
missing.   These  are  materials  which  must  be  handed  over  if  the  Commission  is  to 
be  able  to  undertake  a  speedy  and  thorough  verification  of  Iraq's  declarations 
regarding  its  prohibited  programmes.   The  Commission,  nevertheless,  acknowledges 
that  the  materials  already  obtained,  together  with  the  admission  that  the 
relevant  dociimentation  was  not  all  destroyed,  is  one  of  the  most  significant 
breakthroughs  in  the  four  years  of  its  operations  in  Iraq,  emd  will  provide  an 
invaluable  source  of  verification  material.   What  has  been  started  should  be 
completed  by  handing  over  the  missing  documentation  identified  cibove. 

3 .   Rationale  for  Iraq's  biological  and  chemical  weapons 

28.  Iraq's  intentions  with  regard  to  the  operational  use  of  its  biological  and 
chemical  weapons  have  been  subject  to  conflicting  presentations  by  the  Iraqi 
authorities  in  the  period  under  review.   On  the  one  side,  it  was  explained  that 
the  biological  and  chemical  weapons  were  seen  by  Iraq  as  a  useful  meauis  to 
counter  a  numerically  superior  force;  on  the  other,  they  were  presented  as  a 
means  of  last  resort  for  retaliation  in  the  case  of  a  nuclear  attack  on  Baghdad. 
Certain  documentation  supports  the  contention  that  Iraq  was  actively  planning 
and  had  actually  deployed  its  chemical  weapons  in  a  pattern  corresponding  to 
strategic  and  offensive  use  through  surprise  attack  against  perceived  enemies. 
The  known  pattern  of  deployment  of  long-range  missiles  (Al  Hussein)  supports 
this  contention.   Iraq  stated,  during  visits  of  both  the  Chairman  and  the  Deputy 
Chairman,  that  authority  to  launch  biological  and  chemical  warheads  was 
pre-delegated  in  the  event  that  Baghdad  was  hit  by  nuclear  weapons  during  the 
Gulf  war.   This  pre-delegation  does  not  exclude  the  alternative  use  of  such  a 
capaibility  and  therefore  does  not  constitute  proof  of  only  intentions  concerning 
second  use.   It  is  evident  that  the  Commission  must  have  a  complete 
understemding  of  the  concept  behind  each  stage  of  the  development  of  all 
proscribed  weapons  systems,  together  with  their  intended  and  actual  deployment 
plans . 
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III.   MISSILE  ACTIVITIES 
A.   The  monitoring  system 

29.  Pursuant  to  the  plsm  for  ongoing  monitoring  and  verification,  approved  by 
the  Security  Council  in  resolution  715  (1991) ,  the  Commission  has  estaUslished  a 
multi-layered  monitoring  system  in  the  missile  area.   The  system  is  designed  to 
cover  essential  elements  of  Iraq's  missile  and  related  research,  development, 
testing  cmd  manufacturing  facilities  and  non-proscribed  missiles  with  ramges 
less  than  150  kilometres  as  defined  by  the  plem.   The  system  is  designed  to 
compensate  the  limitations  of  one  layer  of  the  system  with  the  strengths  of 
other  layers.   The  current  monitoring  system  includes,  inter  alia: 

30.  On-site  monitoring  inspections.   Such  inspections  are  carried  out  without 
advance  notice  by  a  resident  expert  team  based  at  the  Commission's  Baghdad 
Monitoring  and  Verification  Centre  (BMVC) .   These  inspections  include 
verification  of  Iraq's  declarations  xinder  the  plan,  review  of  related  facility 
documentation,  inspection  of  items  produced  ouid  production  technic[ues,  and 
inspection  of  all  areas  smd  buildings  at  each  facility.   Currently,  over  30 
different  facilities  are  inspected  on  a  routine  basis,  with  the  frequency  of 
visits  dependent  on  the  nature  of  activities  at  the  specific  sites. 

31.  Continuous  sensor  monitoring.   This  is  directed  at  critical  areas  of 
missile-related  activities  and  dual-purpose  machines.   On-site  cameras  are 
connected  to  and  Ceui  be  viewed  remotely  from  the  BMVC.   Furthermore,  the  BMVC 
staff  collect  videotapes  from  the  monitored  facilities  every  30  days,  or  more 
frequently  if  required,  for  detailed  analysis.   Tamper-proof  tags  and  labels  are 
used  to  positively  identify  important  equipment  at  the  facilities  to  assist  in 
the  monitoring  of  their  use,  movement  or  disposal.   Currently,  over  120  pieces 
of  missile  related  equipment  cariry  UNSCOM  tags  and  labels.   The  Commission 
regularly  reviews  the  need  to  upgrade,  replace  or  add  additional  sensors  to 
improve  its  missile  monitoring. 

32.  Special  inspections.   Special  inspection  teams  are  tasked  to  address 
specific  issues,  for  example  assessing  non-proscribed  ongoing  missile  research 
and  development  activities.   These  teams  are  staffed  by  highly  qualified  experts 
in  specific  fields  who  advise  the  Commission  of  potential  modifications  to  the 
monitoring  regime . 

33.  Compliance  inspections.   Such  inspection  teams  are  used  to  verify 
information  available  to  the  Commission  on  Iraq's  activities.   These  teams  are 
also  used  to  determine  if  new  facilities  should  be  included  in  the  monitoring 
regime . 

34.  Aerial  surveillance.   The  Commission  uses  both  helicopter  and  high-level 
surveillance  assets  to  monitor  activities  and  the  infrastructure  of  relevant 
facilities  throughout  Iraq. 

35.  After  completion  of  the  baseline  process  for  each  site  being  monitored,  the 
Commission  began  operating  the  ongoing  monitoring  and  verification  system  for 
Iraq's  missile  and  related  facilities  on  17  August  1994.   Since  that  time,  the 
Commission  has  performed  over  450  inspections  at  a  variety  of  missile  facilities 
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and  has  installed  over  40  video  cameras  at  16  facilities  monitored  for  missile 
production-related  activities.   Iraq  has  continued  to  provide  the  support 
requested  by  the  Commission  in  the  conduct  of  these  inspections,  including, 
inter  alia,  access  to  production,  quality  control  and  inventory  records;  access 
to  buildings,  facilities  or  equipment  located  at  the  sites;  installation  of 
cameras  and  tags;  and  the  provision  of  technical  experts  to  explain  designs, 
tests  amd  production  activities  to  the  monitoring  and  inspection  teams. 

36.  During  the  reporting  period,  the  Commission  conducted  the  second  annual 
verification  of  Iraq's  non-proscribed  operational  missiles  as  defined  by 
Security  Council  resolutions  687  (1991)  and  715  (1991),  i.e.  missiles  with 
ranges  less  than  150  )cilometres  that  are  designed  for  use,  or  capable  of  being 
modified  for  use,  in  a  surface-to-surface  role  with  a  range  greater  than 

50  Icilometres.   The  Commission  uses  tags  to  confirm  that  all  such  missiles  are 
identified  in  Iraq  auid  to  ensure  that  these  missile  systems  are  not  modified  to 
r2tnges  prohibited  by  the  Security  Council.   The  Commission  has  established 
modalities  pursuant  to  which  Iraq  is  required  to  present  10  per  cent  of  its 
missiles,  three  times  per  year,  to  the  Commission  for  its  verification.   The 
Commission  selects  the  missiles  for  Iraq  to  present  and  the  timing  of  these 
inspections.   In  accordance  with  the  established  procedures,  Iraq  submitted  the 
requested  number  of  missiles  for  verification  by  the  inspection  team  during  the 
second  annual  verification.   No  modifications  of  these  missiles  were  detected. 

37.  The  Commission  has  recently  obtained  information  that  Iraq  has  resumed  its 
acquisition  efforts  in  support  of  its  missile  facilities.   Iraq  placed  a  number 
of  orders,  both  directly  and  indirectly  (through  middlemen  aind  front  companies), 
for  the  purchase  of  equipment,  technologies,  supplies  and  material  for  both 
missile-  amd  non-missile-related  activities  at  these  facilities.   Iraq  explained 
that  many  of  these  efforts  were  in  direct  support  of  its  Ababil-100  programme 
for  indigenous  development  and   production  of  surface-to-surface  missiles  with 
ranges  between  100  and  150  kilometres.   During  the  period  since  the  last  report 
in  April  1995,  Iraq  has  ac)cnowledged  these  procurement  activities,  including  the 
actual  import,  without  notifications  to  the  United  Nations  Sanctions  Committee 
established  under  Security  Council  resolution  661  (1990) ,  of  equipment  and 
materials.   In  most  cases,  Iraq  has  wrongly  asserted  that  such  equipment  and 
materials  were  purchased  within  Iraq. 

B.   Destruction  of  proscribed  items 

38.  In  April  1995,  the  Commission  completed  an  investigation  of  Iraq's 
acquisition  and  use  of  equipment  for  Project  1728  (production  of  liquid- 
propellant  roc)cet  engines)  prior  to  the  Gulf  war.   On  21  ;^ril,  the  Commission 
sent  a  letter  to  Iraq  outlining  measures  that  needed  to  be  talcen  for  the 
disposal  of  this  equipment,  including  the  destruction  of  five  Icey  pieces  of 
production  and  testing  equipment  purchased  specifically  for  proscribed  missile 
activities.   Iraq  was  also  informed  that  all  wor)c  must  cease  on  equipment 
requiring  destruction.   The  personnel  in  the  facilities  where  this  equipment  was 
located  apparently  disregarded  these  instructions  and  continued  to  operate  the 
machinery  to  produce  parts  for  current  missile  programmes.   The  Commission 
detected  the  continued  operation  of  this  equipment,  in  contravention  of  the 
Commission's  instructions,  through  several  elements  of  its  monitoring  system. 
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primarily  the  monitoring  cameras.   Iraq  also  tried  to  delay  the  destruction  of 
the  equipment .   The  relevant  developments  were  reported  by  the  Executive 
Chairman  to  the  Security  Council  on  2  July  1995.   Shortly  thereafter,  Iraq 
agreed  to  comply  with  the  Commission's  decision  and  the  destruction  of  the 
equipment  was  completed  by  the  end  of  July  1995. 

C.   Proscribed  programme 

39.  During  the  period  since  the  report  in  ;^ril  1995,  the  Commission  has 
continued  its  investigations  of  Iraq's  proscribed  former  missile  activities. 
These  investigations  concentrated  on  the  unresolved  issues  mainly  connected  with 
Iraq's  past  research  and  development  activities.   The  Commission  sought 
additional  data  from  Iraq  and  its  explanations  concerning  work  on  a  number  of 
undeclared  missile  designs  or  components,  missile  fuels  and  the  connections 
between  the  missile  programme  and  other  proscribed  activities.   These  issues 
were  addressed  during  the  rounds  of  high-level  talks  from  May  until  early 
August  1995  auid  additionally  by  the  inspection  team  UNSCOM  122/BM  33.   At  that 
time,  Iraq  provided  some  smswers  to  the  Commission's  requests,  but  mainly 
limited  its  admissions  to  cases  where  the  Commission  had  evidence  of  Iraq's 
activities.   However,  in  the  majority  of  cases  in  the  period  prior  to 
mid-August  1995,  Iraq  tried  to  mislead  the  Commission  by  withholding  information 
or  by  attributing  the  case  on  which  information  was  requested  to  some  other 
activity.   Thus,  Iraq  specifically  denied  the  existence  of  any  biological 
warheads,  test  activity  with  chemical  warheads,  atny  work  on  advanced  liquid- 
propellant  missile  systems,  using  new  materials  for  missile  airframes  (like 
aluminium) ,  and  missile  fuels  (like  ODMH) .   Iraq  also  continued,  in  the  period 
indicated,  to  falsify  its  accounting  of  missiles,  warheads  and  supporting/ 
auxiliary  equipment. 

40.  During  the  Executive  Chairman's  visit  to  Baghdad  from  17  to  20  August  1995, 
following  on  the  events  described  in  paragraph  14  above,  Iraq,  in 
contradistinction  to  its  attitude  prior  to  that  time,  disclosed  substantial  new 
information  related  to  its  proscribed  missile  programme.   Iraq  acknowledged  for 
the  first  time  work  on  advanced  rocket  engines,  including  those  with  increased 
thrust  or  using  UDMH  fuel.   Iraq  also  admitted  to  the  production  of  proscribed 
rocket  engines  made  of  indigenously  produced  or  imported  parts  and  without 
cannibalization  of  the  imported  Soviet-made  Scud  engines.   Iraq  further  admitted 
that  the  number  and  the  purpose  of  static  and  flight  tests  of  proscribed 
missiles  had  previously  been  misrepresented. 

41.  As  described  in  paragraphs  24  to  27  above,  the  Commission  obtained  boxes 
with  documents  and  materials  including,  in  addition  to  written  dociomentation, 
videotapes,  films,  microfiches  2md  computer  diskettes  related  to  missile 
activities.   Some  prohibited  missile  components  were  also  found  in  the  boxes. 
Apparently  these  documents  had  at  one  time  belonged  to  projects  that  were 
engaged  in  activities  such  as  project  144  (modification  and  production  of 
missile  systems) ,  the  Karama  project  (production  of  missile  guid«mce  and  control 
systems) ,  project  1728  (production  of  liquid-propel lant  rocket  engines)  euid 
Badr-2000  (two-stage  solid-propellant  missile) .   The  Iraqi  representatives  who 
had  worked  on  these  projects  explained  that  they  had  been  ordered  to  prepare  a 
selection  of  the  most  important  documents  auid  to  hand  them  over  to  the  special 
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security  organizations.   In  the  view  of  the  Commission,  the  boxes  obtained  by  it 
do  not  contain  the  full  record  of  proscribed  missile  activities  or  a  complete 
set  of  documentation  which  could  be  expected  to  be  found  at  such  facilities. 
The  Commission  intends  to  exploit  fully  available  documents  in  the  verification 
process,  while  continuing  to  press  for  the  handing  over  of  all  the  relevant 
documents . 

42.  During  the  Executive  Chairmaui's  visit  to  Baghdad  from  29  September  to 

1  October,  and  the  UNSCOM  123/BM  34  inspection  (27  September-l  October) ,  the 
Iraqi  authorities  provided  additional  information  on  previously  undisclosed 
activities.   It  appeared  that  Iraq  considered  this  to  be  critical  and  essential 
information  on  its  prohibited  activities  and  it  was  therefore  withheld  from  the 
Commission  for  more  than  four  years.   At  the  end  of  September  1995,  the 
Commission  obtained  new  information  on  Iraq's  testing  activity,  including  both 
static  euid  flight  testing  of  Scud  varieuit  missile  systems;  several  new  designs 
of  longer-reuige  missile  systems;  development  and  testing  of  new  liquid- 
propellant  engine  designs;  development  euid  successful  testing  of  a  warhead 
separation  system;  an  indigenous  design  of  a  600  mm  diameter  supergun  system; 
and  three  separate  flight  tests  of  chemical  warheads.   Some  of  the  previously 
undisclosed  designs  included  missiles  that  could  reach  targets  at  ranges  of  up 
to  3,000  kilometres.   The  Commission  also  obtained  information  of  a  special 
missile  under  design  for  delivery  of  a  nuclear  explosive  device.   Since  these 
and  previous  declarations  substantially  change  the  scope  of  Iraq's  missile 
programme,  the  Commission  has  requested,  ouid  Iraq  has  agreed  to  provide,  a  new 
full,  final  and  complete  disclosure  (FFCD)  for  its  proscribed  missile 
activities . 

43.  New  Iraqi  disclosures,  including  production  of  indigenous  rocket  engines, 
have  a  severe  impact  on  the  Commission's  accounting  of  proscribed  weapons  «uid 
equipment  used  in  the  missile  programmes  prohibited  by  Security  Council 
resolution  687  (1991) .   So  far  Iraq  has  failed  to  provide  conclusive  evidence  on 
the  quimtity  of  engines  produced  by  Iraq.   Thus,  the  Commission  has  no  firm 
basis  for  establishing  at  this  time  a  reliable  accounting  of  Iraq's  proscribed 
missiles. 

44.  Another  serious  complicating  factor  in  eststblishing  a  new  accounting  of 
proscribed  weapons  emd  items  in  Iraq  is  associated  with  unilateral  destruction 
allegedly  carried  out  by  Iraq  in  the  summer  of  1991  to  which  reference  has 
already  been  made  in  paragraphs  21  and  22  jUaove.   The  destruction  of  large 
quamtities  and  varieties  of  proscribed  items  carried  out  at  that  time  was 
disclosed  by  Iraq  to  the  Commission  only  in  March  1992.   However,  the  Commission 
has  come  to  the  conclusion  that  this  March  declaration  and  Iraq's  original  FFCD 
of  May  1992  had  been  intentionally  falsified  to  cover  activities  that  Iraq 
intended  to  withhold  from  the  Commission  at  that  time.   For  example,  Iraq 
declared  that  89  proscribed  operational  missiles  were  destroyed  in  summer  1991, 
although  only  83  such  missiles  were  actually  destroyed.   In  this  case,  the 
inflated  number  seems  to  have  been  put  forward  by  Iraq  to  cover  undeclared 
static  and  flight  test  activities  and  its  efforts  to  produce  its  own  missiles. 
Iraq. later  presented  an  incorrect  accounting  of  missile  warheads  -  both  imported 
and  indigenously  produced  -  to  hide  its  projects  involving  unconventional  and 
separating  warheads.   Iraq  presented  false  figures  on  the  quantity  of  destroyed 
imported  missile  components  euid  other  items.   Iraq  has  agreed  to  provide  a  new 
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declaration  on  the  material  balance  of  proscribed  weapons  and  other  prohibited 
items,  in  the  new  FFCD,  to  correct  these  and  other  false  or  misleading 
disclosures.   Until  it  verifies  Iraq's  new  declaration,  the  Commission  will  not 
be  aJDle  to  provide  a  definite  accounting  of  weapons  (missiles,  launchers  and 
supporting/auxiliary  equipment)  as  well  as  equipment  and   materials  used  in  the 
proscribed  missile  programne  of  Iraq. 

45.  As  may  be  seen  from  the  above,  during  much  of  the  reporting  period,  Iraq 
has  continued  to  withhold  information  related  to  its  proscribed  missile 
programme.   For  the  most  part,  Iraq  has  provided  new  data  only  when  there  were 
clear  indications  that  the  Commission  possessed  information  from  other  sources. 
However,  after  the  Executive  Chairman's  visit  in  mid-August,  Iraq  volunteered 
some  important  new  information  and  in  several  cases  supported  these  disclosures 
with  additional  documents.   Nevertheless,  based  on  the  totality  of  the 
information  available  to  it,  the  Commission  believes  that  Iraq  has  not  yet 
disclosed  fully  and  completely  its  proscribed  missile  activities.   The 
information  to  be  included  in  the  forthcoming  FFCD  will  be  crucial  for  the 
Commission's  verification  of  Iraq's  compliance  with  its  obligations.   For  this 
reason,  Iraq  needs  to  provide  accurate  and  substantiated  data,  including 
documentary  evidence  to  support  its  statements,  and  to  malce  suggestions  for 
speedy  and   effective  verification. 

46 .  The  Commission  intends  to  continue  its  intensive  inspection  and 
investigation  missions  under  resolution  687  (1991)  ,  including  application  of  new 
verification  methods,  in  order  to  obtain  a  full  and  complete  picture  of  Iraq's 
proscribed  missile  activities.   Iraq's  cooperation,  including  the  provision  of 
accurate  information  and  supporting  documentation,  access  to  personnel  involved 
in  the  relevant  activities  and  support  of  the  Commission's  inspection  and 
monitoring  efforts  will  be  required,  on  a  continuous  basis,  in  order  to  enable 
the  Commission  to  achieve  this  objective  in  a  speedy  and  efficient  manner. 

IV.   CHEMICAL  ACTIVmES 
A.   The  monitoring  system 

47.  During  the  period  under  review,  four  additional  baseline  inspections  were 
completed  in  the  chemical  area.   Monitoring  and  verification  protocols  were 
prepared  for  one  research  institute  and  three  chemical  storage  and  production 
sites.   These  activities  were  conducted  by  the  chemical  monitoring  team 
stationed  at  the  Baghdad  Monitoring  and  Verification  Centre.   The  Commission  has 
thus  completed  baseline  inspections  of  62  chemical  sites  and  18  universities, 
colleges  and  research  institutes.   Over  200  monitoring  inspections  have  been 
undertajcen  by  the  chemical  monitoring  team  to  date.   Some  site  protocols  will  be 
re-evaluated  in  the  light  of  recent  findings  that  sites  outside  of  the  Muthanna 
State  Establishment  were  also  involved  in  Iraq's  chemical  weapons  programme,  a 
fact  which  has  been  denied  until  very  recently.   It  is  anticipated  that 
information  from  the  documents  obtained  on  20  August  1995  will  lead  to 
inspections  at  newly  identified  sites  not  yet  visited. 

48.  During  monitoring  inspections  in  June  and  July  1995,  the  chemical 
monitoring  team  detected  the  unauthorized  movement  and  use  of  four  major  items 
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of  tagged  equipment  at  two  sites  under  monitoring.   Iraq  was  immediately 
instructed  to  replace  the  equipment  in  its  original  position.   This  was  done. 
The  seriousness  of  this  unauthorized  activity  and  the  attendant  considerations 
of  possible  destruction  of  the  equipment  was  underlined  to  Iraq  at  the  highest 

level . 

49.  In  addition  to  the  monitoring  tools  and  modalities  described  in  paragraphs 
30  to  34  of  the  chapter  on  missile  activities  in  the  present  report,  the 
Commission's  chemical  monitoring  apparatus  also  includes  19  air  samplers 
installed  at  6  chemical  production  sites  in  Iraq.   From  2  to  11  July  1995,  a 
technical  support  team  performed  a  retrofit  of  these  samplers  and  reviewed  their 
locations  in  order  to  optimize  their  use.   As  a  result,  several  samplers  were 
moved  smd  some  added  or  removed  from  sites.   The  upgraded  samplers  are  now 
better  equipped  to  withstand  difficult  conditions,  such  as  humidity  and  chemical 
extremes . 

50.  Ten  sampling  pumps  and  supporting  calibration  equipment  have  been  provided 
to  the  chemical  monitoring  team.   This  gives  the  team  the  capability  to  take  air 
samples  at  any  location  in  Iraq.   An  infrared  spectrometer  and  a  melting-point 
determination  apparatus  are  currently  under  procurement  to  enlarge  the  range  of 
samples  which  can  be  analysed. 

51.  A  reverse  osmosis  water  purification  system  cmd  a  complete  air  filtration 
system  for  the  chemical  fume  hood  has  been  installed  in  the  chemical  laboratory 
at  the  Baghdad  Monitoring  and  Verification  Centre.   These  will  enhance  the 
health  and  safety  of  personnel  working  in  the  laboratory.   To  ensure  the  health 
cuid  safety  of  monitoring  personnel  in  the  field,  protective  equipment  has  also 
been  procured,  including  HEPA  filters,  a  variety  of  respirators  and   pressed  air 
suits . 


B.   Proscribed  programme 

52.  The  new  information  obtained  by  the  Commission  in  August  euid  September  1995 
clearly  shows  that  Iraq's  full,  final  and  complete  disclosure  presented  on 

25  March  1995,  the  attachment  of  27  March  1995  and  the  addenda  to  the 
attachment,  received  on  29  May  1995,  are  incorrect  smd  incomplete.   The  new    ' 
information  was  gathered  initially  from  material  obtained  in  Iraq  on 
20  August  1995  and  subsequently  admitted  by  Iraq  during  the  course  of  technical 
talks  undertaken  by  the  ONSCOM  124/CW  25  inspection  team.   The  material  includes 
documents,  videotapes,  microfiches  and  microfilm  records  and  computer  discs 
spanning  a  large  part  of  Iraq's  chemical  weapons  programme. 

53.  In  response  to  the  Commission's  statements  that  the  March  1995  FFCD  was  no 
longer  adequate,  on  7  October  1995,  Iraq  provided  the  Commission  with  a  number 
of  revised  chapters.   The  revised  chapters,  however,  cover  only  those  areas 
already  raised  by  UNSCOM  124/CW  25  as  exan^les  of  shortcomings  in  the  existing 
FFCD.   The  March  1995  FFCD  omitted  information  on  major  militarily  significant 
chemical  weapons  capabilities,  such  as  additional  types  of  warfare  agents, 
advanced  agent  cmd  precursor  production,  stabilization  and  storage  technologies, 
new  types  amd  numbers  of  munitions  and  field  trials  and  additional  sites 
involved  in  the  programme . 
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54.  During  the  technical  talks  held  in  Baghdad  in  September  1995,  it  became 
clear  that  Iraq  was  continuing  to  withhold  important  information  on  the  extent 
and  technical  depth  of  its  chemical  weapons  programne.   Iraq  officially  stated 
that  the  March  1995  FFCD  was  coinplete  amd  accurate  and  that  there  was  no 
additional  information  available.   Only  belatedly  did  it  admit  shortcomings  in 
its  latest  FFCD. 

55.  Of  greatest  concern  are  new  revelations  concerning  the  timing,  extent  and 
success  of  Iraq's  programne  for  the  production  of  the  nerve  agent  VX.   In  the 
March  1995  Iraqi  FFCD  and  its  amendments,  it  was  asserted  that  the  VX  programme 
existed  only  from  April  1987  to  September  1988,  conducted  only  laboratory- scale 
production  and  had  been  abandoned  because  of  poor  agent  c[uality  and   instability. 

56.  Based  on  the  new  findings,  it  is  now  clear  that  the  VX  programme  begsui 
at  least  as  early  as  May  1985  and  continued  without  interruption  until 
December  1990.   The  Commission  has  concluded  that  VX  was  produced  on  an 
industrial  scale.   Precursor  and  agent  storage  and  steUsilization  problems  were 
solved.   Furthermore,  one  of  Iraq's  documents  on  this  subject,  dated 

1989,  proposes  'the  creation  of  strategic  storage  of  the  substance 

(VX  -  hydrochloride,  one  step  from  conversion  into  VX)  so  it  can  be  used  at  any 

time  if  needed" . 

57.  Significamt  in  this  context  is  Iraq's  admission,  in  September  1995,  of  the 
production  in  1990  of  65  tonnes  of  choline,  a  chemical  used  exclusively  for  the 
production  of  VX.   This  amount  would  be  sufficient  for  the  production  of 
approximately  90  tonnes  of  VX.   Furthermore,  Iraq  had,  inter  alia,  over  200  tons 
each  of  the  precursors  phosphorous  pentasulphide  and   di-isopropylamine.   These 
quantities  would  be  sufficient  to  produce  more  than  400  tonnes  of  VX.   At 
present,  there  is  no  conclusive  evidence  to  support  Iraq's  claims  concerning  the 
complete  disposal  of  these  two  precursors  and   the  choline. 

58 .  Iraq' s  recent  declarations  concerning  the  weaponization  of  biological 
agents  has  rendered  invalid  the  current  material  balance  for  chemical  munitions 
and  the  quantities  of  weaponized  chemical  agents.   This  derives  from  the  fact 
that  the  munitions,  including  missile  warheads,  declared  as  being  used  for 
biological  agents  had  previously  been  declared  as  used  for  chemical  weapons 
purposes . 

59.  Iraq  has  also  admitted  the  development  of  prototypes  of  binary  sarin-filled 
artillery  shells,  122  mm  rockets  and  aerial  bombs.   However,  the  new 
documentation  shows  production  in  quantities  well  beyond  prototype  levels.   Iraq 
has  also  admitted  three  flight  tests  of  long-rauige  missiles  with  chemical 
warheads,  including  one,  in  ;^ril  1990,  with  sarin. 

60.  Iraq  admitted  that  it  had  received  significant  assistance  from  abroad. 
This  support  included,  at  a  minimum,  the  provision  of  munitions  specifically 
designed  for  chemical  weapons  fill,  technical  support  for  the  development  of  a 
VX  precursor  manufacturing  process  emd  the  provision  of  technical  personnel 
directly  to  the  Muthanna  State  Establishment  (MSE) . 

61.  The  recently  obtained  documentation  contains  significant  information  on 
procurement  and  financing  for  MSE.   These  records  indicate  that  at  least 
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$100  million  in  procurement  remains  undeclared.   This  finding  contradicts  Iraqi 
statements  that  all  MSE  procurement  had  been  declared. 

62.  The  new  information  on  Iraq's  proscribed  chemical  weapons  programme  will 
require  appropriate  follow-up  action,  including  technical  analysis  of  the 
documents  2md  expert  seminars.   The  documentation  shows  Iraq's  efforts  to 
produce  indigenously  key  precursors  for  chemical  weapons,  for  example,  the 
synthesis  of  cyclohexanol  (a  GF  precursor)  from  phenol  au:id  the  synthesis  of 
di-isopropylamine  (a  VX  precursor)  from  ammonia  and  acetone.   In  the  light  of 
this,  certain  proposals  by  Iraq  to  construct  new  facilities  with  dual-use 
capabilities  will  have  to  be  considered  very  carefully  by  the  Commission  and  the 
monitoring  system  adjusted  accordingly. 

63.  The  new  information  invalidates  material  balances  provided  in  the 
March  1995  FFCD  and  subsequent  amendments.   At  the  present  time  also  the 
Commission  cannot  exclude  the  potential  existence  of  stoc)cs  of  VX,  its  direct 
precursors  and  undeclared  munitions  in  Iraq.   In  these  circumstances,  the 
Commission  is  requiring  a  new  full,  final  and   complete  disclosure  from  Iraq 
which  will  give  a  coherent  and  true  account  of  its  chemical  weapons  programme. 


V.   BIOLOGICAL  ACTIVITIES 

A.   The  monitoring  system 

£4.   Monitoring  in  the  biological  area  began  in  full  on  4  April  1995,  preceded 
by  a  four-month  interim  monitoring  phase.   The  scope  of  activities  and  sites  to 
be  encompassed  by  the  monitoring  needs  to  be  broad  because  of  the  inherent 
dual-use  nature  of  biological  technology  and  the  ease  with  which  civilian 
facilities  can  be  converted  for  biological  weapons  purposes.   The  Commission  has 
been  compelled  to  cast  a  wider  net  in  the  biological  field  because  of  Iraq' s 
incomplete  disclosure  of  the  full  extent  of  its  past  biological  warfare 
activities.   In  actively  see)cing  to  establish  an  understanding  of  such  a 
programme,  the  Commission  has  had  to  rely  less  on  Iraq's  openness  and  more  on 
its  own  findings . 

65.   Currently,  79  sites  throughout  Iraq  are  included  in  the  biological 
monitoring  and   verification  regime.   These  sites  are  comprised  of: 

(a)  Five  sites  currently  Jtnown  to  have  played  a  significant  role  in  Iraq's 
past  biological  weapons  programme; 

(b)  Five  vaccine  or  pharmaceutical  facilities ,- 

(c)  Thirty- five  research  and   university  sites  which  have  significant 
technology  or  equipment; 

(d)  Thirteen  breweries,  distilleries  and  dairies  with  dual-purpose 
capabilities; 

(e)  Bight  diagnostic  laboratories; 
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(f)  Five  acquisition  and  distribution  sites  of  biological 
supplies/equipment; 

(g)  Four  facilities  associated  with  biological  equipment  development; 

(h)   Four  product  development  organizations. 

Of  these  sites,  9  are  category  A  (most  intense  monitoring),  IS  are  category  B, 
10  category  C  and  4  5  category  D. 

66.  The  monitoring  concept  that  has  been  implemented  by  the  Commission 
includes:   equipment  inventory  at  all  sites  where  dual-purpose  equipment  is 
located;  notifications  by  Iraq  of  transfer,  modification  euid  acquisition  of  such 
equipment;  placement  of  cameras  at  selected  sites  to  observe  change  in  activity 
or  use  of  ecjuipment;  routine  inspections  of  sites  by  a  Baghdad-based  monitoring 
team,  primarily  on  a  no-notice  basis,  and  on  a  variable  frequency;  and 
identification  of  factors  related  to  "break-out"  scenarios  at  sites  and  of  their 
possible  role  in  proscribed  activities.   These  monitoring  activities  from  the 
Baghdad  Monitoring  and  Verification  Centre  are  reinforced  by  special  inspections 
where  investigations  by  most  experienced  specialists  are  desired.   Key  aspects 
of  the  baseline  process,  including  identification  of  additional  sites  of 
interest  and  their  capability,  identification  of  undeclared  dual -use  equipment, 
assessment  of  their  present  aind  future  use,  are  also  ongoing  activities  that  are 
incorporated  into  the  monitoring  process . 

67.  During  the  reporting  period  since  10  April  1995,  over  150  inspections  or 
visits  to  different  sites  have  been  made  by  the  biological  monitoring  team, 
including  over  20  inspections  of  the  Al  Hakam  facility.   At  three  sites, 
including  Al  Hakam,  video  monitoring,  using  a  total  of  22  cameras,  supplement 
the  other  monitoring  efforts.   Both  realtime  images  ouid  recorded  videotapes  are 
analysed  and  the  information  is  incorporated  into  the  monitoring  process. 

B.   Proscribed  programme 

68.  While  ongoing  monitoring  concentrates  mainly  on  dual-use  biological 
capabilities  in  Iraq,  eui  efficient  and  effective  monitoring  is  not  possible 
without  a  full  understanding  of  Iraq's  proscribed  biological  activities.   In  its 
report  to  the  Security  Council  last  April  (S/1995/284) ,  the  Commission  stated 
that  "it  has  come  to  the  conclusion  that  Iraq  has  not  provided  a  full  amd 
comprehensive  disclosure  of  its  past  military  biological  programme  or  accounted 
for  items  and  materials  for  that  programme". 

69.  Up  to  the  middle  of  the  reporting  period,  Iraq  continued  to  deny  having 
ever  had  euiy  offensive  biological  weapons  programme  or  activities.   It  should  be 
recalled  that,  in  March  1995,  Iraq  officially  submitted  a  new  full,  final  and 
complete  disclosure  in  the  biological  area  which,  like  its  original  FFCD  in 

May  1992,  and  other  declarations  since  the  adoption  of  resolution  687  (1991), 
adhered  to  the  position  that  Iraq  had  had  only  a  very  small  defensive  biological 
research  programme  conducted  by  10  people  from  1985  until  the  autumn  of  1990. 
The  March  1995  FFCD  was  so  contrary  to  the  information  in  the  Commission's 
possession  that  the  Commission  saw  no  merit  in  initiating  verification  of  the 
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document.   Essentially  a  stalemate  developed  between  Iraq  and  the  Commission. 
The  Commission  continued  to  collect  information  related  to  Iraq's  biological 
weapons  programme  while,  in  parallel,  trying  to  persuade  Iraq,  through  a 
dialogue,  to  present  a  true  declaration  covering  its  biological  weapons 
activities. 

70.  In  ;^ril  and  May  199S,  Iraq  continued  to  display  cm  uncooperative  attitude. 
During  the  Executive  Chairman's  visit  to  Iraq  (29  May-1  June),  Iraq  refused  even 
to  meet  with  the  biological  experts  accompanying  the  Chairman.   The  stalemate 
continued  through  June,  but  with  promises  from  Iraq  of  information  about  its 
biological  weapons  programme  to  be  provided  only  in  late  June  or  early  July,  if 
Iraq  at  that  time  concluded  that  there  were  indications  that  progress  was  being 
made  towards  the  reintegration  of  Iraq  into  the  international  community  (see 
para .  1 0  ahove )  . 

71.  On  1  July  1995,  during  the  Executive  Chairman's  visit  to  Iraq  (see  para.  11 
above) ,  Iraq  did  provide  an  oral  overview  of  its  past  programme,  admitting  for 
the  first  time  that  it  indeed  had  had  an  offensive  biological  weapons  programme 
from  April  1986  to  September  1990.   But  while  ac)aiowledging  an  offensive 
programme  that  included  the  production  of  large  quantities  of  two  warfare  agents 
at  the  Al  Hakam  facility,  the  overview,  nevertheless,  firmly  denied 
weaponization  of  these  or  any  other  biological  warfare  agents.   During  technical 
discussions  that  followed  this  oral  presentation,  the  Commission's  experts 
indicated  that  several  major  issues  related  to  Iraq's  biological  weapons 
programme  -  for  example  weaponization,  earlier  initiation  date  of  the  programme, 
larger  involvement  of  Iraq's  other  establishments,  and  the  material  balance  of 
supplies  and  agents  -  were  still  outstanding  and  urged  Iraq  to  address  those 
issues  in  a  new  FFCD  that  Iraq  undertook  to  submit  to  the  Commission. 

72.  In  the  second  half  of  July,  Iraq  prepared  a  draft  FFCD  and  the  UNSCOM 
121/BW  26  team  was  sent  to  Iraq  to  review  the  draft  together  with  Iraqi 
personnel  in  order  to  assist  them  in  the  preparation  of  a  document  that  would  be 
amenable  to  speedy  and  effective  verification. 

73.  The  July  draft  declaration  contained  many  areas  in  which  Iraq's  disclosures 
were  inconsistent  with  the  Commission' s  information  or  where  information  was 
missing  or  unclear.   These  deficiencies  followed  a  pattern:   they  appeared  to  be 
designed  to  deny  information  that  would  either  provide  evidence  of  weaponization 
or  reveal  military  connections  with  the  biological  weapons  programme.   There  was 
also  a  strong  suspicion  that  Iraq's  new  accounts  of  agent  production  and  complex 
growth  media  consumption  were  manipulated  to  provide  what  Iraq  hoped  would  pass 
as  a  credible  accounting  for  the  missing  media,  as  previously  described  by  the 
Commission  in  its  ;^ril  1995  report  (S/1995/284,  paras.  62-69) .   The 

UNSCOM  121/BW  26  team  strongly  advised  Iraq  not  to  submit  a  deficient 
declaration. 

74.  Nevertheless,  on  4  August  1995,  Iraq  officially  submitted  its  FFCD  to  the 
Executive  Chairman.   This  new  FFCD  was  consistent  with  Iraq's  oral  presentation 
of  1  July  and  the  July  draft  and  ignored  the  Commission's  suggestions.   Because 
of  the  ac)cnowledgement  that  Iraq's  programme  was  offensive  in  nature,  it  was 
considered  a  breakthrough  in  the  stalemate  that  had  existed  between  the 
Commission  and  Iraq.   The  Commission  initiated  verification  efforts,  including 
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amalysis  by  the  Commission's  and  visiting  experts  of  various  portions  of  Iraq's 
declaration;  inquiries  with  States  concerning  supplier  information;  detailed 
assessment  of  the  new  FFCD  and  correlation  with  information  available  to  the 
Commission. 

75.   On  17  August  1995,  after  the  events  described  in  paragraph  14  oOjove,  Iraq 
informed  the  Executive  Chairman  that  the  full,  final  cuid  complete  disclosure  of 
4  August  should  not  be  considered  valid.   Iraq  then  presented  to  the  Chairman  a 
vastly  different  account  of  Iraq's  past  biological  warfare  programme  that 
included  weaponization,  additional  agents  emd  additional  sites  involved  in  the 
progranmie .   Iraq  undertook  to  submit  to  the  Commission  a  new  FFCD.   During  this 
visit,  some  documents  were  obtained  which  related  to  the  proscribed 
biological  weapons  programme.   On  22  August  1995,  a  biological  expert  team 
(ONSCOM  125/BW  27)  visited  Baghdad  in  order  to  collect  detailed  information  and 
clarifications  on  the  revelations  which  had  been  presented  during  the  Chairman's 
visit.   A  summation  of  the  most  recent  revelations  of  Iraq's  biological  weapons 
programme  follows.   It  should  be  stressed  that  it  is  solely  based  on 
declarations  made  by  Iraq  since  mid-August,  which  remain  subject  to 
verification.   At  this  time,  therefore,  the  Commission  cam  give  no  assurances  as 
to  the  correctness  and  comprehensiveness  of  that  information: 

(a)  Iraq  stated  that,  in  1974,  the  Government  had  adopted  a  policy  to 
acc[uire  biological  weapons.   In  1975,  a  research  auid  development  biological 
weapons  programme  was  established  under  the  Al  Hazen  Ibn  Al  Haytham  Institute  at 
a  site  located  in  Al  Salman.   The  work  was  poorly  directed.   Coupled  with  a  lack 
of  appropriate  facilities  and  equipment,  it  was  said  the  Institute  achieved 
little  and  it  closed  in  1978; 

(b)  The  failure  of  the  Al  Hazen  Institute  was  claimed  to  be  a  severe 
setback  for  the  programme  amd  the  following  years  are  alleged  to  be  devoid  of 
any  biological  weapons -related  activity.   In  the  early  period  of  the  Ircm/Iraq 
war  (perhaps  in  1982  or  1983) ,  a  prominent  Iraqi  microbiologist  wrote  a  report 
expressing  his  concerns  on  scientific  developments  relating  to  biological 
warfare  agents  aind  suggesting  that  research  in  this  subject  be  commenced  in 
Iraq.   It  is  still  uncertain  whether  this  report  was  followed  up,  but  in  1985 
the  Muthanna  State  Establishment,  Iraq's  main  facility  for  chemical  weapons 
research  and  development,  production  emd  weaponization,  recommended  the 
commencement  of  a  biological  weapons  programme.   In  May  or  June  1985,  Muthanna 
sought  and  obtained  endorsement  from  the  Ministry  of  Defence  for  this  programme. 
It  was  anticipated  that  the  biological  weapons  research  would  be  production- 
oriented  amd  thus,  in  addition  to  latboratory- scale  equipment,  a  pilot  plant  in 
the  form  of  one  150-litre  fermenter  was  purchased  by  Muthanna.   Throughout  1985, 
personnel  were  recruited  by  Muthanna  and  by  the  end  of  the  year,  a  staff  of  10 
was  working  on  biological  weapons  research; 

(c)  Initial  work  at  Muthanna  was  said  to  focus  on  literature  studies, 
until  April  1986,  when  bacterial  strains  were  received  from  overseas.   Research 
then  concentrated  on  the  characterization  of  Bacillus  anthracis  (anthrax)  and 
Clostridium  botulinum  (botulinum  toxin)  to  establish  pathogenicity,  growth  and 
sporulation  conditions,  and  their  storage  parameters.   (Anthrax  is  an  acute 
bacterial  disease  of  animals  and  humams  that  can  be  incurred  by  ingestion  or 
inhalation  of  the  bacterial  spores  or  through  skin  lesions.   It  produces  an 
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infection  resulting  in  death  in  days  to  weeks  after  exposure.   Botulinum  toxin 
produces  an  acute  muscular  paralysis  resulting  in  death  of  animals  or  humans.) 
As  claimed  by  Iraq,  there  was  no  production  of  agents  and  the  imported 
fermenters  at  Muthanna  were  not  used.   However,  Muthanna  was  still  looking  ahead 
to  biological  warfare  agent  production  and  wrote  a  report  to  the  Ministry  of 
Defence  recommending  that  the  former  single-cell  protein  plant  at  Taji  be  taken 
over  by  Muthanna  for  the  production  of  botulinum  toxin.   The  Ministry  of  Defence 
agreed  but,  in  early  1987,  before  the  plan  could  be  implemented,  the  proposal 
went  into  abeyance  for  a  short  time  owing  to  administrative  reasons ; 

(d)  In  May  1987,  the  biological  weapons  programme  was  transferred  from 
Muthanna  to  Al  Salman .   The  reason  for  this  was  said  to  be  that  the  biological 
work  interfered  with  the  (presumably  higher-priority)  chemical  weapons  programme 
at  Muthanna.   At  Al  Salman,  the  biological  weapons  group  administratively  came 
under  the  Forensic  Research  Department  of  the  Technical  Research  Centre  (TRC)  of 
the  Military  Industrialization  Corporation.   After  a  slow  beginning,  it  appeared 
that  the  biological  weapons  programme  flourished  at  Al  Salman.   Equipment, 
including  the  fermenters,  was  transferred  from  Muthanna,  new  equipment  was 
acquired,  juid  new  staff  joined  the  biological  weapons  group  to  bring  the 
workforce  ap  to  about  18.   T^e  research  at  Al  Salman  shifted  to  issues  related 
more  to  the  application  of  tae  agents  as  biological  weapons.   The  effects  on 
larger  animals,  including  sheep,  donkeys,  monkeys  and   dogs,  were  studied  within 
the  laboratory  and  inhalation  chamber,  as  well  as  in  the  field.   Initial  weapons 
field  trials  were  conducted  in  early  1988.   Studies  of  scale-up  production  were 
initiated  on  botulinum  toxin  and  anthrax; 

(e)  The  earlier  proposal  for  the  acquisition  of  a  biological  weapons 
production  site  was  revived  and  the  former  single-cell  protein  plant  at  Taji  was 
taken  over  by  TRC  in  mid-1987.   The  plant  was  said  to  be  in  a  run-down  condition 
and  it  was  not  until  early  in  1988  that  it  was  made  operational.   With  a 
workforce  of  eight  people,  and  using  one  450-litre  fermenter,  production  of 
botulinum  toxin  commenced  in  February  or  March  1988  and  continued  until 
September/October  of  that  year.   Production  of  botulinum  toxin  also  was  carried 
out  at  Al  Salman  in  flasks  or  laboratory  fermenters; 

(f)  Initial  production  fermentation  studies  with  anthrax  at  Al  Salman  used 
7-  and  14-litre  laUioratory- scale  fermenters  at  the  end  of  1988.   From  the 
beginning  of  1989,  the  ISO-litre  fermenter  transferred  from  Muthanna  was  used  to 
produce  Bacillus  subtilis.  a  simulamt  for  anthrax  as  a  biological  warfare  agent. 
After  five  or  six  runs  of  producing  subtilis,  anthrax  production  began  at 

Al  Salman  around  March  1989.   About  15  or  16  production  runs  were  performed, 
producing  up  to  1,500  litres  of  anthrax,  which  was  concentrated  to  150  litres. 
Additional  production  with  the  leUaoratory  fermenters  was  also  accomplished; 

(g)  Towards  the  end  of  1987,  a  report  on  the  success  of  biological  weapons 
work  by  TRC  was  submitted  to  MIC.   This  resulted  in  a  decision  to  enter  the 
full-scale  production  phase  for  a  biological  weapons  programme; 

.  (h)   In  March  1988,  a  new  site  for  biological  weapons  production  was 
selected  at  a  location  now  known  as  Al  Hakam.   The  project  was  given  the 
designator  "324".   The  design  philosophy  for  the  Al  Hakam  plant  was  taken  from 
the  chemical  weapons  research  and  production  facility  at  Muthanna:   the 
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buildings  were  to  be  well  separated,  research  areas  were  segregated  from 
production  areas  ctnd  the  architectural  features  of  Muthanna  buildings  copied 
where  appropriate.   The  plan   for  the  new  facility  at  Al  Ha)cam  envisaged  research 
and  development,  production  and  storage  of  biological  warfare  agents,  but  not 
munitions  filling.   Construction  of  the  production  buildings  at  the  northern  end 
of  the  Al  Hakam  site  was  largely  complete  by  September  1988  after  which  work 
commenced  on  erection  of  the  laboratory  buildings ; 

(i)   In  1988,  a  search  for  production  equipment  for  the  biological  weapons 
programme  was  conducted  in  Iraq.   Two  1,850-litre  and  seven  l,4e0-litre 
fermenters  from  the  Veterinary  Research  Laboratories  were  transferred  to 
Al  Hakam  in  November  1988.   The  450-litre  fermenter  line  at  Taji,  which  was  at 
the  time  used  in  the  production  of  botulinum  toxin,  was  also  earmarked  for 
transfer  to  Al  Hakam  and  was  relocated  there  in  October  1988.   From  mid-1988, 
large  fermenters  were  also  sought  from  abroad,  but  after  Iraq  completed  a 
contract  for  a  5,000-litre  fermenter,  an  export  licence  was  not  granted,- 

(j)   At  Al  Hakam,  production  of  botulinum  toxin  for  weapons  purposes  begam 
in  i^ril  1989  and  anthreuc  in  May  1989.   Initially  much  of  the  fermentation 
capacity  for  anthrax  was  used  for  the  production  of  anthrax  simulant  for  weapons 
field  trials.   Production  of  anthrax  itself,  it  is  claimed,  began  in  earnest  in 
1990.   In  total,  eUsout  6,000  litres  of  concentrated  botulinum  toxin  and 
8,425  litres  of  anthrcoc  were  produced  at  Al  Hakam  during  1990; 

(k)   From  the  early  period  of  the  biological  weapons  programme  at 
Al  Salman,  there  was  interest  in  other  potential  biological  warfare  agents 
beyond  anthrax  and  botulinum  toxin.   It  became  the  policy  to  expand  the 
biological  weapons  programme  into  these  other  fields.   Thus,  from  the  design 
phase  of  Al  Hakam  as  a  biological  weapons  research,  production  and  storage 
facility;  there  were  plans  for  such  diversification,  including  facilities  to 
work  on  viruses  and  laboratory  space  for  genetic  engineering  studies; 

(1)   In  April  1988,  in  addition  to  anthrax  amd  botulinum  toxin,  a  new 
agent,  Clostridium  perfringens  (gas  gjuigrene) ,  was  added  to  the  bacterial 
research  work  at  Al  Salman.   (Clostridium  perfringens  produces  a  condition  known 
as  gas  gangrene,  so  named  because  of  the  production  of  gaseous  rotting  of  flesh, 
common  in  war  casualties  requiring  amputation  of  limbs.)   In  August  1989,  work 
on  perfringens  was  transferred  from  Al  Salman  to  Al  Hakam; 

(m)   In  May  1988,  studies  were  said  to  be  initiated  at  Al  Salman  on 
aflatoxin.   (Aflatoxln  is  a  toxin  commonly  associated  with  fungal -contaminated 
food  grains  and  is  known  for  its  induction  of  liver  cancers.   It  is  generally 
considered  to  be  non- lethal  in  humans  but  of  serious  medical  concern  because  of 
its  carcinogenic  activity.)   Later  research  was  also  done  on  trichothecene 
mycotoxins  such  as  T-2  and  DAS.   (Tricothecene  mycotoxins  produce  nausea, 
vomiting,  diarrhoea  and  skin  irritation  and,  unlike  most  microbial  toxins,  can 
be  absorbed  through  the  skin.)   Research  was  conducted  into  the  toxic  effects  of 
aflatoxlns  as  biological  warfare  agents  amd  their  effect  when  combined  with 
other  chemicals.   Aflatoxin  was  produced  by  the  growth  of  the  fungus  aspergillus 
in  5-litre  flasks  at  Al  Salman; 


/.. 


587 


S/1995/864 

English 
Page  25 


(n)   In  1989,  it  was  decided  to  move  aflatoxin  production  for  biological 
weapons  purposes  to  a  facility  at  FudaliyaUi.   The  facility  was  used  for 
aflatoxin  production  in  flasks  from  April/May  1990  to  December  1990.   A  total  of 
about  1,850  litres  of  toxin  in  solution  was  declared  as  having  been  produced  at 
Fudaliyaih; 

(o)   Another  fungal  agent  examined  by  Iraq  for  its  biological  weapons 
potential  was  wheat  cover  smut.   (Wheat  cover  smut  produces  a  black  growth  on 
wheat  euid  other  cereal  grains;  contaminated  grain  cannot  be  used  as  foodstuff.) 
After  small  production  at  Al  Salman,  larger-scale  production  was  carried  out 
near  Mosul  in  1987  and  1988  auid  considerable  q[uantities  of  contaminated  grain 
were  harvested.   The  idea  was  said  not  to  have  been  further  developed;  however, 
it  was  only  sometime  in  1990  that  the  contaminated  grain  was  destroyed  by 
burning  at  the  Pudaliyah  site; 

(p)   Another  toxin  worked  for  weapons  application  was  ricin.   (Ricin  is  a 
protein  toxin  derived  from  castor  bean  plsmts  that  is  highly  lethal  to  humans 
and  animals.   When  inhaled,  ricin  produces  a  severe  diffuse  breakdown  of  lung 
tissue  resulting  in  a  haemorrhagic  pneumonia  and  death.)   It  appears  that  work 
started  in  1988  at  Al  Salman.   The  first  sanples  of  ricin  were  supplied  from  the 
Sammarra  drug  factory  and  after  some  Initial  toxicological  tests  in  conjunction 
with  Mutheuina,  the  qpjcuitity  required  for  a  weapons  test  was  determined.   Ten 
litres  of  concentrated  ricin  (*ere  prepared.   A  weapons  trial  was  conducted  with 
the  assisteuice  of  Muthanna  using  artillery  shells.   The  test  was,  considered  to 
be  a  failure.   The  project  was  said  to  have  been  abandoned  after  this; 

(q)   Work  on  virus  for  biological  weapons  purposes  started  at  Al  Salman  in 
July  1990.   Shortly  thereafter,  a  decision  was  taken  to  acquire  the  Foot  cuid 
Mouth  Disease  facility  at  Daura  auid  it  was  taken  over  for  biological  weapons 
purposes,  in  addition  to  the  continued  production  of  vaccines.   It  was  decided 
that  the  Daura  pletnt  within  the  biological  weapons  programme  would  include 
facilities  for  bacteriology,  virology  amd  genetic  engineering.   Three  viral 
agents  for  the  biological  weapons  prograumte  were  obtained  from  within  Iraq: 
haemorrhagic  conjunctivitis  virus,  a  rotavirus  and  camel  pox  virus. 
(Haemorrhagic  conjunctivitis  is  an  acute  disease  that  causes  extreme  pain  and 
temporary  blindness.   Rotavirus  causes  acute  diarrhoea  that  could  lead  to 
dehydration  amd  death.   Camel  pox  causes  fever  and  skin  rash  in  camels; 
infection  of  humans  is  rare.)   It  was  stated  that  very  little  work  had  been  done 
on  these  viruses  smd  none  had  been  produced  in  quantity; 

(r)   Early  in  1988,  efforts  began  in  the  weaponization  of  biological 
warfare  agents  auid  some  of  the  senior  scientists  involved  in  the  biological 
weapons  programme  at  TRC  were  sent  to  Iraq's  munitions  factories  to  familiarise 
themselves  with  this  aspect.   At  about  the  same  time,  TRC  first  discussed  with 
the  Muthanna  State  Establishment  weaponization  of  biological  warfare  agents  suid 
it  was  agreed  that,  because  of  Muthanna' s  experience  in  the  weaponization  of 
chemical  agents,  the  Establishment  vrauld  also  provide  the  necessary  assistance 
for  the  selection  of  weapons  types  for  warfare  agents  cuid  the  conduct  of  field 
trials; 

(s)   The  first  field  trials  of  biological  weapons  were  said  to  have  been 
conducted  in  March  1988  at  Muthanna' s  weapons  test  range,  Muhammadiyat .   Two 
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tests  were  done  on  the  same  day,  one  using  the  anthrax  simulant.  Bacillus 
^ubtilis,  and  the  other  using  botulinum  toxin.   The  munitions  chosen  for  the 
tests  were  aerial  bombs  positioned  on  adjacent  stands.   The  effects  were 
observed  on  test  animals  (for  botulinum  toxin)  or  on  Petri  dishes  (for 
subtilis) .   The  first  tests  of  both  agents  were  considered  failures.   The  agents 
in  both  cases  did  not  spread  far  enough.   Later  in  March,  the  second  field  trial 
with  the  same  weapons  systems  was  said  to  have  been  conducted  emd  it  was 
considered  successful; 

(t)   No  further  weapons  field  trials  were  claimed  to  have  been  carried  out 
for  the  next  18  months.   In  November  1989,  further  weaponization  trials  for 
anthrax  (again  using  subtilis) ,  botulinum  toxin  amd  aflatoxin  were  conducted, 
this  time  using  122  mm  rockets,  again  at  Muhammadiyat .   These  tests  were  also 
considered  a  success.   Live  firings  of  filled  122  mm  roc]cets  with  the  same 
agents  were  carried  out  in  May  1990.   Trials  of  R400  aerial  bombs  with  Bacillus 
subtilis  were  first  conducted  in  mid-August  1990.   Final  R400  trials  using 
subtilis,  botulinum  toxin  and  aflatoxin  followed  in  late  August  1990; 

(u)   After  2  August  1990,  the  date  of  Iraq's  invasion  of  Kuwait,  Iraq's 
biological  weapons  programme  was  drastically  intensified:   the  emphasis  was 
shifted  to  production  and  later  to  weaponization  of  produced  biological  warfare 
agents .   The  foot  and  mouth  disease  plant  at  Daura  was  converted  to  biological 
weapons  production.   The  six  vaccine  fermenters  with  ancillary  equipment  at  the 
plant  were  used  for  production  of  botulinum  toxin  from  November  1990  until 
15  January  1991,  by  which  time  about  5,400  litres  of  concentrated  toxin  had  been 
produced.   It  was  decided  that  there  was  em  additional  requirement  for  cmthrax 
production  and  the  fermenters  at  Al  Ha)cam  that  had  been  previously  used  for  the 
production  of  botulinum  toxin  there  were  modified  to  meet  the  requirements  for 
increased  anthrax  production.   Production  of  perfringens  for  biological  weapons 
purposes  also  begem  at  Al  Hakam  in  August  1990  using  the  150-litre  fermenter 
which  had  been  relocated  from  Al  Salman.   A  total  of  340  litres  of  concentrated 
perfringens  was  produced; 

(v)   In  December  1990,  a  programme  was  initiated  to  develop  an  additional 
delivery  means,  a  biological  weapons  spray  tank  based  on  a  modified  aircraft 
drop  tank.   The  concept  was  that  tcmks  would  be  fitted  either  to  a  piloted 
fighter  or  to  a  remotely  piloted  aircraft  to  spray  up  to  2,000  litres  of  anthrax 
over  a  target.   The  field  trials  for  both  the  spray  tank  emd  the  remotely 
piloted  vehicle  were  conducted  in  Jemuary  1991.   The  test  was  considered  a 
failure  and  no  further  effort  towards  further  development  was  said  to  have  been 
made.   Nevertheless,  three  additional  drop  tanks  were  modified  and  stored,  ready 
for  use.   They  are  said  to  have  been  destroyed  in  July  1991.   The  prototype 
spray  tank  used  for  trials  was  claimed  to  have  been  destroyed  during  the  Gulf 
war  bombing; 

(w)   Weaponization  of  biological  warfare  agents  began  on  a  large  scale  in 
December  1990  at  Muthamna.   As  declared,  the  R400  bombs  were  selected  as  the 
appropriate  munition  for  aerial  delivery  and  100  were  filled  with  botulinum 
toxin,  50  with  anthrax  and  16  with  aflatoxin.   In  addition,  25  Al  Hussein 
warheads,  which  had  been  produced  in  a  special  production  run  since  August  1990, 
were  filled  with  botulinum  toxin  (13) ,  anthrax  (10)  and  aflatoxin  (2) .   These 
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weapons  were  then  deployed  in  early  January  1991  at  four  locations,  where  they  . 
remained  throughout  the  war; 

(x)   In  summary,  Iraq  has  declared  the  production  of  at  least  19,000  litres 
of  concentrated  botulinum  toxin  (nearly  10,000  litres  were  filled  into 
munitions),  8,500  litres  of  concentrated  anthrax  (some  6,500  litres  were  filled 
into  munitions)  and  2,200  litres  of  concenCrated  aflatoxin  (1,580  litres  were 
filled  into  munitions) ; 

(y)   Iraq  declared  that  it  had  decided  to  destroy  biological  munitions  and 
the  remaining  biological  warfare  bulk  agent  after  the  Gulf  war.   An  order  for 
destruction  was  claimed  to  have  been  given  orally,  and   no  Iraqi  representative 
seems  to  be  able  to  recall  an  exact  date  for  the  order  or  the  dates  of 
destruction  operations.   The  order  was  said  to  have  been  given  some  time  in  May 
or  June  1991.   All  filled  biological  boobs  were  relocated  to  one  airfield  and 
deactivation  chemicals  added  to  agent  fill.   The  bombs  %fere  then  explosively 
destroyed  and  burnt,  and  the  rwnains  buried.   A  similar  disposal  technique  was 
used  for  the  missile  warheads  at  a  separate  site.   In  late  August  1995,  Iraq 
showed  to  an  UNSCOM  team  a  location  triiich  it  claimed  to  be  a  warhead  destruction 
site.   However,  later  on,  Iraq  changed  its  story  and  %fas  unable  to  identify  with 
any  degree  of  certainty  the  exact  location  of  tirarheads  destruction  operations; 

(z)   Of  the  bacterial  bulk  agent  stored  at  Al  Bakam,  Iraq  stated  that  a 
similar  deactivation  procedure  had  been  adopted.   The  detoxified  liquid  was 
eirptied  into  the  facility's  septic  tank  and  eventually  dumped  at  the  site. 
About  8,000  litres  of  concentrated  botulinura  toxin,  over  2,000  litres  of 
concentrated  anthrax,  340  litres  of  concentrated  perfringens  and  an   unspecified 
quantity  of  aflatoxin,  according  to  Iraq's  declaration,  were  destroyed  at 
Al  Hakam. 

76.  Iraq's  biological  %ireapon8  programne  as  described  to  the  Commission  embraced 
a  comprehensive  range  of  agents  and  munitions.   Agents  under  Iraq's  biological 
weapons  programme  included  lethal  agents,  e.g.  anthrax,  lx>tulinum  toxin  and 
ricin,  and  incapacitating  agents,  e.g.  aflatoxin,  mycotoxins,  haemorrhagic 
conjunctivitis  virus  and  rotavir\is.   The  scope  of  biological  warfare  agents 
worked  on  by  Iraq  encompassed  both  anti -personnel  and  anti-plant  weapons.   The 
programme  covered  a  whole  variety  of  biological  weapons  delivery  meauis,  from 
tactical  weapons  (e.g.  122  nm  rockets  and  artillery  shells),  to  strategic 
weapons  (e.g.  aerial  bombs  and  Al  Bussein  weurheads  filled  with  anthrauc, 
botulinum  toxin  and  aflatoxin)  and  'economic'  weapons,  e.g.  wheat  cover  smut. 
Given  the  Iraqi  claim  that  only  five  years  had  elapsed  since  its  declared 
inception  in  1985,  the  achievements  of  Iraq's  biological  weapons  programme  were 
remarkaU>le . 

77.  The  achievements  included  the  production  and  actual  tfeaponization  of  large 
quantities  of  bacterial  agents  and  aflatoxin  and  research  on  a  variety  of  other 
biological  weapons  agents.   A  special  dedicated  facility,  Al  HeUcam,  for 
biological  weapons  research  and  development  as   well  as  large-scale  production 
was  under  construction,  with  most  essential-  elements  convicted  at  the  time  of 
the  Gulf  war  and  production  and  storage  capabilities  operational.   A  number  of 
other  facilities  and  establishments  in  Iraq  provided  active  support  for  the 
biological  weapons  programme.   The  ptogramme  appears  to  have  a  degree  of  balance 
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suggesting  a  high  level  of  management  and  plauming  that  envisioned  the  inclusion 
of  all  aspects  of  a  biological  weapons  programme,  from  research  to 
weaponization.   It  is  also  reasonable  to  assume  that,  given  that  biological 
weapons  were  considered  as  strategic  weapons  and  were  actually  deployed, 
detailed  thought  must  have  been  given  to  the  doctrine  of  operational  use  for 
these  weapons  of  mass  destruction. 

78.  It  appears  that,  until  August  1990,  the  biological  weapons  programme  had 
been  developing  at  a  steady  pace,  continuing  to  expsmd  and  diversify.   In 
August  1990,  a  "crash"  programme  was  launched  and  the  imperatives  of  production 
and  weaponization  took  over. 

79.  The  documentation  on  Iraq's  biological  weapons  programme  obtained  by  the 
Commission  in  August  1995  appears  to  represent  a  fraction  of  all  the  documents 
generated  under  the  programme.   For  example,  studies  were  described  orally  by 
Iraq  to  the  Commission  that  are  not  included  in  any  of  the  documentation.   Some 
of  the  studies  referred  to  in  the  documents  differ  signif icemtly  from  those 
described  to  the  Commission.   Information  available  to  the  Commission  from  other 
sources  does  not  correspond  in  important  aspects  to  the  information  provided  by 
Iraq. 

80.  In  spite  of  the  substantial  new  disclosures  made  by  Iraq  since  mid-August, 
the  Commission  does  not  believe  that  Iraq  has  given  a  full  and  correct  account 
of  its  biological  weapons  programme.   The  Commission  intends  to  continue  its 
intensive  inspection,  verification  and  analytical  efforts  with  the  objective  of 
presenting  to  the  Security  Council,  as  soon  as  possible,  its  assessments  of 
Iraq's  compliance  with  the  biological  weapons -related  provisions  of  Security 
Council  resolution  687  (1991).   Success  will  depend  on  Iraq's  cooperation  with 
these  efforts  and  its  complete  openness,  including  provision  to  the  Commission 
of  all  documentation  and  of  a  truly  full,  final  and  complete  disclosure  of 
Iraq's  proscribed  biological  weapons  programme. 

VI .   NUCLEAR  ACTIVITIES 

81.  The  Director  General  of  IAEA  is  reporting  separately  on  the  activities  of 
the  UNSC  687  Action  Team  set  up  to  implement  paragraphs  12  and  13  of  Security 
Council  resolution  687  (1991)  and  the  IAEA  plstn  for  ongoing  monitoring  and 
verification  approved  under  resolution  715  (1991)  (S/22872/Rev. 1  and  Corr.l). 

82.  The  Special  Commission  continues,  in  accordance  with  paragraph  9  (b)  (iii) 
of  resolution  687  (1991)  and  paragraph  4  (b)  of  resolution  715  (1991),  to 
provide  its  assistance  and  cooperation  to  the  IAEA  Action  Team  through  the 
provision  of  special  expertise  and  logistical,  informational  cUid  other 
operational  support  for  the  carrying  out  of  the  IAEA  plan  for  ongoing  monitoring 
and  verification.   In  accordance  with  paragraph  9  (b)  (i)  of  resolution 

687  (1991)  and  paragraph  4  (a)  of  resolution  715  (1991),  it  designates  sites  for 
inspection.   In  accordance  with  paragraph  3  (iii)  of  resolution  707  (1991) ,  it 
decides  on  requests  from  Iraq  to  move  or  destroy  any  material  or  equipment 
relating  to  its  nuclear  weapons  programme  or  other  nuclear  activities. 
Furthermore,  it  continues,  in  accordance  with  paragraph  4  (c)  of  resolution 
715  (1991),  to  perform  such  other  functions,  in  cooperation  in  the  nuclear  field 
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with  the  Director  General  of  IAEA,  as  may  be  necessary  to  coordinate  activities 
under  the  plans  for  ongoing  monitoring  and  verification,  including  making  use  of 
commonly  availaUble  services  and  information  to  the  fullest  extent  possible,  in 

order  to  achieve  maximum  efficiency  and  optimum  use  of  resources. 

•"  i 

83.  During  the  current  reporting  period,  the  Commission  has  reviewed  and 
concurred  with  a  number  of  IAEA  evaluations  of  Iraqi  requests  to  relocate 
materials  and  equipment  within  Iraq,  participated  with  IAEA  teams  during  routine 
inspections,  provided,  through  the  German  Government,  fixed-wing  (C-160)  and 
rotating-wing  (CH-S3G)  aircraft  for  the  trsuisport  of  IAEA  inspectors  into  Iraq 
from  Bahrain  and  between  points  within  Iraq  and  provided  the  UNSC  687  Action 
Team  with  working  room  and  supporting  facilities  at  the  Baghdad  Monitoring  aind 
Verification  Centre. 

84.  Close  coordination  between  IAEA  and   the  Commission  is  already  ongoing  in 
the  management  and  control  of  machine  tool  movements  within  Iraq,  and  a  better 
integration  between  the  IAEA  aind  tlNSCOM  systems  of  survey  has  been  implemented, 
for  example  for  machines  located  at  the  Nassr  State  Establishment,  which  ere 
under  both  missile  and  nuclear  monitoring.   Cross-disciplinary  inspections  have 
been  more  frequent  in  order  to  increase  the  information  flow  and  develop  cross - 
fertilization  between  the  specialized  teams.   IAEA  and  the  Conmission  also 
cooperated  in  the  initial  assessment  of  the  documents  obtained  in  Iraq  on 

20  August  1995. 

85.  The  Commission's  nuclear  experts  will  participate  in  certain  inspections 
decided  by  the  Action  Team  during  the  coming  months.   Regular  meetings  are  now 
scheduled,  alternatively  in  New  York  and  Vienna,  to  exchange  information  from 
all  sources  and  to  plan  cross-disciplinary  inspections.   Commission  experts 
regularly  visit  Vienna  to  update  the  IAEA  photo  library.   The  Commission's 
experts  are  continuing  to  participate  in  IAEA's  negotiations  with  the  Russi2ui 
Federation  regarding  the  sale  of  the  nuclear  materials  removed  from  Iraq  and 
reprocessed  in  Russia. 


VII.   OTHER  ACTIVITIES 
>  •  r  ^ 

A.   Bxport/import  mechanism 

86.  As  mentioned  in  the  J^ril  1995  report,  the  joint  proposal  prepared  by  the 
Special  Commission  and  IAEA  for  the  export/import  mechanism  called  for  in 
paragraph  7  of  Security  Council  resolution  715  (1991)  was  submitted  to  the 
Sauictions  Committee  in  February  1995.   tJpon  receipt  of  the  concurrence  of  that 
Committee,  it  is  to  be  transmitted  to  the  Council  for  its  approval. 

87.  In  the  course  of  the  consideration  of  the  proposal  by  the  Seuictions 
Committee,  certain  delegations  recjuested  information  on  the  modalities  which 
would  be  followed  by  the  Special  Commission  and  IAEA  when  implementing  the 
mechanism  in  Iraq.   On  17  July  1995,  the  Executive  Chairmam  of  the  Commission 
sent  a  letter  to  the  Chairmsm  of  the  Sanctions  Committee  responding  to  this 
request.   In  that  letter,  the  Chairman  pointed  out  that  the  Security  Council  had 
on  several  occasions  confirmed  that  the  sole  responsibility  for  carrying  out 
their  mandates  in  Iraq  rested  with  the  Commission  and  IAEA.   Nevertheless,  the 
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Commission  amd  IAEA  had  kept  the  Council  fully  informed  of  their  activities  and 
their  modus  operandi.  In  keeping  with  that  practice,  it  was  useful  to  indicate 
the  general  principles  which  would  be  followed  in  implementing  the  mechanism  in 
Iraq. 

88.  In  his  letter,  the  Executive  Chairman  explained  that  ein  office  of 
export/import  specialists  would  be  established  in  the  Baghdad  Monitoring  and 
Verification  Centre  which  would  serve  as  an  administrative  clearing  house  for 
communications  from  Iraq  regarding  the  notification  forms  which  it  would  be 
required  to  submit.   That  office  and   the  Centre  would  also  implement  inspections 
within  Iraq  to  ensure  that  the  mechanism  was  being  complied  with.   These 
inspections  would  be  as  vigorous  as  necessary  to  ensure  that  no  violations  of 
the  export/import  regime  would  occur.   In  this  regard,  the  Commission  and  the 
IAEA  intended  to  rely  on  their  full  rights  under  the  relevant  Security  Council 
resolutions  (including  resolutions  687  (1991) ,  707  (1991)  and  715  (1991) ,  the 
plans  for  ongoing  monitoring  and  verification  (S/22871/Rev. 1  amd  S/22872/Rev.l 
and  Corr.l),  the  privileges  and  imntunities  as  set  forth  in  the  excheuige  of 
letters  between  the  United  Nations  and  Iraq  of  6  and  17  May  1991  and  the 
decision  to  be  taken  by  the  Security  Council  approving  the  mechanism. 

89.  The  letter  further  stated  that  inspections  under  the  mechanism  would  take 
place  not  only  at  the  declared  end-user  sites  where  notified  items  would  be 
tagged,  as  appropriate,  and  entered  into  the  site  protocols,  but  would  also  be 
conducted  anywhere  else  in  Iraq,  including  points  of  entry  into  Iraq,  where 
there  was  reason  to  believe  that  notified  items  or  dual-use  items  in  respect  of 
which  there  should  have  been  notification  might  be  found.   To  ensure  Iraqi 
coiqpliance  the  monitoring  activities  would  be  carried  out  in  whatever  ways 
yielded  the  most  effective  results,  whether  by  monitoring  end-user  sites,  or 
border  crossings,  or  other  locations. 

90.  The  Executive  Chairman  proposed,  when  the  Semctions  Committee  was  in  a 
position  to  forward  the  proposal  for  the  mechanism  to  the  Security  Council,  as 
the  tripartite  proposal  called  for  in  paragraph  7  of  resolution  715  <1991) ,  that 
it  should  be  accompanied,  for  purposes  of  information,  by  his  letter  setting  out 
in  general  terms  the  modalities  which  it  was  intended  would  be  followed  in 
inqplementing  the  mechanism. 

91.  On  20  July  1995,  the  Sanctions  Committee  resumed  consideration  of  the 
Special  Commission's  auid  IAEA's  joint  proposal  for  the  export/import  mechanism, 
together  with  the  Executive  Chairmsm's  letter  of  17  July.   The  Committee 
approved  the  proposal  and  the  suggestion  of  the  Executive  Chairman  that  its 
transmission  to  the  Council  should  be  accompanied  by  the  letter  of  17  July. 
Because  of  a  request,  formal  tramsmission  to  the  Council  has  been  postponed. 
Transmission  is  expected  to  take  place  as  soon  as  all  members  indicate  the 
concurrence  of  their  Governments. 

92.  In  the  meamtime,  the  Special  Commission  has  continued  its  efforts  to 
prepare  for  the  implementation  of  the  mechanism  after  its  adoption  by  the 
Security  Council  so  as  to  be  able  to  put  it  into  effect  as  of  such  time  as  the 
Council  directs. 
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B.   National  implementation  measures 

93.   There  have  been  no  new  developments  since  the  Commission's  reports  in  April 
and  June  1995  regarding  the  national  implementation  measures  which  Iraq  is 
required  to  take  under  the  plans  for  ongoing  monitoring  and  verification.   The 
Commission  has  continued  to  pursue  the  matter  and  to  press  for  the  adoption  of 
the  necessary  legislation.   On  each  occasion  that  the  matter  has  been  raised, 
the  Iraqi  representatives  have  stated  that  the  legislation  is  with  the  Office  of 
the  Presidency  and  that  no  problems  were  foreseen  in  its  adoption.   Assurances 
that  such  adoption  would  be  forthcoming  in  a  matter  of  days  or  weeks  have  not 
been  fulfilled.   The  aibsence  of  this  legislation,  almost  four  years  after  the 
adoption  of  resolution  715  (1991)  approving  the  plains  for  ongoing  monitoring  and 
verification,  is  of  great  concern  to  the  Commission.   There  is  no  doubt  that  the 
enactment  of  this  legislation,  inter  alia,  prohibiting  Iraqi  citizens  from 
engaging  in  activities  proscribed  by  resolution  687  (1991),  would  be  regarded  as 
am  indication  of  Iraq's  will  to  coti^ly  fully  with  the  requirements  of  the 
resolution. 


C.   Aerial  surveillance 

94.  The  aerial  imagery  provided  by  the  Commission's  high-altitude  surveillance 
aircraft  (U-2)  and  the  Baghdad-based  aerial  inspection  team  continues  to  be  am 
essential  tool  for  the  monitoring  regime  and  for  the  investigation  of  new  sites. 
To  date,  over  600  missions  have  been  undertaken  by  the  aerial  inspection  team 
and  269  missions  by  the  U-2. 

95.  The  estoOalishment  of  the  photographic  development  laUsoratory  in  the 
Monitoring  Centre  in  Baghdad  has  facilitated  the  swift  processing  and  review  of 
the  aerial  photographic  product.   The  capability  to  process  photography  at  the 
Centre  has  also  proved  a  useful  asset  for  ground  inspection  teams . 

VIII.   FINANCE,  ORGANIZATION  AND  AIR  SUPPORT 

96 .  The  f inamcial  situation  of  the  Special  Commission  is  more  precarious  than 
ever.   Funds,  either  from  frozen  Iraqi  assets  or  provided  as  contributions  to 
the  Commission,  have  been  trickling  into  the  escrow  account  estaUslished  under 
Security  Council  resolution  778  (1992)  on  a  very  irregular  basis.   While  funding 
has  been  secured  for  the  remainder  of  1995,  funds  have  yet  to  be  identified  for 
1996 .   The  level  of  operational  expenditures  of  the  Commission  from  its 
inception  in  Kay  1991  until  the  end  of  1995  will  have  reached  $100  million.   The 
operational  budget  of  the  Commission,  under  the  current  rate  of  activities,  will 
be  around  $20  million  for  the  next  year. 

97.  The  above  figures  only  reflect  the  operational  budget  of  the  Commission, 
which  has  greatly  benefited  from  the  assistance  of  supporting  Governments 
through  the  direct  provision  of  services,  staff  amd  equipment.   Such  Governments 
may  seek  reimbursement  when  adequate  funds  are  obtained  from  Iraq,  which  has 
responsibility  for  all  costs  incurred  under  section  C  of  Security  Council 
resolution  687  (1991) . 
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98.  The  number  of  the  Special  Commlsalon' s  experts  in  New  York  has  been 
increased  over  the  last  few  montbs  to  cope  with  the  growing  workload.   All 
additional  experts  have  been  provided  by  Mendser  States  at  their  own  coat. 

99.  The  Commission  is  strengthening  its  communications  system  between  New  York 
and  Baghdad  and  is  acquiring  aui  improved  voice  and  fax  data  system  which  wilj 
enable  the  transmission  of  data  in  a  highly  secure  manner. 

100.  The  office  space  situation  of  the  Commission  in  New  York  is  becoming  more 
difficult.   It  will  be  impossible  to  accommodate,  within  the  currently  available 
space,  the  additional  documents  obtained  in  August  which  are  now  arriving  in  New 
York.   A  special  request  has  been  made  for  additional  secure  space  for  this 
purpose . 

101.  The  Commission  has  described  the  estiUsllshment,  preparations  and  resources 
of  the  Baghdad  Monitoring  and  Verification  Centre  in  earlier  reports 
(S/1994/1138  and  S/1995/284) .   All  the  projects  planned  to  renovate  the  Canal 
Hotel  facilities  for  the  Centre,  In  part  using  Iraqi  labour  and  materials,  are 
now  completed.   This  effort  has  taken  up  much  of  the  last  year  and  could  not 
have  been  finished  without  the  generous  contributions  of  personnel,  equipment 
and   materials  from  supporting  States . 

102 .  The  field  office  in  Baihrain  continues  to  support  the  operations  of  the 
Commission  and  the  activities  of  the  Baghdad  Monitoring  and   Verification  Centre. 
The  Commission  wishes  to  place  on  record  its  gratitude  to  the  Government  of 
Bahrain  for  its  great  generosity  emd  unstinting  support  In  the  establishment  and 
maintenance  of  the  field  office  in  Bahrain.   This  has  constituted  one  of  the 
most  Important  contributions  to  the  work  of  the  Commission  and  has  considerably 
expedited  that  work. 

103.  Recently,  the  Secretary-General  noted  the  substantial  contributions  of  air 
support  from  the  Government  of  Germany  for  the  operations  of  the  Special 
Commission  and  IAEA  in  Iraq  (A/SO/1,  para.  701)  .   Indeed,  without  the  C-160 
transport  aircraft  and  the  CH-53G  helicopters,  the  Commission  would  not  have 
accomplished  its  work  and  could  not  meet  the  rec[uirements  of  the  Security 
Council  in  carrying  out  ongoing  monitoring  cuid  verification  and  its  other 
responsibilities  in  Iraq. 

104.  The  airlift  support  provided  by  Germany  has  been  of  the  highest  quality. 
One  measure  of  the  success  of  this  effort  is  that  the  helicopter  unit  recently 
achieved  3,000  accident-free  flying  hours  in  Iraq  under  the  difficult  and 
complex  flight  conditions  existing  there.   The  C-160  Tremsall  aircraft  has  flovm 
over  10,000  passengers  into  and  out  of  Iraq.   Another  measure  is  the  outstcuidlng 
logistical  support  from  the  contributing  Government  to  its  forward-deployed 
units  In  Bahrain  and  in  Iraq.   Air  support  will  continue  to  be  critical  to 
Commisision  and  IAEA  operations  in  Iraq. 

105.  Helicopter  support  in  Iraq  has  been  and  will  continue  to  be  vital  for  the 
Independence  of  the  operations  of  the  Commission  aind  IAEA.   Indeed,  with  the 
lifting  of  semctions  and  the  resumption  of  international  trade,  the  requirement 
for  helicopter  support  will  increase  significantly.   Helicopters  will  provide 
efficient  trainsportation  for  inspection  teams  to  travel  to  border  crossings  and 
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points  of  entry.   At  the  same  time,  the  current  requirements  will  remain  for 
low-altitude  aerial  inspection  photography;  medical  evacuation;  rapid,  no-notice 
movement  of  inspection  teams;  amd  airlift  for  vehicles.   These  many  needs  are 
met  with  the  CH-53G,  which  appears  to  be  the  most  efficient  aircraft  currently 
available  for  this  purpose.   The  Commission  remains  profoundly  grateful  to  the 
Government  of  Germany  for  its  unique  and   vital  contribution  in  carrying  out  the 
Security  Council's  memdate  in  Iraq  under  section  C  of  Security  Council 
resolution  687  (1991) . 


IX.   CONCLUSION 

106.  During  the  period  under  review  and  since  the  Special  Commission's  report  in 
June  1995,  very  in^rartant  developments  have  taken  place  in  all  areas,  and  a 
considerable  amount  of  information  has  become  availcUsle  to  the  Commission 
concerning  Iraq's  proscribed  programmes.   The  Commission's  preliminary  cuialysis 
of  this  information  reveals  that  Iraq  has  been  concealing  proscribed  activities 
and  that,  conseqpiently,  some  of  the  assessments  in  the  Commission's  earlier 
reports  have  to  be  revised. 

107.  Iraq  has  been  misleading  the  Commission  by  withholding  information  that, 
before  the  Gulf  war,  it  had  secretly  produced  Scud-type  missile  engines  and 
carried  out  research  and   development  on  a  variety  of  projects  on  missiles  of 
prohibited  ranges.   Furthermore,  Iraq's  efforts  to  conceal  its  biological 
weapons  programme,  its  chemical  missile  warhead  flight  tests  and  work  on  the 
development  of  a  missile  for  the  delivery  of  a  nuclear  device  led  it  to  provide 
incorrect  information  concerning  certain  of  its  missile  activities.   The  new 
revelations  cast  into  doubt  the  veracity  of  Iraq' s  previous  declarations  in  the 
missile  area,  including  the  material  balance  for  proscribed  weapons  and  items. 
Consequently,  Iraq  has  agreed  to  provide  a  new  declaration  with  a  full,  final 
and  complete  disclosure  in  the  missile  area. 

108.  In  the  chemical  weapons  area,  the  Special  Commission's  investigations  have 
led  to  disclosure  of  activities  aiming  at  the  actjuisition  of  a  considerable 
capability  for  the  production  of  the  advouiced  nerve  agent  vx.   Whether  Iraq 
still  keeps  precursors  in  storage  for  immediate  VX  use  has  not  been  fully 
clarified.   The  revelations  also  shed  new  light  on  the  scope  and  ambition  of 
Iraq's  chemical  weapons  programme.   The  Commission  must  adjust  the  direction  of 
some  of  its  monitoring  activities,  especially  to  prevent  Iraq  from  using  its 
chemical  compounds,  equipment  and  activities  for  secret  acquisition  of  chemical 
weapons .   Further  destruction  of  some  Iraqi  chemical  assets  has  to  be 
contemplated.   The  Commission  has  requested  Iraq  to  provide  a  new  declaration 
comprising  a  full,  final  and  con^lete  disclosure  of  its  capabilities  with  regard 
to  chemical  weapons . 

109.  The  Special  Commission  has  detected  and  identified  a  hitherto  secret 
offensive  biological  weapons  programme  in  Iraq  comprising  a  large-scale 
production  of  biological  warfare  agents,  the  filling  smd  deployment  of  missile 
warheads  and  aerial  bombs  with  agents,  as  well  as  biological  weapons  research 
and  development  activities  of  considerable  width  and  depth.   As  late  as  August 
of  this  year,  Iraq  presented  to  the  Commission  a  formal,  but  essentially  false, 
declaration  on  its  biological  weapons  activities.   Consequently,  the  Commission 
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has  recjuested  again  smd  -  Iraq  has  agreed  to  provide  -  a  full,  final  amd 
complete  disclosure  of  its  biological  weapons  programme  in  the  form  of  a  new 
declaration.   Much  remains  to  be  verified  with  regard  to  these  weapons,  in 
particular  the  destruction  of  munitions  and  bulk  agents . 

110.  Given  the  new  disclosures,  the  Special  Commission  is  obliged  to  consider, 
in  accordance  with  paragraph  8  of  Security  Council  resolution  687  (1991) ,  the 
possible  destruction  of  facilities  and  items  which  were  used  in  the  production 
of  biological  weapons . 

111.  For  the  fulfilment  of  the  Special  Commission's  tasks,  it  needs  a  complete 
understanding  of  the  concept  behind  each  stage  of  the  development  of  all 
proscribed  weapons.   A  special  concern  of  the  Commission  in  this  respect  is  the 
matter  of  the  deployment  of  Iraq's  proscribed  missiles  with  non- conventional 
warheads  for  strategic  etnd  offensive  use. 

112.  The  increased  flow  of  data,  whether  originating  in  Iraq's  new  admissions  or 
in  recently  obtained  documents  amd  other  types  of  documentation,  has  opened  up 
new  possibilities  for  a  solid  and  credible  account  of  the  proscribed  weapons  and 
weapons  capabilities.   With  these  new  developments,  the  prospects  for  the  full 
implementation  of  the  weapons  chapter  of  Security  Council  resolution  687  (1991) 
have  improved . 

113 .  Further  exploration  cuid  investigation  are  necessary  to  verify  that  Iraq' s 
new  statements  euid  the  declarations  in  all  the  weapons  areas  requested  by  the 
Commission  are  true  representations  of  the  facts.   The  large  amount  of 
documentation  obtained  will  be  of  use  in  this  regard.   The  Special  Commission 
will  concentrate  its  personnel  and  technical  resources  in  order  to  achieve  a 
complete  and  reliable  account  as  fast  as  possible. 

114 .  The  system  for  ongoing  monitoring  and  verification  is  now  in  place  and   has 
been  tested  for  some  time.   It  is  as  much  in  the  interests  of  Iraq  as  of  the 
Commission  that  the  ongoing  monitoring  and  verification  system  functions  without 
amy  flaws.   Even  if  the  new  revelations  have  led  to  adjustments,  redirection  and 
augmentation  of  activities,  the  system  has  already  proved  to  be  robust  and 
fundamentally  sound.   Indeed,  it  was  during  the  build-up  of  the  monitoring 
structures  that  the  Commission's  scientists  and  analysts  were  able  to  detect 
Iraq's  concealment  of  its  hitherto  secret  biological  weapons  programme. 
Likewise,  as  mentioned  above,  Iraqi  efforts  to  circumvent  the  control 
arrangements  in  the  missile  amd  chemical  areas  have  been  detected  before  any 
serious  damage  has  occurred.   The  Commission  also  detected  undeclared  efforts  by 
Iraq  to  establish  a  covert  procurement  network  for  activities  under  monitoring. 

115.  In  this  report,  the  Commission  has  outlined  its  concerns  in  all  areas  of 
its  responsibility.   Questions  can  still  be  raised  about  the  intentions  of  Iraq 
as  regards  possible  remnants  of  its  proscribed  programmes.   In  the  coming 
months,  the  Government  of  Iraq  must  present  three  new  declarations  comprising 
full,  final  and  complete  disclosures  of  all  its  proscribed  capeUsilities .   Iraq 
must  at  the  same  time  hand  over  the  weapons  documentation  still  in  its  hands. 
Access  to  and  control  of  all  relevant  documentary  evidence  is  necessary  for  the 
Commission  to  be  able  quickly  and  effectively  to  verify  Iraq's  declarations  and 
ascertain  that  all  Iraq's  proscribed  weapons  capabilities  have  indeed  been 
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disposed  of.   If  the  requested  declarations  and  actions  by  Iraq  fulfil  the 
requirements  of  the  Security  Council,  a  solid  base  will  be  laid  for  the  full 
implementation  of  all  aspects  of  section  C  of  Secxirity  Council  resolution 
687  (1991) .   With  an  effective  and  proven  monitoring  and  verification  system  in 
place,  the  Commission  should  be  able  to  confirm  that  Iraq  would  have  no 
capability  to  project  amy  threat  with  proscribed  weapons  against  its  neighbours. 

116.  A  necessary  prerequisite  for  a  comprehensive  solution  is  that  Iraq 
demonstrate  a  full  openness  and  a  manifest  willingness  to  cooperate  in  all  its 
dealings  with  the  Special  Coninission.   Iraq's  stated  preparedness  to  provide 
such  cooperation  is  a  hopeful  sign.   The  true  character  of  Iraq's  expressed 
political  intent  will  soon  be  tested  by  the  Comnission  in  its  inspections  and 
analytical  activity.   If  Iraq  were  genuinely  to  trauislate  its  statements  into 
action,  there  would  be  a  real  hope  for  the  con^letion  of  the  task  entrusted  to 
the  Special  Conmission  within  a  reasonable  time-frame. 
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APPENDIX 
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THE  MATSUMOTO  INCIDENT: 

SARIN  POISONING  IN  A  JAPANESE 

RESIDENTIAL  COMMUNITY 

KYLE  B.  OLSON 


nSTRODUCnON 

Late  on  the  evening  of  June  27,  1994,  authorities  in  Matsumoto,  J^jan  began 
to  receive  calls  ftom  fiighiened  citizens  in  Kaichi  Heights,  a  neighboriuxxl  near  the 
old  heart  of  the  city.  Over  the  next  several  hours,  emergency  responders  would 
transfer  dozens  of  persons  to  area  hospitals  where  they  would  be  treated  for  acute 
exposure  to  toxic  chemicals.  Doaors  were  astonished  to  find  dramatically  reduced 
cholinesterasc  levels  m  virtually  all  the  victims,  and  followed  a  course  of  treatment 
for  organophosphoric  poisoning. 

Through  the  efforts  of  the  medical  teams,  several  very  seriously  afOicted 
persons  were  saved,  while  others  with  less  severe  symptoms  received  appropriate 
treatment  and  were  made  comfortable.  Some  cases,  however,  were  beyond  help. 
The  toll  would  ultimately  numbet-seyen  dead  .and  more  &an  200  injured,  witii  a 
number  of  the  injured  requiring  lengthy  hospital  stays.  One  sundvor  suffered 
permanent  and  massive  brain  damage.  ; . 

Subsequent  sampling  and  analysis  identified  the  presence  of  the  supertoxic 
nerve  gas  sarin  -  a  true  chemical  weapon  -  at  several  sites  in  the  affected  area. 

I  had  the  opportunity  to  visit  Matsumoto  in  December,  1994,  for  the  purpose 
of  collecting  infotmation  on  this  case,  which  has  been  little  reported  outside  of 
JapaiL  The  following  pages  detail  my  findings,  based  on  interviews  with  victims, 
medical  personnel  and  govermnent  officials  in  Matsumoto.  In  addition,  it  reflects 
mformation  compiled  and  reported  by  Japanese  sources. 

JUiyE27, 1994 

Matsumoto  is  located  1 00  miles  west  of  Tokyo  on  the  J^anese  main  island  of 
Honshu.  An  industrial  and  tourist  city  of  several  hundred  thousand  people,  it  sits  at 
the  feet  of  the  mgged  Japanese  Alps.  The  city  is  still  dominated  by  the  majestic 
moated  castle  constructed  by  a  poN^-erftil  daimyo  nearly  400  years  ago. 
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On  Jiine  27.  bcrwecn  SiOO  PM  and  midnighu  tn  enviieLminii:  evidence  indicates  sarin  gas  was 
released  in  the  Kaichi  Heights  area.  The  gas  was  apparently  generated  or  released  from  a  vacant 
lot,  near  a  small  fishpond.  Although  no  containers  or  related  equipment  were  found,  significant 
damage  to  plant  life  that  occurred  that  evening  —  apparently  caused  by  another  gas  (HF?)  released 
at  the  same  time  as  the  sarin  -  radiated  from  that  point.  In  addition,  dead  fish  found  in  the  pond, 
and  die  water  and  soil  in  the  immediate  area.  shov.ied  traces  of  saritL 

While  the  trees  around  the  fish  pond  and  the  darkness  of  night  apparently  prevented  anyone 
from  observing  the  exact  source  of  the  gas,  there  were  several  reports  of  odd,  sharp  smells.  Two 
witnesses  reported  seeing  a  white,  mist-like  cloud  rmnnatr  from  the  area. 

CHRONOLOGY 

The  following  is  an  edited  chronology  of  the  events  of  the  evening  of  June  27,  1994  and  the 
following  days: 

1 1 :00  PM:  A  rnan  visiting  a  friend  in  the  neighborhood  suddenly  complained  of  a  headache, 
dizziness,  and  narrowing  of  vision. 

1 1 :09  PM;  A  call  was  received  by  Matsumoto  emergency  officials  from  a  man  saying  thai  his 
wife  was  in  pain  and  a«ilnng  for  an  ambulance.  The  fire  department  medical  team 
that  arrived  five  minutes  later  was  greeted  by  the  husband,  who  was  disoriented  and 
ill  himself  The  couple  and  one  of  their  daughters  was  transported  to  Kyoritsu 
Hospital,  the  wife  recei\'ing  CPR  from  the  emergency  medical  technicians. 

11:30  PM:  Police  were  notified  by  the  fire  department  of  die  "accident".  All  officers  were 
placed  on  alert  There  were  numerous  emergency  calls,  and  many  victims  were 
taken  to  hospitals  by  ambulance. 

12:45  PM:  Police  used  loudspeakers  to  warn  persons  of  the  toxic  gases  and  lo  close  their 
windows  and  doors. 

1 :00  AM:     A  police  officer  patrolling  the  area  complained  of  stinging  eyes. 

1:20  AM:  A  shout  firam  the  Meiji  Life  Insurance  Co.  donnitory  summoned  help  for  a 
collapsed  person  on  the  3rd  floor,  who  ultimately  died. 

2:45  AM:  Twelve  out  of  eighteen  persons  brought  in  to  Kyoritsu  Hospital  were  hospitalized. 
Nurses  handling  the  intake  of  x-ictims.  and  in  close  physical  proximity  to  them, 
subsequently  reported  having  sympwms  similar  to  those  of  the  patients  they 
assisted.  Doctors  observed  physical  symptoms  of  constricted  pupils,  nausea,  and 
spasms,  while  blood  test  revealed  severely  depleted  cholinesterase  levels  in  the 
persons  brought  to  the  ho^ital.  Assuming  organophosphoric  poisoning  of  some 
IfinH  physicians  prescribed  am>pine  injections.  Subsequent  interviews  with  doctors 
also  indicated  a  pattern  of  excessive  saliv-adoa  (a  secondary  symptom  linked  to 
sarin)  by  many  victims. 
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4: 15  AM:  Police  announced  that  six  persons  had  died.  Another  death  %^-as  reported  later  thai 
day. 

5:00  AM:  Five  police  ofGccrs  investigating  the  scene  were  taken  to  Marinouchi  Hospital 
complaining  of  nausea  and  stinging  eyes. 

535  AM:  Rescuers  wearing  protective  clothing  and  portable  air  supplies  entered  Kaichi 
Heights. 

7:00  AM:  Matsumoto  police  set  up  a  special  investigation  headquarters  to  look  into  the 
"accident". 

10:30  AM:  The  city  established  a  command  post  to  work  out  a  solution  to  the  poison  gas. 

1 1 :00  AM:  Investigators  from  the  Maisumoto  Health  Center  checked  the  air  and  water  in  Kaichi 
Heights.  Chief  Yoko  Nlidorikawa  announced  that,  based  on  die  symptoms  of  the 
victims,  it  appeared  the  toxic  chemical  is  an  organophosphorus  compound. 

3:00  PM;  The  Department  of  Medicine  at  Shin.shu  University  conducted  autopsies  on  three  of 
the  seven  dead. 

July  3:  Local  police  authorities  announced  that  they  had  found  residual  traces  of  the  nerve 
gas,  "sarin",  ai  six  different  sites  in  the  Kaichi  Heights.  The  identity  of  the  nerve 
gas  was  determined  through  gas  chromatognqjhy  of  samples  taken  in  the  afOicted 
neighborhood. 

ANALYSIS 

Although  the  events  in  Matsumoto  prompted  tremendous  media  speculation  in  Js^jan.  the 
national  authorities  have  publicly  deemed  the  e\ent  lo  be  a  maner  for  the  local  police.  There  is, 
however,  some  reason  to  believe  that  considerable  investigative  activity  is  taking  place  within  the 
Japanese  intelligence  and  counter-terrorism  establishments.  Perh^^js  out  of  a  desire  to  prevent 
panic,  Japanese  ofScials  have  played  down  the  Matsumoto  event  and  avoided  speculation  -  and 
even  comment  —  on  the  matter. 

A  better  understanding  of  the  threat  posed  by  sarin  may  help  e.xplain  why  the  authorities  have 
apparently  decided  to  downplay  the  Matsumoto  incident. 

Sarin  is  an  organophosphorus  compound  first  developed  by  German  scientists  during  the  late 
1930's.  Although  derived  from  research  related  to  the  production  of  pesticides,  it  was  specifically 
intended  for  military  use  as  a  chemical  weapon.  It  is  one  of  the  most  aggressively  lethal  substances 
known  to  chemical  scicnci.  with  an  LD50  (lethal  dose)  of  less  than  0.1  milligram  per  kilogram. 
That  is,  for  a  typical  person  of  60  kilograms  (132  pounds)  weight  a  drop  containing  less  than  6 
milligrams  (approximately  0.0002  ounce)  of  sarin  in  contact  with  the  skin  will  result  in  death  in  at 
least  50?/o  of  the  cases. 


606 


Sarin  was  produced  by  combatants  on  both  sidts  during  World  War  11.  but  was  never  used. 
Although  Germany  shared  the  formula  for  sarin  \\ith  its  Axis  partner.  Japan,  during  that  conflict, 
there  is  no  clear  evidence  that  Tokyo  ever  went  ahead  with  production.  Sarin  is  still  present  in  the 
arsenals  of  the  United  States  and  Russian  Federation,  though  both  countries  have  pledged  to  destroy 
their  inventories  of  all  chemical  arms  by  early  in  the  next  century 

There  are  several  paths  of  manufacture  for  sarin,  and  these  are  widely  known  and 
documented  in  the  open  literature.  The  con^xjund  has  no  commercial  applications,  although  it  is 
produced  fixjm  chemicals  that  aie  openly  available  to  civilian  buyers.  Two  of  the  precursor 
chemicals,  hydrogen  fluoride  and  isopropyl  alcohoL  arc  produced  globally  in  e.xtremely  large 
volumes.  While  not  exactly  easy  to  make,  the  synthesis  of  sarin  relies  upon  widely  available 
technology  dating  back  more  dian  50  years.  The  conclusion  —  and  fear  —  of  many  experts  is  that 
nerve  gases  such  as  sarin  are  well  within  the  technical  capabilities  of  developing  countries  and 
terrorist  groups. 

The  possibility  that  Matstimoto  ina>'  have  been  the  site  of  such  a  terrorist  use  is  supported  by 
several  factors  in  the  case. 

First,  sarin  is  the  product  of  a  specific  and  rather  complex  series  of  chemical  processes. 
While  well  within  the  capabilities  of  a  technically  proficietu  chemist,  tiie  prtxluction  of  sarin  is 
simply  not  something  that  can  be  done  bj'  accident.  Some  of  the  chemicals  used  in  the  manufacture 
of  &e  gas  are  both  toxic  and  di£5cuh  to  obtain,  and  must  be  combined  in  a  precise  fashion,  usually 
at  high  temperatures,  to  produce  the  nerve  gas.  llie  sarin  at  Matsumoto  must  have  been 
deliberately  formulated. 

(  Second,  weather  conditions  play  a  major  role  in  the  legality  of  sarin.  Rain  both  cleans  the  air 
of  vapors,  such  as  sarin,  and  neutrali2es  the  nerve  agent  throu^  hydrolysis;  in  addition,  sarin,  a 
volatile  liquid,  remains  a  vapor  longer  at  warmer  temperatures.  June  in  Matsumoto  is  the  rainy 
season,  wth  steady  showers  and  temperatures  hovering  abound  20°  C  (approx.  68°  F).  On  June  26, 
the  weather  changed  abruptly.  The  skies  cleared  and  the  temperatures  climbed  to  30°C  (86°F). 
Forecasters  predicted  the  dry.  warm  conditions  would  last  until  June  28.  The  sarin  poisonings  took 
place  on  the  evening  of  the  second  day.  suggesting  someone  anticipated  a  break  in  the  weather  and 
took  advantage  of  it 

Finally,  the  apparent  absence  of  hard  evidence  such  as  the  container  used  to  transport  or 
generate  the  nerve  gas  indicates  a  planned  effort  to  conceal  the  identit>'  of  the  person  or  persons 
responsible  for  the  act  Initial  theories  of  an  experiment  gone  wTong,  or  some  inadvertent  mixing  of 
toxic  chemicals  foundered  as  much  on  the  "missing"  equipment  as  on  the  scientific  improbabilities. 
Possible  explanations  for  the  cont2uner's  absence  include  that  the  container  was  composed  of  a 
material  that  decomposed  or  melted  under  the  heat  of  the  reaction,  that  the  perpetrator  or  an 
accomplice  removed  the  container  during  the  confusion  of  the  emergency  response,  and  that  the 
authorities  actually  recovered  something  and  are  keeping  quiet  about  it. 

Arguments  e^ainst  the  terrorism  theory  center  on  the  absence  of  both  a  clearly  defined  target 
in  the  Kaichi  Heights  area  (indeed,  in  all  of  Matsumoto)  and  the  apparent  failure  of  any  person  or 
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group  to  follow-up  on  the  event  with  the  usual  trappings  of  such  an  action,  i.e..  messc^es  to  the 
media  claiming  credit  messages  blaming  authorities  tor  forcing  the  attack,  threats  about  another 
attack,  etc.  Several  possible  answers  suggest  themselves.  One  of  the  more  compelling  is  thai  the 
Matsumoto  attack  was,  essentially  an  "experiment",  designed  by  the  sarin  makers  to  test  their 
technology,  their  ability  to  carry  ofiF  such  an  assault  successfully,  and  the  deadly  effectiveness  of 
their  wcapoa  The  "experiment"  theory  may  be  further  supporxed  by  reports  that  an  investigation  of 
complaints  of  headaches  and  nausea  &om  the  inhabitants  of  a  village  about  an  hours  drive  south  of 
Matsumoto  turned  up  chemicals  in  the  environment  authorities  acknowledge  were  likely  the 
degradation  products  of  sarin. 

It  is  not  fer-fetched  to  postulate  a  smaO  group  of  persons  (their  motivations  being  beyond  the 
scope  of  this  paper)  carefiilly  testii^  and  e\'aluating  the  eSectiveness  of  a  weapon  based  on  a 
technologj'  with  which  Aey  are  unfamiliar.  Such  testing  would  be  prudent  prior  to  planning  a 
major  strike  using  the  new  w^eapons,  both  to  prevent  accidents  and  to  assure  maximum 
effectiveness.  It  may  also  be  that  the  uiikno\vn  nature  of  the  hand  wielding  the  weapon  plays  as 
part  of  the  group's  stntegy,  or  perhaps  a  desire  for  optimum  surprise  and  shock.  It  any  case,  the 
pcrsoni's)  responsible  for  Matsumoto  certainly  understand  now  that  a  significant  quantity  of  nerve 
gas,  delivered  into  a  warm,  crowded  urban  site  (such  as  a  Ginza  department  store,  or  major  subway 
station)  could  have  catastrophic  consequences. 

CONCLUSION 

The  Matsumoto  incident  has  generally  been  referred  to  by  authorities  and  the  media  in  Japan 
as  "the  accident".  There  is  compelling  evidence  that  whatever  the  complete  story  of  that  deadly 
June  night  turns  out  to  be,  the  events  in  that  quiet  city  were  anything  but  accidental.  This  case 
deserves  further  aiteation  as  the  potential  harbinger  of  the  next  phase  of  terrorist  horror. 
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Senate  Pennanent  Subcommittee 
on  Inrestigations 

EXHIBIT  #         13b. 

"^Wiyi^tl^  EMBASSY   OF  AUSTRALIA 

WASHINGTON.   D     C. 


24  October  1995 


The  Honorable 

Senator  Sam  Nunn 

Ranking  Minority  Member 

Permanent  Subcommittee  on  Investigations 

United  States  Senate 

WASHINGTON  DC  20510-1001 


Dear  Senator  Nuim, 


In  reply  to  your  request  of  5  October,  I  am  pleased  to  be  able  to  provide  a  brief  (attached) 
prepared  by  the  Australian  Federal  Police  (AFP)  which  describes  the  outcome  of  their 
investigation  of  activities  of  the  Aum  Shimikyo  sect  in  Australia.   I  expect  to  forward  the 
annexes  referred  to  in  the  brief  -  which  presently  are  coming  to  the  US  by  diplomatic  bag  - 
within  the  next  few  days. 

You  will  be  aware  that  the  possible  use  by  the  sect  of  chemical  weapons  on  Australian  soil 
has  been  a  matter  of  grave  concern  to  the  Australian  Government.  This  concem  endures, 
even  though  more  recent  chemical  analysis  suggests  the  simation  at  the  Western  Australian 
station  used  by  the  sect  may  not  be  as  clear  cut  as  the  AFP  report  suggests. 

In  the  wake  of  the  Oklahoma  bombing  and  the  Tokyo  sarin  attack,  the  Australian 
Government  -  like  the  US  Government  -  has  been  searching  for  better  means  to  protect 
against  terrorism,  and  in  particular  against  the  new  spectre  of  chemical  weapons  (CW) 
terrorism.  CW  terrorism  is  a  new  phenomenon  and  fighting  it  effectively  calls  for  new 
thinking.  One  forum  Australia  has  already  used,  in  conjunction  with  the  United  States  and 
others,  to  explore  ideas  on  countering  CW  terrorism  is  the  Australia  Group  which 
reconvened  in  Paris  from  16-19  October.  The  Australia  Group  is  an  informal  international 
body  which  seeks  to  counter  the  proliferation  of  chemical  and  biological  weapons. 
Australia  also  is  in  tiie  process  of  conducting  an  extensive  internal  investigation  of  possible 
national  measures  to  fight  CW  terrorism. 

As  a  result  of  consultations  both  nationally,  and  internationally  in  the  course  of  the  Australia 
Group  meeting  and  with  a  wide  range  of  countries  on  other  occasions,  the  Australian 
Government  has  concluded  that  the  entry  into  force  of  the  Chemical  Weapons  Convention 
(CWC)  offers  a  particularly  important  oppormnity  to  assist  efforts  to  prevent  further 
chemical  weapons  terrorism  incidents. 
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The  CWC  will  establish  a  clear  international  legal  norm  against  CW.  This  norm  should 
reinforce  the  abhorrence  widely  felt  towards  such  weapons^  raising  the  threshold  for  any 
terrorist  group  thinking  of  using  CW  to  advance  its  aims. 

And  as  participation  in  the  CWC  regiine  moves  towards  universal  adherence,  the 
Convention  should  serve  to  limit  and  ultimately  prevent  any  opportunity  for  terrorist  groups 
to  acquire  chemical  weapons  from  state  sponsors. 

The  CWC  also  requires  that  member  governments  incorporate  in  their  national  law  general 
prohibitions  on  the  development,  production  or  use  of  chemical  weq)ons.  The  enactment  of 
such  law  creates  an  opportunity  to  iiutaU  or  reinforce  at  the  national  level  legal  barriers  to 
chemical  weapons. 

The  process  of  implementing  the  CWC  also  will  sensitise  industry,  and  other  sources  of 
dual-use  materials  which  might  be  sought  by  tenorists  to  make  CW,  to  the  risk  of  misuse  of 
these  materials. 

Finally,  the  international  organisation  responsible  for  implementing  the  CWC,  the 
Orgaidsatioa  for  the  Prohibition  of  Chemical  Weapons  •  which  will  be  established  after  the 
CWC  enters  into  force  -  will  provide  a  global  forum  for  rauing  and  exploring  issues  relating 
to  CW  terrorism. 

I  hope  the  material  provided  herewith  is  of  assistance  to  the  Senate  Permanent 
Sobconmiittee  on  Investigations  and  that  the  United  States  will  nrave  soon  through  ratifying 
the  CWC  to  take  up  the  opportunity  which  I  believe  the  Convention  offers  to  fight  CW 
leiiuiism. 


Yours  sincerely 


Don  Russell 
Ambassador 
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THE  AUSTRALIAN  INVESTIGATION  OF 
THE  AUM  SHINRIKYO  SECT 


THE  RELEASE  OF  NERVE  GAS  ON  THE  TOKYO  SUBWAY  IN  MARCH  THIS  YEAR 
RESULTED  IN  12  DEAD  AND  MORE  THAN  5,500  INJURED  AND  REVEALED  THE 
EXISTENCE  OF  A  JAPANESE  DOOMSDAY  CULT  DEDICATED  TO  BRINGING  ABOUT 
'ARMAGEDDON'  THROUGH  ACTS  OF  MASS  MURDER. 


AUM  SECT  LEADER,  CHIZUO  MATSUMOTO,  OR  AS  THE  WORLD  KNOWS  HIM,  SHOKO 
ASAHARA,  ATTEMPTED  TO  BRING  ABOUT  THE  END  OF  THE  WORLD  BY  RECRUITING 
YOUNG  INTELLECTUALS  TO  DEVELOP  WEAPONS  OF  MASS  DESTRUCTION.  SECT 
MEMBERS  OPERATED  UNDER  A  MIX  OF"  BUDDHIST  BELIEFS  OF  REINCARNATION 
AND  DELIVERANCE  AND  WERE  OCCUPIED  IN  LEGITIMATE  ENTERPRISES  AS  WELL 
AS  A  RANGE  OF  CRIMINAL  ACTIVITIES  INCLUDING  MURDER,  EXTORTION  AND 
SUBVERSION.  THE  SECT'S  STRUCTURE  MIRRORED  SOME  ASPECTS  OF  THE 
JAPANESE  GOVERNMENT  WHICH  THE  SECT  WAS  SET  TO  REPLACE  WHEN  IT 
INSTIGATED  THE  GOVERNMENT'S  DOWNFALL. 


THE  SECT  IN  AUSTRALIA 

IN  APRIL  1993,  TWO  YEARS  BEFORE  THE  SUBWAY  ATTACK,  THE  SECT.'S 
'CONSTRUCTION  MINISTER',  KIYOHIDE  HAYAKAWA,  AND  THE  'INTELLIGENCE 
MINISTER'.  YOSHIHIRO  INOUE,  ARRIVED  IN  PERTH,  WESTERN  AUSTRALIA'S 
STATE  CAPITAL.  THEY  WERE  MET  BY  AN  AUSTRALIAN  REALTOR  OF  JAPANESE 
ORIGIN.  OVER  THE; FOLLOWING  THREE  DAYS,  THE  GROUP  FLEW  TO  SEVERAL 
SHEEP  GRAZING  PROPERTIES,  KNOWN  IN  AUSTRALIA  AS  SHfiEP  STATIONS,  AND 
INSPECTED  THEM  AS  PROSPECTIVE  LOCATIONS  TO  ESTABLISH  A  SECT 
FACILITY.  (ANNEX  2) 

SECT  MEMBERS  INDICATED  THEY  WANTED  TO  INSPECT  REMOTE  PROPERTIES 
WHERE  THEY  COULD  CONDUCT  EXPERIMENTS  OF  BENEFIT  TO  HUMANKIND,  BUT 
THEY  DID  NOT  DISCLOSE  WHAT  THE  BENEFITS  WOULD  BE.  AFTER  LANDING  AT 
EACH  STATION,  THEY  WENT  OFF  BY  THEMSELVES  FOR  SOME  HOURS.  AT  THE 
TIME,  THEY  WERE  EQUIPPED  WITH  PLASTIC  BOXES  CONTAINING  ELECTRONIC 
TESTING  EQUIPMENT  TO  WHICH  PROBES  WERE  ATTACHED  FOR  INSERTING  INTO 
THE  GROUND.  IT  IS  NOT  KNOWN  WHAT  THIS  EQUIPMENT  WAS  USED  FOR  DURING 
THOSE  TIMES  AWAY  FROM  THE  AIRCRAFT. 
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AFTER  VIHVING  SEVERAL  PROPERTIES,  THE  SECT  MZMBERS  DECIDED  TO 
PURCHASE  THE  REMOTE  BANJAWARN  STATION,  A  SHEEP-GRAZING  PROPERTY 
ABOUT  400  MILES  (SCO  KILOMETRES)  NORTH-WEST  OF  PERTH.  THE  PROPERTY 


THE  SECT  FORMED  TWO  AUSTRALIAN  COMPANIES,  MAHAPOSYA  AUSTRALIA  PTY 
LTD  AND  CLARITY  INVESTMENTS  PTY  LTD.  DIRECTORS  OF  EACH  COMPANY  WERE 
MATSUMOTO  AND  YASUKO  SHIMADA,  AN  AUSTRALIAN  CITIZEN  OF  JAPANESE 
DESCENT  AND  SECT  MEMBER.  MINING  EXPLORATION  LICENCES  FOR  BANJAWARN 
STATION  WERE  PURCHASED  BY  BOTH  COMPANIES  FOR  A  DOLLARS  150,000  FROM 
THE  WESTERN  AUSTRALIA  DEPARTMENT  OF  MINES.  IN  SEPTEMBER  1993,  THE 
SECT  PURCHASED  BANJAWARN  STATION  FOR  A  DOLLARS  540,000  THROUGH 
HAYAKANA,  WHO  HAD  RETURNED  TO  AUSTRALIA  WITH  ANOTHER  SECT  MEMBER 
TSDYOSHl  MAKI. 

ON  SEPTEMBER  9,  1993,  MATSUMOTO  AND  24  SECT  MEMBERS  ARRIVED  IN  PERTH 
PROM  TOJCYO.  THE  GROUP  PAID  ABOUT  A  DOLLARS  30,000  FOR  EXCESS  BAGGAGE 
WHICH  INCLUDED  TOOLS,  GENERATORS,  DITCH  DIGGERS  AND  PROTECTIVE 
/CLOTHING.  INCLUDING  GAS  MASKS  AND  RESPIRATORS.  CUSTOMS  OFFICERS 
SEARCHED  THE  BAGGAGE  AND  FOUND  AN  ARRAY  OF  CHEMICALS  INCLUDING 
IIYDROCHLORIC  AND  PERCHLORIC  ACIDS.  THE  HYDROCHLORIC  ACID  WAS  IN 
LARGE  GLA,«?S  BOTTLES  MARKED  '  '  HAND  SOAP '  '  .  TWO  CRATES  OF  CHEMICALS 
AND  LABORATORY  EQUIPMENT  WERE  CONFISCATED.  (ANNEX  6  AND  7) 

AS  A  RESULT,  TWO  SECT  MEMBERS,  SEIICHI  ENDO  A  BIOCHEMIST  AND 
TOMOrtASA  NAKAGAWA  A  MEDICAL  DOCTOR,  WERE  CHARGED  WITH  CARRYING 
DANGEROUS  GOODS  ON  AN  AIRCRAFT.  THEY  DESCRIBED  THEMSELVES  AS  OFFICE 
WORKERS  ON  THEIR  VISA  APPLICATIONS.  EACH  WAS  SUBSEQUENTLY  FINED 
ADOLLARS  2,400. 

AMONG  THE  GROUP  WERE  HIDEO  MURAI,  THE  SECT'S  'SCIENCE  AND  TECHNOLOGY 
MINISTER',  WHO  WAS  SUBSEQUENTLY  MURDERED  IN  TOKYO  ON  APRIL  23,  1995. 
ALSO  IN  THE  GROUP  WAS  NIIMI  TOMOMITSU,  THE  'HOME  AFFAIRS  MINISTER', 
WHO  WAS  ARRESTED  BY  JAPANESE  POLICE  ON  APRIL  12,  1995  ON  CHARGES  OF 
FALSE  IMPRISONMEJIT.  ANOTHER  MEMBER  OF  THE  GROUP  WAS.  THE  SECT'S 
'INTELLIGENCE  MINISTER',  YOSHIHIRO  INOUE,  WHO  WAS  ARRESTED  BY 
JAPANESE  POLICE  ON  CHARGES  RELATED  TO  THE  TOKYO  SUBWAY  GAS  ATTACK. 

TRANSPORT  LOGISTICS  APPEAR  TO  HAVE  BEEN  PLANNED  WELL  IN  ADVANCE. 
SECT  MEMBERS  CHARTERED  THREE  AIRCRAFT  TO  FLY  FROM  PERTH  TO  BANJAWARN 
STATION.  A  NEW  BATCH  OF  CHEMICALS  WAS  ORDERED  TO  REPLACE  THOSE 
SEIZED  BY  CUSTOMS.  ONE  SECT  MEMBER  F1.EW  FROM  WESTERN  AUSTRALIA  TO 
MELBOURNE  ON  THE  OTHER  SIDE  OF  THE  COUNTRY  TO  PURCHASE  TWO  25  GRAM 
BOTTLES  OF  THE  CHEMICAL  THIOACETAMIDE,  VALUED  AT  ADOLLARS  190  -  A 
RETURN  TRIP  OF  ABOUT  4000  MILES  (6000  KILOMETRES). 

EIGHT  DAYS  AFTER  ENTERING  AUSTRALIA,  MATSUMOTO  AND  THE  MAJORITY  OF 
THE  GROUP  LEFT  THE  COUNTRY.  BY  OCTOBER  4.  1993  ALL  OF  THE  REMAINING 
SECT  MEMBFJIS  HAD  LEFT  AUSTRALIA. 
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THE  AUSTRPlLIAN  FEDERAL  POLICE  SOUGHT  ADVICE  FROM  THE  JAPANESE 

NATIONAL  POLICE  AGENCY  ABOOT  THE  SECT.  GENERAL  VERBAL  ADVICE  WAS 
PROVIDED  ON  THE  SECT'S  POSSIBLE  INVOLVEMENT  IN  KIDNAPPING  IN  JAPAN 
AND  PREFECTURAL  POLICE  WERE  INVESTIGATING  ALLEGATIONS  THAT  MEMBERS 
WANTING  TO  LEAVE  THE  SECT  WERE  BEING  UNLAWFULLY  DETAINED.  IT  WOULD 
APPEAR  THAT  THE  NATIONAL  POLICE  AGENCY  WERE  NOT  CONVERSANT  WITH  THE 
SECT'S  INVOLVEMENT  IN  DOMESTIC  TERRORISM  OR  THE  PRODUCTION  OF  NERVE 
AGENTS.  IT  SHOULD  ALSO  BE  NOTED  THAT  IN  JAPAN  REGULATION  OF 
RELIGIOUS  GROUPS  IS  COVERED  BY  LAW. 

IN  OCTOBER  1993,  MATSUMDTO  AND  FOUR  OF  THE  ORIGINAL  GROUP  APPLIED 
FOR  VISAS  TO  RETURN  TO  AUSTRALIA.  THEIR  APPLICATIONS,  ALONG  WITH 
THOSE  OF  ANOTHER  12  SECT  MEMBERS  WERE  REJECTED  BY  THE  AUSTRALIAN 
EMBASSY  IN  TOKYO.  THE  CIRCUMSTANCES  OF  THE  GROUP'S  ARRIVAL  IN 
AUSTRALIA  AND  THEIR  FAILURE  TO  OPENLY  DISCLOSE  THEIR  ACTIVITIES  AND 
ANTECEDENTS  RAISED  A  HIGH  LEVEL  OF  SUSPICION  IN  THE  AUSTRALIAN 
FEDERAL  POLICE.  THIS  WAS  BASED  ON  INFORMATION  PROVIDED  BY  THE 
AUSTRALIAN  FEDERAL  POLICE  FOLLOWING  CONSULTATION  WITH  THE  JAPANESE 
NATIONAL  POLICE  AGENCY  INVESTIGATIONS  AND  RESEARCH  UNDERTAKEN.  TWO 
SECT  MEMBERS  AVATOIDED  DETECTION  BY  OBTAINING  VISAS  FROM  THE 
AUSTRALIAN  CONSULATEIN  IN  OSAKA.  THEY  TRAVELLED  TO  AUSTRALIA  AND 
BECAME  CARETAKERS  FOR  THE  STATION. 

MATSUMOTO  WROTE  TO  THE  WESTERN  AUSTRALIAN  MINISTER  FOR  MINES  AND  THE 
FEDERAL  MINISTER  FOR  IMMIGRATION  AND  ETHNIC  AFFAIRS  ASBdNG  THAT  THE 
APPLICATIONS  BE  RECONSIDERED.  IN  THE  LETTER  HE  SAID  THAT  HE  WAS 
BLIND  AND  NEEDED  THE  KFT.p  qF  TWO  AIDS.  ALSO,  BECAUSE  HIS  LIFE  WAS 
UNDER  THREAT,  HE  SAID  BEE  NEEDED  17  BODYGUARDS  TO  ACCOMPANY  HIM  ON 
HIS  TRIP  TO  AUSTRALIA.  HIS  CONCERNS  WERE  EXPRESSED  BY  REVELATIONS 
THAT  HIS  TOKYO  HEADQUARTERS  HAD  BEEN  SPRAYED  WITH  '  '  DILUTED  HARMFUL 
GAS '  '  AND  THAT  DURING  HIS  VISIT  TO  RUSSIA  HE  HAD  RECEIVED  BOMB 
THREATS.  (ANNEX  8) 

THE  INTERNATIONAL  COMMUNITY  WAS  OBLIVIOUS  TO  THE  GLOBAL  AND  DOMESTIC 
CRIMINAL  ACTIVITIES  OF  THE  SECT.  NEWS  BROKE  THROUGHOUT  THE  WORLD  ON 
MARCH  20,  1995  THAT  THE  SECT  HAD  USED  SARIN  GAS  ON  COMMUTERS 
TRAVELLING  IN  FIVE  TRAINS  ON  THE  TOKYO  SUBWAY  SYSTEM..  TWELVE  PEOPLE 
WERE  KILLED  AND  5,500  INJI^IED.  THESE  TRAINS  WERE  ROUTED  THROUGH 
KASUMIGASEKI  STATION  WHICH  WAS  LOCATED  BENEATH  THE  NATIONAL  POLICE 
AGENCY  AND  THE  TOKYO  METROPOLITAN  POLICE  DEPARTMENT.  ELEVEN  POUCHES 
SIMILAR  TO  THOSE  USED  FOR  BLOOD  TRANSFUSIONS  OR  INTRAVENOUS  DRIPS 
WERE  FOUND  ON  THE  TRAINS.  THE  POUCHES  CONTAINED  TRACES  OF  SARIN. 
IMMEDIATEJ*Y  AFTER  THE  ATTACK,  SECT  LEADER  MATSUMOTO  WENT  INTO 
HIDING. 

SECT  ACTIVITIES  AT  BANJAWARN  STATION 

AFTER  NEWS  OF  THE  SUBWAY  ATTACK  WAS  REPORTED  IN  AUSTRALIA,  THE  NEW 
OWNERS  OF  BANJAWARN  STATION,  THROUGH  THEIR  LAWYER,  ALERTED  THE 
AUSTRALIAN  FEDERAL  POLICE  TO  SEVERAL  UNUSUAL  FINDINGS.  IMMEDIATELY 
FEDERAL  POLICE  OFFICERS  FROM  PERTH.  ACC(»IPANIED  BY  A  CHEMIST,  RUSHED 
TO  BANJAWARN  STATION. 

THE  SECT  HAD  ESTABLISHED  A  LABORATORY  IN  THE  KITCHEN  OF  AN  ABANDONED 
HOUSE  ON  THE  STATION.  THE  LABORATORY  DOOR  WAS  MARKED  IN  JAPANESE 
HANDWRITING,  'TOYODA  LABORATORY'.  THIS  JfS  AN  OBVIOUS  REFERENCE  TO 
TORU  TOYODA,  A  SECT  MEMBER  WHO  ARRIVED  IN  AUSTRALIA  WITH  MATSUMOTO. 
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TOYODA  IS  A  PHYSICS  GRADUATE  OF  TOKYO  UNIVERSITY.  HE  ALSO  nSSCRIBEn 
HIS  OCCUPATION  AS  "OFFICE  WORKER"  ON  HIS  AUSTRALIAN  VISA 

APPLICATION.  TOYODA  HAS  BEEN  ARRESTED  FOR  HIS  INVOLVEMENT  IN  AUM 
RELATED  CRIMINAL  ACTIVITIES.  HE  HAS  ADMITTED  TO  PRODUCING  SARIN  FOR 
THE  SECT'S  GAS  ATTACKS.  "v-xw^^  i.A«jjM  euR 

WITNESSES  DESCRIBED  THE  LABORATORY  AS  A  TEMPORARY  FACILITY 
CONTAINING  LAPTOP  COMPUTERS,  DIGITAL  EQUIPMENT,  GLASS  TUBING   GLASS 
EVAPORATORS,  BEAKERS,  BUNSEN  BURNERS  AND  CERAMIC  GRINDING  AND  MIXING 
BOWLS.  THERE  WERE  LIMESTONE  OR  CALCRETE-TYPE  ROCKS  ON  THE  FLOOR  AND 
BENCHES.  OTHEAT  EQUIPMENT  INCLUDED  A  SMALL  LABORATORY- SIZE,  ROCK- 
CRUSHING  MACHINE  AND  TWO  SMALL  GENERATORS. 


ANOTHER  DOCUMENT  WRITTEN  IN  JAPANESE  AND  TITLED  BANJAMARN  STATION 
WAS  LOCATED  AT  THE  STATION.  THIS  SUGGESTED  THE  SECT  MAY  HAVE  BEEN 
EXPERIMENTING  ON  SHEEP  AS  THE  DOCUMENT  CONTAINED  NOTATIONS  FOR 
CLASSIFYING  DEAD  OR  INJURED  SHEEP  BY  USING  UNIQUE  JAPANESE  MARKINGS. 

NEAR  THE  HOMESTEAD,  29  SHEEP  CARCASSES  WERE  DISCOVERED  AS  WELL  AS 
LARGE  AMOUNTS  OF  CHEMICALS  INCLUDING  HYDROCHLORIC  AND  NITRIC  ACIDS. 
THESE  CHEMICALS  ARE  COMMONLY  USED  FOR  SOIL  ASSAYING  AND  ANALYSIS. 
HOWEVER,  THEY  ALSO  CAN  BE  USED  TO  MAKE  AGENTS  SUCH  AS 
PHOSGENE.  NO  INGREDIENTS  FOR  SARIN  OR  OTHER  NERVE  AGENTS  WERE 
LOCATED.  THE  CHEMICALS  WERE  SEIZED  AND  SOIL  SAMPLES  FROM  THE  SHEEP 
CARCASS  SITE  WERE  TAKEN  FOR  ANALYSIS.  THE  TEAM  TEEN  RETURNED  TO 
PERTH.  (ANNEX  12  AND  13) 

INITIAL  ANALYSIS  OF  SOIL  SAMPLES  TAKEN  FROM  THE  SITE  WHERE  DEAD 
SHEEP  WERE  FOUND  IN  A  CIRCLE  CONFIRMED  tt9k   RESIDUE.  ACCORDING  TO 
EXPERTS  M^A  DOES  NOT  OCCXJR  NATURALLY. 
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CORE  INVESTIGATIONS 

BELIEVING  THAT  SARIN  GAS  HAD  BEEN  USED  ON  SHEEP  AT  BANJAWARN 

STATION,  FEDERAL  AND  WEST  AUSTRALIAN  POLICE  OFFICERS  RETURNED  TO  THE 
PROPERTY  WITH  A  FORENSIC  OFFICER  AND  STATE  AND  FEDERAL  CHEMISTS  TO 
CARRY  OUT  A  COMPREHENSIVE  EXAMINATION  TO  DETERMINE  WHAT  THE  AUM  SECT 
HAD  BEEN  DOING  THERE. 

AT  THE  SITE  WHERE  THE  29  CARCASSES  WERE  FOUND,  SOIL,  WOOL  AND  BONE 
SAMPLES  WERE  TAKEN  FOR  ANALYSIS.  ALSO  FOUND  WERE  TWO  EAR  TAGS 
INDICATING  THAT  THE  -'^hi.>-p  WERE  TWO  TO  SEVEN  YEARS  OLD.  THE  SHEEP 
WERE  ESTIMATED  TO  HAVE  DIED  18  MONTHS  PRIOR  TO  THEIR  DISCOVERY  BY 
THE  NEW  PROPERTY  OWNERS.  THIS  SITE  WAS  UNUSUAL  IN  THAT  THE  SHEEP 
WERE  GATHERED  IN  A  SMALL  AREA.  A  FORENSIC  PATHOLOGIST'S  REPORT  ON 
THE  DAMAGED  SKULLS  SUGGESTED  THAT  SOME  OF  THE  SHEEP  MAY  HAVE  BEEN 
ALIVE  AT  THE  TIME  THE  DAMAGE  WAS  INFLICTED .  .  THE  REPORT  STATED  THERE 

WAS  " EVIDENCE  OF  BLUNT-FORCE  INJURY,  CONSISTENT  WITH  A  FLAT 

HAMMER-HEAD .  .  .  -AND  THERE  WERE  SI(2IS  OFL  POSSIBLE  INTERCRANIAL 
HAEMORRHAGE . . .  "  .  (ANNEX  14) 

SAMPLES  COLLECTED  FROM  THE  SHEEP-CARCASS  SITE  WERE  ANALYSED  BY 
AUSTRALIAN  FORENSIC  CHEMISTS  USING  PROCEDURES  TO  DETERMINE  THE 
PRESENCE  OF  MP  A.  THE  PROCEDURES  WERE  DEVELOPED  BY  DR  ROBYN  BLACK,  A 
WORLD  AUTHORITY  ON  NERVE  AGENTS  AND  THEIR  RESIDUES. 

ALTHOUGH  ALL  GOVERNMENT  SCIENTISTS  AND  CHEMISTS  CONSULTED  IN  THIS 
MATTER  AGREE  ON  THE  PRESENCE  OF  MPA  IN  SOME  OF  THE  SAMPLES  TESTED. 
SOME  SCIENTISTS  ARGUE  THAT,  ACCORDING  TO  DR  BLACK,  THE  PRESENCE  OF 
ANOTHER  BY-PRODUCT  KNOWN  AS  ISATOPROPYL  METHYLPHOS PHONIC  ACID  (IMPA) 
IS  CONCLUSIVE  EVIDENCE  OF  SARIN. 

DR  BLACK  REPORTS  THAT  IMPA  IS  USUALLY  PRESENT  AT  MUCH  LOWER  LEVELS 
THAN  MPA  IN  SOIL  THAT  fflVS  BEEN  EXPOSED  TO  SARIN.  BECAUSE  MPA  LEVELS 
WERE  SO  LOW  IN  SAMPLES  OBTAINED  AT  BANJAWARN  IT  IS  UNDERSTOOD  THAT 
MOST  EQUIPMENT  CURRENTLY  AVAILABLE  FOR  TESTING  FOR  THE  PRESENCE  OF 
IMPA  IS  NOT  SUFFICIENTLY  SENSITIVE  TO  PROVIDE  CONFIRMATION  THAT 
SARIN  WAS  USED.  HOWEVER,  WHEN  FORMED,  IMPA  EXISTS  IN  MINUTE  LEVELS 
AND  EVEN  SHORT-TERM  EXPOSURE  TO  THE  ELEMENTS  INCREASES  DIFFICULTY  OF 
DETECTION.  (ANNEX  IS) 

TO  MAKE  THE  SITE  SAFE,  SOIL  AND  SHEEP  CARCASSES  WERE  BURIED  IN  A 
DEEP  PIT  BY  THE  INVESTIGATION  TEAAT  IN  ACCORDANCE  WITH 
RECOMMENDATIONS  FROM  SCIENTIFIC  EXPERTS  WHO  ADVISED  -THAT  THE  SARIN 
GAS  DEGRADATION  BY-PRODUCT  WAS  HARMLESS. 

FORENSIC  EXAMINATIONS  WERE  CONDUCTED  AT  A  RUBBISH  DUMP  NEAR  THE 
HOMESTEAD.  JAPANESE  FOOD  CONTAINERS  AND  WRAPPINGS,  PROBABLY  DUMPED 
BY  SECT  MEMBERS,  WERE  FOUND  IN  ONE  AREA  OF  THE  DUMP  SITE.  SOME 
RUBBISH  AT  THE  SITE  HAD  BEEN  BURNT  WITH  THE  ASSISTANCE  OF  AN 
ACCELERANT  SUCH  AS  PETROL.  THE  ASHES  SEARCHED  VARIED  IN  DEPTH  TO 
ABOUT  16  INCHES  (400  MILLIMETRES)  AND  COVERED  ABOUT  14  SQUARE  YARDS 
(15  SQUARE  METRES) . 
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MANY  SMALL  EMPTY  BOTTLES  WERE  FOUND  Hi   THE  ASHES,  ALONG  WITH  A 
CERAMIC  'BUCHNER'  LABORATORY  STANDARD  FUNNEL  USED  FOR  FILTERING 
SOLIDS  TS.OK   LIQUIDS.  ALSO  LOCATED  WAS  A  RECHARGEABLE  BATTERY  WITH  THE 
NAME  OF  '  'MAKI'  '  WRITTEN  ON  IT.  MAKI  WAS  A  SECT  MEMBER  WHO  LIVED  AT 
THE  PROPERTY  UNTIL  IT  WAS  SOLD.  A  FRONT-END  LOADER  WAS  USED  TO  REMOVE 
A  CROSS-SECTION  OF  THE  REMAINDER  OF  THE  DUMP  SITE  TO  A  LEVEL  WHERE 
BARE  EARTH  WAS  EXPOSED. 

NO  FURTHER  MATERIAL  OF  EVIDENTIARY  VALUE  WAS  LOCATED  AND  THE  SITE 
WAS  DECLARED  SAFE  FROM  CONTAMINATION.  A  LINE  SEARCH  WAS  CONDUCTED  OF 
THE  AREA  SURROUNDING  THE  MAIN  DUMP  SITE  WHICH  COVERED  AN  AREA  OF 
ABOUT  S-7  ACRES  (2-3  HECTARES)  .  NOTHING  OF  SK3IIFICANCE  WAS  FOUND. 

SOME  MEMBERS  OF  THE  JOINT  OPERATION  TEAM  TRAVELLED  TO  THE  MOLGA 
QUEEN  ABORIGINAL  COMMUNITY  40  MILES  (60  KILOMETRES)  NORTH-EAST  OF 
BANvJAWARN  STATION  (WHEN)  AND  TOOK  STATEMENTS  ABOUT  SIGHTINGS  OF  SECT 
MEMBERS.  WITNESSES  REPORTED  SEEING  PEOPLE  BELIEVED  TO  BE  SECT 
MEMBERS  IN  AND  AROUND  BANJAWARN  HOMESTEAD  AND  ON  THE  AIRSTRIP  AT 
TIMES  WEARING  PROTECTIVE  CLOTHING  WHICH  INCLUDED  RUBBER  GUMBOOTS  AND 
LARGE  GLOVES. 


THE  SEARCH  AT  BANJAWARN  CONCENTRATED  ON  PHOTOGRAPHIC,  VIDEO  AND 
FORENSIC  EXAMINATIONS  OF  THE  BUILDING  IDENTIFIED  AS  THE  LABORATORY. 
ITEHS   WERE  LOCATED  WHICH  LINKED  THE  SECT  WITH  THE  BUILDING  AND 
INCLUDED  COMPANY  MARKINGS  FROM  MAHAPOSYA  PTY  LTD  ON  PIECES  OF  TAPE 
AND  CARDBOARD. 
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ASSESSMENT 


THE  AaSTPALIAN  FEDERAL  POLICE  HAVE  ASSESSED  THAT  THE  SECT  USED  THE 
BANJAWARN  STATION: 

TO  CONDUCT  NERVE -AGENT  EXPERIMENTS  ON  SHEEP 


WITH  THE  INTENTION  OF  ESTABLISHING  A  PERMANENT  FACILITY 

AND  THAT  THERE  IS  NO  EVIDENCE  OF  ESTABLISHED  SECT  MEMBERSHIP  IN 
AUSTRALIA. 

THE  SECTS  ACTIVITIES  IN  AUSTRALIA  SIGNIFICANTLY  PRE-DATE  THE  DOOMSDAY 
ACTIVITIES  ANNOUNCED  TO  THE  WORLD  FOLLOWING  THE  TOKYO  SUBWAY  GAS 
ATTACK. 

THERE  IS  SOME  EVIDENCE  TO  SUPPORT  THE  CONTENTION  THAT  MATSUMOTO  AND 
HIS  FOLLOWERS  PLANNED  TO  USE  BANJAWARN  AS  A  REMOTE  SAFE  HAVEN  FOR 
THE  SECT.  HOWEVER.  IS  MORE  LIKELY  THAT  MATSUMOTO  INTENDED  TO  BE  IN 
AUSTRALIA  DURING  THE  WHEN  THE  MAJOR  ATTACKS  WERE  TO  TAKE  PLACE. 

IT  WILL,  OF  COURSE,  BE  INTERESTING  TO  ASCERTAIN  THE  PURPOSE  OF 
MATSUMOTO 'S  INTENTION  TO  RETURN  TO  AUSTRALIA  PARTICULARLY  AS  HE  WAS 
PLANNING  TO  RETURN  THROUGH  SYIWEY,  A  MAJOR  POPULATION  CENTRE  ON  THE 
EAST  COAST. 

INTERNATIC»IAL  COOPERATION 

MEMBERS  OF  THE  AUSTRALIAN  FEDERAL  POLICE  INVESTIGATION  TEAM  VISITED 
JAPAN  AND  THE  USA  DURING  THEIR  INVESTIGATION.  THE  JAPANESE  NATIONAL 
POLICE  AGENCY  PROVIDED  INFORMATION  ABOUT  THE  PROGRESS  OF  THEIR 
INVESTIGATION  INTO  THE  TOKYO  SUBWAY  GASSINGS  AND  RELATED  SECT 
ACTIVITY  AND  THE  ATTEMPTED  MURDER  OF  ITSDIRECTOR-GENERAL .  A 
DETAILED  BRIEFING  HAS  BEEN  PROVIDED  TO  THE  NATIONAL  POLICE  AGENCY  ON 
THE  SIGNIFICANCE  OF  THE  SECT'S  ACTIVITIES  IN  AUSTRALIA. 
INFORMATION  WAS  ALSO  EXCHANGED  WITH  THE  FBI  AND  THE  NEW  YORK  POLICE 
DEPARTMENT  JOINT  TERRORIST  TASK  FORCE  WHO  WERE  RESPONSIBLE  FOR 
INVESTIGATING  THE  NEW  YORK  CHAPTER  OF  THE  SECT. 

AN  OUTCOME  OF  THESE  DISCUSSIONS  WAS  A  NEED  TO  EXCHANGE  INFORMATION 
ON  INVESTIGATION  STRATEGIES  FOR  THIS  TYPE  OF  CRIME.  THIS 
INVESTIGATION  HAS  DEMONSTRATED  A  NEED  FOR  CLOSE  COOPERATION  AND  THE 
ESTABLISHMENT  OF  MULTI-LATERAL  INVESTIGATION  TEAMS  AS  REQUIRED. 

SWIFT  INTERNATIONAL  COOPERATION  IS  REQUIRED  SO  THAT  TASK  TEAMS  CAN 
SUPPORT  AirY  COUNTRY  DEALING  WITH  CRIMES  OF  THIS  NATURE.  SEVERAL 
BENEFITS  EVOLVE  FROM  THIS  APPROACH  WHICH  INCLUDE  THE: 

ENHANCED  FLOW  OF  INFORMATION  BETWEEN  AFFECTED  COUNTRIES.. 

IMPROVED  EXPERTISE  IN  DEVELOPING  SCIENTIFIC  KNOWLEDGE  RELATING  TO 
THE  PRINCIPLE  OFFENCES 
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ESTABLISHMENT  OF  NcTWORKS  FOR  REACHING  COMMON  GOALS.. 

SUPPORT  GIVEN  TO  THE  COUNTRY  WITH  THE  PRINCIPAL  OFFENCE  WILL  BE 

IN  ACCORDANCE  WITH  RESPECTIVE  LEGISLATION  AND  GOVERNMENT  POLTrv 
(ANNEX  17)  v.^JvcJu.■4i'uu^^i  fuUiCY. 

APPENDIX  LIST 

MAP  OF  AUSTRALIA  (SHOWING  LOCATION  OF  BANJAV/AHN) 

EVENT  FLOW  CHART 

PHOTOGRAPH/ S  BANJAWARNAT  -  VASTNESS  -  REMOTENESS 

PLANS  OF  BANJAWARN  WITH  INSET 

CSIRO  REPORT 

PHOTOGRAPHS  OF  SECT  MEMBERS  INCLUDING:  -MATSUITOTO  -ENDO  -SHIMADA 
-NAKAGAWA  -HAYAKAWA  -MAKI  -INOUE 

LIST  OF  SECT  MEMBERS  ARRIVING  AT  PERTH  -  SEPT.  1993 
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PHOTOGRAPHS  OF  THE  DEAD  SHEEP  SITE  AT  BANJAWARN. 
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FORENSIC  PATHOLOGY  REPORT  RE  DAMAGE  TO  SHEEP  SKULLS 
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PSYCHOLOGICAL  PROFILE 

EMERGING  ISSUES. 

PSYCHOLOGICAL  PROFILE 

A  GENERAL  PSVCHOLOGICAL  ASSESSMENT  WAS  PREPARED  BY  AN  AUSTRALIAN 
FEDERAL  POLICE  PSYCHOLOGIST  WHO  SUGGESTED  THAT  THERE  IS  NO  SPECIFIC 
PSYCHOLOGICAL  PROFILE  THAT  WOULD  PREDICT  A  PERSON'S  SUSCEPTIBILITY 
FOR  RECRUITMENT  TO  THE  SECT,  ALTHOUGH  MANY  SECT  MEMBERS  WOULD  HAVE 
THEIR  PERSONAL,  EMOTIONAL,  SOCIAL  AND  INTELLECTUAL  NEEDS  SATISFIED. 

THE  RECRUITMENT  OF  MEMBERS  COULD  TARGET . PEOPLE  EXPERIENCING  AN 
EXISTENTIAL  OR  PERSONAL  CRISIS  WHICH  WOULD  PROVIDE  AN  ILLUSION  OF 
SUPPORT,  MEANING,  VALUE  OR  POWER.  SYSTEMATIC  RECRUITMENT  IDENTIFIES 
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CERTAIN  CHARACTERISTICS  SUCH  aS  CO-DEPENDENCY.  ONCE  PEOPLE  ARE 
RECRUITED,  SECTS  USE  SPECIFIC  PROCESSES  TO  MAINTAIN  THE  ILLUSION  TO 
MANIPULATE  THEIR  FOLLOW^is   SOME  POWERFUL  TECHNIQUES  INCLUDE   MIND 
DISTORTING  NARCOTICS,  ALIENATION  FROM  ALTERNATIVE  VIEWPOINTS 
INDOCTRINATION  REGIMES  AOT  RIGID  ROLE  ASSIGNMENT  ARE  EMPLOYED. 

OTHER  CULT  SPECIALISTS  BELIEVE  THAT  '  'THE  LACK  OF  A  FATHER  FIGURE  IN 
THE  HOME  LEADS  THE  YOUNG  TOWARDS  CULTS  WITH  STRONG  MALE 
LEADERSHIP' ' .  , 

EMERGING  ISSUES 

A1j5T?-ALIA  HAS  A  VARIETY  OF  FEDERAL  AND  STATE  LAMS  THAT  COOLD  BE 
APPLIEE  IN  THE  EVENT  OF  AN  INCIDENT  SUCH  AS  THE  TOKYO  SARIN  GAS 
ATTACK  TAXINGPLACE  IN  AUSTRALIA.  PROSECUTIONS  FOR  LOSS  OF  LIFE  AND 
ASSOCIATED  OFFENCES  AGAINST  THE  PERSON  ARE  CLEAR.  MORE  COMPLEX 
ISSUES  EMERGE  WHQT  CRIMES  RELATING  TO  CHSaCAL,  BIOLOGICAL  AND 
NUCLEAR  MATERIAL  CROSS  INTERNATIONAL  BOUNDARIES.  CORRQJTLY 
AUSTRALIAN  FEDERAL  LEGISLATION  FOR  DEALING  WITH  CRIME  RELATING  TO 
BIOLOGICAL  AND  NUCLEAR  INCIDENTS  IS  ADEQUATE  FOR  MILITARY  INCIDENTS 
BUT  AMENDMENTS  FOR  NON-MILITARY  INCIDENTS  ARE  NECESSARY. 

AUSTRALIA  ESTABLISH >•'"  THE  CHEMICAL  WEAPONS  CONVENTION  OFFICE  TO 
ADMINISTER  THE  INTERNATIONAL  CHEMICAL  WEAPONS  CONVENTION  TREATY 

WHICH  CANNOT  BE  ENACTED  UNTIL  65  OF  THE  169  PARTICIPATING  COUNTRIES 
RATIFY  IT   CURRENTLY,  3S  COUNTRIES  HAVE  SIGNED  RATIFICATION  AND  IT 
IS  EXPECTED  THAT  RATIFICATION  WILL  BE  COMPLETE  BY  LATE  1996. 

AUSTRALIAN  FEDERAL  LAW-ENFORCEMENT  AGENCIES  ARE  RESPONSIBLE  FOR 
ENFORCING  LAWS  IN  RELATION  TO  CONSTITUTIONAL  REQUIREMQJTS  FOR 
FOREIOX  NATIONALS,  IMMIGRATION  AND  THE  INFLUX  OF  CRIMINALS.  THE 
AUSTRALIAN  JOINT  STANDING '  COMMITTEE  ON  MIGRATION  INQUIRY  INTO 
AUSTRALIA'S  VISA  SYSTEM  FOR  VISITORS  TO  AUSTRALIAN  IS  CONSIDERING 
THREE  OPTIONS: 

ABOLITION  OF  THE  REQUIREMENT  FOR  ALL  VISITORS  TO  OBTAIN  A  VISA 
BEFORE  TRAVELLING  TO  AUSTRALIA. 

ABOLITION  OF  REQUIREMENT  FOR  SELECTED  NATIONALS.  AND 

MAINTAIN  THE  EXISTING  SYSTEM  BUT  MAKE  IT  MORE  EFFICIENT. 

LAW-ENFORCEMENT  AGENCIES  PUT  FORWARD  THE  VIEW  THAT  ALL  VISITORS  MUST 
BE  CLEARED  TO  ENTER  AUSTRALIA  BEFORE  THEY  DEPART  THEIR  COUNTRY  OF 
ORIGIN.  THIS  CAN  BE  ACHIEVED  BY  SOPHISTICATED  INFORMATION 
COLLECTION,  MANIPULATION  AND  COMMUNICATION  WHICH  ADDRESSES  PRXVACY, 
BILATERAL  RELATIONS  AND  DATA-MATCHING  IMPLICATIONS.  THIS  HAS 
OCCURRED  PRIMARILY  FOR  TOURISM  AND  TRADE. 

NOTE:  FOR  REASONS  OF  LEGAL  PROCESS  THE  PARAGRAPHS  AND  PHRASES  MARKED 
AS  CONFIDENTIAL  IN  THIS  BRIEF  SHOULD  NOT  BE  RELEASED  OUTSIDE  THE  U.S. 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS  WITHOUT  THE  PRIOR 
CONSENT  OF  THE  GOVERNMENT  OF  AUSTRALIA.   PTHER  MATERIAL  IN  THIS  BRIE? 
MAY  BE  MADE  PUBLIC  AND  MAY  BE  ATTRIBUTED  TO  THE  AUSTRALIAN  FEDERAL 
POLICE. 
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Senate  f  ennanent  Subcommittee 
OQ  lovestigations 

tXWBIT#         ^'^^^       


THE  AUSTRALIAN 

INVESTIGATION  OF  THE 

AUM  SHINRIKYO  SECT 


This  report  has  been  prepared  by  the  Australian  Federal  Police 

for  the  United  States  Committee  on 

Governmental  Affairs  Permanent  Subcommittee  on  Investigations. 

Enquiries  regarding  this  report  should  be  directed  to: 

General  Manager 

National  Operations 

Australian  Federal  Police 

PO  Box  401 

Canberra  ACT  2601 

Australia. 

Telephone:  06  275  7583 
Facsimile  06  275  7567 


Caveat 


This  document  Is  the  property  of  the  Australian  Government.  Its  contents  may  not  be  copied  or  disseminated  further 
without  prior  approval  by  the  Australian  Federal  Police. 
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APPENDIX    6 


MATSUMOTO,  Chizuo 


a.k.a.  ASAHARA,  Shoko 


D.O.B.  02  MAR  1955 
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SHIMADA,  Yasuko 


D.O.B.  05  JAN  1941 
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HAYAKAWA,  Kiyohide 


D.O.B.  14  JUL  1949 


Senior  Member  Aum  Shinrikyo 
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INOUE,  Yoshihiro 


D.O.B.  28  DEC  1969 


Member  Aum  Shinrikyo 
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ENDO,  Seiichi 


D.O.B.  05  JUN  1960 


Member  Aum  Shinrikyo 
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NAKAGAWA,  Tomomasa 


D.O.B.  25  OCT  1962 


Member  Aum  Shinrikyo 
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DETAILS  OF  PERSONS  TRAVELLING  WITH  THE  MAHAPOSYA  COMPANY  ASP 
THE  'AUM'  RELIGIOUS  SECT  ON  OAWTAS  FLIGHT  70  ON  THURSDAY  9 

SEPTEMBER  1993. 


SEX   DOB         PASSPORT 
f     15/10/77   MM0348327 
23/1/68    MN1126557 


NAME 

'  Yuklko  KIDA 

.  Toru  TOYODA    m 

•  Aklra  HORI      m  8/8/59     MM4246778 

•  Mlwa  MATSUMOTO  f  22/7/78    MK4806189 

•  Tomomltsu  NIIMI  m  9/3/64     MM4585859 

•  Masaharu  ITONAGA  a  29/9/68    ML1131596 

•  Nobukl  AMI  m  14/5/64  fW3388229 
•  Yutaka  ONAYA  m  12/10/63  ML2255855 
.  Satoru  SHINOHARA  ffl  15/1/69    ML1130690 

.  Hldeaki  TATSUTA  m  16/9/58 


•  Chlka  TANABE    f  22/1/79 
-  Satoru  GO      m  17/5/58 

•  Kenlchl  HIROSE  m  12/6/64 

•  Yukl  KAKINUMA   £  1/3/79 

•  Chlkako  SHIMIZU  f  22/9/74 


ML8720639 
ML1575925 
MK5313796 
ML7597795 
ML1030847 
MLl 130693 
MM0185140 


'  Yasuko  MARUHASHI  f   6/8/82 

•  Naoko  YAMAMOTO    f   29/12/67  MN3095066 

-  Takanorl  KOMIYAMA  ra  15/12/68  ML1268614 

•  Sellchi  ENDO      m   5/6/60  MK1799417 

-» Hideo  MURAI     m     5/12/58  MK3053890 

.  Tomomasa  NAKACAWA  m  25/10/62  KK3833843 

,  Chlzuo  MATSUMOTO   m  2/3/55  MK4807684 

.•  Wakashio  TOGASHI   m  17/12/59  MK5093603 

.  Naruhito  NODA      m  15/11/66  MM0941809 

.  Yoshihlro  INOUE   m  28/12/69  MM4898861 


OCCUPATION 

Student 

Office  Worker 

Office  Worker 

Student 

Office  Worker 

Office  Worker 

Office  Worker 

Office  Worker 

Office  worker 

Medical  Doctor 

Student 

Office  Worker 

Businessman 

Student 

Student 

Student 

Student 

Office  worker 

Doctor 

Office  Worker 

Doctor 

Company  President 

Office  Worker 

Office  Worker 

Office  Worker 
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APPENDIX    14 


CONnOENTlAL  MEDICAL  REPORT 


I  attend  th«  Australian  Federal  Police  building  (19  Murray  Street,  Perth)  at  10.308m 
on  Friday  26  May  1995.  ..n. 

I  am  shown  several  sheep  skulls:  v 

1.  Labelled  ;  Skull  Sample  5 

A  skull  which  shows  sun-bieaching  of  the  left  side  and  back,  with  some 
yellow/brown  colouration  (with  remnants  of  brown  coloured  dirt)  on  the  right 
skie.  In  the  centre  of  the  back  of  the  skull  is  a  circle  of  depressed  fracture, 
approximately  4  x  2.5an  in  size.  The  depressed  fracture  plate  is  further 
fractured  longitudinally;  there  are  no  specific  features. 

No  soft  tissue  remains  Examination  of  the  inside  of  the  skull  shows  no 
residual  brain,  and  no  obvious  blood  clot 

2.  Unlabelled  Skull 

The  skull  is  similar  In  appearance  to  the  previous  specimen,  showing  sun- 
bleaching  of  the  left  side,  lop  and  part  of  the  back  of  the  skull,  and  with 
yellow/brown  colouration  and  residual  sand  on  the  right  side. 

In  the  centre  of  the  top^ack  of  the  skull  is  an  approximately  circular  -  profile, 
ring  fracture,  40  x  30mm.  There  is  slight  depression  of  the  plate  of  the 
fractured  bone  on  the  right  side  and  posteriorly.  Extending  from  the  right 
rear  side  is  a  further  linear  fracture  towards  the  right  occipital  region,  5cm  in 
length. 

No  soft  tissua/haemorrtiage  Is  seen. 

3.  Labelled  ;  Skull  Sample  6 

TNs  Skull  showed  generalised  yellow/brown  colouration,  with  some  remnants 
of  mummified  tissue  and  wool. 

In  the  centre  of  the  top  of  the  skull  is  a  shield-like  defect,  approximately  60  x 
40mm  in  size.  Within  the  skull  cavity  is  the  displaced  piece  of  bone.  On  the 
Inner  aspect  of  the  bona  of  the  right  occipital  region  of  the  skull  cavity  is  a 
thin  layer  of  red/brovm  coloured  material,  whkiJi  may  be  blood. 

4.  Labelled  :  Skull  Sample  28 

The  specimen  is  a  skull,  including  lower  jaw,  with  wool,  some  of  which  Is 
partly  attached  to  the  top  of  the  skull. 

In  the  centre  of  the  back  of  the  skull  is  a  transversely  orientated,  oval- 
shaped  defect,  approximately  65  x  35mm.  On  the  Inner  aspect  of  the  bone 
of  the  right  occipital  region  of  the  skull  cavity  is  a  thin  layer  of  red/brown 
coloured  material,  which  may  be  blood.  The  missing  piece  of  skull  bone  Is 
not  found. 
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CONFIDENTIAL  MEDICAL  REPORT  •  continuvd.... 

CONCLUSION 

Sheep  Skulls; 

1 .  Sub-total  or  total  skeiatalisatlon. 

2.  Evidence  of  blunt-force  In^ry.  consistent  with  a  flat  hammer-head. 

3.  Possible  intracranial  haemorrhage  m  two  of  the  examined  skulls. 


Dr  0.  T.  Cooke.  MBBS.  BMedSd.  FRCPA 
Chief  Forensic  Pathoktglst 

26  May  1095  ^ 

CTCAnc 


•t-«" 


645 


DIX    15 


CHEMISTRY 
CENTRE 


WA93/0816 
!«■  fei  94F3272 
^    '^'•'  RCHansson 

B  O'Sbaughnessy 
rDetcctivc  Acting  Superintendent 
Australian  Federal  Police 
P  O  Box  586 
WEST  PERTH  WA  6872 


Report  on  the  examination  of  59  items  in  connection  with  an  investigation  into  the 
activities  of  the  Aum  Shinri  Kyo  sect  at  BaDjawarn  Station. 

The  items  were  coUeaed  by  Mr  R  C  Hansson  of  the  Chemistry  Centrc(WA)  in  company 
with  officen  of  the  Australian  Federal  Police  at  Binjawam  Sution  on  11  May  1995.  The 
items  were  transported  to  Perth  by  the  Australian  Federal  Police  and  received  at  the 
Chemistry  Centre(WA)  on  25  May  1995. 

Items  received  are  listed  in  Table  1. 


TABLE  1 

LAB_NO  MARKS  SAMPLE 

94F3272001  BJA/SAO  1  CONTROL  WOOL  SAMPLE 

94F3272002  BJA/SAO  2  SOtt-  SAMPLE  SECTION  1 

94F3272003  BJA/SAO  3  WOOL  SAMPLE  SECTION! 

94F3272004  BJA/SAO  4  SOIL  SAMPLE  SECHON  1 

94F3272005  BJA/SAO  5  WOOL  SAMPLE  SECTION  1 

94F3272006  BJA/SAO  6  SOIL  SAMPLE  SECTION  2 

94F3272007  BJA/SAO  7  WOOL  SAMPLE  SECTION  2 

94F3272008  BJA/SAO  8  SOIL  SAMPLE  SECTION  2 

94F3272009  BJA/SAO  9  WOOL  SAMPLE  SECTION  2 

94F3272010  BJA/SAO  10  SOIL  SAMPLE  SECTION  3 
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94F3272011  BJA/SAOll  WOOL  SAMPLE  SECTION 3 

94F3272012  BJA/SAO  12  SOIL  SAMPLE  SECTION  3 

94F3272013  BJA/SAO  13  WOOL  SAMPLE  SECTION  3 

94F3272014  BJA/SAO  14  SOIL  SAMPLE  SECTION  4 

94F3272015  BJA/SAO  15  WOOL  SAMPLE  SECTION  4 

94F32720I6  BJA/SAO  16  SOIL  SAMPLE  SECTION  4 

94F3272017  BJA/SAO  17  WOOL  SAMPLE  SECTION  4 

94F3272018  BJA/SAO  18  SOIL  SAMPLE  SECTION  5 

94F3272019  BJA/SAO  19  WOOL  SAMPLE  SECTION  5 

94F3272020  BJA/SAO  20  SOIL  SAMPLE  SECTION  5 

94F3272021  BJA/SAO  21  WOOL  SAMPLE  SECTION  5 

94F3272022  BJA,'SAO  22  SOIL  SAMPLE  SECTION  6 

94F3272023  BJA/SAO  23  WOOL  SAMPLE  SECTION  6 

94F3272024  BJA/SAO  24  SOIL  SAMPLE  SECTION  6 

94F3272025  BJA/SAO  25  WOOL  SAMPLE  SECTION  6 

94F3272026  BJA/SAO  26  SOIL  SAMPLE  SECTION  7 

94F3272027  BJA/SAO  27  WOOL  SAMPLE  SECTION  7 

94F3272028  BJA/SAO 28  SOIL  SAMPLE  SECTION? 

94F3272029  BJA/SAO  29  WOOL  SAMPLE  SECTION? 

94F3272030  BJA/SAO  30  SOIL  SAMPLE  SECTIONS 

94F3272031  BJA/SAO 31  WOOL  SAMPLE  SECTIONS 

94F3272032  BJA/SAO  32  SOIL  SAMPLE  SECTION  8 

94F3272033  BJA/SAO  33  WOOL  SAMPLE  SECTIONS 

94F3272034  BJA/SAO  34  SOIL  SAMPLE  SECTION  9 

94F3272035  BJA/SAO  35  WOOL  SAMPLE  SECTION  9 

94F3272036  BJA/SAO  36  SOIL  SAMPLE  SECTION  9 

94F3272037  BJA/SAO  37  WOOL  SAMPLE  SECTION  9 
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94F3272038  BJA/SA0  38  SOIL  CONTROL  15  M  S/EAST 

94F3272039  BJA/SAO  39  SOIL  CONTROL  25M  S/EAST 

94F3272040  BJA/SAO  40  WHITE  PLASTIC  SHEEP  EAR  TAG 

94F327204 1  BJA/SAO  4 1  GREEN  PLASTIC  SHEEP  EAR  TAG 

94F3272042  BJA/SAO  42  SPHERICAL  OBJECT  -  SECTION  8 

94F3272043  BJA/SAO  47  SOIL  CONTROL  -  GOAT  SITE 

94F3272044  BJA/SAO  48  SOIL  FROM  PORTABLE  FENCE 

94F3272045  BJA/SAO  49  RIBBER  FROM  PORTABLE  TRAILER 

94F3272046  BJA/SAO  50  IMMOBIUSED  UQUID  -  TIP 

94F3272047  BJA/SAO  60  WOOL  &  TAG  -  CULLING  AREA  1 

94F3272048  BJA/SAO  61  SOIL  -  CULLING  AREA  1 

94F3272049  BJA^AO  62  WOOL  &  TAG  -  CULLING  SITE  2 

94F3272050  BJA/SAO  63  SOIL  -  CULLING  SITE  2 

94F3272051  BJA/SAO  73  WATER  TROUOH  QUARTZ  WELL 

94F3272052  BJA/SAO  74  WATER  TANK  QUARTZ  WELL 

94F3272053  BJA/SAO  75  WATER  TROUGH  QUARTZ  WELL 

94F3272054  BJA/SAO  76  SOIL  FROM  QUARTZ  WELL 

94F3272055  BJA/SAO  77  KANGAROO  HIDE  -  QUARTZ  WELL 

94F3272056  BJA/SAO  92  SOIL  FROM  NECKERSGAT  RANCTS 

94F3272057  BJA/SAO  98  SOIL  OUTLET  FROM  LAB.  SINK 

94F3272058  BJA/SAO  99  SOIL  OUTLET  FROM  LAB.  SINK 

94F3272059  BJA/SAO  1 00  SOIL  OUTLET  FROM  LAB.  SINK 


METHOD  OF  EXAMINATION 

The  items  were  examined  for  the  presence  of  methylphosphonic  acid  (MP A)  using  a 
modification  of  a  method  described  by  Black  et  al  in  the  Journal  of  Chromatography  A, 
662(1994)301-321 
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The  modification  involved  the  use  of  tetramethylammonium  hydroxide  as  derivatising 
agent  rather  than  N-(tert-butyldimeth>dsilyl)-N-methytrifluoroacetamide  (MTBSTFA)  and 
was  required  because  of  interferences  and  irregularities  encountered  when  using 
MTBSTFA. 

Gas  chromatography  -mass  spectroscopy  was  performed  on  a  VG  TS-2S0  Mass 
Spectrometer  with  70  EV  electron  ionisation  at  a  resolution  of  500,  operating  in  the 
selected  ion  recording  mode. 

Detection  of  the  dimethjd  derivative  of  methylphosphonic  acid  was  esublished  by 
monitoring  the  major  fragment  ions  at  masses  124,031,  109.007,  93  963,  78.939,  and 
62.915.  The  EI  spectra  of  the  derivative  is  shown  in  Appendix  1. 

Identification  of  dimethyl  methylphosphonic  acid  was  established  when  the  retention  time 
and  the  fragment  ion  ratios  from  the  sample  was  the  same  as  a  standard  run  under  the 
same  conditions  in  the  same  analytical  batch. 

Reagent  blanks  and  control  samples  were  run  with  every  analytical  batch. 


RESULT  OF  EXAMINATION 

Control  samples 

MP  A  was  not  detected  in  wool  sample  BJA/SAOl  and  soil  samples  B  J  A/SAO  38,  39,  47, 
48  (Lab  No's  94F3272001,  38. 39,  43, 44). 

Samples  From  Dead  Sheep  Site 

MFA  was  detected  in  the  following  samples 

Wools        BJA/SAO  5.  9,  13,  17,  21,  25,  29,  33,  37. 

(Lab  No's  94F3272005,  9,  13,  17,  21,  25,  29,  33.  37). 

SoiU  BJA/SA04,  8,  12,  16,  20,  24, 28,  32,  36. 

(Lab  No's  94F3272004.  8,  12,  16,  20,  24,  28,  32,  36).   '''^-   "  <-' 

The  following  samples  were  not  examined: 

Wools        BJA/SA0  3,  7,  11, 15,  19,23,  27,  31,  35. 

(Lab  No's  94F3272003,  7,  11,  15,  19,  23,  27,  31,  35). 

SoUs  BJA/SAO  2.  6.  10,  14, 18,  22,  26,  30,  34. 

(Lab  No's  94F3272002,  6.  10,  14,  18,  22,  26,  30,  34). 
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Ear  Tabs    BJA/SAO  40, 41  (Lab  No's  94F3272040. 41). 
Spherical  Object    BJA/SAO  42  (Lab  No.  94F3272042). 

Miscellaneous  Samples 

MPA  was  not  detected  in  the  liquid  sample  BJA/SAO  50  (Lab  No.  94F3272046). 
The  rubber  sample  BJA/SAO  49  (Lab  No.  94F3272045)  was  not  examined. 

Culling  Site  lamples 

j/L       MPA  was  detected  in  wool  samples  BJA/SAO  60,  62,  (Lab  No's  94F3272047,  49)  and 
soU  samples  BJA,'SAO  61,  63  (Lab  No's  94F3272048,  50). 

Quartz  Wefl  Sample* 

MPA  was  not  detected  in  water  and  soil  samples  BJA/SAO  73,  74,  75,  76  (Lab  No's 
94F3272051,  52.  53,  54). 

The  kangaroo  hide  sample  BJA/SAO  77  (Lab  No.  94F3272055)  was  not  examined. 

Neckengat  Ranges  Sample 

MPA  was  not  detected  in  soil  sample  BJA/SAO  92  (Lab  No.  94F3272056). 

Laboratory  Sink  Oudet  Samples 

«^        MPA  was  detected  in  soil  sample  BJA/SAO  99  (Lab  No.  94F3272058). 

MPA  was  not  detected  in  soil  samples  BJA/SAO  98,  100  (Lab  No's  94F3272057,  59). 


Robert  Charles  Hansson  Peter  Andrew  Collins 

PRINCIPAL  CHEMIST  CHEMIST  &  RESEARCH  OFFICER 

FORENSIC  SCIENCE  LABORATORY  FORENSIC  SCIENCE  LABORATORY 

18  August.  1995 


Appendix  1 


650 


■  «l«IM^«N«U 


M 

; 

1 

• 

Ml 

1 

1 

1 

1 

m 

<t 

1 

|7.  ,  , 

1 

n 

1, 

It 

■  ■  '  • 

'i'  ■ 

4* 

'  •  ■*• 

a 

'  *  ' 

J,'  • 

A'  ' 

m 

■u.'  ■ 

651 


APPENDIX    16 
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APPENDIX    17 


NERVE   AGENTS 

OFFENCES  POWERS 


Chemical 

S.12.    Offences 

S.14.  Forfeiture 

MAKE 

Weapons 

relating  to 

and  seizure  of 

(Prohibition) 

chemical  weapons 

chemical  weapons 

USE 

Act  1994 

8.13. 

Warrants 

Notification  of 

S.57. Of fence- 

Ending  of 

related  searches 

substances  or 

and  seizures 

articles  believed 

S. 58. Of fence- 

to  be  chemical 

related  warrants 

weapons 

S.59.    The 

S.77. 

things  that  are 

Production  etc  of 

authorised  by 

Scheduled 

search  warrant 

chemicals 

S.60.    Specific 

otherwise  than  in 

powers  available 

accordance  with 

to  national 

permit 

inspectors 

S.78.    Breach  of 

executing 

condition  of 

warrants 

permit 

S.61.    Use  of 

S.79. 

equipment  to 

Interference  with 

examine  or 

monitoring 

process  things 

equipment 

S.62.    Use  of 

S.80.    False  or 

electronic 

misleading 

equipment  at 

statements  and 

premises 

documents 

5.63.  Warrants 
by  telephone  or 
other  electronic 
means 

5.64.  Retention 
of  things  that 
are  seized 
Miscellaneous 
provisions 
relatinq  to 
warrants 

5 . 66  Announcement 
before  entry 

5.67  Availability 
of  assistance  and 

use  of  force  in 

executing  warrant 

S.68.    Details 

of  warrant  to  be 

given  to  occupier 

etc. 

S.69.    Copies  of 

seized  things  to 

be  provided 

1 
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NERVE   AGENTS 

OFFENCES  POWERS 


Weapons  of 

S.9.   Prohibition   S.17.   Forfeiture 

IMPORT 

Mass 
Destruction 

on  supplying        of  goods 
goods  for  WMD 

EXPORT 

(Prevention 
of  Prolif . ) 

program 

S.IO.  Prohibition 

Act  1995 

on  exporting 
goods  for  WMD 

program 

S.ll.  Prohibition 

on  providing 
services  for  WMD 

program 

( Plus  offences  as 

per  6,7  &  7A 
Crimes  Act  1914) 
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BIOLOGICAL 

OFFENCES  POWERS 


1 

Crimes 

S.8.  Restriction 

S.9.    Forfeiture 

■- 
MAKE 

(Biological 

on  development 

and  seizure 

Weapons) 

Act 

etc.  of  certain 

S.10(4)(l)(b) 

1976. 

biological  agents 
and  toxins  and 
biological 
weapons 

Power  of  Arrest/ 
Arrest  warrant. 
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NUCLEAR 
OFFENCE  POWERS 


Nuclear  Non- 

S.23.   Possession 

S.59.  Safeguards 

USE 

Proliferation 

of  nuclear 

inspections  by 

(Safeguards) 

material  or 

inspectors 

MAKE 

Act  1987. 

associated  item 

S.60.   Safeguards 

without  permit 

inspections  by 

S. 25. Breach  of 

Agency  inspectors 

condition  of 

S.61. 

permit  or 

Of fence- related 

authority,  &c. 

searches  and 

S.27.    Minister 

seizures 

to  be  given 

S.62    Warrants 

certain  notices 

may  be  granted  by 

, 

re . exempt  nuclear 

telephone 

material 

S . 63 .    Emergency 

S . 28 . Interference 

searches  and 

with  containment 

seizures 

or  surveillance 

S.67.    Seizure 

devices 

of  nuclear 

S . 29 . Information 

material,  Sc, 

in  relation  to 

where  required  by 

design  for 

prescribed 

construction  or 

international 

modification  of 

agreement 

nuclear  facility 

S.70.   Powers  to 

S.30.    False  or 

be  exercised  in 

misleading 

accordance  with 

statements,  Stc. 

international 

S.31.  Obstruction 

agreements . 

of  Agency 

inspector 

Offences  Re: 

Physical  Prot. 

Convention 

S. 33. Stealing 
nuclear  material 

3.34.  Demanding 
nuclear  material 
by  threats,  Sc. 

5.35.  Use  of 

nuclear  material 

causing  injury  to 

persons  or  damage 

to  property 

S. 36. Threat  to 

use  nuclear 

material 

S.37.    Threat  to 

commit  offence 

S. 38. Extension  of 

appl.of  offence 

provisions 

outside  Aust. 
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APPENDIX    18 


PSYCHOLOGICAL  PROFILE 


A  general  psychological  assessment  was  prepared  by  an  Australian  Federal  Police 
psychologist  who  suggested  that  there  is  no  specific  psychological  profile  that  would  predict  a 
person's  susceptibility  for  recruitment  to  the  sect,  although  many  sect  members  would  have 
their  personal,  emotional,  social  and  intellectual  needs  satisfied. 

The  recruitment  of  members  could  target  people  experiencing  an  existential  or  personal  crisis 
which  would  provide  an  illusion  of  support,  meaning,  value  or  power.    Systematic  recruitment 
identifies  certain  characteristics  such  as  co-dependency.    Once  people  are  recruited,  sects  use 
specific  processes  to  maintain  the  illusion  to  manipulate  their  followers.    Some  powerful 
techniques  include,  mind  distorting  narcotics,  alienation  from  alternative  viewpoints, 
indoctrination  regimes  and  rigid  role  assigrmient  are  employed. 

Other  cult  specialists    believe  that   "the  lack  of  a  father  figure  in  the  home  leads  the  young 
towards  cults  with  strong  male  leadership". 
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APPENDIX    19 


EMERGING  ISSUES 

Australia  has  a  variety  of  federal  and  state  laws  that  could  be  applied  in  the  event  of  an 
incident  such  as  the  Tokyo  sarin  gas  attack  taking  place  in  Australia.    Prosecutions  for  loss  of 
life  and  associated  offences  against  the  person  are  clear.    More  complex  issues  emerge  when 
crimes  relating  to  chemical,  biological  and  nuclear  material  cross  international  boundaries. 
Currently  Australian  federal  legislation  for  dealing  with  crime  relating  to  biological  and 
nuclear  incidents  is  adequate  for  military  incidents  but  amendments  for  non-military  incidents 
are  necessary. 

Australia  established  the  Chemical  Weapons  Convention  Office  to  administer  the  International 
Chemical  Weapons  Convention  Treaty  which  cannot  be  enacted  until  65  of  the  169 
participating  countries  ratify  it.   Currently,  36  countries  have  signed  ratification  and  it  is 
expected  that  ratification  will  be  complete  by  late  1996. 

Australian  federal  law-enforcement  agencies  are  responsible  for  enforcing  laws  in  relation  to 
constitutional  requirements  for  foreign  nationals,  immigration  and  the  influx  of  criminals. 
The  Australian  Joint  Standing  Committee  on  Migration  inquiry  into  Australia's  visa  system  for 
visitors  to  Australian  is  considering  three  options: 

.  abolition  of  the  requirement  for  all  visitors  to  obtain  a  visa  before   travelling  to 
Australia; 

.  abolition  of  requirement  for  selected  nationals;  and 

.   maintain  the  existing  system  but  make  it  more  efficient. 

Law-enforcement  agencies  put  forward  the  view  that  all  visitors  must  be  cleared  to  enter 
Australia  before  they  depart  their  country  of  origin.   This  can  be  achieved  by  sophisticated 
information  collection,  manipulation  and  communication  which  addresses  privacy,  bilateral 
relations  and  data-matching  implications.  This  has  occurred  primarily  for   tourism  and  trade. 
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Biosmi  1^ 

Technologies  ^^f 

Saaatt  Pwrnincirt  SubcoflimHtM 
on  InvBtigations 

"""^  ™«.._» 

October  26, 1995 


Mr.  Scott  Newton 

United  States  Senate 

Committee  on  Governmental  Affairs 

Minority  Permanent  Subcommittee  on  Investigations 

Washington,  DC  20510 

Dear  Scott: 

As  we  discussed  on  the  phone  and  in  response  to  the  October  24  letter  of  Dan  Gelber, 
attached  are  the  following  documents  relating  to  Biosym's  contacts  with  AUM 
Corp.: 

1.  Non-Disclosure  Agreement  relating  to  the  software  evaluated; 

2.  Shipping  Authorization  Form; 

3.  Initial  Shipping  Order  (3/1/95); 

4.  Shipping  Confirmation; 

5.  Revised  Shipping  Order(3/l  5/95); 

6.  Quotation  for  Computer  Hardware; 

7.  AUM  Corp.  Purchase  Order  for  the  Hardware; 

8.  Biosym  License  Purchase  Agreement; 

9.  Computer  Registration  Form; 

10.  Order  Approval  Form;  and 

11.  Customer  Status  Checklist 

Please  do  not  hesitate  to  contact  me  if  you  have  any  questions  about  the  attached 
documentation  or  if  you  require  further  assistance  in  connection  with  your 
examiiution  of  AUM. 

Sincerely, 

Thomas  M.  Camew 
Corporate  Counsel 


HKjnXMulecular  Suiiutmuii  •  96»i  Strjjium  KinL  San  l)ifl)o.  OWoma  UM  92121jru  •  (OIV)  <5»-'W0  Fat  f6l9)  imiiid 
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0  Char^eom 

O  DUfrtctiQn 

a  Solids  NMK 

a  mRAMAN 

O  B>CAFS 

O  Stnxctute  Solve 

O  Structure  Raftne 

(3  SolMs  Dtfcklog 

0  Sorption 

P  Reaction  Petterna 

3  Catalysis  Con^oztium 

O  Xf>r«M  A>valy«l» 

O  XpMSS  Biopolymer 

O  Xpt«4»  P^lymerizer 

a  Xpros5  QSPR 

O  XprecB  Search /Cornp*r* 
Xpreca  Sketchci' 


:>4,/far/'4i' 
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M  »  SINCU  era,  hfOW,  WMUPOUl  MOfYM  otd  HKff  lem.  fo  lh«to  mutud  b«MAi;  ^^ 

Tlu  ttfm  "MtwKM'  M  \iitd  h«ntr  ihtU  mean  tfv«  ««»puttv  ymfCMiA  4iil>'«liv*  i«r«rki  toA  tufp«it  mMitla) 
iKunto. 

llt06YM  ihaU  4«Uycr  VeltwaM  w  UCmENT  »x  r»  d>«r|«  /or  th«  soU  putpoM  of  •Vkhutine  9eftwtM'» 
ttptMlMM  «kiai  fuU  fuMOH  tram  ROSYM  MCfftBNTl  li«Kl  ta  ui*  Softvw*  U  MAtnnifcnVte  and 
iion«Bcluilv«  ind  •lull  ••  United  •o>«l)r  ts  WCVtZNT*  AvuiutiMt  u  XSCinENTi  loeuiOA  M  Om  kbov« 
•dda«iwM««M»«MUait»(i4lnlhi>AmamMi  |tBCtfnNTnM>tp«7«Mpftnf  •ndhUidliixglBiMltduiteji 
If  •ppllcAbla. 

Tub  iiNdluU  ownmhlB  liglm  to  goftwiM  r«i>^  igl>ly  wte  8I0SYM  ud  Am  So/twu»  u  Mttntd  to  b« 
RtOfVM'a  y»op>UU(y  ManMtton  Mid  trftd*  Mertt.  MCtfUhTr  *h«U  in«k«  m  toyi**  of  tK«  Idltwir*. 

aol>«ym»  documantett<«t  «M  aOmt  writtm  mttiOal  luppIM  ^  |IK>5YM  dt«V  kt  h«li  In  cor  ficUftc*  by 
nCtnfihrr,  Ufft>y  «t  Uut  lh«  M9W  d«m«  af  ena  tt  uM*  t»  pVAtet  iu  o«^  pt«piliUiy  into 
bcdWUM^aJirtonwldjMMofllECTaNTdirtcttXMncmMdwithttutvatMllon.  JtBOPIENrr  t^l 
•Pprcmtokiy  MtUy  n«  «ni0loy««  U  v4taa  uiy  luot  diideiMr*  U  bm<U  thai  luch  diieloKUr*  it  mad*  in 
wioBdiiiir* and iM b«  }etptu( tenUixxM b/  Iht Mnployc*, n4 UCn>IEKrr iStH take whattvw tUfs ut 
AacNMry  ts  aa>uit  that  tach  fAployta  katpa  auch  cori&a«Ro(- 

TIM  «bli(UteM  of  RSCIPUMT  thaU  nei  apply  io  tn/  tnftnnkiUA  wMeh  U  can  bt  dcmoiMtnt«4i 

-^   a.    kaabaeosM  part  »iclMpiAU«  domain  pAorflMA  by  act*  «r«mU<ionio/MCi?aNT; 

b.  baa  b««nAtt»litedg(aMd«kMwm  Id  SBCinB4Tb/M(dpartla(o0k«r  (hart  (heat  Mtihgpnfatt^ 
BIMYM) «  a  trafiar  olWf  al  light  and  WlOwvt  iMttkriefi  an  dUolotwr*  or  UM>  or 

c.  wa»lAdWfaaiaMl«no<BaCOIENTpilot«»diad0«unbyBIO9yM4ndwMn«la(4Ulx«ddlrMt]yei 
JndUaattyftamBiOtfVM. 

TKt  obKgaUM  0/  conManiiallty  t^aU  coniiinM  wlitUHit  rag ard  lo  Ow  rermmatiep  o/  ittia  AfrMiMni  until  th' 
i»ftwaMMOM»M  a  pait  of  (ha  pvWU  deaiain.  wiih«u«  •  bTf«<}i  of  ihU  A|t«iap«A> by  XKCI7ISNT. 

lOPTWASLE  IS  PltOVJfiBD  WtTH  NO  WAJUKANTItt  BlO'EESS  Oil  IbffUBO,  INCLVOIKC  W/JUiAN7IE» 
OP  MnCKAWTAftimY  AND  RlNBtt  rOtt  A  PAltTKTaAA  FUKPMB.  AND  BVXYM  SHALL  HAVE 
hlO  UaULTXY  TO  RBCtfOB^  Ok  ANY  OTWSti  PAjmr  WrrK  REGARD  70  ns  U58  AND 

KK7M4AMCS  DUSINO  tHB  FSU90  OP  nSS  ACftiS^ONr  ANU  IN  >40  *V«vr  SHAU  BIOSYM  BE 
bU  Km  SnCtAU  INCIPWIAL  C9il  eO»RaQUBhmAL  CUMAGES. 


6/  Qj{c>^  ^/'^^'^'^ 
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■'•UOJ^flSTuJi*:?! .  ,ii  ?i'K2fll2«79e4« 


JUXIIIIH 


P.28/2J 


1-  .>v»     . 


UCraMT  wta  Mt  inf«M«  or  aqHrt  itoBi  »■  tMMl  S(iu«  or  iMOMl  fcov  tny  whin  «ty  p^ 

cr  My  «mt  pr»4u«t  ihttMf  »  AighifUMMw  ««  PMplM' R*^ 

(H  ip«UM  in  «4PiA»intN4k  1  to  Cw«i«  779  el  Am  VX  ftoM  A4Minta»aaeii  X«€U^^ 

tfMtttO)  «  OfhMNriM  «ltttpt  to  CMIfUBICt  «ri4  m4  wUl  lA  IlfCMlM  ilB«5^^ 


•k|pMllMM  and  t^fuMtna, 


WiOWUi 


>,  *OMa<  Aa  VAMpcitnoi* «/ 


tKomn  aumomt. 


AutwilW  «SM«M«  far  lUe^te* 


^JtfipH::^ — 


aosm 


be 


of  AuAiodiatlMi 


fi||innil<1*w<nlitnttrr  irhir  rliiltmur' 


,i^.  "^'^  :'?,^q;v    ■:^:^/" 


*-::   .•-lr:iU    <•''    ^;i^  .. 
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oa  25  '95   izieem 


f>ZSyZ9 


Date  of  Shipment: 


4K 


Requested  by:  i^lnTifernftnJke.^ 


Shipped  by: 
Shipped  to: 


Justification: 


Shipped: 

Airbill  #: 
Weight:    . 
Price: 

VP  approval: 


'^X 


BIOSYM  TECHNOLOGIES,  INC 
ICENmnLYDRXVB 
SECOND  n.oo& 
PARSIFPANXNJ  07051 

BIOSYM  nCHNOLOGlES,  INC 
96SSSCRANTONROAD 
SAN  DIEGO,  CA  83121-2777 


foY^^m 


^Afi/wtn^M^^it^dl 


^».N.y>|v>J^    LA /nnsM^ 
OVERNIGHT      y^^^OTHER 


/^  J.^  (U^ 


^m  To  Department  #:      «"'<i>« 
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;o>TiBowic^'^   ^^'ll3liFPING  ORDER  FOR  TRIAL*  PA378 


P.  24/29 


D«t«Faictd 


g/l/« 


CompAnj  AUM  Cocporatlon 
(;mt  Kuai  Dr.  Y.  HJruMttu 
hAismX  S East 48A Street 
AddxcH?  2nd  Floor 'ZB 
Addzwaa 

CUjr  NtwYork 
flaic  hTY  Z^  10017 

Flunu*  (212)421-3687 
EMdl 


D 


NonUSA 
Fn*  (212)421*3687 


AXXESS 


SAU 


Coraptajri 

Ucert 
Buf  Unit 


KffarnA\^ 


Afpt«T*4by 


rzialL«n«tfa  30div» 

SUpplni  inEtnutiotu  See  Bdow 

Inii^n 

PelU-ND 

lMl«M)^pna 

Ftlbc-Aoifn 

DUooTtr 

Ml»Mo<Iel 

BlopeljvMr 

FrfbcX-Bonsi* 

AiuaytU 

MtxtorWinlowt 

D«lplU 

NMkScfiMAiv 

Hbmology 

lOaKcfincDGn 

Op«Blnterfto» 

Zbi^ 

- 

Sketehtf 

DMbI 

Sautb/Con^ai* 

Twtanil* 

D»dpK«r 

nrtoNMR 

ConHMW 

CSQVWltf 

Apex-ID 

Ludi 

PTofllM4D 

FeUx-2D 

MedUlitOioke 
M^Kamt 
Boitnaont 


Modd 


Media  2iidChoioe 
Scdil* 
InJiortld  Input 


*<::ompuUitinlotofbllewo&M6adayotTaMda]r.  New  SCI  niMhlne  It  bdng  delivered  to  NJ 
0((U«i  D&RInHBMlM«rlllbe<oakiasla9ura(aBelosUwiA;9>taaadBzlaAlCeIL 

*  P1«uas«nd  software  lor  trial  to  the  NJo£Elce  to  azrive  no  liter  than  3/3/95.  Brian  wUlload 
Ifaa  toftwar*  in  tfic  NJ  otfce. 

*  Any  quastiona,  plMM  eoBlact  m«.  Tlunka,  Liaa 


Skip  \Ui 


»r 


AtaUnt: 


Dttai 
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:»r,.(>3'^\^.'3l   1^'Bif"   nyt  aiosTMJtcont^r 


(  *  i  t  ^O  /      m-. 


'P.i%^ 


tnzniMi  caafiMXTiam 


•BZP9E0  SAte  01-XAR-»5 

TOt   AUK  CORPOMTZOD 
DK.    y.    RIKMUTSQ 
8  XABT  48X8  STIOXT 
311D  n.0OR-2S 


»HIP  LOO   •    »9-13975 
UbEASSi        235 


10017     USA 


NEW   YOMC     MV 

PPOMSi    212>421<-3887 

COmNSMTAi    TviMltMl378   BMii994 

SHIP  TVPIi    T      (U-I1«W  V-Trl*l   S-Sp*ClaX  M-H&lnt) 

■aXV   TO    DBtR  MUX I       3(13.    1.    1 

fALXSi    BOtUCRZai 


fiBI?»XD  VIA I    D   (D-DBt  U-OPR  r-r«dZx  M-M*il  OoOthar) 

mwtsL  moani  7943819409 

fBXV  DATS  I  01-NAJI-9S 


XTSMI  QTT   PROOUCT 


osscuzrTXoM 


1  1  xnsiam  II 

16  1  mix-'m 

12  1  AP8X>90 

11  1  COUSSMfiUS 

22  1  OMQL 

10  1  SSCZPHKR 

7  1  DVL»HZ 

4  1  OXfCOVSK 

5  1  DZ«eeVBR 

17  1  rxLix-MD 

18  1  nx.xx-Aa6zcM 

1»  1  rSLlX-'AfiSZCN 

13  1  bUOI 

a  1  ZM8IGBT  ZI 

3  1  ZKSZGil'P   ZZ 

6  1  XUSXCRT  XFMfiS 

14  1  X-Ofil 

20  1  MKR  KBFIHS  AI3VA 
0  1  OPEN   ZNTSftTACE 

15  1  narittB-io 

p  1  cnrcBSK 

93  1  TUUOKOLS 

21  1  IZKDO 


293  eoaoxal  covar  Lotter  P&a)c«t 

235C  Fallx  Cov*r  L^ttttr  7*elcat 

Ap*«  3-D  1.4  Oa«r  Cuid* 

ConMnattB  3 . 3  Dssr  Cuide 

DMel  2.3,9  US«r  6Uid« 

o*Ci.ph*if  2.3  oaar  Giud* 

0«lPhi  and  solvation  2.5  Oser  Culd* 

Dlteovar  2.95/94.0  osar  Suida 

oifloovar  Covar  Lettar 

PellX  2.3  CeCDBaad  Ratarenoa/Dsor  Ouj.da 

ralix  Aaaigr  Ccvar  X.attac  Ptakat 

rellx  A«Blon  utar  suida 

rzaaaant  Llbrariafl 

lasight  II  2.3  (>s*ur  dulde 

inalffht  XX  Coooaad  Cuida  and  indax 

Zntight-xpraaa  2.3  Uaar  Ouida 

Litfand  Daslgn  2.3  Oaar  Cuida 

HXftottltaet  i.3  U»ar  cuida 

Qfmn   Zntarfaoa  2.30  Progrenaar  Gulda 

Fn»Si;.aa-3&  2.3  0%mr   Cuida 

■earoh^Coapara  b  tketoh/conv-artar  2.3  uaar  au 

Vurbonola  2.3  Usar  cuida 
siade  »4.0  atar  Cuida 


ZTSHS  OV   BACK  OROER  WITH  TBXB  tHT»  LOG# 
ZTEM#  On/BO  PaODOCT       DCSCRZPVION 


•HZP  LOGi  »5-13379 


9a«a  2 


of  S 
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y^ 


in 


i#k.. 
Dm  raxed  3/15/9g 


95     1115' 


'IISffING  ORDER  FOR  TRIAL  f  FASTS 


p. 23^29 


Compiny  AUM  Corporation  . 
Jut  Mas*  Dr.  Y.  Hkajiuisu 
A4dMMl  8  But  iath  StrMt 
Aiisu»2  2nd  Floor 'IB 
Ad4nM3 

CSty  McwYodc 
State  NY  Zip  10017 

Phone*  C212) 421-3687 
EMall  Nona 


NonU9A 
Fm*  ai2)  421-3697 


AXXESS 


SAU 


Coaptay  # 
BwUnit 


AfpravtdbjT 


Appniwrf  bjT 


iaIUngfh  S«e  D«lc 

W 

Shipping  Lutmetlons  See  Below 

nmifiin 

In«l|ktX-pic«» 

DllCOW 

MaPolymer 

AnAlyiU 

DelpU 

KoavWc 

Opn  Intcffvcv 

Sketch«r 

SctKh/Copiput 

DiOpKe 

CBMoaui 

Convarttr 

ApeiSD 

lJl41 

rivflUfSo 

Fdlxso 

I>cllxNO 

PdlxAMlaX 

FcUxModd 

Mix  X-B«mol« 

Mix  br  Windows 

NMRSeLDGD 

NMSMAd*. 

yi^wffi 

DMol 

TUibuuvls 

TwtcNKOt 

MftdiilBtChok*  CO 
MfgNuu  SGI 
HofltnuBC  Irli 


Media  ted  Choice 
Model  Pow«r  l2idigo2        Sedal*  0800^908795^ 
iBilioitld  Input  1762163024 


Stuff  vn$  ilnady  ihippkd  to  NJ  itflSc*.  Bxlaa  K  loadad  ditiiag  DasM  with  Di,  Htfamalra. 
)l<INl«llUi«M0)^«tWufOBaaUoatHwu(*«Kd»  A  Ummm  W  b  aot  aeMuaiy  bMeuae  Biian 
made  a  demo  UccnB«  wldch  la  to  kxpln  SfiM, 


Thtaitt  tax  all  tlta  li«lp. 


SUp  VUt 


»r 


AUUlf. 


Dalei 
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1^ 


^ 


1^ 


g 


S  S      S 


« 


2       >s  «e 


g 


-a 


5  I  ^i 


Q 

V 


» 


I 


1 


I 


e 
e 


o  S 

2   S 


I 


i  1 

2  = 

I  i 

e  i 


^   pJ  ri 


667 


TO 


ATTN 

1 

TKL 

1 

PAX 

t 

FN 

t 

P/I 

! 

?/0 

J 

AUH   cor. ,    USA 

e   EAST   48TH  ST.,    *2X    ( SND  FLOOR) 
NfV    yOlIK,    N.T.     lOOlT    USA 
TKLAPAX      S13-4ai-36ST 


Biosrw  TicHrfOLoeris  inc. 

4    CENTURY   DRIVE    PARSIPPANY.    NSV   JER9CT  070S4 

MR. JOHN    BONSCHSR   /    SaLSS   MaNAOER 

201-287-447* 

201-367-9648 

Y.HIBAMATSU 

NJ9S-5199A 

NO.MHP950227 


DATS    PEB/27/199S 


PURCHASTNa         ORDXR 
«TY 


EX  WORKS 

AMOUNT 


iTsn 


DESCRIPTION 


U/P 


1. 


SILICON  GRAPHICS  POWER  INDIGO  2 

•RtOOO  PROCBSSOR 

^EXTREME  GRAPHICt 

»20"  COLOR  MONITOR 

«e4MB  HEHORY 

>20B  INTERNAL  SYSTEM  DISK 
CD-ROM  UPORaDE  MEDIA  OPTION 
EXTERNAL  4X  CD-ROM(*) 
EXTERNAL  4  .  30B  DISKfat) 


1      USD  47,000.00    USD  47,000.00 


TOTAL 

PAYMENT  TERMS 
DELIVERY 
VAHRAMTY 
DESTINATION 


REMARKS 


USD  -47,000.00 


NET  30  DAYS 

6TH  OP  MARCH, 199S 

ONE  YEAR  WORLD  WIDE  WARRANTY  BY  SGI 

AUH  COR. ,  USA 

8  EAST  4aTH  ST..  #2E  (2ND  FLOOR) 

NEW  YORK,  N.y.  i0017  USA 

TELtFAX   212-421-3687 

PRIOR  TO  DELIVERY  ,  WE  WILL  VISIT  YOUR  OFFICE 

FOR  BUSINESS  MEETING,  MEANTIME  WE  WILL  CHECK  ALL 

SOFTWARE  WHICH  WE  ARE  GOING  TO  BUY. 

SO  PL3  ARRANGE  ALL  COMPLETE  INSTALLATION. 

REOARDINO  TO  SOFTWARE  PURCHASING.  WE  NEED  MORE 

TIME  TO  MAXE  FINAL  CONFIRMATION.  BUT  WE  WILL 

BUY  THIS  HARDWARE  INDEPENDENTLY. 

(•)  THIRD  PARTY  SGI  COMPATIBLE  MODULES 


TKS  AND  BEST  ftECAROS , 

..Ud'r^. 

Y.HJRAMATSU    /   AUM   COR. 
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Agreement  No.:     n.'i^P-fi 

BIOSYM  Technologies,  Inc  ORlRIMAf 


License  Purchase  Agreement 


BI05YM  Technologies,  Inc  C^OSVM")  «nd  the  undeTSigined  ("Customer")  agree  that  tht  following 
terms  «n4  coodidona  (hall  govern  the  Uamiing  and  maintenance  of  appiication  aoftwaie  and  operating 
system  loftwan  and  lis  usodated  documentation  provided  by  BIOSYM,  and  tprhniral  seryices  related 
thereto,  and.  the  sale  of  equipment  manuhictured  by  third  parries  ("Equipment^,  all  as  identified  in 
tha  attachmenis  listed  in  Pangnph  17. 

1.  PeftnirieM 

a )  The  term  "Agreement^  shall  mean  the  terms  and  conditions  herein,  ^s  well  as  the  Attaciunents 
specified  in  Paragraph  17  and  all  future  Addenda,  if  any. 

b)  The  tenn  "Software"  shall  mean  collectively  BIOSYM  computer  propuns  in  machine  executable 
code,  dehvatlv*  works  and  support  material  including  but  not  limited  to  doeuowntttien,  mantials, 
flow  Chans,  tp*cificatioits  and  tninin;  materials  related  theeto,  including  updates,  inodlticaBons 
and  new  reieaaas,  u  tpediled  tn  the  relevant  Attachment. 

c)  The  term  "Server"  shall  mean  a  computer  system  on  which  software  resides  that  can  ba  accessed  by 
otha-  computer  systems  resident  on  a  local  networlc  system. 

d)  The  term  "Designated  System(s)'  shall  mean  the  specific  CPU(s)  or  SerTer<s)  on  which  the 
Software  under  this  Agreement  Is  intended  to  run.  as  spedfied  in  the  relevant  Attuhinent. 

e)  The  term  "Site"  shall  mean  a  compurer  system  or  systems  composed  of  one  or  more  a?TJs  that  are 
located  at  the  same  physical  address. 

{)  The  term  "Simultaneous  Active  Use '  or  "SAU"  license  shall  mean  a  license  to  use  the  Software  on  a 
Server  that  can  be  accessed  by  other  computer  systems  resident  on  a  local  network  system  as 
specified  in  the  relevant  Attachment. 

g)  The  term  "Software  Maintenance'  shall  mean  the  softvwre  maintenance  and  support  services 
described  in  Section  4. 

2.  License  •  BIOSYM  hereby  grants  to  Customer  and  Customer  hereby  accepts  a  nontransferable, 
nonsublicensable,  nonexclusive  nght  ithe  'License')  to  use  (he  Sofnvare  at  a  single  Site  within 
Customer's  own  organization  with  the  soecii'ic  CPU(s)  or  Serverts)  on  which  the  Software  under  this 
Agreement  is  designated  to  run  solely  I'or  Customer's  own  internal  data  processing  and  computation 
needs  as  set  forth  hereinat'ter;  provided,  however  (hat  Customer  may  use  a  single  backup  computer 
system  as  a  substitute  for  the  Designated  System  otuy  during  such  periods  when  the  Deslgrwted  System 
is  inoperadvc  because  it  Is  malfunctiorune  or  undenting  repair,  maintenance  or  modification.  No  right 
to  use.  copy,  or  display  the  Software  in  ^^-hole  or  m  part  is  granted  except  as  expressly  provided  in  this 
Agreement. 

Customer  agrees  to  inform  BIOSYM  immediately  or  any  changes  in  the  location  of  the  Software,  and 
upon  written  request  of  BIOSYM.  pro%nde  venrlcahon  of  the  current  location  and  computer  system  on 
which  the  Software  Is  resident.  Whenever  a  second  computer  system  is  permanantly  substituted  for  a 
first  computer  system,  prior  to  the  installation  of  the  Software  on  the  second  computer  system,  an 
Addendum  to  the  Agreement  shall  be  executed  which  identi/Ies  the  second  computer  system  as  the 
single  Designated  System.  Upon  BIOSYM's  consent,  the  License  and  Software  Maintenance  fees  paid 
for  use  with  the  first  computer  shall  be  applied  to  the  second  computer  system. 

Customer  may  use  the  Software  soleiv  ;o  process  the  work  or  Customer  s  own  business.  Including  any 
unineorpor»ted  divisions  and  maloncv  own4<j  su'Midlanes  ot  Customer.  Customer  is  expressly  forbidden 
ro  use  the  Software  to  process  the  work  ot  anv  non-maority  owned  atTiliate  or  other  third  party, 

Upon  request  at  any  nmc  by  Cuitcmer  tor  t.-tu  none  to  make  or  Install  additional  copies  of  the  Software 
on  additional  Designated  Systems  vvithin  Custw.-nirr'  t)r7^r,i2ation.  the  parties  shall  execute  an 
Addendum  to  the  Agreement  with  jrcronraw  /.trorr-  ■■•..t'  .  .  r«:tlcct  ?  corrnponding  extension  of  the 
License. 
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Titl«  to  and  ownanhlp  ot  the  Softwwc  (and  all  copies  and  portion*  thereof)  and  all  applktble  fl^ris 
to  patants,  cepyii^ts.  trademarks  and  trade  secrets  in  the  Softwart  or  any  modification>.  Is 
pennanaitly  and  inwoeabiy  venad  in  BIOSYM  and  shall  reiuin  with  BIOSYM  notwitiataMlins  th« 
delivBy  of  ooplei  to  and  use  of  Software  by  Customer. 

3.  Teckaologr  ri«tactlon- Except  as  nasonably  required  to  use  the  Software  on  the  DaiigBttedSyslon 
stzlctty  in  acconlanct  with  the  License  and  except  for  one  copy  aolcty  for  badcup  purpoMa^  copying  of 
the  Softwar*  or  any  portion  thereof.  Including  Software  that  hu  beea  modified  or  inooipoated  inio  or 
with  othar  software  la  crpicsaly  forbidden.  Customer  must  reprodaoi  axui  Ineluda  the  copyright  iKitic* 
and  any  ether  noticet  that  appear  on  the  original  Software  on  any  copiee  attd  any  madia  thcnfor. 
Customer  shall  not  (and  shall  not  allow  any  third  party  to)  (i)  decompile,  diieaaemble.  or  othcrwiie 
reverse  enginfBV  or  attempt  to  reconstruct  or  discover  any  source  code  (/r  sndcriying  idaea  or  elgofithau 
Of  the  Software  by  any  means  vhataotver,  (li)  remove  any  product  Identification,  copyiigjit  or  other 
notices,  (ilO  piovlde,  lease,  lend,  use  for  timesharing  or  service  bureau  purpoee*  or  othenviM  use  or 
allow  others  to  use  the  Software  to  or  for  the  benefit  of  third  parties,  (Iv)  except  as  speeiiied  in  the 
applicable  user  dociunentaiion  provided  by  BIOSYM  modify,  inorpeiBte  into  or  with  otte  aeftwai*  or 
crsate  a  derivatiw  work  of  any  part  of  the  Software,  (v)  load  or  UM  any  portion  of  tbe  Software 
(whether  or  not  modlfiad  or  incorponted  into  or  with  other  software)  onor  witfaanyaaehlneor  systtm 
other  than  the  applicable  Designated  System  (or  a  substantially  similar  system  during  texnporazy 
irxoperabillty  of  thie  applicable  Designated  System)  or  (vi)  except  If,  as  and  to  the  extent  expseesly 
authorlred  in  the  appUable  user  documcntadon  provided  by  BIOSYM,  tnnamit  Of  use  the  Software 
over  a  network. 

Unless  otherwise  set  forth  in  an  appropnate  Attachment,  in  no  event  may  given  Software  be 
concurrently  loaded  on  more  CPU's  than  the  number  set  forth  in  the  Software  Conflguration/Prldng 
Attachment. 

If  the  Software  includes  the  BIOSYM  computer  program,  5)ertcftcr ,  Customs  agrees  that  it  will  be  used 
oiily  for  the  purpose  of  building  molecuies  in  two  dimensions  (sketching)  and  subsequent  gotoation  of  a 
three  dlmetuional  structure.  Customer  lurther  agrees  that  Skeicker  will  i\Qt  be  used  for  the  maaa 
convenion  of  two  dimensional  struciures  obtained  from  tnolecular  databases. 

Custortver  agrees  that  the  Software  ana/or  Eauipment  and  its  associated  docuzt«ntation  consdtute  axtd 
contain  valuable  trade  secret  and  conridentiai  business  information  of  BIOSYM.  or  its  third  party 
suppliers,  as  applicable.  Customer  aerees  ro  hold  such  information  in  confidence  and  to  take  all 
ressotuble  precautioiu  necessary  to  saxeguard  the  cormdentialtty  of  such  information.  Customer 
further  agrees  not  to  disclose,  provide  or  otherwise  make  available  such  Information  in  any  form  to  any 
person  other  than  Customer's  or  BIOSYM's  employees.  This  provision  shall  survive  any  cancelation  or 
termination  of  this  Agreement. 

4.  Software  Maintei\ance  -  Upon  initial  delivery  of  the  Software,  BIOSYM  shall  provide  standard 
one  year  maintenance  and  support  service,  for  the  aimual  fee  set  forth  in  the  Software 
Comlguradon/Pndng  Attachment.  3I(^YM  Software  Maintenance  prices  and  maintenance  prices  for 
Software  owned  by  parties  other  than  BIOSY(<l  which  is  provided  hereunder,  may  be  adjusted  by 
BIOSYM  at  any  time  with  30  days  prior  written  notice. 

BIOSYM's  obligation  to  provide  maintenance  and  suppon  services  antl  Customer's  obligation  to  pay  the 
then  prevailing  maintenance  and  support  charges  shall  be  auiomadcally  renewed  for  successive  one 
year  periods  unless  either  party  gi\-ej  to  the  other  written  notice  of  cancellation  at  least  lunety  (90) 
days  pnor  to  the  expiration  ot  the  tnen  expinng  term. 

Software  Maintenance  must  be  purchas«i  lo  receive  suppon  services  after  the  initial  30  day  warranty 
period.  Scttware  Maintenance  Is  prorated  Jhead  to  the  tint  day  ot  the  month  fellaving  receipt  of 
Software  to  allow  for  shipping  time  and  installation.  (EXAMPLE;  If  Software  is  received  on  August  10, 
1993  covera  j(j  would  expire  on  Sepiemrcr  iO.  199*)  Ai  f/ro-.-idfvJ  '■■■.  the  preceding  paragraph.  Customer 
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will  be  auonxaiiamy  renewed  /or  a  cuccestiw  one  yttr  period  unless  nodoe  u  prcvioualy  ieaanbed  is 
given.  Atkinixiimuxn.CustDnia'munpiichaMonefuUyeu-of  SoftwanMnntBunot. 

BIOSYM  ih&U  provide  Custamer  with  nulntenance  and  suppon  KrvicB  for  the  Software  u  foUoww 

Dlstribudon  of  Updifct:  Software  Maintenance  may  consist  of  updates  to  the  Software  which 
(0  contain  cofrecdons  of  application  software  errors  remedlad  by  BIOSYKL  (U)  changes  to 
documentation,  and  (lU)  minor  snhancetncnts  which  may  extend  the  ways  to  accomplish 
inherent  fanctloits.  Customer  Is  responsible  for  the  installaUon  and  im{Haxwntation  of  any 
update  and  required  data  conversion.  Major  enhancement  to  the  Software  which  add  now 
funetlenaiity  <as  determined  by  BIOSYM  at  its  sola  discretion)  may  require  payment  of 
additional  licaiu*  fees  and  are  not  included  In  Software  Maintenance  services  Ins&llatlon  of 
any  aoftwan  le^jCiyed  directly  from  the  Equipment  manufacturer  or  attaehatents,  ineeioili  i. 
features,  devices  or  additional  equipment  added  by  Customer  shall  be  eoordinaled  in  advance 
with  BIOSYM  to  enstue  compatibility  with  the  Software. 

KoOlne  BIOSVM  shall  provide  telephone  consultation  during  normal  San  Diego  bnsineM  hour» 
between  7:00  a.in.  and  5.-00  p.m.,  Monday  throu^  Friday  except  on  January  1,  Piesidoil's  D^, 
Memorial  Day,  July  <,  Labor  Day,  Thanksgiving  Day  and  the  Friday  following  and  Deceanbcr 
24  and  25,  If  one  of  the  specified  dates  falls  on  a  weekend  the  holiday  will  be  observed  on  the- 
nearest  weekday.  Hotline  Support  will  be  limited  to  the  then  current  version  of  the  Software 
utd  lb  Immediate  predecessor  version. 

BIOSYM  technical  personnel  shall  be  available  at  a  charge  described  in  Section  6,  at  BIOSYM's 

discretion,  /or  on  site  service  for  problems  not  resolved  by  telephone  coruultatlon.  Customer  shall 
corrurit  in  advance  to  system  availability  dunng  the  scheduled  on  site  visit 

Software  Maintenance  shall  be  avaibble  to  Customer  subjca  to  the  following  conditions: 

a .  Customer  is  using  the  Software  at  the  Site  and  on  the  Equipment  aiui  operating  system  for 
which  it  is  licensed  as  detailed  in  (he  relevant  Attachment  by  CPU  serial  number  and  CPU 
ID; 

b.  Customer  is  using  the  Equipment  and  operating  system  on  which  the  Software  is  running  in 
the  form  supplied  by  the  nunui'aerurer.  without  alteration;  and 

c.  Customer  is  using  the  current  verelon  of  the  Software  or  Its  Immediate  predecessor  vetsion. 

Any  changes  made  to  the  Software  by  Customer  or  any  other  person  or  agotcy  without  the  written 
pennission  of  BIOSYM  immediately  releases  BIOSYM  from  any  responsibility  to  correct  or  mainbin 
said  Software,  but  in  no  way  alters  Customer's  obligation  to  protect  the  Software  under  the  terms  of  this 
Agreesnent. 

Purchase  of  Software  Maintei^ance  service  tor  a  Customer  Sits  shall  be  subject  to  purchase  of  such 
service  for  all  BIOSYM  supported  Sotrware  modules  licensed  for  use  at  that  Site. 

5.  Equipment  Maintenance  -  Sublect  to  availability  of  such  services.  Equipment  maintenance  services 
beyond  the  applicable  Equipment  warranty  periods  set  fonh  in  Section  10  hereof  tnay  be  purchased 
from  BIOSYM  urxder  a  separate  maintenance  contract  with  the  Equipment  tnanufacturer. 

6.  Prices  •  BIOSVM  charges  ror  the  iicensing  of  the  Software  and  associated  Software  Maintenance 
and  for  the  purchase  of  the  Equlpmant  are  specified  in  the  Attachments  hereto,  and  Customer  agrees  to 
pay  all  such  charges  on  the  terms  desanbed  in  Section  7,  The  prices  set  forth  in  such  Attachments  are 
exclusive  ot  and  Customer  agrees  to  pay:  ta)  freight  on  Equipment  (b)  transit  insurance  charges  of  one- 
half  Of  one  percent  (-S%>  of  the  list  cnce  or  the  Equipment  wi(h  a  minimum  charge  of  ten  dollars  ($10); 
(c)  shippine  and  handlini;  tor  Sotrware  In  the  amount  oi  iwet\cy-fiva  dollais  (S2S)  per  each  software 
program  Uceraed  hereunder:  (d)  BlOSYM's  time  and  matenal  charges  plus  reasonable  travel  arul  living 
expenses  (or  additional  services  requested  by  Custom^  in  wndng:  and  (e)  all  dudes  and  taxes 
(exclusive  oi  taxes  based  on  BIOSYM  nci  Income).  Customer  agrees  to  support  any  claim  of  tax 
uxemprior.  by  pt.vldi'f?  BtOSYM  with  a  copy  of  the  applicable  ■iix  exe^nption  certificate  prior  to  the 
vleliverv. 
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7.  Payncat  Tcmt  •  BIOSYM'*  char^as  for  the  Software  Itcaracd  tnd  •saocUted  Softwaz« 
Maintuuzifia  uid  the  Equipmsit  pwchasod  will  bo  Invoiod  upon  shipment;  payxncor  if  du*  upon 
dalivny  of  Software  and/ or  Equipment.  If  the  Customer  agxecs  to  rcoeivc  a  paxtUl  ahipawnt  of 
Softwan  and/or  Equlptneit  th«  Cu$ioinar  agrees  to  maks  payment  for  all  iteso  reodiiid  in  aooidance 
with  thoa  tettns.  Qiargaa  for  Softwan  Malntenanea  will  b«  invoiced  annually,  in  adTaaoc;  all  other 
ehaifa  will  b«  invoiced  a«  incnmd.  Payment  for  fint  year  Software  Maintenaaot  is  due  iaimdiately 
upondeihi«ycfthaSofh<rMtandpayn>ent(oT5ubeeqB<wSoftwai«Maii>teniMeisdueattt»begn"i»g 
of  ih*  period  covered.  BICSYM  naeres  the  ri^t  to  aaseas  a  late  payment  ehaige  of  o«c  po^itt  (1%) 
per  stoiuh.  or  the  masdamm  rata  pennitted  by  law,  whichew  is  lesir  oa  the  tmpaid  balaacB  of  any 
axBount  «rtilch  ia  beyond  tfdrty  (30)  days  paat  due. 

8.  CaoeeUatien/XeechcdaUBtOiazscs -In  the  event  Customer  (Ueaxwels  or  chan^a  all  or  any  port  of 
any  order,  exdualve  of  Software  Maintenance,  or  fails  to  meet  any  obligation  hoconder  caneing 
cancxIUtion  or  delay  in  (hipping  of  any  order  or  portion  thereof,  or  <tt)  recjueata  dday  in  shipping  the 
order,  axtd  the  request  is  accepted  by  BIOSYM.  Customer  agrees  to  pay  upon  BJOSYM's  Invoice  the 
foQowlnt  charge 

Nambee  ef  day  bclwaaii  date  ChargeaaHof 

^lotlcelaxaeeiredbyBIOSyMaad  Camtommt^  »<.pw«*/p«w4.«— 1«4«» 

antirlpitfd  nhlgrntnt  drtt  <'««iit'^**""            Oatit- 

<\S  65%                     15» 

15-30  10%                         S% 

31-60  5%                         9%     ■ 

>60  0«                          0% 

BIOSYM  agrees  to  waive  the  foregoing  change  charges  if  Customer's  change  inoeases  the  net 
Ucanae/pnichase  price  of  its  order  more  than  ten  percent  (10%). 

9.  Site  Prapaxation/Delivcry/InstaUation  -  Customer  shall,  at  its  espeiue,  prepare  and  naintain  an 
installation  Site.  If  BIOSYM  provides  Customer  with  written  sped^tions  as  to  Site  preparatioit. 
Customer  will  prepare  the  installation  Site  in  accordance  with  such  spedfiationsL  BIOSYM  will 
deliver,  or  cause  to  be  deiiveted.  the  Software  and /or  Equipment  in  accordance  with  a  mutually  ap«ed 
upon  schedule.  The  method  of  shipment  wtil  be  deiermlned  by  BIOSYM.  Equipment,  Software  and 
other  materials  v^U  be  shipped  F06-BIOSYM  or  Equipment  vendor,  except  that  risk  of  toss  shall  pass 
to  the  Customer  upon  delivery  to  the  Customer.  Delivery  of  Equipment  and/or  Software  is  subject  to  its 
availability  and  the  completion  of  Site  prepsratlon  by  the  Customer.  1/  ordered  by  Customer,  BIOSYM 
will  ixwall  or  cause  the  Equipment  to  be  Installed.  Installation  services  raqoated  by  Customsr  and 
agreed  to  by  BIOSYM  will  be  provided  on  a  time  and  materials  basis  at  SIOSYM's  then  cuxient  rates 
plus  actual  travel  and  Uvii\g  expenses. 

10.  United  Warranty  and  Disclaimer  -  Subiecc  to  the  conditions  and  Umiutions  of  this  Agreement, 
BIOSYM  warrants,  for  the  sole  benint  or  Customer,  that  the  Software  shall  nuterially  conform  to 
BKDSYM't  published  product  spedfladons  in  effect  on  the  date  of  this  Agreement  for  a  period  of 
thirty  (30)  days  from  the  date  of  shipment  (*Software  Warranty  Pehod")  and  that  during  sudi  period, 
BIOSYM.  at  it's  own  expense  shall  exerdsa  commercially  reasonable  effons  as  described  herein. 

Upon  receipt  of  written  nortec  of  an  error  in  the  Software  which  signlficandy  degrades  the  Software  as 
compared  to  its  published  product  specifications.  BIOSYM  shall  use  its  diligent  effons  to  provide  a 
verbal  and/or  written  response  to  Custon\er  within  thirty  (30)  days,  or  sooner,  if  possible,  after  such 
receipt.  Such  response  may  include  the  issuanca  of  a  correction  to  the  Software  and/or  the  associated 
Software  documeniation.  issuance  oi  a  program  operating  restriction,  or  issuance  of  a  program  bypass,  as 
appropriate  under  the  circumstaixcei.  In  order  tor  ttiis  Software  warranty  to  be  applicable.  Customer 
must  promptly  provide  the  following  ln;°ormation  to  BIOSYM  in  writing  for  any  alleged  Softwara 
defects: 

a.    the   operai-ng    'nnditions   under   which    the   defect  occuru   (Incivding   the   specific 
hardware/Software  contiruranon>. 
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b.  a  dfscrtptiono^  what  occurs  uQompared  to  what  stiooldooeur,  and 

c.  a  icpmentati««  cxampl*  of  inputs  for  repeatiflg  and  analyzing  th«  problem. 

BIOSYM  shall  have  no  warranty  obUgatioM  with  leapect  to  the  Software,  or  any  portion  thex«of. 
which  has  been  (i)  operated  by  Customer  in  a  manner  inconsistent  with  the  lequizonenti  act  forth  In 
Softwsnt  docmxtentmtlon  or  that  has  been  modified  by  any  party  other  than  BICJSYM;  (Q)  damapd  in 
any  mantier  and  by  any  cause  other  than  the  act  or  omission  of  BI05YM:  (iii)  opettied  or  malntaiMd  in 
environmental  conditions  outside  the  parameters  designated  by  BlOSiYM  in  the  aaaocUted 
doeumoitation  or  elsewhere;  <iv)  lubiected  to  extreme  power  9ui|^  or  dectromagnetie  field;  or  (v) 
opetmted  on  a  computer  system  othe  than  the  Designated  System  or  with  Eqtiipmem  modified  or 
changed  without  authorizatian  from  BI05YM. 

BIOSVM  does  not  wairairt  that  the  Software  will  necesaaiUy  meet  Custotner's  planned  appUcattoiu,  or 
that  it  win  be  error  hre,  or  that  all  Software  defects  can  be  corrvcied.  Customer  acknowled(;BS  and 
agrees  that  Software  performance  and  response  time  at«  a  ftmctien  of  Customer  applieatlcms 
requironavla  and  will  be  affected  by  the  mix  of  concurrently  roiuung  appUatians,  any  neewoikin^ 
capabiltty  utilized  by  the  Customer  on  his  system  and  the  amount  of  memory  theteon.  BIOSYM  does 
not  warrmni  that  functions  contained  in  the  Software  wilt  operate  in  conjuncticm  with  equipment, 
software  or  teivica  that  may  be  obtained  by  Customer  outside  this  Agntment.  Customer  also 
admowledges  that  updated  Software  versions  may  not  be  compatible  with  outdatad  versiOAa  of 
equipment  operating  system  software.  BIOSYM  dees  not  warrant  that  the  Software  will  opoate  in 
con)uitction  with  outdated  versions  of  equipment  operating  system  software.  This  limited  warranty 
cows  oitly  problems  reponed  to  BIOSYM  during  die  Software  Warranty  Poiod. 

BIOSYM  agrees  that  warranties  extended  by  original  equipment  manufacttners  and  suppUm  are 
passed  through  to  Customer  if  and  to  tha  ntent  pennltted  by  those  warranties.  BIOSYM  ituikes  no 
warranties  in  assodation  with  such  Equipmenc 

EXCBIT  FOR  THE  FOREGOING  EXPR£SS  UMITEO  WARRANTY,  BIOSYM  DISCLAIMS  ALL 
WARRANTIES  RELATING  TO  EQUIPMENT  AND  SOFTWARE  ONCLUDING  DOCOMEhTTATKiN, 
TECHNICAL  INFORMATION  OR  TECHNICAL  ASSISTANCE  PROVIDED  UNDER  OR  PURSUANT 
TO  THIS  AGREEMENT).  AND  THE  EQUIPMENT  AND  SOFTWARE  IS  PROVIDED  "AS  IS* 
WITHOUT  WARRANTY  OF  ANY  KIND  INCLUDING  WITHOUT  LZMITATTON,  ANY  WARRANTY 
AGAINST  INFRINGEMENT  OP  THIRD  PARTY  PROPERTY  RIGHTS,  FTTNESS  OR 
MERCHANTABILmr,  OR  FITNESS  FOR  A  PARTICULAR  PURPOSE  (EVEN  IF  BIOSYM  HAS  BEEN 
INFORMED  OF  SUCH  PURPOSE).  FURTHER.  BIOSYM  DOES  NOT  WARRANT,  GUARANTEE,  OR 
MAKE  ANY  REPRESENTATIONS  REGARDING  THE  USE  OR  THE  RESULTS  OF  THE  USE,  OF  THE 
SOFTWARE  OR  DOCUMENTATION  INf  TERMS  OF  CORRECTNESS,  ACCURACY,  REUABrLTTY  OR 
OTHERWISE.  Customer  understands  that  BIOSyM  is  not  responsible  for  and  will  have  no  liability  for 
hardware,  software,  or  other  items  or  any  services  provided  by  any  persons  other  than  BIOSYM. 
BIOSYM  shall  have  no  liabilitv  for  delavs  or  failures  bevond  its  reasonable  control.  NO  AGENT  OF 
BIOSYM  IS  AUTHORIZED  TO  ALTER  OR  EXCEED  THE  WARRANTY  OBUGATIONS  OF  BIOSYM 
AS  SET  FORTH  HEREIN. 

11.  Limitation  of  Ramedias  -  Customer  acknowledges  and  agrees  that  the  fees  which  BIOSYM  Is 
charging  hereunder  or  In  connection  with  Software  Maintenance  do  not  include  any  consideration  for 
assumption  by  BIOSYM  of  the  risk  of  Customer  5  consequential  or  Incidental  damages  which  may  arise 
in  connection  with  Customer  s  use  of  the  Software  and  Equipment. 

ANY  LL^BIUTY  OF  BIOSYM.  ITS  OFFICERS.  AGENTS  OR  EMPLOYEES  WITH  RESPECT  TO  THE 
EQUIPMENT  OR  SOFTWARE  OK  THE  PERFORMANCE  THEREOF  LTMDER  ANY  WARRANTY, 
CONTRACT,  NEGLIGENCE,  STRICT  LIABIUTY  OR  OTHER  THEORY  WILL  BE  LIMITED 
E-XCLUSIVELY  TO  PRODUCT  REPLACE.MENT  OR.  IF  REPLACEMENT  IS  INADEQUATE  AS  A 
RE.MEDY  OR  IN  BIOSYM'S  OPINION  IMPRACTICAL.  TO  A  CREDIT  OF  AMOUNTS  PAID  TO 
SIOSYM  FOR  THE  LICENSE/PURCHASE  C:F  THE  RELEVANT  EQUIPMENT  AND/OR  SOFTWARE. 
BIOSYM  SHALL  NOT  Bl-  RESPONSISLE  OU  UABLE  WITH  RESPECT  TO  ANY  SUBJECT  MATTER 
OF  THIS  AGREEMENT  OR  ANY  ATTACHMtNT.  PLTICHASE  ORDER,  SCHEDULE  OH  TERMS  AND 
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CONOmONS  IHLATED  WERBtO  UNDER  ANY  THEORYi  (A)  FDR  LOSS  OS  INACCURACY  OF 
DATA  OK  (EXCEPT  FOR  RETURN  OF  AMOUNTS  PAID  TO  BIOSYM  THERBlOt),  COST  OF 
PROCUXZUBNT  OP  SUBSTITUTE  GOODS.  SBRVICIS  OR  TXCKNOLOGY;  (B)  FOR  ANY 
INDOSCT,  INODENTAU  SF2CIAL  OR  CONSEQUENTIAL  DAMAGES  INCLUDINa  BUT  NOT 
LIMITED  TO  LOSS  OF  REVENUES  AND  LOSS  OF  PROFHS;  OR  (O  FOR  ANY  MATTER  BEYOND 
BIOSYM^  RSASONABLS  CONTROL  EVEN  IF  BIOSYM  HAS  BEEN  ADVISED  OF  SUCH 
DAMAGES  OR  LOSSES.  If  BIOSYM  is  unabl«  to  comet  •SoftwrnenordiBtarijaafMrteflRtynr 
of  Softwan  MaintmanBi  or  funtfah  a  wt)rk<>aiDiind  soludoa.  Custoaicr  apen  that  lit  vte  iv^if  thili 
be  tha  light  to  teradaaia  Softwan  MitotBiuvce  for  tha  Sofhma  lnvot?«d  aM  th«  li^  n  iccdn  te 
rcAind  daaslbad  in  iha  Inlawing  fvitnee.  KOSYMwUlthawailB  pimwpUy  wfa^afrotaatpBitton 
of  Aat  ygtogaaModafd  mainwaxK*  fee  ba»d  on  tha  matefais  day*  of  KKh  period.  Ax^  endit 
i^  BIOSYM  to  CustonvoiKterihbMoionlssubiea  to  QiMonsam^UiKB  with  the  tana  of 


U.  iBdcamit^  •  BIOSYM  ihali  hold  Customer  hannletf  from  UaUli^  resulting  flora  iBfrit^siiBtfbr 
the  Softwait  of  any  United  States  patent  issued  as  of  the  date  of  ddivoy  of  the  iint  copy  of  (he 
•ppUcabk  Softwaiv  or  any  Utdtad  States  copyright,  provided  BIOSYM  Is  piomptly  notiflad  of  any 
aad  all  tfareati,  daims  and  proceedings  related  thereto  and  glren  reasonable  aaajaiBice  and  the 
^^nonity  to  ajjoina  sole  control  over  the  dcftmse  and  aU  riecotiatioiu  for  a  scttiensit  or  GOnpnBdSb 
BIOSYM  will  not  be  rceponsibte  for  any  settlement  it  does  not  approve  in  writing  IIS  PDRBCOD^C  IS 
IN  LIEU  OF  ANY  WARRANTIES  OP  NONINFRINGEMENT.  WHKH  ARE  HBREBY  DISCLAIMED. 

BIOSYM*!  Indaoonty  obUgatioTi  does  not  apply  with  respect  to  Software  or  portions  or  compenoitt 
thereof  (i)  not  supplied  by  BIOSYM,  (ii)  made  in  whole  or  tn  part  in  accordance  to  Custoins's 
spedfieadons,  (iii)  modified  after  shipment  by  Customer,  if  the  alleged  infiingesneRt  leUtes  to  such 
modiiieeHon,  tiv)  cotnblned  with  other  products,  processes  or  matsiata  whse  the  aUcgol  infrirgeixnt 
relates  to  such  combination,  (v)  wher*  Customer  contintis  allegedly  infringing  aedvlty  afttf  bdng 
notified  thereof  or  after  being  infonned  of  modiiicarions  that  would  have  avoided  tiie  alleged 
iaMngement.  or  (vi)  where  Custoatefs  use  of  the  Software  exceeds  the  scope  of  the  rights  gnitted  in 
this  Agtvnnent  or  is  Incident  to  an  infringement  not  rerolting  primarily  from  the  Software  Customer 
releases  BIOSYM  from  any  Infringement  daims  arising  under  any  of  the  circmnstanees  described  In  the 
preceding  sentence  and  agrees  to  indenuvify  BIOSYM  from  all  damages,  settlements,  attORKyy  fee  and 
expenses  related  to  a  claim  of  Infringement  or  misappropriation  based  upon  the  eaidusioiu  from 
indemnification  contained  in  the  preceding  sentence. 

BIOSYM,  at  its  option,  inay  obtain  for  Customer  the  right  to  continue  uain^  or  to  replace  or  modify  the 
Software  involved  ao  it  becomes  noninfringing,  or,  if  such  remedies  are  not  reasonably  available,  gnnt 
Customer  a  credit  for  the  Software  involved,  based  upon  its  depredated  value,  and  aoept  its  retoxxi. 

U.  Term  and  Termination  •  The  License  shall  remain  effective  for  a  term  of  ten  (10)  yean  from  the 
latest  signanire  date  on  this  Agreement  unless  tenninatsd  earlier  in  aeeordance  with  this  Seetton  13,  or 
unless  a  different  term  is  spedfied  In  the  Software  Configuration  Pricing  Attachment.  The  Ucsue  will 
terminate  automatically  If  Customer  tails  to  cure  any  inatanal  breach  of  this  Agreement  or  any 
Attachment  incorporated  herein  wlUiin  thirty  (30)  days  (10  days  in  tha  case  of  nonpayment)  of 
receiving  notice  of  such  breach  from  BIOSYM  (or  immediately  upon  nodoe  in  the  case  of  a  Customer's 
breach  of  Section  3.  Upon  tetmination.  Customer  shall  Immediately  cease  all  use  of  the  Software. 

If  termination  Is  due  to  non-payment  and  Customer  has  acquired  Equipment  as  part  of  dds  Agteement, 
Customer  shall  within  fifteen  (15)  davj  after  termination  renim  all  Equipment,  FOB-BIOSYM,  to 
BIOSYM. 

Within  fifteen  (IS)  days  after  termination  of  the  License.  Customer  shall  destroy  the  original  and  all 
copies  of  the  Software  in  all  forms,  and  shall  cernfy  to  BIOSYM  In  writing  that  such  obligation  has 
been  fulfilled.  <,  • 


674 


Except  for  th«  Ucensa  and  eicept  u  othtmiaa  txpressly  provided  herein,  the  teittis  of  this  Agreement 
shall  survive  mninJition.  Tciminadoa  is  not  an  exclusive  rvmedy  and  all  Other  Rowdto  wiQ  be 
available  whethtf  or  iwt  the  Ucenss  is  tenninated. 

14.  GovcmmeBt  Mattoi  •  CustoioB  will  not  ronove  or  ecpon  from  the  United  St&taa  or  ne»fmt  from 
aaywhve  any  part  of  the  Sottwm  or  «ty  dlivct  product  thereof  to  Haiti,  Ian,  Iraq,  Syria,  Yapiaiavia 
(Sertta  and  Montene{xt}},  the  Peoples'  RepobUc  of  Qdna  or  any  Crottp  Q,  5,  W,  Y.  or  Z  country  (as 
specified  tn  Suppiesiem  No.  I  to  Section  77D  of  die  VS.  Export  Administradan  RegulaticHia.  or  a 
auccasaar  thoets)  or  otherwise  esncpt  in  compilanoe  widt  and  with  all  Ucenaes  and  appnvab  requixed 
under  applicable  export  laws  and  regulations,  including  wiAout  Umitatioiw  those  of  &ie  US. 
Departsnoit  of  Costtnex^e. 

Unloa  BlOSYM's  Gevemxnent  Ueanse  Attacharant  is  attached.  Custoincr  itpiaieaU  that  it  is  not  a 
Covei'wnent  agency  and  it  is  not  aoquirlng  tlie  Llceose  puxsnaac  to  a  govennincnt  comxaet  or  with 
gO'venunsit  funds. 

13.  Nottees  >  All  notices  required  by  or  reladng  to  this  Agreement  shall  be  in  writisg  and  shall  be 
deemed  to  be  given  if  delivered  peiwnally,  by  facsinnle  or  mailed  by  first  class  mail  (poaage  prepaid) 
to  die  parties  to  this  Agreement  at  the  address  or  fatsimile  number  spedfied  bdow,  or  to  such  othor 
address  or  facaimile  nxunber  as  either  party  may  substitute  by  written  nodce  to  the  other 

Customer:  CSasta  hu  been  5et  forth  on  the  signature  page  of  this  Agreeount) 

BIOSYM:  BIOSYM  Technologies,  Inc. 

ATTN:  Sales  Admlnisttation 
968S  Scnnton  Road 
SanDiego,  CA  92121 
Facsimile  Numbe:  (619)  597-4975 

16.  General  •  This  Agreeffient  shall  be  bli\ding  upon  and  inure  to  the  benefit  of  the  succowns.  and 
assigns  of  the  parties  hereto  provided,  however,  that  Customer  may  not  assign,  pledge  or  othowise 
transfer  this  Agreement  or  the  license,  in  whole  or  in  pa^rt.  without  the  written  consent  of  BIOSYTvt. 
which  consent  shall  not  be  unreasonably  withheld  by  BIOSYM  for  an  asstgnmoit  of  all  of  the  ilgho 
and  obligations  of  the  Agreement. 

The  failtire  of  either  party  to  enforce  at  any  time  any  of  the  provtsioixs  of  this  Agieeiits\t  shall  In  no 
way  be  construed  to  be  a  waiver  of  such  provision,  nor  in  any  way  affect  the  validity  of  this  Agreement 
or  any  pan  theieof,  or  the  right  of  the  other  party  thereafter  to  enforce  each  and  every  provision. 

BIOSYM  shall  not  be  liable  for  any  delay  in  or  failure  of  performance  due  to  any  cause  or  condiUon 
beyond  BIOSYMs  reasonable  conooL  whether  foreseeable  or  noL 

If  any  provisions  of  this  Agreement  »re  invalid  under  any  appliable  statute  or  rule  of  law,  they  are,  to 
that  extent,  omitted,  but  the  remainder  of  this  Agreement  shall  continue  to  be  binding  upon  the  parties 
hereto. 

Nothing  contained  in  this  Agreement  shall  be  deemed  or  construed  as  creating  a  joint  venture  or 
partnership  between  the  parties.  No  party  by  virttie  of  this  Agreement  is  authariaed  as  an  agenr, 
employee  or  legal  representadve  of  the  other  party,  and  the  relationship  of  the  parties  is,  and  at  all 
times  will  continue  to  be,  that  of  independent  contractors. 

If  Customer  or  any  of  its  employees  breiches  or  threatens  to  breach  the  obligations  of  this  Agreement, 
BIOSYM  shall  have  the  right,  in  addirion  to  such  other  remedies  which  may  be  available  with  It,  to 
Injunctive  relief  enjoining  such  acts  or  attempts,  it  being  acknowledged  that  legal  remedies  are 
inadequate. 

This  Agreement  may  be  executed  in  counterparts,  which  together  shall  construe  one  and  the  same 
liwtniment.  * ' 


I  I'A  7/1 /91/'-v 4/19/94 
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Agreement  No^  _  CL3226 


The  Section  hetdlnp  an  for  convenience  only  tnd  do  not  fenn  pen  of  this  Agnnsu  for  poipoee  et 
uiterpreiAtion* 

The  Agraonent  thall  be  govcned  atxi  eonstraed  in  acoordaiK*  with  the  lAt»  of  the  StM  of  Cslifeixtia 
and  Ow  United  States  without  giving  effect  to  the  ptindpies  of  the  eonfUds  of  laws. 

Any  l«^  proceedings  arising  under  this  AgrMmtnt  shall  be  instituted  only  fan  the  onats  of  the  State  of 
Call/ontis. 

In  any  suit  or  procBadlng  brooght  to  enforce  or  interpnt  this  Agteen»tt«  the  pnvaOiitgpaxtjr  ehall  be 
entitled  to  Teoorer  from  the  other  party  reasonable  attetMys'  fees  and  costs  in  addition  to  any  oth« 
reli^  to  which  each  party  may  be  otherwise  entltlad. 

Aay  waivers  or  amendmnts  riiall  be  eftetive  only  if  made  in  writing  by  nen-prepitated  a£^rw«^nw 
dearly  tmdentood  by  both  partifs  to  be  «n  sowndment  or  waiver  and  signed  by  a  reprceniatiTv  of  the 
raspeetive  pania  authoiiaed  to  bind  the  parties. 

This  Agreeneiu  shall  be  elective  on  the  date  of  execudon  by  the  Ust  signator. 

17,  Eatite  Agrcemeat  •  The  following  Attuhments  arc  an  integral  part  of  and  Ineetpormtvi  by  this 
reference  into  this  Agreement.  (Oieek  all  appliable  Attachments.) 

□  Softwm  Conflgttzation/PTieing  Attachment 

ZZ~       Equipment  Conflguntien/Priclng  Attachment 

a  International  Attachment 

O  Government  License  Attachment 

O  Open  Intsiface  Attadtfnott 

a  Axxeas  Attachment 

O  License/ Purchase  Agrwawit  Oange  Attachm»t 

a  0*B5___ 

This  Agreement  and  the  Attachments  hereto  constitute  the  endie  agreement  between  the  partta  and 
shall  supersede  all  proposals  or  prior  agreemenb,  oral  or  written  and  all  other  commxmiations  between 
the  parties  relating  to  the  subject  matter  of  this  Agreement,  The  price  terms  of  this  Agreement  are 
confidential  and  rm  press  release  or  other  written  or  oral  disclosure  of  any  nature  regarding  the  price 
terms  of  this  Agreement  shall  be  made  by  cither  party  without  the  other  party's  prior  written 
approval;  however,  approval  for  such  disclosure  shall  be  deened  glvan  to  the  extent  such  disdosun  is 
required  to  comply  with  govrmmental  rule*. 

IN  WTTNESS  WHEREOF,  the  paries  hereto  have  caused  this  Agreement  to  be  etecuted  by  th^ 
duly  authorized  officers/employees. 

Accepted: 
CugBmer      AIM  Qprporatlori BIOSYM  Technologies.  Inc 


SgrasuB*. 


SIgMtue. 


HiRA(^aTsl> N»i«.M4aiins4_ 


TlOa AnLm—tUie^ii. "ntle  VlfePtwidimtofRmtv 


Dm Ifff^fy Date 

Gty, gfai^aB      /^i^jVafj/r    A/V      /eo/7 
Td«pht»»Nkinifag  2^/2.  •  <*2v  >  ?L^9 


THIS  ACR£E.MENT  WILL  BECOME  BINDING  UPON  BIOSYM  ONt.Y  WHSN  ACCSPTED  IN 
WRiriNC  B^J   BIOSYM';,  AUTT;0R'.7ED  RErRESEN'TATTVE. 
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ACXBEMENT  NO.  C13226 


BIOSYM  TTCHNOLOGIES,  INC 

EQUIPMENT  C(»IFIGURATTON  /  PWONC  ATTACHMENT 

This  AttachBunt  rdated  to  and  is  wearponted  Into  dte  above  retwKml  Agiwonent.  Capitalixad  tarns  In  this 
Attachment  hav«  the  ssmameonini;  as  in  the  AgreaoMnt  TMs  Attachment  is  an  additional  put  of  the  Agreeoient 
ai^  do«inotchan^  or  supenede  any  tenn  of  the  Agreement  exosptio  the  extent  unai(^if;uaualy  conlnry  d\aeto. 

Customer  Nanw:  AtAl  CORFOKAIION 

Utef  Nain:  Dr.  Y.  Hlnmatsu 


Equipment  purdused  by  the  Customer  shall  consist  of  the  foHowing: 

SAlS" 
QTY  DESOUPnON  FRICT 

1     Powo-IndJgoZRaOOO.Extieme  Graphics.  64MB,  2GB 


Total  Hajtiwaie  UiSSS 

Warranty  S3.965 

GRAND  TOTAL  $47,000 


As  described  in  Customer  Piirchase  Order  Numben  MHP9S0227 


SPECIAL  SHIPPING  INSTRUCTIONS: 


User  /  ConttCt  Name:  Dr.  Y.  Hiramatsu 

Phone  Number.  (212)421-3687 

Fox  Numben  (212)  421-3687 
E-Mail  Addiess: 

Shipping  Address  (if  different  from  Mailing); 

,^ ■    ■  -  -   -  — ■  -—— -  .  .. 

Citv  ^'oi?  Country  Zip 
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I  Computer  Registration  Form  J 

Salespezson  -  John  Bonscher  Commercial 


Conptny* 

COMPANY  INFORMATION  Cu.tudsue.   

Us«rN«me  Dr.  Y.  Hlramatsu  OufaxiVttx*    

Campazt^Namt  AUM  Corporation 

Add«»l   8  East  48d\  Street  ciu    r_  .    . „ 

Shipping  lastmeUoiU 
AddicMZ  2nd  Floor -2E  .    _, 

Sw  Below 

AddnatS  ' — " 

City    New  York 

Slate    NY  Zip     10017 

NonUSA 

Phone  Number  (212)  421-3687  Fa«  Number  (212)  421-3687 

J^HEMall  AddicM 

DATABASE  CROSS  REFERENCES 

NDA  Trial* Quote*  NJ95-5199A  Order*    13226    

Media  1st  Choice      CD  Media  2iul  Choice 


(Workstation:  CD,  Bmm,  4mm  DAT,  150  MB  Cartridge) 

If  license  transfer  fill  In  existing  computer  data; 

TransfeMfjB  ____^^___^^___  Tk»n»f«rModel  _ 

Traiofer  Hosbuune  Traiufer  Serial  * 


COMPUTER  DATA  FOR  WHICH  NEW/UPDATED  LICENSE  IS  NEEDED 

Computer  Mfg  SGI Computer  Model  Power  Indiso2 

Hojtrume  iris -Af^erlal  # 

^Imhostid*  . 

The  ImhoBtid  Input  value  is  obtained  by  executing  a  unix  command  on  the  computer  for 
which  this  value  is  desired.  The  command  depends  on  the  make  of  the  computer. 

for  SGI,  the  command  is  /etc/syslnfo  -s 

for  IBM,  the  command  is  /bin/uname  -m 

for  S\m,  the  command  is  /bin/hostid 

for  other  makes  of  computers,  this  field  is  not  required. 
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ayl'J 


c.cw^.6T9  ♦  x«J  «3i  "^"  "■*' 


,ZB  S6.  B2  eaj 
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CligTOnEB.  JTATUX  CKtCY.T.1^  Of4mm  \^^^ 

Quorurj y«ar      9S'  <»«*•      ^\^^ 


CUMS 
ltM> 
UMr# 


Kv  \|    W\v^.^r^^■V=^.^ 


NeM»  Oriicrs     snu  to  son  DU90: 
OnUr  ApprovoC^orm: 

roT  Approval:        ^.^^^     JUceivcd  bacfc: 

Llccnss  ^urcfuu*  Agntmant:  ; ./- 

for  c^prova(  >::^^       2  orl^lna£s  in  weefclif  pni^aqsyr:.  \Sy\'^       . 

Q«»*»s  ,  PureftasB  Orcfer:  ••■.■•■•;  :;¥-;-^^^'^*;''-"' 

tnj  •deft  •        ■  •  ■  /; ':■"^^':^  ■ :  ■ 

JJ  g^r^ Purcfiase  Order  #;     UN  U  P^e^laD 

HW/SW  _____3I  Purdtose  Onter  •Amount:    *  '40, /VA 

OU'/Sh^iping  •lutftorizatlon  Torm  w/  orig  si^rtM^^LPA:.         5\^^ 

Comp  Ac^  Form;  Sent    ^-^       TLec'd, 


LicsnsB  PurcfMSs  •'l^rcement:       nailed  ^\L-  yia:_Mk.5UcUJ.^!iid. 


NOTSS 


; (^■:^^^'i:<j?   y^    i^   4  k.n^^Oii   ac^4  z:^^.^ 


\S\\\L^     Ijil^        U    liOj^    f/>^^  -        Alu   ./^(m.^^v 


4?LL^|lr(^(    lj,i 
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Biosrm 

San  Diego,  CA  92121 


April  25, 1995 


Dr.  Yasau  Hiramatsu  .-...i. 

AUM  Corporation 
8  East  48th  St.  #2E 
New  York,  NY  10017 

Dear  Dr.  Hiramatsu, 

According  to  your  Purchase  Order  #  MHP950227  for  a  Silicon  Graphics  workstation 
("Equipment "),  you  agreed  to  pay  us  within  30  days  of  receipt  of  our  invoice^  On 
April  17, 1  transmitted  a  letter  to  you  by  facsimile  indicating  that  payment  was  due 
AprU  13,  and  that  we  had  yet  to  receive  it.  On  April  19,  we  spoke  about  this 
situation  and  you  indicated  that  due  to  the  current  situation  in  Japan  and  the 
location  of  the  Equipment  at  a  third  party's  ("I.C.P.")  place  of  business  you  were 
unsure  of  when  we  could  expect  to  be  paid  or  if  you  would  be  able  recover  the 
Equipment. 

As  part  of  this  sales  transaction,  you  executed  a  License  Purchase  Agreement 
("Agreement")  setting  forth  the  terms  and  conditions  governing  the  sale  of  this 
Equipment.  According  to  Pciragraph  13  of  this  Agreement  (which  follows),  you  are 
in  breach  of  the  Agreement  due  to  non  payment. 

"13.  Term  and  Termination  -  The  License  shall  remain  effective  for  a  tenn  of  ten  (10)  years  from 
the  latest  signature  date  on  this  Agreement  imless  terminated  earber  in  accordance  with  this  Section 
13,  or  unless  a  different  term  is  specified  in  the  Software  Configuration  Pricing  Attachment.  The 
Licefce  will  terminate  automatically  if  Customer  fails  to  cure  any  material  breach  of  tfus  Agreement 
or  any  Attachment  incorporated  herein  within  thirty  (30)  days  (10  days  in  the  case  of  non-payTr\ent)  of 
receiving  notice  of  such  breach  from  BIOSYM  (or  immediately  upon  notice  in  the  case  of  a  Custonrer's 
breach  of  Section  3.  Upon  termination.  Customer  shall  immediately  cease  all  use  of  the  Software. 

If  termination  is  due  to  non-payment  and  Customer  has  acquired  Equipment  as  part  of  this 
Agreement,  Customer  shall  within  fifteen  (15)  days  after  termination  return  all  Equipment,  FOB- 
BIOSYM,  to  BIOSYM." 

Therefore,  in  accordance  with  the  terms  of  tlus  Agreement,  we  ask  that  you  return 
the  Equipment  within  15  days  of  receipt  of  this  notice. 


Corporjtt  Of!;ie   V'\^^  xrjnU'R  Rr-.ad,  vn  Diego.  CA  '):1J1.  (il9  ^^S•'XWl.  F.\.X   ()19  4^,>-i'13" 
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If,  as  you  indicated  to  me  in  our  phone  conversation,  you  are  unable  to  recover 
possession  of  the  Equipment  from  I.C.P.,  we  request  that  you  notify  them  that  they 
should  release  the  Equipment  to  us  as  soon  as  possible. 

Thank  you  in  advance  for  your  prompt  attention  to  this  matter. 

Since^lv/ 

Dire?!or,  Adnnirustrative  Operations 


CC  Mr.  Cameron  Haider 

I.C.P.  Corp. 
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Senate  Permanent  Subcommittee 
on  Investigations 

EXHIBIT  #  20 


Tripos 


November  3,  1995 


Mr.  Scott  Newton 

Senate  Permanent  Sub-Committee  on  Investigation 

Room  193  -  Russell  Building 

Washington,  DC    20510 

Dear  Mr.  Newton: 

John  McAlister,  President  and  CEO  of  Tripos,  Inc.  asked  that  I  send  you  a  hard  copy 
of  what  was  faxed  to  you  last  week  regarding  AUM. 

Sincerely, 


Dottie  Gruber 
Executive  Assistant 


Tripos,  Inc. 


1 699  South  Hanley  Road  a  St.  Louis,  MO  63144 
Phone  314  647-1099   .  Fax  314  647-9241 

Munich.  Germany  a  Palaiieju.  france  a  Bracknell.  UK  *  Korea  *  lapan  »   Taiwan 
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Monday,  March  27, 1995 

Warrj  Davidson 
TK|!l<]!sllllllllll 
1699  S  Hanley  Rd 
St.  Louis.  Mo  163144 

OearWanj: 

n^re  iStaidbsalption  on  Tripos'  interaction  with  AUM  Co.  to  Date: 

March  3,1995  -  Mr.  Hiranfiotsu  contacts  the  Tripos  New  Jersey  OfTice  and  is  referred  to  me 
.  I  calf  him  at  his  hotel  in  California,  where  he  CirQently  re<^ue^  Infomiation  about  our  software. 
He  says  he  has  seen  our  software  through  a  company  he  Worked  with  in  Japan.  He  has  projects 
that  h6  needs  to  start  by  the  end  of  Mar£h.  He  will  no\  divulge  what  his  corrtpany  does.  He  Wants 
to  begin  an  evaluation  before  March  10. 1695.  We  InKlally  fax  info  to  his  hotel  ih  San  Jose.  He 
calls  bnd  wants  all  our  marketing  sheets  on  all  products.  He  wants  to  decide  what  to  evaluate. 
We  fed-ex  the  tirochures.  Betsyland  I  agree  to^o  to  his  ofTice  to  sel-up  an  evaiution  the  next 
Friday  (March  10th).  I  am  unavailable.  Betsy  aifd  Anna  will  go.  I  have  b  budgeting  quote  faxed 
to  hirfi  A\  his  hotel  6s  per  his  request  I  I  III 

March  7,1995  -  Hiranfatsu  \aa\is  me  voicemall.  I  call  him  and  he  says  SGI  is  delaying  delivery 
of  his  machine  until  Monday.  We  reschedule  Installation  meeting  for  Tuesday  (Maith  n4th).     I 
He  still  will  not  give  any  sigtiificant  details  about  his  company  siys '  save  fof  (fleeting".  I  Iftfoom 
him  that  I  canrtbt  meat  with  him  until  Wednesday.  Batsy*  and  I  m^II  go  In  the  day  following  the 
installation.  II  I  If 

M&)tN9;i995  •  I  respond  to  Hiramatsu's  volcemdi!  fronrr  Atlanta.  MAra  meeting! confirmation 
Talk  about  the  purclfase  process.  Confirm  Wednesday  meeting  time  (March  IBth). 

March  13,199511  received  fax  from  Hiramatsu  (enclosed)  statihg  thatlthe  SGI  wot1(Station  is 
delayed.  By  the  end  of  the  day  he  promises  that  he  will  Have  thd  machine  by  Tuesday  (14th) 
afletVioon.  We  schedule  Ann^  to  gb  there  in  the  late  afternoon.  I  III 

March  14, 1995-  Anna  Toy  Palmar,  accompanied  by  Mary  RogowskI,  Installs  ALL  of  our  modules 
on  Hiramatsu's  workstatioh  (We  had  thought  he  picked  o£it  specific  modules).  He  wants 
everything.  When  Betsy  and  I  find  out  ab<5ut  this^,  we  are  very  suspicious.     I 

Mardh  15|  1995  •  After  speaking  with  Mary  via  earphone,  Betsy  ai^d  I  are  concerned  about  AUM's 
motives.  When  we  visit  the  acdbunl,  Hirafnalsu  stfinds  us  up.  There  is  only  his  assistant.  She 
gives  us  2  letters  from  Hiramatsu  (enclosed).  As  you  can  ske  In  the  letter]  He  discussed  Legion 
find  Selector  vinth  Anna,  and  wantif  to  evaluate  th^t,too.  I 

March  16, 1995  -  Hiranlatsu  demands  to  ahve  an  ajspHcatlon  scientist  come  back  and  complete 
the  Installation  with  MM3  and  Legion/Selector.  I  ex^l^in  that  we  need  to  meet  with  him  firsti  He 
argues  for  quite  some  time.  We  iel  up  a  meeting  at  the  Red  Bank  office  ( We  dont  like  his 
pidce.)  for  March  20th.  II  I 

Marctf  17, 1995  •  Hiramatsu  calls  and  tries  to  convince  me  thai  he  needs  Legion  and  Selector 
Installed  "  just  send  It  to  me  and  I  will  install".  No  Dice.  He  claims  he  cannot  Mart  his  problem 
set  evaluation  until  all  the  software  Is  present.  I 

March  20, 1995-1  talk  with  Martin  StUart  about  AUM.  He  finds  out  from  Japanese  distributor  that 
Hiramatsu  Inquired  about  Tripos'  software  there,also.  He  did  not  leave  any  detailed  information 
about  himselflwith  that  officd  I 

MtfrtiM21|l199SMHirftftAifi(jlUlls  and  says  that  having  used  our  softwarenn  Japan,  he  knows 
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that  we  have  manubars  In  Japanese.  He  wants  ■  hrdcopy  of  those.  I  tell  him  that  111  Check  on  It. 

That  Is  the  final  contact  that  0  had  with  HIramatsu.  I  leftlrtiessages  for  him  to  confirm  our 
Wednesday  meeting.  He  left  me  a  message  today  cancelling  dur  meeting,  but  said  he  wanted 
to  talk  to  nrfe  later  about  the  purchase  process.    I  I  I 

Let  me  know  if  you  have  questions.    I 


Sincerely,        I 


Jeff  Martin 
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•       '      .  AOH  COR..    USA 

/      / 

a   EAST   4eTH  ST.,    «2E    (2ND   FLOOR) 
,.'  '  NEW  YORK.    N.Y.    1001/   USA 

TKLfcFAX      212-421-3687 

TO  :    XRIPOS   xeaOCXATES   INC. 

621  SHRiaraBORY  AVE.  SHREUSDURY,  NJ  07703 
I   ATTN   :  MR. JEFF  MARTIN 

C.C.     MS. BETSY  DELL'AGLIO        ,    ,  t^    ,  «  -r-  I  / 


Vk6cht^j!! 


TEL  •  .^12-342-5578 

FAX    :  312-342-6184  

FM     J  Y.HIRAMATfin  ""      DATE  13TH/MAR/1995 

RE  ;  VISITING  MY  OFFICE 


KELLO.   TKS  FOR  VOOR  KIKD   ABRAMCEMENT . 
nBRB  I  HAVE  TO  EXPTJ^IN  OME  BlU  PRCBLEH. 

WE  HAVE  ARRANGED  ONE  NEW  SGI  COMPUTKR  FOR  THIS  PROJECT. 

WE  KAVI  OROEHD  ON  27TH/rtB  TO  SQl  COWANY. 

THEY  PROnlBED  THAT  OSLIVERY  DATE  WAS  LAST  FRIDAY. 

BUT  STILL  WE  DIDKT  HKCKtVE  OUR  WACMIWE.  IT  IS  DELXYI 

I  TRTFO  TO  FU8H  SGI.  BUT  No' OOOD  RESPONSE  STILL  NOW. 

WE  ARC  SO  READY,  BOT  HACKINE  IS  NOT  READY. 

I  AM  SO  SORRY  rOH   THIS  ON -CONVENIENCE,  BUT  PLS  KINDLY"  UNDERSTAND  OUR 
5ITUTAI0N. 

THEN  TODAY  I  WILL  TRY  TO  PUSH  SGI  COMPUTER.  AND  MAKE  SURE  EXACT  READY 

DATE  AT  OUR  OFFICB. 

IF  I  CAN  RKCIEVE  TODAY.  NO  CHANGE  OF  OUR  MEETING  SCHEDLUE, 

HUr  IF  NOT  TODAY,  COULD  WE  POSTPONE  THK  SCHEDULK7 

PLS  KINDLY  ADVISE  YOOR  CONVENIKNT  DATE  &  TIME  AFTER  THIS  TUE. 

ANYHOW  1  WILL  SURELY  CALL  YOU  ON  THib  ISSUE  BEFORE  NOON. 

ONC&  A6&XH.  SO  SORRY  FOR  OUR  UMCONVKN I ENCB . 

VTE  ARE  LOOKING  FORWARD  TO  SEEING  YOU  VERY  iiOON. 


I     TKS  AND  BEST  REGARDS. 

!         (  i  .Hfi^V 
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AUM  COR.,  USA 

8  EAST  4BTH  ST.,  #2B  (2ND  FLOOR) 
NEW  YORK,  N.Y.  10017  USA 
TEL6FAX   212-421-3687 

TO  :  TRIPOS  ASSOCIATES  IKC. 

621  SHREWSBURY  AVE.  SHREWSBURY,  NJ  07702 

ATTN  :  MR. JEFF  MARTIN 

C.C.  MS. BETSY  DELL'AGLIO 

TEL  :  312-342-5578 

FAX  :  312-342-6184 

FM  :  Y.HIRAMATSU                                    DATE  15TH/MAR/1995 

RE  :  WELCOME  TO  OUR  AUM  CORP. 

HELLO. 

TKS  A  LOT  FOR  YESTERDAY  INSTALLATION,  I  WAS  SO  GLAD  TO  SEE  THEM. 

I  AM  PERSONALY  REALLY  APPRECIATED  YOUR  GOOD  SUPPORTING. 

TODAY  DEU  TO  VERY  IMPORTANT  MEETING  WITH  A  COMPANY  IN  SANJOSE, 

WE  HAVE  TO  FLY  THERE  AGAIN. 

AS  YOU  KNOW  WELL,  I  FLY  ALMOST  EVERY  WEEK  TO  THERE. 

BECAUSE  THIS  IS  OUR  BIGGEST  PROJECT  NOW, 

SO  SOMETIMES  I  CANT  CONTROL  URGENT  CHANGE  OF  SCHEDULE  LIKE  TODAY. 

I  FEEL  SO  SORRY  FOR  THIS  BIG  UNCONVEN I ENCE  FOR  YOU. 

I  DEEPLY  APOLOGIZE  MY  REDBNE8S. 

THEN  TO  MAKE  MORE  STEP,  HERE  I  WOULD  LIKE  TO  CONFIRM  FOLLOWING  ISSUE, 
IF  YOU  LEAVE  ANY  ADVISE  &  MESSAGE  ABOUT  THIS,  I  AM  VERY  HAPPY. 

1.  ORIGINAL  QUOTATION 

WE  NEED  YOUR  ORIGINAL  QUOTATION  FOR  OUR  TARGET  SOFTWARE. 

LAST  WEEK  I  SENT  MY  TOTAL  TARGET  SOFTWARE.  AND  ALL  OF  THEM  WAS 

INSTALLED  NOW. 

SO  PLS  GIVE  US  ANY  QUOTATION. 

2.  30DAYS  LICENSE  AGREEMENT 

TKS  FOR  YOUR  KIND  INSTALLATION.  THEN  I  SUPPOSE  WE  SHALL  DO  SOME 
UN-DISCLOSE  AGREEMENT.  SO  PLS  LEAVE  IT  HERE.  I  WILL  SIGN  BACK  TO  YOU. 

3.  MENU 

YESTERDAY  YOUR  STAFF  SAID  THAT  SOME  OF  MENU  IS  MISSING. 
SO  PLS  KINDLY  ARRANGE  IT.  WE  MISS  ABOUT  11  BOOKS. 

4.  SOFTWARE  INSTALLATION  PROBLEM 

WE  FOUND  FOLLOWING  3  SOFTWARE  HAS  SOME  PROBLEM. 

1)  MM3 

2)  MATCHMAKER 

3)  ?? 

PLS  CHECK  IT  AGAIN.  AND  MAKE  COMPLETE. 
TKS  IN  ADVANCE. 

5.  NEW  SOFTWARE 

YESTERDAY  I  GOT  CATALOG  OF  "THE  MOLECULAR  DIVERSITY  MANAGER" 
IT  IS  REALLY  UNIQUE  AND  EXCELLENT. 

IF  POSSIBLE,  PLS  ADD  THE  KEY  LICENSE  OF  THIS  SYSTEM  ALSO. 
SOFTWARE  WILL  BE  "LEGION"  AND   "SELECTOR". 

BECAUSE  THIS  IS  JUST  ONE  OP  WHAT  WE  ARE  GOING  TO  DO  FROM  NOW. 

6.  NEXT  CONVENIENT  DATE  FOR  SALE  MEETING 
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*«i^4k**l    *  I 


hWW«V4  •    US, 


YOUR   OFFICE   TO   HAVE  A  BUSINESS   MEETING  WITH   YOU. 

I    CAN   GO   TO  NJ    BY   CAR  OR   TRAIN. 

IF   YOU   CAN   MAKE  ANOTHER  DATE   FOR  US,    I   WILL   REPLY   FOR   IT. 


FINALY   TODAY   AT   MY   OFFICE,    WE  HAVE  ONLY   ONE  NEW   STAFF. 

SHE   CAN    SPEAK   ENGILSH,    BUT   SHE    ISNT    FAMILIAR   WIHT   THIS   KIND   OF   SOFTWARE 

TECHNICAL    ISSUE,    BUT   SHE   CAN   HELP   YOU   ANYHOW  YOU   NEED. 


I    AM   LOOKING   FORWARD  TO   SEEING  YOU   ON  NEXT   TIME 
TKS   AND   BEST    REGARDS, 


Y.H 


AUM   COR. 
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AUM  COR. ,  USA 

8  EAST  48TH  ST.,  #2E  (2ND  FLOOR) 
NEW  YORK,  N.Y.  10017  USA 
TEL&FAX   212-421-3687 

TO  :  TRIPOS  ASSOCIATES  INC. 

621  SHREWSBURY  AVE.  SHREWSBURY,  NJ  07702 

ATTN  :  MR. JEFF  MARTIN 

C.C.  MS. BETSY  OELL'AGLIO 

TEL  :  312-342-5578 

FAX  :  312-342-6184 

PM  :  Y.HIRAMATSU                               '  DATE  8tH/MAR/1995 

RE  :  VISITING  MY  OFFICE 

HELLO.   TKS  FOR  YOUR  KIND  ARRANGEMENT. 

HERE  I  WANT  TO  CONFIRM  YOUR  SOFTWARE  ENGINEER  VISITING  SCHEDULE 

DATE     :  14TH  /  MAR  /  '95 

TIME    :  13:00  PM 

PLACE    :  AT  MY  NY  OFFICE. 

OUT  OFFICE  IS  4TH  FLOOR  ROOM  «4F 
REMARKS  : 
<HAROWARE> 

POWER  INDIG02  R8000,  EXTREME  GRAPHICS,  64MB,  2GB 
20"  MONITOR,  EXTERNAL  4x  CO-ROM.  EXTERNAL  4.3GB  HDD 
(*)  WE  DONT  HAVE  TAPE  DRIVE. 

<SOFTWARE> 
UNITY 
CONCORD 
TRIAD  NMR 
DIANA 
MARDIGRAS^ 
CAPRI 

SYBYL/BASE 
LEAPFROG 
DISCO 
MM2(91) 
MM3{92) 
BOSS 
MOLCAD 

SYBYL/ADVANCED  COMPUTATION 
RECEPTOR 
SYBYL/BIOPOLYMER 
COMPOSER 
MATCHMAKER 
PROTEP 

SYBYL/OSAR  WITH  COMFA 
SYBYL/DYNAMICS 

SOFTWARE  EVALUATION  PERIOD  IS  30  DAYS. 

AFTER  30  DAYS,  WE  WILL  INFORM  YOU  OF  CONFIRMATION  OF  PURCHASING. 

THEN  PLS  ISSUE  ORIGNAL  LICENSE. 

SO  PLS  KINDLY  DO  ALL  INSTALLATION  AND  PROVIDE  MENU  OF  SOFTWARE. 

WE  ARE  LOOKING  FORWARD  TO  SEEING  YOU  ON  NEXT  TUE. 

TKS  AND  BEST  REGARDS, 


AND  BEST  REGARI 
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QUOTATION 


Tripos,  Inc. 

1699  S.  Hanley  Road,  Suite  303 
Si.  Louis,  MO  63144 
(314)647-1099  Fax  (314)  647-9241 

TO:  AUM  USA  Company,  Ltd. 

8  East  4eth  Street.  #4F 
New  York  NY  10017 


Quotation  No: 

6824 

Quotation  Date: 

3/16/95 

Page 

1  of  1 

Sales  Rep: 

Martin 

Quote  By: 

Maloney 

Expires: 

4/15/95 

ATTN:         Yasuo  HIramatsu  TEL:        212-421-3687  FAX:  212-421-3687 

WE  ARE  PLEASED  TO  SUBMIT  THIS  QUOTATION  IN  RESPONSE  TO  YOUR  INQUIRY 


1 

1 

2 

1 

3 

1 

4 

1 

5 

1 

6 

1 

7 

1 

8 

1 

9 

1 

10 

1 

11 

1 

12 

1 

13 

1 

14 

1 

15 


16 

17 

18 

19 

20 

Special  Instructions: 


Sybyl  Basic,  Single  Simultaneous  User 

Advanced  Computation,  Single  Simultaneous  User 

BioPolymer,  Single  Simultaneous  User 

Composer,  Single  Simultaneous  User 

Qsar/CoMFA,  Single  Simultaneous  User 

Dynamics,  Single  Simultaneous  User 

(w/purchase  of  Sybyl  Basic  and  1  additional 

advanced  module) 

Leapfrog,  Single  Simultaneous  User 

Disco,  Single  Simultaneous  User 

Molcad,  Single  Simultaneous  User 

Triad  NMR,  Single  Simultaneous  User 

Capri,  Single  Simultaneous  User 

Diana,  Single  Simultaneous  User 

Mardigras,  Single  Simultaneous  User 

Unity  2D,  Single  Simultaneous  User 

Includes  1  Relational  Database  Interiace  and 

1  Search  Engine 

Unity  3D,  Single  Simultaneous  User 

Includes  1  Search  Engine 

Concord  Standalone,  Single  Simultaneous  User 

MatchMai<er,  Single  Simultaneous  User 

MM2(91),  Single  Simultaneous  User 

MM3(92),  Single  Simultaneous  User 

Receptor,  Single  Simultaneous  User 


Software  purchase  includes  a  90  day  wanBnty. 
Annual  Software  Support  and  Update  Service  is 
then  18%  of  list  price. 


$20,000 

$25,000 
$17,500 
$15,000 
$15,000 
$15,000 


$30,000 

$30,000 

$25,000 

$25,000 

$25,000 

$25,000 

$18,000 

$18,000 

$30,000 

$30,000 

$0 

$0 

$30,000 

$30,000 

$25,000 

$25,000 

$8,500 

$8,500 

$36,000 

$36,000 

$20,000 

$20,000 

$7,500 

$7,500 

$5,000 

$5,000 

$25,000 

$25,000 

Unless  spedflcally  noted  above,  pflces  quoted  do  not  Include  sales  or 
similar  taxes,  freight.  Insurance  spedal  handHng  or  packaging. 


$20,000 

$25,000 
$17,500 
$15,000 
$15,000 
$15,000 


$392,500 


TERMS 
Balance  Net  30 


F.O.B. 
Origin 


FREIGHT 
Prepay  and  Add 


EST.  DEUVERY 


■n*  «M<tior  snal  termn  m  sfled  lor  30  days  from  the  quotation  data,  umesa  modlfled  m  wtltmg  by  Trtpos.  Inc  and  It  lublecl  to  the  lermt  and  eondMona 
c<  Trtpoa'  standard  Agreement  lor  Ucanaed  Soltvnre  or  other  applicable  standanj  agreements.  This  quotation  becomea  a  Purchase  Order  when  signed  by  an 
euatomer  representaihre  and  aceepted  at  Trtpos  nxporaie  otllce  by  a  duly  aulhortted  represemaUve  ol  Trlpot. 
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QUOTATION 


Quotation  No: 

6825 

Quotation  Date: 

3/16/95 

Page 

1  of  1 

Sales  Rep: 

Martin 

Quote  By: 

Maloney 

Expires: 

4/15/95 

Tripos.  Inc. 

1699  S.  Hanley  Road,  Suite  303 
St.  Louis,  MO  63144 
(314)647-1099  Fax  (314)  647-9241 

TO:  AUM  USA  Company,  Ltd. 

8  East  48th  Street,  #4F 
New  York  NY  10017 

ATTN:  Yasuo  Hiramatsu  TEL;        212-421-3687  FAX:  212-421-3687 

WE  ARE  PLEASED  TO  SUBMIT  THIS  QUOTATION  IN  RESPONSE  TO  YOUR  INQUIRY 


Legion,  Single  Simultaneous  User 
Selector,  Single  Simultaneous  User 


$30,000 
$85,000 


$30,000 
$85,000 


Software  purchase  includes  a  90  day  warranty. 
Annual  Software  Support  and  Update  Service  is 
then  18%of  list  price. 


Special  Instructions: 


TERMS 
Balance  Net  30 


F.O.B. 
Origin 


Unless  spedflcally  noted  above,  prices  quoted  do  not  Indude  sales  or 
similar  taxes,  freight.  Insurance  spedai  handling  or  packaging 


FREIGHT 
Prepay  and  Add 


EST.  DELIVERY 


_L 


$115,000 


TWs  quotation  shall  remain  In  enect  lor  30  days  tram  the  quotation  date,  unless  modified  In  wmng  by  Tripos.  Inc  and  Is  sub|ecl  to  the  tonns  and  conditions 
of  Tripos"  standan]  Agreement  for  Ucensed  Software  or  other  applicable  standard  agreements.  TTils  quotation  becomes  a  Purdiase  Order  when  signed  by  an 
auttwrized  customer  representative  and  accepted  at  Tripos  corporate  office  by  a  duly  authorlied  representative  of  Tripos, 
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(S18)  234-aOOO 

National  Toll  Free 
(800)645-5195 

Fax:  (516)  234-8772 


.JOTHCO 

Division  o(  Morris  Rothenberg  &  Son,  Inc.  oMalt  Permantirt  Subcommittee 

25  HANicK  ROAD  M  loresligationj 

SMITHTOWN.  NEW  YORK     11787.0986 

EXHIBIT  # 21 


October  13.  1995 


Chairman,  Senate  Permanent  Subcommittee 

on  Investigations  of  the  Committee  on 

Governmental  Affairs 
Senate  Office  Building 
193  Russell 
Washington  D.  C.  20510 

Re:   Subpoena  #£02277. 

Gentlemen: 

Enclosed  please  find  documents  requested  In  the  above  referenced 
subpoena. 

As  you  will  note,  we  do  not  save  telephone  messages,  and  our  files 
are  not  stored  on  computer  disks.   However,  we  have  enclosed  all 
documentation  contained  in  our  files. 

You  will  also  note  that  the  tile  for  Devlnlr  Millionaire  which  you 
have  requested,  Is  In  our  records  as  ICP. 

We  have  also  enclosed  a  copy  of  the  subpoena,  for  your  reference. 

If  we  can  be  of  further  assistance,  please  contact  me. 

Sincerely, 

MORRIS  ROTHENBERG  &  SON,  INC. 


^\ 


Howard  Somberg 
Vice  President 

HS/vl 
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UNITED  STATES  OF  AMERICA  e 02272 

Congce£(£(  of  ti)e  Bniteti  ^tatzi 


7-0      ROTHCO 

bimthtown.   New  York 


_.  batting: 


pursuant  to  lawful  authority,  YOU  ARE  HEREBY  COMMANDED  to  appear 
before  the  SENATE  PERMANENT  SUBCOMMTTTEE  ON  INVESTIGATIONS  OF 
THE   COMMITTEE    ON   GOVERNMENTAL    AFFAIRS   of  the   Senate    of  the 

United  States,  on  October   20th 19  9S_^ 

at ^Q-QQ o'clock ^m.,  at  their  convnittee  room     193  Russell 

Senate  Office  Building,  Washington,  D.C.     20510 ^  t/ien  and  there 

to  testify  what  you  may  know  relative  to  the  subject  matters  under  consideration  by 

said  committee.,  and  produce  any  and  all  records,  receipts,  rough  notes,  files, 
computer  records,  computer  disks,  telephone  messages,  sales  receipts,  bills 

nf    lading,    <;hipping    ■in^tnirtinrK: ,    ihippor'g    ovpnrf   rlprlaratinnc      II      <; 

Department  of  State  Defense  Trade  Controls  Export  licenses,  relating  to  and 
in   rnnnprtinn  with   thp  fnllnwing  hii<:inp';<:o<:- 

Aum  Ltd. Maha  Posya   */ 
flum  ii'ifl Mflhfl  Pnsa _ 

Aum  Publisher  Devenir  Millionaire  >^ 

Arim 

J^taat  fai  not.  as  you  will  answer  your  default  under  the  pains  and  penalties  in 
such  cases  made  and  provided. 

To . ^ 

to  serve  and  return. 

.Personal  appearance  in  6ibai   under  my  hand,   by  order  of  the  convnittee,   this 
'Washington,  D.C.  waived  if 

[subpoenaed  materials  are  ^^^"       dny  nf        Ortnhpr ,  in  the  year  of  our 

; produced  on  or  before  the  *    ^• 

herein  appointed  date  Lord  one  thousand  nine  hundred  anfl^^S^2^*^''^''^ 

Chairman,  Senate  Permanent  Subcommittee  on- Investigations  of 
the  Committee  on  Governmental  Affairs. 


'and  time. 
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DTHCO 


Division  of  Morris  Roth«nb«rg  &  Son,  Inc. 

25  BANICK  flOAO 

SMITHTOWN.  NEW  YORK    11787-0988 


'(sia)  334-aooo 

National  Toll  Fr«« 
(800)  64S-St95 

Fax:  (316)  234-877: 


FAX  TO:      MAHA  POSYA,  INC. 


DATE:      FEB.  9,  1995  PAGE  1  OF 


ENCXOSED  PLEASE  FIND  REVISED  PROFORMA  INVOICE  WITH  NEW  NAME. 

PLEASE  REMIT  $1,906.65  TO  ODR  ACCOUNT  AS  NOTED  IN  FAX  OF  FEBRUARY 
8. 

RGDS, 

HOWARD  SOMBERG 
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OTHCO 


Division  o(  Morris  Rothanbarg  &  Son,  Inc. 

2S  RANICK  ROAD 

SMITHTOWN.  NEW  YORK    11787-0986 


Til«phan«    . 
•  (516)  SJ4-80OO 

NaUonal  Toll  Frea  ' 
(800)645-5195 

FAX  (516)  234-8772 


February   13,    1995 


UTG   YiUtiVTO- 

GeaClemen: 

Enclosed  please  find  Invoice/packing  list  covering  merchandise  to  be 
shipped  by  air  Co  Maha  Posya  lac.  In  Tokyo,  Japan. 

Please  insure  for  CIF  value.  All  charges  are  for  account  of  consignee. 

Thank  you. 

Sincerely, 

MORRIS  ROTHENBERG  &  SON.  INC. 


Ginger  LaLumia 
export  manager 
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DTHCO 


Division  ol  Morris  RolManberg  &  Son,  Inc. 

29  RANICK  ROAO 

SMITHTOWN.  NEW  YORK    1178/-0988 


•\I?(B1^  234^000 

National  Toll  Free 
(BOO)  S4S-StSS 

FAX:  (516)  234-8772 


February  13,  1995 


HAHA  POSYA  INC. 

1-7-4  MINAMI-AOYAMA 

MINATOKU  _  - 

TOKYO  JAPAN  107 

Geatlemea: 

Thank  you  for  your  recent  order.  We  are  pleased  to  enclose  the  ■ 
Invoice/packing  list  covering  merchandise  shipped. 

Freight  has  been  turned  over  to  Everswlft.  — 

We  trust  your  merchandise  arrives  promptly  and  in  good  order,  and  # 
we  look  forward  to  the  pleasure  of  hearing  from  you  again. 

Sincerely, 

MORHIS  ROTHZNBERG  &  SON,  INC. 


Howard  Somberg 
Vice  President 

HS/jc 
enclosure 
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OTHCO' 

Division  of  Morris  Rothenberg  &  Son,  Inc. 


(•CO)*. 
Hk  (B1*)  23 

3SRANICK 
»«THTOWN.  NEW  YORN 


SOLO  TO. 


SHIP  TO- 


MAHA    P05YA    INC 

1-7-4    MINAMI-AOVAMA 

MINATOKU 

TOKYO       JAPAN     107 


DATE 
ACCT.# 
P.O.  # 
TERMS: 
BANK: 


02/09/95  PAGE; 

92525-L005689 

PAYMENT  IN  ADVANCE 


EVERSWIFT 


■ACM 

MCXMO 


TOW. 
OUAWTTTY 


DESCRIPTION 


TW 
US 
CN 
CN 
US 
KR 
US 
TW 
US 
CN 
SU 
S£ 
XL 
KR 
KR 


1 
20 


10 
200 


3  181 
770 
9004 
9005 
678 
603 
7772 
8405 
3010 
3214 
7S94 
9253 
7692 
6581 
3883 


KNIFE 

FLASHLIGHT 

WATER  BUCKET 

WATER  BUCKET 

CANDLE 

CANTEEN 

STRAW 

WHISTLE 

TOOL 

TOOL 

FACE  MASK 

HELMET 

FACE  MASK 

VEST 

TENT 


3  .75 
8.5C 
00 
25 

•IS 
5C 
15 


1  .80 
37  .8C 


.7 
75 
OC 


8.0C 
33  .OC 
47. OC 


37 
1700 
3 
4 
4 
7 
8 
1 
37 
S 

4 
8. 
33 
47  . 


F.O.B  WAREHOUSE 

Packed:  1  Cartons    Weight:  110 
I  certify  the  above  to  be  true  a 


bs. 

d   coilrect. 


MORRIS    ROTHENBERG    &    SON,     INC. 


1906. 


AuouorxnoNi  suajtcr  to  ^nioN  sali  amo  ro  stinooma^mc  im«o«9  wm^ur  Ncncc  tavtutftrt  am  conrvtatHT  u^on  stmiUl  fims.  acoocnts 
a»o*TAO«.  iM»Awoo  on  (jinuoMOiMAAv  cOftftroM  im^omo  on  account  or  CHANOaa  m  rAAi^f  OM  M^ont 


697 


Ki  SAfCfu  ain/n  u-.u  u  ktmu      m  im      fi.mtiomi  wEsnuNsra  n-.nuMm 

MORRIS  ROTHENBERG  AND  SON,  INC 

ATT I  GINGER  LALUMIA 

25  RANICK  ROAD 

SMITHTOWN  <N  Y)    11737       ^ 

FROM:  NATIONAL  WESTMINSTER  BANK  USA 
OUR  REFi  NB  950209-002460-504 
UNTESTED  MESSAGE 

ORIGINAL  ADVICE 

WE  CREDITED  YOUR  ACCOUNT  WITH  US  i 

ACCOUNT!  2218203749         IT 

AMOUNT:  USD  1,901.65   USD 

VALUE  DATE:  FEB  09,  95 

RELATED  REFERENCE  I  010TTS656225 

ORDERING  BANK  :  BANK  OF  TOKYO  KANDA 
P.O.BOX  140 
KANDA 
J  TOKYO  (JAPAN)  .  .  . 

ORDERING  CUSTOMER  I  DEVENIR  MILLIONNAIRE  INC. 

FOR  PAYMENT  TO: MORRIS  ROTHENBERG  AND  SON,  INC 
■  ■  •  ATT«  GINGER  LALUMIA 
.25  RANICK  ROAD 
SMITHTOWN  (N  Y)    11787 
DETAILS:   92526  /  ROTHCO 


•'sl?h8« 


SIGNATURE 


REPLY   TO:     62610    NBNA   UW 


698 


699 


\ 


OTHCO 

Division  of  Morris  Rothenboro  &  Son,  Inc. 

23  RANICK  ROAO 

SMITHTOWN.  NEW  YORK     117870986 


(SI 6)  234-8000 

National  Toll  Free 
(800)845-5195 

Fax;  (516)  234-8772 


^ 


fA-X  TO:     ^^J^^^   POSYA 

JAPAN 

DATE:   FEBRUARY  16,  1995        "^^^^   1  OF  3 


FOLLOWING  IS  COPY  OF  INVOICE/PACKING  LIST  COVERING  TOOR  ORDER.   ALSO 
PLEASE  SEE  COPY  OF  ORIGINAL  BILL  OF  LADING  INDICATING  THAT  YOUR  FORWARDER 
EVERSWIFT,  PICKED  UP  THIS  MERCHANDISE  ON  FEBRUARY  13.   SINCE  THEY 
CONTACTED  US,  WE  HAVE  NO  RECORD  OF  THEIR  PHONE  NUMBER. 

MAY  WE  SUGGEST  IN  THE  FUTURE  THAT  YOU  USE  UPS  YAMATO  AS  YOUR  FREIGHT 
FORWARDER.   WE  HAVE  FOUND  THEIR  RATES  TO  BE  COMPETITIVE,  AND  THEIR 
SERVICE  TO  BE  EXCELLENT. 

IF  THERE  IS  ANYTHING  FURTHER  WE  CAN  DO  FOR  YOU,  PLEASE  CONTACT  ME. 

RGDS. 

GINGER  LALUMIA 

I  HAVE  TRIED  AGAIN  TO  REACH  YOUR  FORWARDER  AT  THE  201  AREA  CODE,  AS 

YOU  SUGGESTED.   THERE  IS  NO  PHONE  LISTING  FOR  THIS  COMPANY  IN  THAT  AREA, 

OR  IN  212,  718,  OR  516.   IF  YOU  WILL  ADVISE  ME  OF  THE  PHONE  NUMBER,  I 

WILL  CONTACT  FORWARDER  TOMORROW  AND  GET  FLIGHT  INFORMATION  FOR  YOU.  AS 

I  SUGGESTED  ABOVE,  PERHAPS  IN  THE  FUTURE  YOU  WOULD  DO  BETTER  WITH  A  LARGER, 

MORE  EXPERIENCED  FORWARDER  SUCH  AS  UPS  YAMATO. 
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■■.TOM  SOMinC  -  Mtl. 
(516)234-8000 


DATE:    02/09/95 


Nlttonal: 
FAX: 


[OTHCO 


Ownon  al  MonK  flutm^^m^  *  Son.  kic 
panatM 

ISAAMCXnOAO 


(800)««S-519' 
(Sl«)234-r77 


92526 

r~ 

I   MAHA  P03YA  INC 
D 

1-7-i.  MINAMI-AOYAMA 
^   MINATOKU 
L^TOKYO   JAPAN  107, 


PAGE:  1 

»WJIC£  NO.:  1-005689 


u/^I/a 


'frni/FP> 


INAMI-AOVAMA 
rOKU 
f'O       JAPAN     107 


n^ASI  OCT  ACM  AMO  WTUHW  WfTM  VOUH  MHrTTANCa 

(%«»«»»«««    EXPORT    «**«***  .      _     . 


P.aNa. 


SHPPmGNO. 


SMPPCDVU: 


NaPKOS 


TERtlS:     •  -  "  • 

>AVMENT    IN    ADVANCE 


^T^ 


rrcMNa 


ITEM  OESCRimON 


■%;QUANTnY 


U/H 


EXTENSIO» 


« 

3181 

» 

770 

900'4 

9005 

678 

603 

7772 

8i.05 

3010 

3214 

7694 

9253 

7692 

6581 

3883 

"BUCK"  STYLE  LITE-KNIFE 
BLACK  "MINI-MA3LITE" 
SMALL  CANVAS  WATER  BUCKET 
LARGE  CANVAS  WATER  BUCKET 
NUWICK  Ul*    HOUR  CANDLE 
COL'PSIBLE  SOT  BLADDER  CANTEEN 
ACCUFILTER  3  STAGE  2  PK  STRAWS 
DELUXE  "SURVIVO"  5-IN-1 

6ERBER"  MULTI-PLIER  (B55800) 
YORKCRAFT  11-IN-1  PKT  WORKSHOP 
RUSSIAN  GAS  MASK  W/FILTER  8BAG 
SWEDISH  HELMET 

ISRAELI  GAS  MASK  WITH  FILTER 
CAHO  TACTICAL  ASSAULT  VEST 
3-MAN  HEXAGON  DOME  TENT 


PI  EASE  INDICATE  ACCOUNT  »  AND  INVOICE  ti  ON  YOUR  REM: 


10 
200 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 


EA 

EA 

EA 

EA 

EA 

EA 

PKG 

EA 

EA 

EA 

EA 

EA 

EA 

EA 

EA 


3.75 
8.50 


.00 
.25 

.  15 
,50 


8.  15 

1  .80 

37.80 

6.75 

3.75 

A.  00 

8.00 

33.00 

47.00 

TTANCE 


37. 

1,700. 

3. 

U. 

u. 

7. 

8. 

1  . 
37, 

6. 

3. 

4. 

8. 
33. 
47. 


OTAL:    1,906. 


ALL  CLAIMS  MUST  ■(  MAOC  WITHIN  nvf  OAVS  AmO  RICCirT  OF  GOOOS. 
MERCHANOISK  WILL  NOT  ■(  ACCtPTIO  FOR  RCTURN  WITHOUT 
OUR  WRITTIN  CONSf  NT  ANO  MUST  11  FRIIOHT  FRCRAIO. 


7\y:  V 


f\f\    r»^t»        *s.^% 
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OTHCO 


Division  of  Morris  Potn«nb«rg  &  Son,  Inc. 

23  flANICK  nOAO 

SMITHTOWN.  N  ew  YORK    11  TaT-dOM 


(S1«)  a34-8000 

National  Toll  Fra« 
(800)  64S-SI9S 

Fax:  (516)  234^772 


FAX  TO: 

\-  '  /<*■■  ■  '■'    ■ 

DATE:    FEB.  6.  1995 


DEVENIR  MILLIONNAIRE.  INC. 
ATT:  TUSYOSHI  MA£I 


PAGE  1  OF   1 


IN  REFERENCE  TO  YOUR  FAX,  HERE  IS  THE  PRICE  &  AVAILABILITY  ON 
THE  FOLLOWING  ITEMS; 


ITEM  # 


PRICE 


3181 

$3.75 

770 

8.50 

762 

9.15 

764 

9.15 

765 

•  '  9.15 

9004 

.  .  .  3.00 

9005 

4.25 

8370   . 

N/A 

678 

4,15 

603 

7.50 

7772 

8.15 

7782 

15.10 

8405 

1.80 

3010 

37.80 

3214 

6.75 

7694 

3.75 

9253 

4.00 

4862 

N/A 

6580 

31.00 

IF  too 

HAVE  ANY  QUEST 

RGDS, 

' 

CHARLES 

MOORE   / 

DELIVERY 

IMMEDIATE 

IMMEDIATE 

2  WEEKS 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE      ,: 

IMMEDIATE 

2-3  WEEKS 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

IMMEDIATE 

LATE  MARCH  DELIVERY 
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■ "  ;(Bie) ! 

Nallon«l  Toil  FfM 
(800)  e4S-S19S 

Fm;  (5>6)  234^772 
OMskMi  of  Morrlj  Rolhvnbarg  I  Son,  Inc 
a  RANICK  ROAO 
SMrTHTOWN.  NEW  YORK    11787-09aa 


OTHCO 


FAX  TO:    •X)^^^'^'«-        ^iLCIOOrJrt  vrt     jti^C. 
DATE:        ^b      ^      if^X"  PAGE  1  OF   / 

'Xoi      r«-+t/-t*»Jc«.      -Its      <Jcor        'T"«--t,y   k««'t       »V      4*v<. 

j^  9oor  y.2.r  // 


^(^02 


7  50  ft 

4tu^h     _  3.7  r 


3/.  CO  ^rtf     fhnncH    i>c/i<J*ry 
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mtia 


:i:v)  5^ 


r .%  ,•  ,\      -■»  I   I 


pE  VENXR  MI  LLI  ONNA  I  RE^^NCM^^ 

Tl02  3««CIB1^ftffi2»ffl«"I3-l  7-1  4     JtaJ^eyUSIt 

5f  Kitanooanj  Bldg.   3-17-U  iCandaNi3hiU-chftChiyDda-lw.rokY6:'iO?v Japan 

TtL: 03-3259 -8439.   FAX:03-5280-6442 

RaihCo  mi:  Is^yosKr  M/4^r 

IfA^.  CHARLES  hlooi^B  °^^-    bth -^  Fei)  ^  .95^ 


TO 

ATT\ 


H^J|o     HcxA  Afp  yofi?    gffei^  Bg  u^rny^^iA^  e-f  4^er^  ? 


r^i  do  .     IUawp,  r^jrriP<; f^s  'foifo^s 


i 


ijifli^ PPi>,&-    PF//Ve( 


'? 


4J837g     fonrMo  Un^R 


5)6%       A)[i\^rcK    CA^t>\Ir 


Qf.0^     CjolUpsl!^^Qi,A^ 


im^n'ni,  Accufritev- 


JA)^ 


^5?j^4oC    De[jAXFr'<;uPi/iyD''      { 


VMO ^^MKJMILMK. 


_S2J^ 


£1. 


/r))32/4-     WICrvgApr  7/-/V-l 


//]7^?4-    >e<7.s.s74A;  ^^s  >rksr 


I2m9?.-7m    set. 


tMJlklL 


l^m6i       aJ'TLo/J  fh^cko 


!^)f.^^0     TAClTcAL  fi<^v\ult  HgIVJ 


let  m^  JADuJ"  ^utr(r^7^7?r^  ^.|^),w 


■■*Th/^.iA  ITr    C>.    Vnnn  \rA  r 


/-.Ctl'mfi. 


ItOl'!-^' 
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DE  VEN  r  R    Mi  _L  I  O.KNAIRE      INC.   , 
Ti02  3Wrfl:^f5'n'>^«.     o-n-ij    jtoAtr;u5» 

in.:fl3-325J-8i.'.r    ••      J-5280-6.J42 


TO         :      RoT'^C  FWI:  TSlA/OSlxI     MAKi' 


RE  •■    o>-srgn£e's  fiMr^ss    g  ajAiviEt 


i(j:  i-r?-^    M;).[*>.i:-Ar:yAv;A  ,  Mi.VA-J-okil 


"oVCv/o     ."Up^N^    ^  l^"" 


imS^ MaMA    Pr,c;vA    iK) 


IZI 


OJ 

o:- 

— J 

— 3 


I  oiM< 


"70  ^Pl£:^l/,.    U.-     tu^    K,\f;ur.     ';r^(A   /yia'w'<g     AaV 
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irv^^^^ 
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I  \    J  Ofvljlon  of  Morris 

N V  M  RANICK  ROAC 

v\  SMITHTOWN.  NE 


THCO 


Rothanbcrg  L  Son.  Inc. 
HOAO 
.NEWYOSK     n787^)9a« 


(sia)  234-aooo 

National  Toll  Fr«« 
(800)  945-5195 

Fax;  (516)  234-8772 


FAX  TO: 


DEVENIR  KtLLIOKNAIRE 
ATT:      TUSYOSHI  MAKI 


DATE:      FEBRUARY   8,    1995 


PAGE  1  OF   2 


FOLLOVrtNG  IS   PROFORMA  INVOICE  FOR  TOUR  ORDER.        PLEASE  REMIT  $2,619.15 
TO  OUR  ACCOUNT  NUMBER  2218   20   3749  AT  NATIONAL  WESTMINSTER  BANK  USA, 
80  PINE  STREET,    NEW  YORK.    NEW  YORK  10005,   ABA  #021   000   322. 

PLEASE  HAVE  YOUR  BANK  INCLUDE  YOUR  ACCOUNT  NAME  AND  ROTHCO  "CUSTOMER 
NUMBER  ON  THE  TRANSFER.    SO  THAT  WE  CAN  PROPERLY  CREDIT  YOUR  ACCOUNT. 

UPON  RECEIPT  OF  FAXED  COPY  OF  WIRE  TRANSFER,   WE  WILL  EXPEDITE  YOUR 
ORDER.  '  ,    ^      .  -r 


RGDS. 
CHARLES  MOORE 


711 


OTHCO 


DMjIon  ol  Morrii  Rothanbcfg  t  Son.  Inc. 

29  RANICK  nOAO 

SMITHTOWN.  NEW  YORK    117874684 


FAX  TO:  I  C  P 


(816)  234-«0a0 

Ntaon$i  ToM  FrM 
(800)845-S19S 

Fax;  (518)  234-8772 


DATE:  MARCH  3,    1995 


PAGE  1  OF  2 


ENCLOSED  PLEASE  FIND  INVOICE/PACKING  LIST  COVERING  10  CARTONS 
SHIPPED  TO  TOir  TODAY  VIA  ROADWAY  EXPRESS. 

RGDS,  ■     . 

HOWARD  S(»IBEIIG 


■y 


.n 
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OTHCO 


Otvlslon  o(  Morris  Roth«ntMrg  &  Son.  Inc. 

29  RANICK  ROAO 

SMITHTOWN.  NEW  YORK    11787-09M 


713 


(SIS)  334.a000 

NaUonaJ  Toll  FrM 
(800)  64S-S19S 

Fw;  (516)  234-8772 


FAX  TO: 


T.   MAKI 


DATE:       MARCH  16,   1995 


PACE  1  OF   1 


PLEASE  BE  ADVISED  THAT  ORDER  SHIPPED  TO  ICP  IN  FREMONT,  CAL 
VIA  ROADWAY  EXPRESS  IS  DUE  TO  BE  DELIVERED  THERE  TODAY. 

tiGDS, 

HOWARD   SOMBERG 


714 


OTHCO 


T«l«phon« 
(iM)  234-6000 

National  Toll  Frs« 
(800)645-5195 


Division  of  Morris  Bolh«nb«rg  &  Son,  Inc.  PAX;  (516)  234-8772 

25  RANICK  ROAO 

SMITHTOWN.  NEW  YORK     11787-0988 


March  3,  1995 


I  C  P 

46560  FREMONT  BOULEVARD 

SUITE  402 

FREMONT,  CA  94538 

GeaClemea: 

Thank  you  for  your  recent  order.   We  are  pleased  to  enclose  the 
invoice/packing  list  covering  merchandise  shipped. 

Freight  has  been  turned  over  to  Roadway  Express. 

We  trust  your  merchandise  arrives  promptly  and  in  good  order,  and 
we  look  forward  to  the  pleasure  of  hearing  from  you  again. 

Siilcerely, 

MORRIS  ROTHENBERG  &  SON,  INC. 


Howard  Somberg 
Vice  President 

HS/jc 
enclosure 
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DTHCO* 

Dtvtaion  of  Morris  RottMnborg  *  Son,  Inc. 


(•i«) 


:(W) 


aSNAMCKIK 
■MmfTOWN,  NEW  rORK  n 


SOLO  TO 


.1    C    P 

°lt8560    FREMONT    BOULEVARD 

SUITE    402 

FREMONT 


at*' TO: 


^"^         ROADWAY    EXPRESS 


lj^T£       03/02/95  PAGE! 

MXT.»  73l»06-L008fc83 

P.O.  # 

TEBMS:   PAYMENT    IN    ADVANCE* 

BANK: 


TOIM. 
OUKNTITY 


0€SCRIPnON 


CO, 


Tont. 


1-10 


10 


40 


400 


IL 


7692  FACE  MASK 
F.O.B  WAREHOUSE 


Packed:  10  Cartons    Weight:  880  Pbs. 
I  certify  the  above  to  be  true  anj/ji    cor 


8.00 


3200. OC 
3200. OC 


MORRIS    ROTHENBERG    &    SON,     INC. 


ect . 


.Mi,auor<naNi  uajfcr  to  fmcm 

•HOnTML 


Ai«  TO  tJMNoaiur>K  anion  wm<iuTHOTKiMU<n>'*>r^  1*1  eoHnavrijraiti^mMxf*a.teoooin 

0«fXT»IO«0»l«YeOHOITIOKaiM»OMOOH«eeOUNTO>eM«NOMINT*«WO««»OW.  .•,v.,»;5^.-- 
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■•.TON  toiaciia  -  pwa. 

(5ia)  234-aaoo 


DATE:    03/02/95 


OTHCO 


OMHon  01  Monti  noCMntW)^  1  Son.  ttc 

aiUMooxMi 

■■TMTOMM.  NEW  VOm  IITtT 


FAX: 


(aoa)«4S-siK 

(SI  6)  234-8772 


PAGE:  1 

1008463 


73406 

oi     I    C    P     . 

0  ) 

46560    FREMONT   BOULEVARD 

T   SUITE  402 


h'  I  C  P 

46560  FREMONT  BLVD 
UITE  4'02  .;  T 

"I  FREMONT,  CA   94538       ^ 
•-  (^ 

•  «««««**>     EXPORT    *  WWf^*™  **"«™"  >"™  "»"  "«nT/uic« 


T      SUITE    402 
0|FREMONT,    CA    94538 


P.aNa 


SHB>PEDV1A: 


flOAOWAY     EXFRggi 


NaPKGS     TCRMS: 


-t-8- 


AYMCMT    in    APVANCE 


nCMNO. 


nCM  OESdOPTVM 


.  QUANTTTY 


U/M 


.^EXTENSION 


7692 


TER 
P 


AL 


ISRAELI    GAS    MASK    WITH    FILTER 

»»»COLD    WEATHER 
^JUST    ARRIVEO--100*    COTTON 
Y    LINE0--BUTTON    FRONT--SIZES    M, 
EASE    INDICATE    ACCOUNT    #    AND    INVC|l 
THANK    YOU    FOR    THI 


400 


ERT»** 
THERMAL  BO 
L,  XL,  ONLY 
CE  tt  ON  YO 
ORDER 


EA 


TOMS 
$3  .75 

IR  REM 


8.00 


EA  #52 
TTANCE 


3,200.C 


*7 


■  OTAL; 


3,200.0 


ALL  CLAIMS  MUST  BE  MAOE  WITHIN  FIVE  DAYS  AFTER  RECEIPT  OF  GOODS. 
MERCHANDISE  WILL  NOT  BE  ACCEPTED  FOR  RETURN  WITHOUT 
OUR  WRITTEN  CONSENT  AND  MUST  BE  FREIGHT  PREPAID. 
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DTHCO 


Olvlilon  of  Morris  Rolhtnbarg  &  Son,  Inc. 

29  RANICK  nOAO 

SMITHTOWN.  NEW  YORK    1 1 787-0868 


(916)  334-4000 

NaUoinal  Toll  Fraa 
(800)  64S-S19S 

Fax:  (516)  234-8772 


FAX  TO:      DEVENIR  MILLIONNAIRE  INC. 
ATT:  T.  MAKI 


DATE:   MARCH  2.  1995  PAGE  1  OF 


THANK  YOO  FOR  TOUR  FAX.   ENCLOSED  PLEASE  FIND  PRO FORMA  INVOICE 
FOR  ORDER  GOING  TO  CALIFORNIA. 

PLEASE  REMIT  $3,200.00  TO  OUR  ACCOUNT  NUMBER  2218  20  3749  AT 
NATIONAL  WESTMINSTER  BANK  USA  ABA*021  000  322  AT  80  PINE  STREET 
NEW  YORK,  NY  10005.   PLEASE  HAVE  YOUR  BANK  INCLUDE  ACCOUNT  NUMBER 
AND  NAME  ON  TRANSFER.   UPON  RECEIPT  OF  PAYMENT,  SHIPMENT  WILL  BE 
MADE. 

RGDS, 

HOWARD  SOMBERG 
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INT^L  TESLA  SOCIETY   INC.   71947SeS82 


S««»t»  Ptmuncirt  Sabcofflinittec 
TI?<llT   /I       International  Tcsla  Society,  Inc.  "» inrntigaiions 

1  n^^UjiX        po  ^^  5636  EXWBIT  #___iL____ 

Colorcdo  Spfings,  CO  60931 
United  Stales  o'  Amtric* 


(719)  4750918 
F»x  475-0582 


October  24, 1995 
Mr.  Dan  Gelbcr.  Chief  Counsel 
Senate  Investigation 

Senator  Nunn  . ' 

Washington,  D.C. 
FAX  202-224-1972 

RE;  Aum  USA  Co.  Ltd.  i^ 

Dear  Mr.  Gelber. 

Accompanying  this  cover  letter  is  a  copy  of  the  complete  file  covering  our  brief  contact  in 
January  of  this  year  wth  Aum,  et  al.  Our  contact  was  limited  to  telephone  conversations  of  limited 
duration,  a  membership  and  an  order  for  general  books  on  the  life  and  inventions  of  Nikola  Tesla, 
his  patents  which  are  public  domain,  as  well  as  his  writings.  None  of  us  remember  these 
conversations  We  are  providing  this  information  without  Sununons  to,  hopefully,  help  in  this 
investigation. 

As  you  will  see,  our  contact  was  vnth  a  Ms.  Yumiko  Hiraoka,  but  nothing  m  this 
communication  indicates  vAieK  they  heard  of  our  Society.  I  believe  that  this  may  have  been  a 
"fishing"  expedition  on  her  part  for  information  deemed  valuable  to  their  way  of  thinking. 

Further,  for  your  information,  concerning  Tesla's  work  on  resonating  frequencies.  As  early 
as  1897/1898,  he  created  an  "earthquake"  in  New  York  City  which  he  spoke  about  in  an  article  for 
the  New  York  World-Telegram  on  July  1 1,  1935.  In  February,  1912  an  article  in  a  New  York 
Publication  The  World'Today  under  the  heading  of  "Nikola  Tcsla,  Dreamer,",  it  vras  reported  that 
Tesla  attached  a  small,  pocketable  device  to  a  steel  superstructure  of  a  building  in  the  Wall  Street 
district  which  caused  the  building  to  begin  to  sway.  Reportedly,  that  building  would  have  collapsed 
within  10  minutes  if  left  there.  It  was  fimher  reported  that  by  using  the  same  device,  he  could  have 
made  the  Brooklyn  Bridge  collapse  in  an  hour.  Tesla,  himself,  said  he  could  create  a  device  to  "split 
the  worid"  in  two,  using  his  technology.  However,  this  was  not  the  goal  of  Tesla,  but  rather  his 
purpose  was  to  use  the  earth,  itself,  as  a  transmitting  device  for  radio  as  wall  as  electrical  power. 
This  concept  he  fbrther  developed  m  Colorado  Springs  in  1 899  and  later  on  Long  Island.  Perhaps 
it  vras  for  the  former  reason  Aum  was  interested  in  Tesla. 

Upon  Tesla's  death  in  1943,  the  US  government  seized  the  vast  majority  of  his  papers  and 
research  notes.  When  members  of  the  Society  or  others  have  requested  information  under  FOIA 
from  the  archives,  much  has  been  "black  penned"  for  national  security  reasons.  However,  in  the 
1930's  Tesla  developed  a  "ray"  gun  which  was  actually  a  particle  beam  accelerator  which,  again 
reportedly,  could  have  "shot  down  an  airplane  at  200  miles." 

Without  question,   Tesla   grasped  the  imagination  of  a  newly  bom  technological  world. 
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Today,  however,  we  are  left  with  bits  and  pieces  of  fact  and  fantasy,  but  we  do  know  that  the 
technology  which  he  developed  could  well  have  been  adapted  to  various  weapons  of  mass 
destruction.  It  is  only  regrettable  that  the  world  does  not  recognize  him  for  the  genius  he  was,  the 
man  who  brought  us  AC  electricity,  the  Radio,  computer  technology  and  much  more. 

Lest  I  continue  on,  I  trust  the  accompanying  information  will  assist  you  in  your  investigation. 
Should  you  need  any  flirtiier  information,  please  let  me  know  and  I  will  do  what  I  can  to  gamer  it 
for  you. 

We  trust  your  investigBtion  will  go  well  and  it  will  accomplish  the  goals  you  have 
established.  ■  .  ■ 


David  H.  Hanson,  Director 

The  International  Tcsia  Society,  Inc. 


DHH:aa 

accompanying  fax  documents 
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A/B  Payment ...  Inv# . 

Royalties 

Other: 


TOTAL  DEPOSIT  OP  CHECK  OR  CASH 


1    ^s-.'-^ 

i-39i  .7; 

J  3/7  "'^ 

."-^      .rl> 


730 


>>>>>>>>>> 


INVOICE 


<<<<<<<<R< 


INTERNATIONAL  TESLA  SOCIETY 

fi.O.     Box  5636 

Coloriido   Springs,    CD   80931 


601B  C19  01/24/96 

AUN  U.  S.  A.  Co. ,  Ltd. 
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